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Abstract:- The velocity of technology evolution and advancement 

is outpacing  the technological management and standardization 

developments. Societal  and organizational imperatives to adopt 

and utilize  the technological advancements require 

understanding of the information security implementation 

paradigms. The IT revolution has spawned  opportunities and 

threats for all  including statusquoists and challengers. Societal 

concerns with regard to personal privacy, information 

ownership, and governmental concerns are driving developments  

in information security which impact organizations beyond  

boundaries in legal and statutory ways requiring techno 

managerial responses. This paper addresses this requirement 

through a holistic presentation of the  the developmental 

patterns, the associated aspects,  technological advances, 

technical standards   and above all  the  approaches to 

standardization of   information security assurance at the 

organizational level in the environment of technology 

complexities.  The paper includes an overview of  various 

standards and focuses on the most widely implemented 

organizational information security standard,  ISO 27001. 
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I. INTRODUCTION 

he broad  scope of information security includes physical 

security, security of  IT infrastructure such as servers, 

network devices such as routers, switches, bridges, repeaters,  

communication channels,  including all variety of guided and 

unguided media, and end user computing devices, automation 

& control system devices, databases, portable and fixed 

storage devices and software applications. The quest for 

organizational  information security must naturally  traverse 

diverse areas of technology, physical security, human 

interactions characterized as social engineering, processes for 

technology management and standards. The day to day 

perception  of information security manifests itself in viruses, 

malware, phishing, hacking and the reporting   of crimes 

referred to as Cybercrime. Given the rapidity and dynamics of 

innovation  in this field and the increasing pervasiveness of 

automation a  big challenge at an organizational level is 

achieving some measure of information security assurance in 

step with the advancing threats and technology. 

II. DIMENSIONS OF INFORMATION SECURITY 

1. Basic sciences, mathematics  and technology of 

information security.  This is a vast 

multidisciplinary field encompassing as diverse areas 

as quantum mechanics, pure mathematics, pattern 

recognition, image processing, computer algorithms, 

parallel computation, supercomputing to research 

into cryptology and cryptanalysis involving leading 

companies in information technology such as IBM, 

Intel, and Microsoft along with various research 

laboratories and institutions of learning. 

2. Information security management at an 

organizational level.  This addresses the 

development of  information security plan, 

management structures and processes to implement 

the information security controls that are considered 

necessary by the organization in relation to the 

perceived threat and risk evaluation from the 

perspective of  business and other organizational 

imperatives. Information security management at an 

oganisation level may be typically developed 

independently of third party information security  

standards, accreditations or certifications. High 

technology organisations such as IBM trust their own 

internal information security standards and 

management structures.  Smaller organisations  rely 

upon low cost  alternatives that  meet the immediate 

business requirements unless the nature of business 

makes it  imperative to have independent and 

verifiable  information security mechanisms. 

3. Information security assurance and 

standardization.  Standards have been developed by 

various independant  international and governmental 

bodies to  address the issue of  organizational 

security in a holistic manner with the objective of 

providing  a measurable and comprehensible security 

assurance to the stakeholders. While typically not 

statutorily mandated,  adoption of these is motivated 

by business requirements generally originating in 

client, and governmental expectations.   

4. Technical standards bodies, technical standards  

and their implementations in technology 

products. Standardisation, traditionally the preserve 

of Governments,   in the IT field has seen  large 

contributions  by non governmental bodies and 

private enterprise.  Information security standards 

such as encryption algorithms have been subject to 

national security concerns typified by the US 

Government  restrictions on export of strong 

encryption chips. Governments also wish to control 

the strength of security algorithms available to the 

general public so that private information is 
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accessible in situations of perceived  threat to 

national interests. 

5. Physical Security.  Physical security is often 

considered an area that is  well understood and at 

times treated separately from information security.  

With information technology being a key element of 

business and production methodologies and also 

being embedded in physical security systems such as 

biometric access control, motion detectors, duress 

alarms, automated burglar alarms, cctv recording, 

automated emergency  alarm systems, forensic and 

criminal record databases  physical security has 

become an integrated part of the set of controls to 

ensure information security. 

III. INFORMATION SECURITY ASSURANCE AND 

STANDARDIZATION 

Given the great diversity, technological dynamics and 

complexity of parameters that impinge upon security of 

critical information within an organization one   challenge to 

management understanding of information security 

dependancies  has been the lack of  a model for information 

security that captures the relevent and introduces some 

quantification in the information  security process. Efforts to 

tackle this challenge  led to  checklists, standard operating 

procedures, guidelines for end users, disaster recovery plans, 

data archiving arrangements and so on developed  in a piece 

meal manner understood to some extent by the  IT resources  

but neither of much use to auditors nor well understood by the 

management.   Information security assurance has  often been 

seen as limited to the IT infrastructure including the security 

of running applications. The very important aspect of secure 

software engineering to ensure development of secure and 

safe software products is often lost sight of and is least  

understood except to some extent in those organisations  that 

handle critical financial data. Organisations providing 

financial  accounting and finance related  services through  IT  

to the US clients might have to conform to the  SaS70 

standard; banks and financial institutions  might be required to 

conform to PCI DSS, SET; organizations  handling sensitive 

information for clients such as BPOs, Application 

Maintenance Services providers, software outsourcing 

companies might seek to comply with ISO 27001, COBIT, 

ITIL and so on. Organisations need to meet the requirements 

of  legislations such  as the IT Act 2000 of India;   US 

organisations or  their outsourcers have to adhere to Gramm-

Leach-Bliley Act (GLBA) ,The Health Insurance Portability 

and Availability Act (HIPAA),The Californian Senate Bill 

1386, Online Personal Protection Act, Sarbanes-Oxley Act 

(SOX) and Federal Information Security Management Act.   

IV. ORGANISATIONAL INFORMATION SECURITY 

STANDARDS 

Standard of Good Practices (SoGP) by Information Security 

Forum(ISF)
1
  

The Standard of Good Practice   includes both a standard as 

well as tools   to assess and benchmark  the level of 

compliance. As with ISO 27001 this standard  covers risk 

assessment methods and imperatives as also an overarching 

architecture, controls for  monitoring the system and 

collection of data that indicates likely threats and finally the 

controls required to be implemented both at component & 

hardware cum software device level and in the security 

management system. Considering the ubiquity of wireless and 

portable devices as also industrial automated control syatems 

the standard seeks to address these areas that have 

traditionally not been under focus of the information security 

discipline. Starting with a set of security essentials it has 

grown by borrowing from other standards and the latest 

version of SoGP  aligns with the  ISO/IEC 27002:2013, 

COBIT, NIST Cybersecurity Framework, SANS Top 20 

Critical Security Controls and Payment Card Industry Data 

Security Standard (PCI DSS).   

U.S. Federal Government information security Standard by 

National Institute of Standards & Technology (NIST) 
2
 

Initially NIST focused on US federal government 

organizational information systems. Now the standard has not 

only been made available in the public domain but also shows 

greater sensitivity to non government organisational security 

concerns. A full review of the NIST standard & practices  is 

beyond the scope of this paper but broadly  Special 

publication 800-12 & 800-14 covers  overview of computer 

security  control areas, the principles underlying security and 

the good practices prescribed for formulating security policy. 

Further the framework includes  Special publication 800-26 

on security management. Other standards documents cover 

security risk  assessment and specific guidance for federal 

information system assessment moving over to the controls 

and how to implement them. NIST publications and security 

initiatives have an ongoing review and updation mechanism to 

align with technology  & trends. 

US Department of Defense information security standard 
3 

This standard inititive is primarily directed towards military 

grade security requirements encompassing mil grade security 

specifications and practices for adherence by defence 

companies, contractors and defence organisations. Security 

concerns are designated as  Information Assurance (IA) areas 

and  controls. As with civil domain standards the areas 

addressed include basic security architecture under security 

design & configuration, system boundary related controls 

such as firewalls and intrusion detection systems, 

identification and authentication, protection of endpoint  

devices, physical controls such as  human and other access 

into protected building & areas, building  environmental 

controls to protect hardware, personnel security, disaster 

related aspects  & how security breaches or incidents are to be 

handled. 

International Society for Automation (ISA) Standards
4 
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       ISA standard for cybersecurity, starting as ISA99 now 

designated as ISA/IEC-62443,  addresses the security 

vulnerabilities and requirements for automation and control 

systems such as industrial automation devices such as 

programmable logic controllers, distributed control systems  

and safety instrumented systems.  This area has typically been 

less under scrutiny or research focus unlike personal and 

server  computers where public malware and virus as also 

other security breaches bring widespread attention and 

interest.   Apart from standard there are also  compliance test 

specifications for ISA/IEC-62443 and other control system 

security standards. ISA has also created an associated system 

of certification of devises & systems from the perspective of 

ISA/IEC-62443 .  The  ISA/IEC-62443 standard is  organized 

into four general categories which mainly  identify the 

primary target audience for each group (i.e., General, Asset 

Owner, System Integrator and Component Provider). 

1. The first (top) category, general,  includes common 

or foundational information such as concepts, models 

and terminology and also security metrics. 

2. The second group of work products targets at the 

Asset Owner and addresses various aspects of 

creating and maintaining an effective IACS security 

program. 

3. The third include work products that describe system 

design guidance and requirements for the secure 

integration of control systems.  

4. The fourth category includes work products that 

describe the specific product development and 

technical requirements of control system products. 

This is primarily intended for control product 

vendors, but can be used by integrator and asset 

owners for to assist in the procurement of secure 

products. 

Payment Card Industry Data Security Standard (PCI DSS) 
5 

The Payment Card Industry Data Security Standard (PCI 

DSS) is an information security standard for organizations 

that handle cardholder information for the major debit, credit, 

prepaid, e-purse, ATM, and POS cards. The standard has been 

defined by the  Payment Card Industry Security Standards 

Council, a council originally formed by the major banks and 

financial services companies.    This is a very finely focused 

standards that addresses only payment card related security 

matters and it  consists of 12  requirements, which include 

network architecture, software design,  security management, 

policies, procedures, and other critical measures. These 

requirements are organised under 6 headings: Build and 

Maintain a Secure Network, Protect Cardholder Data, 

Maintain a Vulnerability Management Program,  Implement 

Strong Access Control Measures, Regularly Monitor and Test 

Networks, Maintain an Information Security Policy. The 

whole package consists of the standard and also how any 

organization can carry out self assessment and as  required  

additionally obtain certification of compliance. 

North American Electric Reliability Corporation(NERC) 

Standards.
6 

NERC has defined a set of standards to ensure reliable electric 

supply from nuclear and non nuclear sources and cover among 

others the aspect of information (cyber) security in so far as 

the power industry is concerned. An inititive of power 

companies and associated organisations its ambit is restricted 

to the power industry of USA and Canada and hence a lower 

visibility. 

ISO/IEC 27001:2005 (Information Security Management 

System - Requirements) 
7 

      This is the most widely used information security standard that 

has developed an umbrella framework for embracing every 

aspect of organizational security by starting with a technology 

and management understanding of security. It  has its roots in 

the technical content derived from BSI standard BS7799.  It 

specifies the requirements for establishing, implementing, 

operating, monitoring, reviewing, maintaining and improving 

a documented Information Security Management System 

(ISMS) within an organisation. Its comprehensiveness results 

from its approach  designed to make the organization to select 

the technological controls and management controls that are 

adequate  to protect information assets. Hence this standard is 

usually applicable to all types of organisations, including 

business enterprises, government agencies, and so on. The 

standard introduces a cyclic model known as the “Plan-Do-

Check-Act” (PDCA) model that aims to establish, implement, 

monitor and improve the effectiveness of an organisation’s 

ISMS. Major aspects  of the standard are as under. 

1. Risk assessment and treatment - analysis of the 

organization's information security risks 

2. Security policy - management direction 

3. Organization of information security - governance of 

information security 

4. Asset management - inventory and classification of 

information assets 

5. Human resources security - security aspects for 

employees joining, moving and leaving an 

organization 

6. Physical and environmental security - protection of 

the computer facilities 

7. Communications and operations management - 

management of technical security controls in systems 

and networks 

8. Access control - restriction of access rights to 

networks, systems, applications, functions and data 

9. Information systems acquisition, development and 

maintenance - building security into applications 

10. Information security incident management - 

anticipating and responding appropriately to 

information security breaches 

11. Business continuity management - protecting, 

maintaining and recovering business-critical 

processes and systems 



3rd International Conference on Multidisciplinary Research & Practice                           P a g e  | 247 

 

Volume IV Issue I                                                                    IJRSI                                                                          ISSN 2321-2705  
 

12. Compliance - ensuring conformance with 

information security policies, standards, legal and 

statutory 

The ISO/IEC 27002 is the controls part of the  standard and is 

arranged into eleven control areas; security policy, organizing 

information security, asset management, human resources 

security, physical and environmental security, communication 

and operations, access controls, information systems 

acquisition/development/maintenance, incident handling, 

business continuity management, compliance. The key 

published standards documents are as under. More are being 

added enhancing the comprehensiveness. 

 ISO/IEC 27000  overview & vocabulary 

 ISO/IEC 27001 formal ISMS specification 

 ISO/IEC 27002 infosec controls guideline 

 ISO/IEC 27003 implementation guidance 

 ISO/IEC 27004 infosec metrics 

 ISO/IEC 27005 infosec risk management 

 ISO/IEC 27006 ISMS certification guide 

 ISO/IEC 27007 MS auditing guide 

 ISO/IEC TR 27008 technical auditing 

 ISO/IEC 27010 for inter-org comms 

 ISO/IEC 27011 ISO27k for telecomms 

 ISO/IEC 27031 business continuity 

 ISO/IEC 27032 cybersecurity  

 ISO/IEC 27033 network security (parts)   

 ISO/IEC 27034 application security (part) 

 ISO/IEC 27035 incident management 

 ISO 27799 ISO27k for healthcare industry 

ITIL (OR ISO/IEC 20000 SERIES) 
8 

The Information Technology Infrastructure Library (ITIL) 

addresses the security concerns of IT services & service 

providers  and is a collection of best practices in IT service 

management (ITSM), and focuses on the service processes of 

IT support and services. Initially  developed by the United 

Kingdom's Office of Government Commerce (OGC) it  has 

evolved into ISO/IEC 20000. Apart from comprehensive 

standards documentation a noteworthy feature is  self-

assessment of IT service management that can be conducted 

with the help of an online questionnaire . The key areas of IT 

service management are classified into these areas: (a) Service 

Level Management, (b) Financial Management, (c) Capacity 

Management, (d) Service Continuity Management, (e) 

Availability Management, (f) Service Desk, (g) Incident 

Management, (h) Problem Management, (i) Configuration 

Management, (j) Change Management, and (k) Release 

Management. 

Control Objectives for Information and Related Technology 

(COBIT)
9 

 COBIT is a set of best practices (framework) for information 

technology (IT) management created by the Information 

Systems Audit and Control Association (ISACA). It is 

designed for business enterprise IT resources & services. It a 

control framework that links IT initiatives to the company’s 

business requirements, organises IT activities into a generally 

accepted set of processes & process model, helps identify  the  

IT resources to be leveraged and defines the management 

control objectives to be considered. The standard has evolved 

to COBIT 5 which addresses the information security domain 

under 5 heads: Audir & Assurance, Risk Management, 

Information Security, Regulatory & Compliance, Governance 

of IT Enterprises.  

V. TECHNICAL STANDARDS FOR  TECHNOLOGY 

PRODUCTS 

Many information security standards have grown around 

organizational security and achieved limelight. Equally 

important but less known and devoid of intense focus is 

product security. Here we consider one of the most significant 

standard voz. ISO/IEC 15408. 

ISO/IEC 15408 (Evaluation Criteria for IT Security) 
10 

The international standard ISO/IEC 15408 is commonly 

known as the “Common Criteria”. Common Criteria (CC) is a 

framework in which computer system users can specify their 

security functional and assurance requirements, vendors can 

then implement and/or make claims about the security 

attributes of their products, and testing laboratories can 

evaluate the products to determine if they actually meet the 

claims. In other words, Common Criteria provides assurance 

that the process of specification, implementation and 

evaluation of a computer security product has been conducted 

in a rigorous and standard manner.   It standard consists of 

three parts described in associated documents: introduction 

and general model, security functional requirements and 

security assurance requirements. This standard helps evaluate, 

validate, and certify the security assurance of a technology 

product against a number of factors, such as the security 

functional requirements specified in the standard.  

Hardware and software can be evaluated against CC 

requirements in accredited testing laboratories to certify the 

what is called Evaluation Assurance Level (EAL)  of the 

product or system which is an indicator of the extent to which 

the product meets the criteria.. A representative sample of  

EALs: EAL1 - Functionally tested, EAL2 - Structurally 

tested, EAL3 - Methodically tested and checked, EAL4 - 

Methodically designed, tested and reviewed, EAL5 - Semi-

formally designed and tested, EAL6 - Semi-formally verified, 

designed and tested, and EAL7 - Formally verified, designed 

and tested.  

VI. CONCLUSION 

Management of information security at an organizational level 

demands a rigorous assessment of risks, threats and 

vulnerabilities and the application of the selected technical 

and non-technical controls based upon the threat and risk 
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assessment. Independent standard and certification impart a 

measure of assurance in a technologically dynamic world. We 

have considered the standards having a bearing on various 

aspects information security that would cover all kinds of 

security risks and the variety of organisations and purposes. 

Among these standards the most generic with the widest 

applicability is ISO 27001. The  plan-do-check-act approach 

of ISO 27001 standard is one of the most effective way to deal 

with the information security challenges to an organization. 
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