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Abstract— Malware is a one kind of programming which can 

harm the network and it might likewise steal the individual data 

from the PC. Malware can be made by utilizing any 

programming dialect by the software engineer. It is exceptionally 

hard to characterize a malware with a solitary term or a solitary 

name. A malware can be considered as a vindictive 

programming or malcode or it is otherwise called a vindictive 

code .Malware do the heft of the nosy exercises on a framework 

furthermore, that spreads itself over the hosts in a system. 

Malware detection techniques can be characterized into 2 

classifications - the static investigation systems and the dynamic 

examination procedures. The static systems include investigating 

the pairs straightforwardly or the figuring out. The code for 

examples is the same. This paper endeavors to give a brief study 

of all the work that has been done in the field of malware 

detection. Literature have properly evaluated and examined for 

their pros and cons. 

 Keywords-Malware, Machine learning, Malware Detection 

Techniques 

I. INTRODUCTION 

alware implies vindictive programming. Malicious 

programming aptitude is expected to make a noxious 

code and it is effortlessly accessible in the web. Likewise the 

malevolent code writing instruments make it simple to 

assemble new noxious code. Consequently, the malware is 

continuing expanding. 

Linux because of its open source nature is getting an always 

expanding consideration both by developers and researchers 

[13]. Also, home clients and business endeavors are leaning 

toward Linux-based Personal Computers (PCs) and server 

machines. As an outcome, Linux will turn into a most favorite 

focus for hackers, the minute its piece of the overall industry 

makes it an alluring suggestion to dispatch assaults on Linux 

running hosts. The current rare accessibility of Linux malware 

has likewise lead Linux security specialists to hold a thought 

that Linux is naturally secure [7]; in this way, malware 

discovery on Linux has never gotten its due consideration. 

Thus, Linux based computers open source nature makes the 

undertaking of a programmer additionally simpler and are not 

satisfactorily ensured against developing threats. 

This paper portrays a study on a few methodologies for 

malware detection utilizing machine learning. The 

methodologies are arranged based upon the sorts of 

information sources. We additionally said the types of 

malware experienced in our day by day life and give an idea 

regarding these. We have additionally risen the diverse 

examination for malware recognition takes after by 

specialists. We are dealing with layer 3 and layer 4 network 

traffic features for malware identification. 

The unique contribution of the paper are as per the following:-  

 Sources of information are ordered and a brief 

depiction of every source is determined.  

 Divide the papers in a few tables in view of their 

source information.  

 The principle thought and information gathering of 

every paper is outlined.  

 Data mining procedures and different strategies 

utilized for various methodologies is plainly 

specified. 

II. MALWARE DETECTION TECHNIQUE 

The detection of malicious programs is termed as malware 

detection. This, differs from interruption discovery, which has 

a much more extensive degree as a gatecrasher can be a 

human and additionally a program. Therefore, intrusion 

detection can be conveyed out at a network scale utilizing 

network trace data or at a host level using data internal to the 

host. As stated previously, this survey focuses on the network 

based techniques using data extracted  from programs. 

 

Figure1: Malware Detection Techniques 

M 
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1) Signature Based Detection 

Signature-based malware recognition, usually alludes to static 

investigation process, where the malware test is matches a 

formerly produces set of extraordinary signature against 

suspicions test. These can then be utilize to segregate malware 

document from cleanware document i.e. benign and is a 

regularly utilized technique by AV-vendors. The issue 

emerges, when managing with code obfuscation techniques 

utilized by the malware[3]. A portion of jumbling methods 

utilized against mark based discovery are recorded beneath:
  

 Packing: here, the malware is packed into a double 

record, which are just meaningful if revise 

decompression is utilized. Whenever decompressed, 

it is stacked into memory in a comprehensible frame. 

Malware can be compacted from numerous points of 

view and even a few times making it near difficult to 

figure out the code. 

 Polymorphism: here, the malware changes a portion 

of its code after each cycle it keeps running on the 

PC, while another part continues as before. 

 Metamorphism: here, the malware revamps all its 

code after every cycle it keeps running on the PC, yet 

at the same time keeps similar usefulness. 

2) Behavior Based Detection 

As the name recommends, conduct construct malware 

recognition depends in light of the investigation of the 

malware conduct amid its run-time. Behavior based 

strategy accept the malware amid it run-time mainly. They 

don’t endure the confinements found in signature based 

method since they settle on their choice subsequent to 

watching malware activates instead of searching for 

beforehand signature[2]. Breaking down malware after its 

execution, and in a limited domain, is normally alluded to 

as dynamic examination, for further insights about what 

instruments have been looked into in the last study. The 

preferred standpoint when utilizing this kind of location is 

to be autonomous of the real source-code of the malware. 

Here the source-code can execute distinctive code jumbling 

strategies e.g. packing their code, polymorphism and 

transformative nature.
 
 

In any case, they experience the ill effects of a high false 

positive rates where a generous program is dishonestly 

grouped as a malevolent program. Basically consists of the 

following components: 

 Information Collector: This segment gathers 

dynamic/static data about the executable.  

 Mediator: This segment changes over crude data 

gathered by information accumulation module into 

halfway representations. 

 Matcher: It is utilized to contrast this representation 

and the conduct signature. 

3) Heuristic Based Detection 

Antivirus applications that utilization heuristics are like 

mark based discovery programs. They look to distinguish 

malware by inspecting the code in an infection program 

and breaking down the program's structure. A heuristic 

antivirus application utilizing this discovery technique may 

run a procedure that recreates really running the code it's 

analyzing. When it does that, the antivirus application tries 

to distinguish extra code rationale that may help it figure 

out whether the presumed infection is truly a risk [3].
  

III. MALWARE DETECTION COUNTERMEASURES 

1) Heuristic Frustration: Concealment 

Infection creators are very much aware of the suspicious 

attributes searched by heuristics infection scanners and will 

frequently outline their manifestation with goal that they 

maintain a strategic distance from or disguise these 

qualities.
 [
 

2) Metamorphism and Polymorphism  

Best executable infectors are "polymorphic" on the grounds 

that every time the viral code is replicated to another 

objective it is changed. This is conceivable on the grounds 

that for any give operation there are by and large countless 

machine guidelines. For a scrambled infection, the 

unscrambling code is most likely the simplest to distinguish, 

so a polymorphic infection will change its decryptor for 

each new contamination. The most punctual infections 

contained various distinctive decryrptor and just utilized an 

alternate one every time, except more refined systems are 

utilized – arbitrary garbage guidelines can be embedded, 

proportional directions can be swapped and the request of 

execution (unscrambling) can be changed. Changeable 

infections utilize polymorphic on the whole infection 

instead of just on the decryptor. While polymorphic 

infections by and large decode to a consistent infection body 

in memory, with changeable infections every infection body 

is different.  

The possibility of this is to baffle antivirus programs that 

work by mark checking. The accomplishment of the 

infection relies on upon how great the modifying 

calculations are – for the best polymorphic and 

transformative infections, distinctive diseases have no code 

in like manner, as are difficult to recognize.
  

3) Encryption and Packing 

On off the chance that and infection is encoded i.e. encrypted, 

it is all the more troublesome for an infection scanner to learn 

anything about it. Encryption which is trifling for a human to 

break can all the things considered be extremely compelling 

for disappointing infection examination. Nonetheless, with the 

coming of working framework operating-system for genuine 

encryption, some infections are utilizing "genuine" encryption 

calculations, for example, IDEA. Such encryption can never 

be thoroughly secure since the infection should dependably 
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convey the key some place, yet in the event that the infection 

actualizes and odd calculations it can be extremely tedious to 

examinations as the examiner must re-execute the calculation. 

Decryptors are regularly polymorphic and will decode 

segments of infection code in apparently arbitrary over to 

confound heuristic unscrambling identifiers.
 
 

4) Retroviruses 

Some infections i.e. virus are planners particularly to assault 

antivirus or security items running on an objective PC. Such 

infections are called as retroviruses (the similarity being with 

natural retroviruses for example, HIV which assault the 

insusceptible system).Additionally, other kind of malware 

may incorporate retrovirus-like usefulness (for example, some 

spyware has been known to hunt down mainstream hostile to 

spyware and endeavor to deactivate them).
 
 

IV. RELATED WORK  

A related approach to deal with signature based identification 

is supervised classification, which utilizes cases of known 

malware to manufacture a classification model that recognizes 

the known dangers from different programs. Supervised 

classification approaches likewise have an indistinguishable 

restriction from signature based recognition in that they both 

perform inadequately on new and developing malware [14]. 

Likewise, building a precise grouping model is a test because 

of the assorted qualities of malware classes, their imbalanced 

circulation, and in addition the information flaw issues (noise, 

missing values, and corresponded features) that keep on 

hindering the appropriation of more advanced learning 

algorithms. Behavior based identification strategies utilize the 

learning of what is considered as great conduct to recognize 

malevolent programs. A special class of behavior based 

discovery is specification based detection, which makes 

utilization of certain lead set of what is viewed as adequate 

conduct of programs [10]. Programs violating such rule set are 

pronounced as malignant. Measurable and unsupervised 

learning methods for behavior detection have likewise been 

broadly examined as of late. The key preferred standpoint of 

behavior based detection is its capacity to recognize zero-day 

malware. 

V. METHODS COMPARISON 

In this paper we have investigated various malware detection 

methods. Moreover, a brief overview on advantages 

disadvantages and features is given .indeed, high false 

positive ratio is  the most disadvantages of behavior based 

malware detection .In this regards, we present a comparison 

table which is illustrated in Table I.  

 

TABLE I: A COMPARISON OF MALWARE DETECTION APPROACHES 

 

Sr.No Features Title of paper Method  Scope of Paper Research Gap 

1. Content-based 

features 

Classification of 

packet contents for 

malware detection[8] 

Distance based 

algorithm. Pattern 

based algorithm for 

packet classification 

Reduces the false positive 

rate. 

Improves the accuracy of 

malware detection 

effectively. 

Takes a long time of training. 

Low rate for false positives and negative. 

Compound files such as doc, pdf and xls, 

need to find a technique by which 

compound files can be detect. 

2. N-Gram Byte Level n–Gram 

Analysis for Malware 

Detection[5] 

Heuristic based 

approach 

Improves the accuracy of 

malware detection 

effectively. 

Random forest  

Data mining technique result 

in better performance. 

As the size of n-gram increases the 

frequency of relevant n gram decrease. 

Only show better performance for n-gram 

value 3. 
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The scanner fails to detect unseen and 

obfuscate malware. 

3. API Behaviour-based 

features model for 

malware detection[16] 

 

API Hooking 

technique 

Able to achieve higher 

accuracy rate but fails in front 

of malware samples that 

checks for the existence of 

virtual machine artifacts. 

Platform depended since it traces the API 

invoke by OS. 

More improvement in the behavior of 

malware actions, data flow dependence 

can be used which will give more insight 

for malware identification. 

 

 

  Zero-day Malware 

Detection based on 

supervised learning 

algorithms of API call 

signatures[14] 

Data mining technique 

based on API calls 

SVM based classifier shows 

better detection rate among 8 

classifier for API calls. 

Only applicable to windows system since 

it uses PE format of API calls. 

  IMDS: Intelligent 

malware detection 

system[11] 

API execution 

sequences 

Detects polymorphic and 

unknown malware. 

Fewer false positives than 

other scanners. 

Outperforms other 

classification approaches in 

both detection ratio and 

accuracy. 

Only applied for windows based system. 

Large set of generated rules for building 

classifier.  

  CIMDS: Adapting 

Postprocessing 

Techniques of 

Associative 

Classification for 

Malware 

Detection[15] 

Post processing 

Techniques  

Outperforms popular 

antivirus software tools, such 

as 

McAfee Virus Scan and 

Norton Antivirus as well as 

previous data-mining based 

detection system. 

Reduces the number of 

Generated rules. 

Fewer detection time rather 

than other scanners.  

Only provides binary predictions. 

 

 

 

 

 

 

  A comparison of 

static, dynamic, and 

hybrid analysis of 

malware detection.[4] 

Hidden Markov model 

for comparison 

malware analysis 

method. 

Dynamic based approach on 

API Calls leads to effective 

result compare to static and 

other approach used in this 

paper 

Dynamic analysis would be impractical 

for large amount of file. 

Time consuming. 

4 Content-based 

behavior-

based 

Detecting Hiding 

Malicious Website 

Using network   

Induction learning 

technique in Net Flow 

data 

Combination spatial and 

temporal variable have 

greater accuracy rate. 

Net Flow variable will generate worst 

detection rate as compared to spatial and 

temporal variable.  
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features 

 

Traffic Mining 

Approach[10] 

Easily differentiate between 

normal and malicious traffic. 

Again based on pattern it will scan. 

5 CFG  A graph based model 

for malware detection 

and classification 

using system call 

groups[6] 

Heuristic malware 

detection 

High detection ratio. 

Low false positive rate.  

Grouping of system call to system calls 

groups leads to loss of information 

leading to higher rate false positive. 

VI. CONCLUSION 

All the literatures related to the field of malware detection 

has been examined and dissected. It is found that there are 

diverse strategies like authorization based methodology, 

signature based procedures, and design based systems which 

are being used in this field. The paper endeavors to 

overview and dissect every systems and a brief examination 

about them is given. In future, new algorithm, such as, 

machine learning methods, for classification and prediction 

can be used in this malware detection. 
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