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Abstract: - Quantum cryptography uses our current knowledge 

of physics to develop a cryptosystem that is not able to be 

defeated - that is, one that is completely secure against being 

compromised without knowledge of the sender or the receiver of 

the messages. Quantum cryptography promises to reform secure 

communication by providing security based on the elementary 

laws of physics, instead of the current state of mathematical 

algorithms or computing technology. This paper describes an 

overview about Quantum cryptography and Quantum key 

distribution technology, and how this technology contributes to 

the network security. 
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I. INTRODUCTION 

he word quantum itself refers to the most fundamental 

behavior of the smallest particles of matter and energy: 

quantum theory explains everything that exists and nothing 

can be in violation of it. Quantum cryptography is the science 

of exploiting quantum mechanical properties to perform 

cryptographic tasks. The best known example of quantum 

cryptography is quantum key distribution which offers an 

information-theoretically secure solution to the key exchange 

problem. Currently used popular public-key encryption and 

signature schemes (e.g., RSA and ElGamal) can be broken by 

quantum adversaries. There are two main fields of modern 

cryptographic techniques: Public key encryption  and Secret 

key encryption . Symmetric cryptography was well suited for 

organizations such as governments, military, and big financial 

corporations were involved in the classified communication. 

With the spread of more unsecure computer networks in last 

few decades, a genuine need was felt to use cryptography at 

larger scale. The symmetric key was found to be non-practical 

due to challenges it faced for key management. This gave rise 

to the public key cryptosystems. Public-key cryptography, or 

asymmetric cryptography, is an encryption scheme that uses 

two mathematically related, but not identical, keys - a public 

key and a private key. Unlike symmetric key algorithms that 

rely on one key to both encrypt and decrypt, each key 

performs a unique function. The public key is used to encrypt 

and the private key is used to decrypt. public-key encryption 

uses two different keys at once -- a combination of a private 

key and a public key. The private key is known only to your 

computer, while the public key is given by your computer to 

any computer that wants to communicate securely with it. To 

decode an encrypted message, a computer must use the public 

key, provided by the originating computer, and its own private 

key. The main disadvantage of a secret-key cryptosystem is 

related to the exchange of keys. Symmetric encryption is 

based on the exchange of a secret (keys). Secret key 

cryptography systems are often classified to be either stream 

ciphers or block ciphers. Stream ciphers work on a single bit 

at a time and also use some kind of feedback mechanism so 

that the key changes regularly. The goal of position-based 

quantum cryptography is to use the geographical location of a 

player as its (only) credential. A quantum cryptographic 

protocol is device-independent if its security does not rely on 

trusting that the quantum devices used are truthful. Thus the 

security analysis of such a protocol needs to consider 

scenarios of imperfect or even malicious devices. Quantum 

computers may become a technological reality; it is therefore 

important to study cryptographic schemes used against 

adversaries with access to a quantum computer. The study of 

such schemes is often referred to as post-quantum 

cryptography. 

II. QUANTUM KEY DISTRIBUTION TECHNOLOGY 

Quantum Key Distribution uses quantum mechanics to 

guarantee secure communication. It enables two parties to 

produce a shared random secret key known only to them, 

which can then be used to encrypt and decrypt messages. 

Quantum key distribution is not only based on the principles 

of quantum physics, it also relies on classical information 

theory. The distributed key must be both common and secret. 

First, the transmission errors must be corrected, whether they 

are caused by eavesdropping or by imperfections in the setup. 

Second, a potential eavesdropper must know nothing about 

the key. To achieve these two goals, techniques from classical 

information theory, collectively denoted as secret-key 

distillation, must be used. One aspect of quantum key 

distribution is that it is secure against quantum computers. Its 

strength does not depend on mathematical complexity, like 

post-quantum cryptography, but on physical principles. The 

value of the bit, a 1 or a 0, is determined by states of the 

photon such as polarization or spin. At the sender’s end, a 

laser generates a series of single photons, each in one of two 

polarizations: horizontal or vertical. QKD will become 

necessary for any form of secure data  transfer,  thus paving 

the way for the development of  Quantum  Cities and national  

and international Quantum Grids. 

III. ADVANTAGES AND DISADVANTAGES OF 

QUANTUM CRYPTOGRAPHY 

T 
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Advantages of Quantum cryptography: 

 Virtually un-hackable 

 Simple to use 

 Less resources needed to maintain it 

Disadvantages of Quantum cryptography 

 The signal is currently limited to 90 miles 

 Could replace a lot of jobs 

IV. APPLICATION OF QUANTUM CRYPTOGRAPHY 

The signal is currently limited to 90 milesCould replace a lot 

of jobs Quantum cryptography use in every sphere like ultra-

secure voting, secure communication with space, a smarter 

power grid, quantum internet, Key Agreement, Data 

Encryption , Digital Signature, Analysis of DNA Structure, 

Analysis of Brain Function , Maintaining security etc. 

V. LIMITATIONS OF QUANTUM CRYPTOGRAPHY 

 Quantum cryptography is good for secrecy but 

cannot be used to sign public documents (some 

authentication of private messages is possible) 

 Bruce Schneier, an American cryptographer, says “ I 

don’t see any commercial value in it. I don’t believe 

it solves any security problem that needs solving. I 

don’t believe that it’s worth paying for. I can’t 

imagine anyone but a few technophiles buying and 

deploying it. Systems that use it don’t magically 

become unbreakable, because the quantum part 

doesn’t address the weak points of the system. 

 Quantum cryptography does not guarantee that you 

can communicate securely. 

 Quantum cryptography doesn’t “solve” all of 

cryptography: The keys are exchanged with photons, 

but a conventional mathematical algorithm takes 

over for the actual encryption 

VI. CONCLUSION 

In this paper we are summarize about Quantum cryptography 

and . Quantum cryptography comes with its own load of 

weaknesses. It was recognized in 2010, for instance, that a 

hacker could blind a detector with a strong pulse, rendering it 

unable to see the secret-keeping photons. Security is a broad 

issue and this report has only addressed a narrow area of 

techniques that, provided appropriate security policies are 

defined and adhered to, will facilitate a secure system. The 

advantage of quantum cryptography lies in the fact that it 

allows the completion of various cryptographic tasks that are 

proven or conjectured to be impossible using only classical 

communication. 
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