
International Journal of Research and Scientific Innovation (IJRSI) | Volume IV, Issue IA, January 2017 | ISSN 2321–2705 

www.rsisinternational.org Page 38 
 

Performance Analysis of Digital Water Marking 

Techniques 
 Anjana Joshi

1
, Silpa Ajith Kumar

2
, Nikhila.S

3 

Department of Electronics& Instrumentation Engineering, Dayananda Sagar College of Engineering, Bangalore. 

 
Abstract— Digital watermarking provides a means of embedding 

a message in a piece of digital data without destroying its value. 

This paper focuses on digital watermarking for images and in 

particular invisible watermarking. In this paper three different 

algorithms for digital image watermarking have been proposed. 

The first method focuses on spatial domain watermarking using 

bit-shuffling process based on chaotic sequence. In this method 

first the watermark is encrypted using the xor operation between 

the watermark and the chaotic sequence and then embedded into 

the host image using bit-shuffling process with the help of chaotic 

sequence. In the second method, the encryption process is the 

same as previous method. The watermarking carried out in 

frequency domain by taking 2-D Discrete Cosine Transform of 

both the watermark and the host image and then we perform 

linear combination of both the coefficients to obtain the 

watermarked image. In the third method, we proposed a new 

encryption algorithm based on pixel-shuffling method. 
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I. INTRODUCTION 

atermarking is a branch of information hiding which is 

used to hide proprietary information in digital media 

like digital video photographs, or digital music. The ease with 

which digital content can be exchanged over the Internet has 

created copyright infringement issues.The aim of digital 

watermarking is to embed a piece of information into digital 

documents, like pictures or movies for example. This is for a 

large panel of reasons, such as: copyright protection, control 

utilization, data description, integrity checking, or content 

authentication. Digital watermarking must have essential 

characteristics including imperceptibility and robustness 

against attacks. Many watermarking schemes have been 

proposed in recent years, which can be classified into two 

categories: spatial domain and frequency domain 

watermarking. In spatial domain watermarking, a great 

number of bits can be embedded without inducing too clearly 

visible artifacts, while frequency domain watermarking has 

been shown to be quite robust against JPEG compression, 

filtering, noise pollution, and so on.  

            More recently, chaotic methods have been proposed to 

encrypt the watermark, or embed it into the carrier image for 

security reasons. Chaotic sequences have good features such 

as noise-like, unpredictability with deterministic orbits and 

sensitivity to initial condition and parameters, so chaotic 

signals are suitable for digital watermarking application. In 

this paper we have proposed three algorithms which are based 

on chaotic iterations:  

 Spatial domain watermarking- Bit-shuffling method 

using chaotic sequence.  

 Transform domain watermarking (using binary 

watermark) - 2-D Discrete Cosine Transform 

method.  

 Transform domain watermarking (using gray level 

watermark) - Bit-shuffling and 2-D Discrete Cosine 

Transform method. 

II. METHODOLOGY 

       In this project all the explained algorithms follow the 

same basic principle. The basic of the algorithms is 

summarized as below- 

 
Figure .1: Watermarking Process 

 
          A binary watermark is taken for encryption process. 

The watermark is then encrypted using the chaotic sequence. 

Then an 8-bit host image is taken. The encrypted watermark is 

then embedded in the host image using an embedding 

algorithm.  

The watermarked image then transmitted through the 

channel. While transmitting, the watermarked image may be 

transmitted through a noisy environment. Thus the image 

might be degraded while receiving at the receiving end. The 

image even might be attacked by any third person other than 

transmitter and receiver. In such situations also the received 

image will be degraded. The degraded watermarked image is 

received at the receiver. But the receiver cannot infer that the 

received image is the one which contains the original 

W 



International Journal of Research and Scientific Innovation (IJRSI) | Volume IV, Issue IA, January 2017 | ISSN 2321–2705 

www.rsisinternational.org Page 39 
 

watermark until and unless he extracts the watermark from the 

received image and correlate it with the original one.  

III. DIGITAL IMAGE WATERMARKING  

A. Introduction 

       The Digital watermarking is a good way to protect 

intellectual property from illegal copying. It provides a means 

of embedding a message in a piece of digital data without 

destroying its value. Digital watermarking embeds a known 

message in a piece of digital data as a means of identifying the 

rightful owner of the data. A digital watermark is a signal 

permanently embedded into digital data (audio, images, video, 

and text) that can be detected or extracted later by means of 

computing operations in order to make assertions about the 

data. 

     Digital watermarking provides the owner of a piece of 

digital data the means to mark the data invisibly. The mark 

could be used to serialize a piece of data as it is sold or used 

as a method to mark a valuable image. For example, this 

marking allows an owner to safely post an image for viewing 

but legally provides an embedded copyright to prohibit others 

from posting the same image. Watermarks and attacks on 

watermarks are two sides of the same coin. The goal of both is 

to preserve the value of the digital data.  

IV. DIGITAL WATERMARKING TECNIQUES 

The three different techniques used for digital water marking 

presented in this paper is as follows: 

 Invisible Fragile Watermarking In Spatial Domain 

Using Bit-Shuffling Method.  

  Invisible Robust Watermarking In Frequency 

Domain Using 2-D Discrete Cosine Transform.  

  A New Algorithm For Encryption Of Watermark 

Using Pixel-Shuffling Technique. 

 

A. Invisible Fragile Watermarking In Spatial Domain Using 

Bit-Shuffling Method: This method explains the algorithm 

to implement watermark encryption using chaos, then 

embedding into the cover image and extraction of 

watermark from the watermarked image. 

In this algorithm following steps are carried out:-  

1. ENCRYPTION PROCESS:  

Chaotic sequence generation: Generate 16 elements from 

the chaotic map equations with appropriate initial 

conditions. Then convert them to binary sequence for our 

convenience. Example: Consider for initial values 

x(0)=1.3 and y(0)=0.7 we have obtained the following 

chaotic elements. 

1.3000 1.3494 1.1842 1.4672 

0.3000 1.0011 1.4701 0.6392 

0.5380 1.4798 0.6286 1.2032 

1.2638 0.6286 1.1863 1.4391 

      

                     Table 3.1: Chaotic elements obtained from Duffing Map 

  Average=sum/no. of elements=17.7089/16=1.0674          

 So setting this as threshold value and on comparing with each 

element we get following binary digits as shown in table 3.2. 

For convenience we have reshaped the elements into 4x4 

matrix. 

1 1 1 1 

0 0 1 0 

0 1 0 1 

1 0 1 1 

 
                Table 3.2: Binary converted chaotic elements 

This binary converted chaotic element matrix is the „key‟ for 

the watermark encryption during embedding process and 

watermark decryption during extraction process. 

Watermark Encryption: We take a binary image as watermark. 

A binary image contains only two pixel values; 1 (white) and 

0 (black) .For security purposes we will encrypt the 

watermark using the binary converted chaotic elements. We 

will perform xor operation between the watermark and binary 

converted chaotic matrix. This will result the watermark to 

become noise-like pattern.  

Example: Consider a 4x4 binary image which contain the 

following pixel values  

1 0 0 1 

0 1 1 0 

1 1 0 0 

0 0 0 1 

Table 3.3 Pixel values of a 4x4 Binary watermark image 

Performing xor operation between values from binary 

watermark image and binary converted chaotic elements 

obtained from table 3.2. We obtained following values as 

result; these values represent pixel values of encrypted 

watermark image. 

0 1 1 0 

0 1 0 0 

1 0 0 1 

0 0 0 1 

                  Table 3.4 Pixel values of Encrypted watermark image   

   With this the encryption of watermark will be completed. 

  

2. EMBEDDING PROCESS  

 Bit Shuffling: In general, the watermark is embedded into the 

host image by replacing the LSB bit of the host image with 
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the watermark. The replacements of the bits are done in serial 

manner. In other words, the first bit of first pixel value of the 

host image is replaced with first pixel value of watermark and 

then the first bit of second pixel value is replaced with second 

pixel value of watermark. This process continues till all the 

pixel values of watermark are embedded in host image.  

Embedding: For convenience we convert both host image and 

encrypted watermark image into one dimensional array. The 

pixel values of the previous table are rearranged according to 

the elements of the index matrix.  

       The embedding process is performed using bit 

replacement method. In general watermarking scheme the first 

bit of each pixel in the host image is replaced with watermark 

image. This method might be less secured because if any one 

tries to remove the first bit of watermarked image, the whole 

watermark will be destroyed. In order to overcome this 

problem we replace the higher bits of host image (3rd or 4th) 

with the watermark image.  

 

3. EXTRACTION PROCESS  

We want to determine whether the received image is 

authenticated or not. So in order to verify that the image is 

copy of the watermarked image we have to extract the 

watermark from that image. If the extracted watermark 

resembles the original watermark then the image is 

authenticated.  

Bit extraction: The receiver is provided with information that 

4th bit of the host image pixel values is replaced with the 

watermark. So we extract only 4th bit of each pixel values of 

the image.  

Bit re-assembling: For the bit reassembling process, we have 

to again generate the 32 chaotic elements using the Hénon 

map. The initial conditions used here must be of the same 

values, which are used for bit-shuffling process. If the values 

are changed even in the order of 0.00000001 the output result 

will be completely different.The index matrix is again 

generated using the given map, using the same method as used 

in the shuffling process 

4. DECRYPTION PROCESS  

In the decryption process we have to generate 16 chaotic 

elements using the map and initial conditions provided by the 

transmitter. The values used for decryption must be same as 

values as used in the encryption process. If the values are 

changed even in the order of 0.00000001 the output result will 

be completely different. Here the initial conditions provided 

act as the key for the decryption process. After generating the 

chaotic elements, we then convert the sequence to binary 

using the same method as used in the encryption process.  

1 1 1 1 

0 0 1 0 

0 1 0 1 

1 0 1 1 

We have performed xor operation during the encryption 

process. So the decryption process also follows the same 

procedure. The following table shows the values of the pixel 

values of the decrypted watermark image.  

 

0 1 1 0 

0 1 0 0 

1 0 0 1 

0 0 0 1 

Table 3.5: Pixel values of extracted watermark 

The pixel values obtained from the decrypted watermark is 

same as the original watermark. This implies that the image is 

authenticated and has not undergone any sort of attack or 

modifications. 

B. Invisible Robust Watermarking In Frequency Domain 

Using 2-D Discrete Cosine Transform 

1. ENCRYPTION PROCESS 

Chaos sequence generation  

Generate 16 elements from the chaotic map equations with 

appropriate initial conditions. Then convert them to binary 

sequence for our convenience.  

Consider Duffing Map 

 
a=2.75, b=0.15, n = running parameter. 

 

In the above map a and b gives the initial condition values. 

Any value above it will be assigned as 1 and below it is 

assigned as 0. Thus the obtained chaotic elements are 

concerted to binary sequence.Example: Consider for initial 

values x(0)=1.3 and y(0)=0.7 we have obtained the following 

chaotic elements. 

 

1.300 1.3494 1.1842 1.4672 

0.300 1.0011 1.4701 0.6392 

0.5380 1.4798 0.6286 1.2032 

1.2638 0.6286 1.1863 1.4391 

 

Table 4.1: Chaotic elements obtained from Duffing Map 

So setting this as threshold value and on comparing with 

each element we get following binary digits as shown in table 

4.2. 

 

1 1 1 1 

0 0 1 0 

0 1 0 1 

1 0 1 1 

 
             Table 4.2: Binary converted chaotic elements 
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This binary converted chaotic element matrix is the key for 

the watermark encryption during embedding process and 

watermark decryption during extraction process. 

Watermark Encryption  

We take a binary image as watermark. A binary image 

contains only two pixel values; 1 (white) and 0 (black) .For     

security purposes we will encrypt the watermark using the 

binary converted chaotic element. 

2. EMBEDDING PROCESS 

The first step in the embedding process is to take 2-D 

Discrete Cosine Transform of the encrypted watermark image 

sequence. This will transform the image into transform 

domain from spatial domain.  

Extraction Process  

We want to determine whether the received image is 

authenticated or not. So in order to verify that the image is 

copy of the watermarked image we have to extract the 

watermark from that image. If the extracted watermark 

resembles the original watermark then the image is 

authenticated.  

 Decryption Process  

In the decryption process we have to generate 16 chaotic 

elements using the map and initial conditions provided by the 

transmitter. The provided map is Duffing map with the initial 

condition a=2.75. The values used for decryption must be 

same as values as used in the encryption process. If the values 

are changed even in the order of 0.00000001 the output result 

will be completely different. Here the initial conditions 

provided act as the key for the decryption process. After 

generating the chaotic elements, we then convert the sequence 

to binary using the same method as used in the encryption 

process. 

C. New Algorithm For Encryption Of Watermark Using 

Pixel-Shuffling Technique:  

In the following algorithm we consider a grey level image 

which consists of 8-bits. We propose a new algorithm for 

encryption of a grey level watermark using pixel-shuffling 

method. This algorithm uses the same bit-shuffling 

process which is used to shuffle the elements of encrypted 

watermark in order to embed the watermark in random 

positions in the host image. In this section, we consider an 

8-bit grey level watermark of size, say 4x8 for example, as 

shown in the following table. 

 
23 65 145 57 89 140 219 190 

35 70 129 68 39 109 45 37 

56 89 126 215 80 100 54 85 

57 70 107 178 219 159 111 146 

 
  Table 4.3: Elements of 8-bit grey level watermark 

 

Generation of index matrix:  

    Generate 4x8=32 chaotic elements from the chaotic map 

Hénon Map. As explained it assigns indices to the 32 elements 

and then sort the elements in the ascending or descending 

order. Then compare the indices of sorted elements with the 

indices of unsorted elements. This will result in change of 

indices in a random manner. The following table shows the 

elements of index matrix generated using chaos.  
 

7 29 25 11 2 9 1 10 

20 3 12 24 6 22 5 23 

21 8 28 15 14 17 13 16 

18 19 4 31 27 32 26 30 

 

 Table 4.4: Elements of index matrix 

The shuffling of pixels will yield a highly secured image 

encryption method for an 8-bit image. After shuffling the 

pixels the image will be unrecognizable and completely 

unrelated to the original watermark. The following table 

shows the pixel values of encrypted watermark.  
 

219 219 57 129 65 35 23 17 

215 145 68 85 140 100 89 54 

80 190 178 45 109 56 39 37 

89 129 57 111 107 146 70 159 

 
Table 4.5: Pixel values of encrypted watermark 

 

V .PERFORMANCE ANALYSIS 

   In this paper performance analysis considering watermark 

encryption and embedding process is discussed. Key 

sensitivity and correlation for encryption and peak signal to 

noise ratio for embedding process is calculated. The values 

then obtained are compared with the standard values to prove 

that the proposed algorithm have better performance. A good 

encryption algorithm should be very much sensitive to the 

key. 

     Sensitivity in key plays an important role because to some 

extent it eliminates the elements of cryptanalysis. In many of 

the algorithm space key is considered to be vital to prevent 

brute force attack in the application like wireless 

communication where efficient utilization of the bandwidth is 

an important factor. So while designing the algorithm for the 

application in the field wireless communication one has to 

take care of the bandwidth utilization factor. A slight variation 

in the key should result in totally different image in the 

rebuilding process at the destination. 

Correlation Coefficient  

Correlation factor is one of the performance parameter that is 

calculated for the evaluation of encryption algorithm. The 

correlation coefficient is used for security application such as 
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surveillance, treaty verification, tamper detection using 

security seals, and tagging. 

 

1. Watermarking Using Bit-Shuffling Method-  

 
Type of 

attack 
 

SNR PSNR 
Correlation 

Coefficient 

Extracted 

Watermark 

 

Without 

Attack 
 

 
23.243

7 

 
34.133

0 

 

1 

 

 
Salt & 

pepper 

noise(0.05) 

 

 
8.1485 

 

19.037

8 

 
0.9667 

 

 

Gaussian 
Noise(0,0.0

1) 

 

 
10.251

6 

 
21.140

9 

 

0.0480 

 

 
 

 
Histogram 

Equalizatio

n(16 gray 
levels) 

 

 

1.7667 

 

9.1226 

 

0.1431 

 

 
 

 

Gaussian 

Filtering((3
x3),0.5) 

 

 

21.955
1 

 

32.844
4 

 

0.2462 

 
 

 

VI. CONCLUSION 

     Chaotic sequences have good features such as noise-like, 

unpredictability with deterministic orbits and sensitivity to 

initial condition and parameters, so chaotic signals are suitable 

for digital watermarking application. So, we have proposed 

two different algorithms for encrypting the watermark. 

Encryption by performing xor operation between the binary 

converted chaotic elements and binary watermark Encryption 

of 8-bit watermark by performing pixel shuffling process.   By 

performing encryption, we can achieve a high security while 

transmitting the watermark.  

       In the first algorithm a binary watermark is considered 

and is encrypted and then embedded into the host image. In 

this second algorithm, an 8-bit watermark is considered; the 

pixels of the watermark are shuffled with the help of chaotic 

sequence and then it is embedded into the host. For the 

performance analysis we performed different attacks on 

watermarked image and calculated SNR, PSNR and 

correlation coefficient. 
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