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Abstract: - The uncontrollable flow of change in technology these 

days and use of data, information and  knowledge is creating a 

huge challenges in the front of application  User and  developer 

both. Data breaches are happening in every sector and every 

level of all sectors.  These challenges are countless starting from 

operational to strategic and becoming more challengeable day by 

day as the penetration of Information technology application 

among the common man is increasing. Therefore the threat is 

become real. Everybody customers or companies, retailer or 

stakeholders , distributor or dealer need assurance; from the 

provider. corporate face up reputational risks among the user at 

every step. So there is a need to understand the information 

technology, a frame work or body which can manage , risks and 

controls. A body or a system of Privacy management system is 

which can build a frame work for protection of the data and at 

the same time can maintain , privacy and agreement issues. This 

can be done by adoption of a scalable   risk-based method which 

can determine what to be secured and how by performing the 

certain action.  

I. INTRODUCTION 

he origin of this word Data is from “Didomi” which 

means to “ to Give‟ and also from Latin word “Datum” 

refers to “Given”. It is the entry point or the lowest level of 

abstraction of numbers, images, physical quantities, 

measurements, characters, raw facts and figures , from which 

the information as well as knowledge can be derived , 

sometimes data itself contains the information as well as 

knowledge. 

The later stage of data so called information  is born from 

Latin ,which specifies a concept or idea. The Greek says that 

it means the shape of Gods, it simply a presentation of 

information in a proper way  to the desired person .The 

business terminology says when the data is properly arrange 

in a systematic way which can give a meaningful information 

or when a set of rule is applied to data the resultant gives the 

information. 

The processing of the information with various parameters 

like , values , Description, skills obtained through the Proper 

study, training , investigation, experience, experimental 

learning, education is applied in a medium for the processing  

it‟s become  the Knowledge. 

The knowledge gain through the  investigation had a lot of 

meaning in the competition world since the strategic 

importance of the data have a high value .so keeping this data 

protected from all means is very important. 

II. WHAT IS PROTECTION OF DATA? 

Protection of data in the simplest form Is the process to 

safeguard the critical information from corruption or loss  or 

from any other means. This is a fundamental right to privacy 

to  preserve data all across at state , national and international 

laws ,codes and reunions. Which is being created through the 

automation process: collection, processing and then stored in 

electronic form.  

In a common way it a law to protect the personal data 

generated by any source. 

III. TERMINOLOGY IN DATA PROTECTION 

Data breach: Destruction of data by accidental, amendment, 

confession, admittance, broadcast or accumulate willingly or 

non-willingly by individual. 

As per the leading website ( www.searchsecurity.com)”A data 

breach is an activity where the crucial, reserved or off the 

record data has potentially been out looked , stolen or worn by 

an individual unauthorized to do so. Data breaches may 

involve personal health  information , personally known  

information , business secrets or intellectual property”. in 

other words it can be defined like “ an confrontation where  

apart of information is stolen or taken from an existing  

system without the preceding information, acquaintance or 

authorization of the system‟s proprietor 

Victims of such incident are typically big corporate dealing in 

wide areas of network, and the information stolen may usually 

be responsive, proprietary or secret in nature (such as credit 

card numbers, customer data, trade secrets , market expansion 

strategies, new product innovation, research and development 

or matters of national security). Damage caused  by such 

attacks or incidents generally  presents itself as hammering to 

the target company‟s reputation with their client, due to a 

alleged „betrayal of trust‟. The damage may also involve the 

company‟s finances as well as that of their customers‟ should 

financial records be part of the information stolen.” 

“Webster‟s defines “to breach” as literally “the act of 

breaking”, as in the infraction or violation of a law, 

obligation, tie or standard. 

As per the technical definition: A data breach is an incident 

during which an encrypted database is broken or hacked, and 

the valuable information stored within is compromised. The 

term “data” in this case most often describes sensitive, 

protected or confidential data such as customer records that 

are protected by law or required by Federal regulation to be 

protected. Data breaches may involve personal health 
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information, personally identifiable information, trade secrets 

or intellectual property”. 

 Individual data Breach 

This type of violation is concerned with the alteration of 

personnel data transmission , disclosure of information to 

others without the prior permission, destruction in data. 

Therefore sometimes it may be intentional or non internal  to 

spread of information in unsecured environment . This 

phenomena is increasing day by day as the online services and 

systems , these can create a serious threats starting from 

humiliation, discrimination, physical damage ,  financial loss. 

These all can lead to threats to life.   

Approval  

Approval  is an guess of consent to do incredible that is 

contingent from an persons measures rather than 

unambiguously supplied. In case where the individual 

personal data is supplied , the level of permission must be 

precise in nature , there should not be any ambiguity in this 

one .The purpose must be stated and understood for the 

processing of data. The judgment provides a thorough 

examination of the perception of approval the current data is 

used in the protection of Data.  

In simple word the data consent is “Consent” is one of the  

basis of grounds on which data can lawfully  processed.  

Third Party 

The meaning of third Party stand as a legal body or  public 

agency involves in the processing of individual or group data 

for the public purpose have a high meaning as per the 

political, economical and strategic . which can have a long 

impact on individual as group. there should be a written code 

of conduct as far a confidentiality is concern. It happens in 

mailing ,messaging is used in bulk. Disclosure of personal 

data  should not take place to third parties without the 

reasonable justification.  

Sensitive Data 

This can be divided into three categories. personal, business 

and classified . The data captured through the biometric  

devices , medical data of patients, financial information of 

groups, passport or social security numbers like AADHAR , 

Pan card ,credit card consumer numbers , Driving licenses 

numbers. It can be traced very easily by anyone with mollified  

intention. These inform should be in the encrypted form both 

during transmission and reception. Data collected through e 

kiosk, pos machines have a trade secret like product launching 

strategy, financial planning, customer information  and many 

more. To protect such things Meta data management  

technique should be used and document sanitization can be 

placed in work place. Classified information mainly deals 

with government bodies as per the level s of security like poll 

opinion criminal offenses , gender and caste data .  

Processor cum controller 

A legal person who operates and process the , or jointly 

responsible for the processing as well as controlling the data 

processing , aware of use of applied data at any mean. It 

performs the task on others behalf without involvement of 

individuals intentions. 

IV. DATA PROTECTION TOOLS 

Data Encryption  

Data encryption is a process to safeguard or protect vital 

information from the un authenticated view. where the 

information or data is being converted into other format so 

that  certified or permissible users can only see the actual data 

after decryption process. 

These days the all the software packages available in the work 

place have this facility to perform this process to safe guard 

the critical data . whenever the data is being transmitted to any 

other mean , external devices, internet, backing up the server 

this should be the routine matter to perform the is task so that 

the other parties cannot go through. 

 Data Backup through Cloud 

This is the rented service or free service started by some of the 

IT vendor to safeguard the data in the form of backup, when 

the system is crashed due to malfunctioning of any application 

or mishandling by human being. Whether you are working 

one stand alone pc, laptop or on a network but this is the most 

safest way to secure your data using cloud services. The cloud 

services are available for single as well as multiple users, once 

it is started it work silently in background and keep taking the 

data backup at short intervals and whenever it is required data 

can be recovered  by few clicks 

Antivirus  

Deployment of antivirus software application is the most 

common tools used since from the inception of PC 

applications come use in industries, these protects system 

application from worms, spyware, malwares. This also 

destroys application s which slow down the PC 

Besides these common ways to protect data  several others 

means are also available in IT world like Proxyfier, the 

application which supports net work application and flash 

players which operates through HTTP and SOCKS. The 

similar application like ProxyCap which reroute the traffic of 

various applications like  flash player, Java applets, RMI, 

servelets to others sites like JOnDonym to help out. 

Management of all the cookies (flash,, browser, session , third 

party, persistent, tracking) is a tough task with IT 

professionals in the internet era . Even it contain a small text 

but this small text become the entry point for hackers to stolen 

the data. Cookie manager application should be installed at 

User end to increase productivity and keep Privacy of user.  

  Key Exchanger is  also use to protect the data over the 

unsecure connections like messaging, where the key is shared 
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in symmetric encryption. In big data organization uses the 

identifier tools to recognize the sensitivity of data, so that the 

loss or theft of data can be avoided. 

 Therefore To protect the data from a system should be likes 

that it covers all the above issues so that a proper system 

should be implemented with organization first of all the data 

storage system security then to Back up and recovery tools 

should be applied, once they come in the picture the 

movement of Remote data should be taken care. 

Once data is  safe and  its volume increases data life cycle 

management(DLCM) comes in the picture once this cycle is 

complete the information generated  should be the part of 

Information Life cycle management(ILCM) 

For an successful and effective plan in data protection in 

world of cyber security , always think different, act different 

and implement different to maintain the management 

practices of privacy Information management. To do this first  

  

Understand the purpose of Information management system, 

the objective should be clearly defined and stated to all the 

users so that data should not be system dependence, the 

processing  of data should be taken with sincerely, so that it 

should not cross the organizational boundaries. Privacy 

practice s should be implemented in organization. 

Involvement of all the processors , controllers during any 

service transmission or reception during sharing of personal 

information for transparency with data  

V. CONCLUSION 

The  way occurrence and volume of data breaches are 

growing day by day the  persons involved or dealing with o IT 

departments should be more  are more focused on  

management of data security  and shielding  of IT software 

and systems on regular basis  and data  also than ever before 

to protect  the reputation of company, policies and measures. 

An approach to be adopted which t focuses on basic concepts 

of protection as well as best practices of privacy solution to be 

adopted like :  identification of  company‟s most valuable 

assets, regular monitoring, and a structured, fast response 

from data breaching  so that a secure environment can be 

created. - provide the clarity to move forward confidently.   
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