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Abstract: - Phishing is an attempt by an individual or a group to 

harvest personal confidential information such as user names, 

passwords, credit card information, etc., from unsuspecting 

victims for identity theft, financial gain and other fraudulent 

activities. The solution provided here considers the general end 

user, who is unknown of all these technical backgrounds. The 

approach to detect the possible phishing attacks and warn user 

about them is a small attempt in this direction. Thus we assure 

that this solution will help the normal end user as well as the 

corporate people from losing their private credentials and  to 

send the highly confidential data.  The paper aims to detect a 

phishing email and record the phishing page’s URL. The 

administrator can view the phishing information and thereby 

launch an attack on the phisher. The administrator  thereby 

adds the link in the database so that the user is saved against 

further attacks. The technique proposed also tries to remove the 

phishing page from the fake site. It will also make the server 

down by sending more information then the server can handle. 

I. INTRODUCTION 

hishing is an attempt by an individual or a group to 

harvest personal confidential information such as user 

names, passwords, credit card information, etc., from 

unsuspecting victims for identity theft, financial gain and 

other fraudulent activities. A phishing scam usually involves 

the phisher sending mass emails to intended victims and users 

replying to e-mails and in the process, divulging their personal 

information. The techniques usually involve fraudulent E-mail 

and web sites that impersonate both legitimate E-mail and 

web sites. The fraudulent E-mails can be considered a 

malicious form of unsolicited bulk E-mails, generally known 

as ―spam.‖ Consumers are vulnerable to identity theft and 

some financial losses through fraudulent transactions.  

The e-mail typically tells the customer that there is some sort 

of problem with the customer‘s account. The e-mail usually 

includes a hyperlink to a spoofed Web site that looks exactly 

like the site of a legitimate financial institution with which the 

consumer does business. The e-mail typically instructs the 

recipient to click on the included hyperlink, go to the financial 

institution Web site, and log in using the customer‘s user 

name and password in order to ―fix‖ the problem. In reality, 

the spoofed Web site is simply collecting customer user 

names and passwords in order to hijack accounts.Financial 

institutions are at risk for large numbers of fraudulent 

transactions using the stolen information. Phishing attacks are 

very large-scale events that target thousands of consumers, or 

more, in the hope that a percentage will be tricked into 

responding. A relatively large percentage of recipients do 

respond to the E-mails since they appear legitimate and their 

authenticity cannot be checked easily. Estimates of the 

response rates vary between 1% and 20%, depending on the 

attack. While most phishing attacks target the financial 

industry, more and more phishing incidents targeting other 

sectors such as retailers, online game operators are also seen.  

As noted by the Anti-Phishing Working Group [APWG], 

customers of many banks and financial institutions have been 

the targets of phishing attacks. The objectives have generally 

been credit and debit card account numbers and PINs. 

Customers of other businesses have also been targeted for 

identity theft operations.The phishing threat is increasing 

rapidly. The APWG reported 30577 unique phishing attacks 

for the month of march 2010 . Whereas the unique phishing 

websites identified by the end of march 2010 are 

29,879.Customers of financial institutions, retail companies 

and internet service providers are frequent targets. 

 A number of techniques and standards have been developed 

for providing information security against common threats, 

but currently there is no official preventive standard solution 

for phishing and pharming threats. The word ―phishing‖ 

originally comes from the analogy that early Internet 

criminals used e-mail lures to ―phish‖ for passwords and 

financial data from a sea of Internet users. The use of ―ph‖ in 

the terminology is partly lost in the annals of time, but most 

likely linked to popular hacker naming conventions such as 

―Phreaks‖ which traces back to early hackers who were 

involved in ―phreaking‖ – the hacking of telephone 

systems.The term was coined in the 1996 timeframe by 

hackers who were stealing America Online (AOL) accounts 

by scamming passwords from unsuspecting AOL users. The 

popularized first mention on the Internet of phishing was 

made in alt.2600 hacker newsgroup in January 1996, however 

the term may have been used even earlier in the popular 

hacker newsletter ―2600‖.By 1996, hacked accounts were 

called "phish", and by 1997 phish were actively being traded 

between hackers as a form of electronic currency. There are 

instances whereby Phishers would routinely trade 10 working 

AOL phish for a piece of hacking software or warez (stolen 

copyrighted applications and games).Over time, the definition 

of what constitutes a phishing attack has blurred and 

expanded. The term Phishing covers not only obtaining user 
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account details, but now includes access to all personal and 

financial data. What originally entailed tricking users into 

replying to e-mails for passwords and credit card details has 

now expanded into fake websites, installation of Trojan horse 

key-loggers and screen captures, and man-in-the-middle data 

proxies – delivered through any electronic communication 

channel. 

Due to the Phishers high success rate, an extension to the 

classic phishing scam now includes the use of fake jobsites or 

job offers. Applicants are enticed with the notion of making a 

lot of money for very little work – just creating a new bank 

account, taking the funds that have been transferred into it 

(less their personal commission) and sending it on as an 

international money order - classic money laundering 

techniques.  

II. LITERATURE SURVEY 

2.1 Mail Delivery Process 

All e-mail headers contain the server and client information 

that controls the process of mail delivery. Many people who 

use e-mail clients have probably heard of SMTP servers and 

POP3 servers. Within the typical setup for e-mail, two ports 

are typically used: port 25, and port 110. Port 25 is the Simple 

Mail Transfer Protocol (SMTP), and its job is to transmit and 

receive mail—basically what is called a Mail Transfer Agent, 

or MTA. An MTA is comparable to the mail carrier who picks 

up the mail and sends it off to where it needs to go. Just as the 

mail carrier drops off and picks up mail, so does the MTA. 

Port 110 is the Post Office Protocol, version 3 (POP3), and it 

is essentially the mailbox from which users pick up their mail 

up. The mail server infrastructure works in such an efficient 

fashion that we did not use only four servers but, at minimum, 

eight servers to deliver our e-mail. In the process of sending e-

mail, we query multiple DNS servers to obtain information 

about where the mail servers are on the Internet. Here is an 

example of the complete process for sending an e-mail. 

 

Figure 2.1 mail delivery process 

Fig 2.1 shows the mail delivery process. The following steps 

take place 

 Create the e-mail, specifying the From, To, Subject, 

and content. 

 After we click Send, the mail client will access the 

DNS  locate local mail server. 

 The local mail server (mail.sendinge-mail.com in our 

example) receives e-mail and uses the local DNS to 

determine who sent it by doing a reverse IP lookup 

of Sender. 

 After verification, the local mail server adds the 

headers and relays the mail to the mail.receivinge-

mail.com mail server.  

 Once mail.receivinge-mail.com receives the e-mail, 

it applies more header information, including routing 

data and receiving time; 

 Client e-mail user Receiver contacts mail.receivinge-

mail.com (again, local DNS is used), makes a request 

to the POP3 port (110), and asks to retrieve its e-

mail. The e-mail is delivered to the e-mail client, and 

Receiver happily reads the e-mail. 

2.2 Phishing Treats 

Phishing attacks rely upon a mix of technical deceit and social 

engineering practices. In the majority of cases the phishers 

must persuade the victim to intentionally perform a series of 

actions that will provide access to confidential information. 

Communication channels such as e-mail, web-pages, IRC and 

instant messaging services are popular. In all cases the phisher 

must impersonate a trusted source (e.g. the helpdesk of their 

bank, automated support response from their favorite online 

retailer, etc.) for the victim to believe. 

To date, the most successful Phishing attacks have been 

initiated by e-mail – where the phisher impersonates the 

sending authority (e.g. spoofing the source e-mail address and 

embedding appropriate corporate logos) [1]. For example, the 

victim receives an e-mail supposedly from 

support@mybank.com (address is spoofed) with the subject 

line 'security update‘, requesting  them to follow the URL 

www.mybank-validate.info (a domain name that belongs to the 

attacker – not the bank) and provide their banking PIN 

number. 

However, the phisher has many other nefarious methods of 

social engineering victims into surrendering confidential 

information. In the real example below, the e-mail recipient is 

likely to have believed that their banking information has 

been used by someone else to purchase unauthorized services. 

The victim would then attempt to contact the e-mail sender to 

inform them of the mistake and cancel the transaction. 

Depending upon the specifics of the scam, the phisher would 

ask (or provide an online ―secure‖ web page) for the recipient 

to type-in their confidential details (such as address, credit 

card number and security code, etc.), to reverse the transaction 

– thereby verifying the live e-mail address (and potentially 
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selling this information on to other spammers) and also 

capturing enough information to complete a real transaction. 

Deceptive phishing attack is online identity theft in which 

confidential information is obtained with spoofed e-mails to 

lure an unsuspecting victim into counterfeit websites. 

Phishing targets many kinds of confidential information, 

including user names and passwords, social security numbers, 

credit card numbers, bank account numbers, and personal 

information such as birthdates and mothers‘ maiden names. 

Even though most attacks are surprisingly straight-forward – 

such as point-blank asking a victim for his bank account 

number and PIN- they are also rather successful.[1] 

 

Figure 2.2 : steps in a deceptive phishing attack 

Fig2.2. shows steps in a typical scenario of deceptive phishing 

flow, and each step is depicted in the following: 

 The phisher set up a phishing website for attacking. 

 The phisher sends e_mail to the victime with a link. 

 The victim is clicks the link provides confidential 

information . 

 The confidential information is transmitted from a 

phishing server to the phisher. 

The phisher uses the identity information of the victim to the 

target website, and impersonates the victim‘s identity to gain 

the illegal financial benefits 

2.3 Root Causes 

The causes for phishing vulnerability can be summarized into 

the following categories as discussed in [3]. 

 Weak Authentication Schemes – many websites and 

mail servers have weak authentication schemes 

which make it easier for fraudsters to launch 

phishing attacks. Insufficient use of digital signatures 

for authentication makes application more 

susceptible to phishing attacks.  

 Browser vulnerabilities – attackers use browser 

vulnerabilities like address bar spoofing, cross site 

scripting, HTML frame injection, script injection, 

browser proxy configuration and multimedia auto 

play and auto execute extensions to launch phishing 

attacks. 

 Security Flaws – like port redirection, man in the 

middle attack, session hijacking and client side 

vulnerability exploitation which are very difficult to 

detect, are used to launch phishing attacks. 

 Non secure desktop tools – like inefficient anti 

phishing toolbars, antivirus, spam filters, pop-up 

blockers, firewalls and spyware detectors make 

iteasier for a phishing attack to succeed. 

2.4 Antiphishing 

―Anti-phishing refers to techniques and technology used to 

combat phishing.‖ AntiPhishing Strategies: Basic two 

strategies are defined in [4] 

1. Client-side anti-phishing strategies 

Client based schemes embed anti-phishing measures ‗plug-in‘ 

into Web browsers. These browsers regulate web pages‘ 

visual behaviors to prevent cheating. Based on the approaches 

used in existing plug-in browser side antiphishing schemes, 

we roughly group them into four categories: Blacklist-based 

approaches, Visual-clue-based approaches, Webpage-feature-

based approaches , Information-flow-based approaches. 

2. Server-side anti-phishing strategies 

Server based schemes refer to those requiring server 

authentication to defend against phishing attacks. A seemingly 

straightforward approach is for clients to verify the credential 

presented by a web server. A credential is usually issued by a 

trusted third party and provides assurance on its bearer‘s 

identity. 

III. OUR APPROACH 

Phishing is a highly profitable activity for criminals. Over the 

past two years, there has been an increase in the technology, 

diversity, and sophistication of these attacks in response to 

increased user awareness and countermeasures, in order to 

maintain profitability.Rather than targeting a victim‘s 

personal information, some phishing schemes attack 

individuals to gain access to valuable information in a 

company‘s database. Phishers send an e-mail, purportedly 

from a company, to the firm‘s customers promising new 

application features if they link to and log into the business‘s 

Web site and enter their account name and password. 

However, the site they link to is counterfeit. When spam 

emerged as a serious threat to the e-mail infrastructure of the 

1990s, traditional solutions of user education, incident 

reporting, and client-side desktop add-ons proved insufficient 
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as counter-measures. As phishing campaigns and the phisher 

population multiply at growth rates similar to the spammers of 

a decade ago, history is repeating itself. User education, 

incident reporting, and client-side desktop add-ons are the 

redominant features of most anti-phishing strategies, and are 

once again proving insufficient.Users have become more 

aware of phishing crimes and how to identify unsophisticated 

phishing sites. In response, criminals are using web browser 

vulnerabilities and obfuscation techniques to create phishing 

scam pages that are more difficult to differentiate from 

legitimate sites; thus users can become victims even if they 

are aware of phishing scams. In reaction to increasing 

response from service providers and law enforcement 

criminals are using increasing technical sophistication to 

establish more survivable infrastructures that support phishing 

activities. The key building blocks for these infrastructures are 

the botnets that are used to send phishing emails and host 

phishing sites. 

Phishers are improving techniques for making counterfeit 

Web sites look more realistic and for convincing visitors to 

enter personal information on them. In addition, phishing 

attacks are becoming more sophisticated. For example, 

phishers are increasingly using instant messaging instead of 

email, according to the APWG‘s Cassidy. In one type of 

attack, phishers send IM users a message with a link to a fake 

Web site.These trends are important to understand as they 

show the ability of criminals to recognize and adapt to 

increasing awareness of and response to phishing. By properly 

understanding the continual evolution of technical capabilities 

used by those who commit phishing and online financial fraud 

in general, more effective countermeasures and more secure 

online commerce systems can be developed. 

Though the best measure available against such scams is user 

awareness, it is highly impossible also. So many tools have 

been developed to fight against the e-mail phishing attacks. 

To contribute in this regard we, have also taken a step ahead. 

We have proposed our own approach to fight against the e-

mail phishing attacks. The modules include the detail 

specification of their functionality. The solution provided here 

considers the general end user, who is unknown of all these 

technical backgrounds. The approach to detect the possible 

phishing attacks and warn user about them is a small attempt 

in this direction. Thus we assure that this solution will help to 

the normal end user as well as the corporate people from 

losing their private credentials and  to send the highly 

confidential data.   

3.1 Architecture 

Figure 3.1 shows the proposed architecture of the system. 

The architecture aims at detecting phishing e_mail and 

counter attack the phisher. 

 

 

Figure 3.1: Process to detect and remove phishing page 

   3.2 The Algorithm: 

 Input user e_mail id and password to fetch the 

e_mail. 

 Fetched e_mails is checked for phishing mail using 

the following methods: 

1. It utilizes the generic characteristics of the 

hyperlinks phishing attacks.  

2. It consider the cases where visual_links domain 

name is not present or not known. 

3. It compares the e_mail message with specific 

keywords in the database. 

 Display phishing and appropriate e_mails 

 The administrator views the phishing information. 

 The administrator adds the link in the database so 

that the user is saved against further attacks. 

 The administrator tries to remove the phishing page 

from the server. 

 The administrator will try to  make the server down 

by sending more information. 

 Phishing page is removed and user will be free of 

phishing links. 

3.3 Implementation 

The above algorithm is further divided into two phases: 

1) Detection phase 
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2) Admin phase 

3.3.1 Detection phase 

The implementation starts by fetching the e_mail from the 

user‘s inbox and then filtering it into phishing and legitimate 

e_mail. For fetching the e_mail POP3 is used, which stands 

for a Post Office Protocol version 3. The POP3 protocol is 

designed to allow the users to retrieve e-mail messages when 

they are connected to the email server (via Internet, Ethernet 

or VPN network connection). Once the email messages are 

downloaded from the server they can be modified, read and 

manipulated offline.  

After fetching the e_mail , it is checked for following 

characteristics 

 Case 1: The hyperlink provides DNS domain names 

in the anchor text. But there is a mismatch between 

the destination DNS name in the visible link and that 

in the actuallink. Example is <ahref 

=―http://www.profundnet.org/checksessioninfo.php‖

>https://Genuine.secureregion.com/EBanking/logon/

</a>It appears to be linked to 

Genuine.secureregion.com , which is the portal of a 

bank, but it actually is linked to a phishing site 

www.profundnet.org. 

 Case 2: Instead of DNS name, dotted decimal IP 

address is used directly in the URI or the anchor text 

. Any link is said to be suspect when its found to be 

an IP address rather than a name. For example don‘t 

trust a link http://212.33.67.194 as opposed to say for 

example as http://www.citibank.com, as the its 

posted in the mail by somephisher‘sas 

http://212.33.67.194/.citibank/accountexpirycheck.ne

t   http://www.paypal.com:fvthsgbljhfcs83infoupdate 

@ 193.201.52.175. 

 Case 3: to check for some keywords in the e_mail 

which can prove it to be a phishing e_mail. 

 Case 4: The destination information in its anchor text 

is not provided by hyperlinks instead of that DNS 

names are used in its URI. The DNS name in the 

URI usually is similar with a famous company or 

organization. For example . 

 

Figure 3.2 : Detection of phishing e_mail 

3.3.2 Admin phase 

As soon as phishing e_mail is detected the link is forwarded 

to the admin The admin then adds the link to the database.Due 

to this the user will be saved from further phishing attacks. 

The admin launches an attack so that the phisher database is 

flooded and the  server goes down.The admin reaches the 

phisher web page using the link and deletes the page. 

 

 

 

 

 

 

 

Figure 3.3: Attack on phisher 

IV. RESULTS AND DISCUSSION 

This section presents results using the proposed approach 

Three email ids were tracked through the system. One of the 

tracking has been shown further. Firstly the pop3 account is 

used to retrieve the inbox .  The emails are separated into 

phishing and appropriate e_mail . here the detection phase is 

over                             

 

Figure 4 .1:  Fetching of  e_mail 

 

Figure4.2:  displaying of appropriate e_mail 

Find the URL and pass it 

to admin 

add link to database Launch attack on 

phisher 
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After detection the admin views the phishing e_mails and 

copies the links into link database as shown in fig4.3. Any 

further e_mail with the same link will be blocked. 

 

Figure 4.3:  Admin views phishing e_mail and adds link to database                                    

Next the admin tries to locate the web server and then deletes 

the phishing page 

       

Figure 4.4:  Deleting the webpage 

Here the admin deletes the phishing web page using ftp 

command 

V. CONCLUSION 

Phishing has becoming a serious network security problem, 

causing financial loss of billions of dollars to both consumers 

and e-commerce companies. And perhaps more 

fundamentally, phishing has made e-commerce distrusted and 

less attractive to normal consumers. Though the best measure 

available against such scams is user awareness, it is highly 

impossible also. So many tools have been developed to fight 

against the e-mail phishing attacks. To contribute in this 

regard, we have also taken a step ahead. After studying the 

approaches till now used by different people to detect and 

prevent e-mail phishing attacks, we have develop a system to 

fight against the e-mail phishing attacks.In this system, user 

can view the e_mail using pop3 account. The e_mail is first 

fetched and various techniques are applied to detect whether it 

is a phishing e_mail or not. Once it is detected as a phishing 

e_mail the user is alerted about the attack. At the same time 

the administrator tries to counter attack the phisher so that no 

further attacks are possible. Thus the project safeguards the 

user by adding the link available in the e_mail to the database 

. The project also aims to reach the phisher web page and 

delete the same which will make the phisher bound to stop 

further attacks. Ping of death technique has also been included 

to make the server incapable of handling further information, 

that is achieving server down condition. 

Furthermore, there is scope to undertake development on 

more aggressive  techniques to address the problem of a non-

responsive host Administrator that fails to shut down a 

phishing site. This could be done by  informing the  legal 

authorities about the phishing site and with permission 

removing the phishing page from the website. 

Future scope can be to integrate the system with the email 

service providers to develop a foolproof system such that the 

e_mail can be stopped before reaching the user and thereby 

attacking the phisher beforehand. 
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