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Abstract— The adoption of biometric-based authentication
mechanism has been already initiated a decade back but still in
real-life we get to see usage of only unimodal biometrics. Out of
all the different forms of biometrics, we see usage of fingerprint
as the dominant attribute in contrast to different other attributes
e.g. teeth image, palm, facial geometry, retina network; iris, etc.
Multimodal biometrics is believed to offered better security
compared to unimodal. Although, there are some of the technical
advancement in evolving up with new multimodal methodologies,
but still commercial usage of such is yet to be seen. Therefore,
this manuscripts aims to explore the level of effectiveness in
existing approaches of biometric-based authentication system in
order to further investigate the unaddressed solution towards this
problem. This paper reviews the approaches used for addressing
different problems associated with biometrics and discusses
about their technical methodologies as well as their limitations.
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l. INTRODUCTION

Usage of biometric is one of the increasing mechanisms of
performing authentication from small to bigger scale of
application environment [1]. According to one recent article of
Forbes, it was mentioned that 50% of the smartphone
application will adopt using fingerprint sensor by the year 2019
[2]. The major forms of biometrics includes biological signals
e.g. fingerprint, retina structure, facial image, teeth image, etc,
which is very unique and discrete for one person. These unique
data is used as a digital identity of any person utilized for their
authentication. Inspite of advantages of biometrics in contrast
to conventional password, their implementation is no 100%
resilient against attacks [3]. Usage of biometrics allows
freedom from memorizing or storing any form of password for
accessing. One of the potential challenges of using biometric is
to ensure security against integrity and safety of biometric data.
There are various forms of unaddressed problems associated
with robust and effective wusage of biometric-based
authentication system. The first concern about usage of
biometric is variations of biometric signal within a person. It is
highly possible that a biometric signal may differ from the
signal that is stored in biometric system over a period of time
due to many reasons e.g. stress, growing age, sickness, etc.
This results in higher degree of false positive alarms where
legitimate person could be denied access of their own accounts.
The second problem in biometric usage is associated with the
type of sensors used for scanning. The sensitivity, calibration,

age, embedded interface may vary with the surrounding
environment even if the biometric signals are unchanged. Such
system causes false positive while performing authentication.
The third problem is associated with type of feature extraction
algorithms. It is infeasible to perform matching of queried
biometric signal with millions of biometric signals stored,
hence, features are extracted which minimizes the search and
offer faster results. However, different feature extraction
algorithms have different performance which cannot be
standardized. If the mechanism for comparison scoring differs
from matching algorithm then the performance is seriously
affected [4]. The fourth problem is associated with the data
integrity which means that it is possible for a legitimate user to
corrupt/distort the data due to certain security loopholes.
Hence, existing system doesn’t offer much data integrity
towards biometric template security. The fifth problem is
associated with the higher degree of instability associated with
biometric signals. None of the biometric attributes offer 100%
stability either over shorter or over longer period of time
causing greater dependency of updating the template. All the
above mentioned challenges adversely affect the decision
making operation which completely works on probability. This
will mean that all the positive matching biometric signals will
represent a probability of precise identification while a negative
matching biometric signals represents the same probability an
not a concrete inference of conclusion. Therefore, there is
greater deal of challenges encountered by the usage of
biometric-based authentication system.

This paper reviews the existing approaches used by
researches for addressing the challenges associated with
biometrics emphasizing its usage in authentication system.
Section Il discusses about the usage of the biometrics in the
form of fundamental discussion followed by existing system
.Section 1l with respect to approaches used and limitation.
Section 1V discusses about the modern techniques used for
authentication by combining different forms of biometric
signals. Brief discussion of research gap is carried out in
Section V followed by proposed study contribution .In Section
VI in the form of conclusion. A brief discussion of future work
is also carried out in Section VI at the same time.

Il. A SNAPSHOT ON BIOMETRICS USAGE

Biometric systems utilize an individual’s human body
characteristics, such as the face, iris, fingerprints and hand
prints which do not normally change over time and
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into authentication. The next forms of modalities found to be
frequently used are facial image and retina image (i.e. iris).
These forms of biometrics are found to offer higher degree of
security and hence they were used for designing security-
based application that demands resilient authentication
mechanism.

identification involving the enrollment of these traits in a
database for future recognition purposes. The evolution of the
usage of the biometrics dates back on 1858 where images from
hand and finger were used for identification. Table 1
highlights that since 1858, the usage of fingerprint based
authentication system has become quite famous; however it
was more used for solving classification problems and less

Table 1 Evolution of Usage of Biometrics [5]

Year Modalities Purposes Description
1858 Hand and Finger image Identification First time the image of the palm was recorded
1870 Anthropometries Identity individuals Capable of recording the physical measurements.
1892 Finger print Categorizations Used for preliminary identification of users
1894 Finger print Categorizations Using fingerprint to solve crime-based investigation
1896 Finger print Categorizations Using fingerprint to solve crime-based investigation
1903 Finger print Identification For the identification of criminals.
1936 Iris Identification Iris patterns as a method to recognize an individual.
1960s Face Reorganization It qalculated distances and ratios to a common reference
point that was compared to the reference data.
N It is based on the analysis of x-rays of individuals making
1960 Speech Speaker Reorganization specified phonic sounds.
1965 Signature Recognition Automated Signature Recognition
. . . . Challenges: Scanning, Comparing and Matching Finger
1969 Finger print Automatic Recognition prints in a minute.
1970s Face Automatic Face Recognition l_Jsed _21 specific subjective markers s_u_ch as hair color and
lip thickness to automate face recognition.
1970 Speech Complex Behavior Used motion x-ray and included tongue and jaw.
. Physical access, time, attendance and personal
1974 Hand Geometry Recognition identification.
1975 Finger print Stgf;)g:ltlon and digital Reduce the cost and digital storage
1976 Voice Speaker recognition Speaker recognition
1977 Signature Personal Identification Used in US air force for authentication
1980s Speech Speaker Recognition Can assists in recognizing voice of speaker
1985 Two Iris Similarity measurement fCan perf_o_rm similarity matching between two different
orm of iris.
1985 Hand Geometry Identification Used for a_uthentlcatlon in banking system using hand
geometry in US.
1986 Finger Print Ex_cha_nge of Finger Print Considered as an international standard.
Minutiae data.
1986 Iris Identification Ejggsrform involuntary recognition of iris pattern of
1988 Face-Video images Recognition System Carried out exhaustive database search
. Offer magnified version of multiple images of facial
1988 Face Recognition System recognition
1991 Face Recognition System %f;zr: supportability of involuntary recognition of facial
1993 Face Face recognition Assessment of fa_ual vglldatlon from simple to complex
mode of facial orientation
1994 Iris Iris Recognition First iris recognition system.
1994 Finger print Identification Involuntary fingerprint identification
1995 Iris Recognition system Commercial Product
1996 Hand geometry Identification To manage & safeguard user’s entry to specific location
1996 Speech Recognition System Targets enhancing speech recognition performance
To digitally store, search and | Used for performing DNA sequencing for target suspect
1998 DNA . X P
retrieve identification
1999 Finger print Identification Storage of digital image, supports exchanging of data
2000 Finger print, iris Identification Recognition using vascular patterns
2002 Standardization of biometrics by ISO/IEC
2003 Establishment of Forum for European Biometrics
2008 Initiated coordination of biometric database by US government
2010 Adoption of biometric antiterrorism activity by US National Security
2013 Inclusion of biometrics in smartphone
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In the last two decades, the concept of biometrics is associated
with huge amount of management systems that increases the
open challenges between individual security as well as
enterprise security. Biometric techniques are growing popular
in public security related applications, such as customs
control, building entrance control and terrorist identifications
[6]. The procedure of identifying a person using security
device is named as authentication device. A biometric system
is the pattern recognition system that is used for extracting a
feature set from the data, and comparing the feature set in the

data base.
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Figure 1 Classification of different Biometrics

Multimodal biometric devices are being progressively more
installed in various biometric applications as they overcome
limitations of unimodal biometrics. Based on the application
scenario, a biometric device may work either in identification
mode or a verification mode. Fig.1 shows the classification of
different biometrics system. Biometrics is mainly classified
into physical and behavioral systems. These are further
classified into head, hand, face, iris, fingerprint, hand
geometry, palm print, signature, voice etc [7] [8]. The
conventional means of using biometric authentication system
consists of extracting the feature from the different forms of
biometric signals and generate a template. This phase is called
as enrollment phase which is followed by template matching
phase. In the template matching phase, the queried (or input)

of new biometric signal is subjected to feature extraction
which is followed by template matching phase called as
verification. Fig.2 showcases the process of enrollment and
verification in existing system.

ey Yer¥akn
Eiometric User Biometric Uzer
Data  f—u| feature Dita  |—w| feature
Acquisition Extraction Arquisition Extraction
et
Template " i Template | | T&rrglqt&
qeneraton [~ \QEIETT) matcher [ generation

Figure 2 Existing Biometric Authentication

Although biometrics are increasingly used in authentication
system in majority of the commercial places, but it suffers
from some significant challenges e.g. i) privacy issues, ii)
security issues, and iii) irreplaceability issue. The
conventional biometric-based authentication system uses
central entity in order governs the complete private
information of the user. Such central entity is always assumed
not to be compromised and that is where it leads to serious
privacy issues. The security issues arise when such biometric
template has higher level of correlation of user’s information
with each other. Such information within the template
becomes the prime point of attention for the adversaries. Once
the biometric template is compromised that collateral attacks
begins. The third problem is related to the replication of the
biometric details in order to spoof the original one. Table 1(a)
showcases the scale of effectiveness of different forms of
biometric systems that are used in authentication system till
date.

Table 1(a) Existing Factors of biometric system [1]

Factor Effectivity Scores of Various Biometric System
Elrr:gter Face gggr?we try Iris Voice Signature Gait Ear \I—/!eair:]d gfilm
Accuracy H L M H M M H H H H
Ease of Use H M H M H H M M M M
Cost L M M H H L H H H H
Privacy H H M H H H H L L M
Distinctiveness H L M H L M M H H H
Universality M H M H M L M M M M
Performance H L M H L L L M M H
Collectability M H H M M H H M M M
Acceptability M H M L H H H H M M
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I1. EXISTING TECHNIQUES

This section discusses about the some of the existing
techniques implemented during the year 2010-2017
emphasizing on the enhancing the features of biometric system
for further trustworthy authentication system. There are
various ranges of the studies being presented with different
methodology

A study towards usage of biometric for securing the peer-to-
peer payment process over the network is introduced most
recently by Ghosh et al. [9]. The authors have discussed a
prototype model where mobile phone can be used for
extracting the finger print information along with account
number of device. The transaction of the information uses
common GSM network for authentication. However, the
technique highly depends on the device ID as well as user 1D,
which is easier to be faked if the device is stolen. Usage of
biometric was also seen to be used in wireless sensor network
as seen in the study of Choi et al. [10]. Fuzzy logic was used
for strengthening the security features to be used for
authentications with an aid of cryptography-based approach.
The technique uses a mutual authentication scheme in order to
resist guessing & replay attack however the technique doesn’t
offer enough claims to show its practical usability. Different
level of biometric was also found in many studies. The work
done by Choi et al. [11] have used electrocardiogram as the
biometric attribute used for authentication. Such forms of bio-
signals are generated by the sensors residing in wearable
devices. The technique uses radial-basis function as well as
supervised learning for performing an effective classification
used for authentication.  Studies towards strengthening
biometric-based authentication system was also carried out by
Bhuiyan et al. [12] where the retinal-vessel was used as an
biometric attribute for performing authentication. The
technique extracts the unique vascular network of retinal and
performs feature extraction which is further subjected to
geometric hashing method. The method finally extracts certain
invariant feature, which otherwise is challenging to be
extracted by conventional biometrics. The study outcome has
proved to offer 96% of precision rate. While working towards
biometrics, the user’s identity is at a great stake of privacy.
Hence, existing literatures have also implemented techniques
towards retaining maximum privacy while performing
biometric-based authentication.

The work carried out by Sedenka et al. [13] has formulated a
model for ensuring highest privacy using Principal Component
Analysis (PCA). The technique has enhanced protocol for
Garbled circuits and applied Advanced Encryption Standard
(AES) for further encryption. Kang et al. [14] have presented a
study where the resiliency of existing biometrics can be
evaluated. The author uses finger print mainly to perform
authentication with an aid of a sophisticated mathematical
modeling. Liu et al. [15] have presented a discussion of
enhancing the system performance during biometric

authentication. The technique presents discussion of linear
fusion to achieve robustness. The work carried out by
Venugopalan et al. [16] have discussed about usage of heart
beats to be used as biometric authentication. The authors have
also presented an analysis of such biomedical waveforms
using impedance factor. Jiping et al. [17] have presented a
cryptographic-based authentication scheme in biometrics.
Frank et al. [18] have presented a model called as touch altaics
that uses pattern analysis of the touch behaviour of the user on
the screen as a biometric trait for performing authentication.
Klonovs et al. [19] have presented a discussion of
authentication system using Electroencephalogram. On the
other hand, biometric template plays a critical role in every
biometric based authentication that is required to be
safeguarded. Studies in such direction have been carried out
by Simoens et al. [20] where multiple complex attacks have
been studied. The study carried out by Biggio et al. [21] has
analyzed the impact of practical adversary associated with
spoofing on authentication system in biometrics. Considering
the case of facial and fingerprint expression, the authors have
presented an analysis for both single and multimodal based
authentication. Urtiga and Moreno [22] have explored another
novel mechanism of biometrics using keystrokes that analyzes
the typing pattern of user. Sui and Du [23] introduced the
concept of biometric capsule where it computes the difference
between the reference subjects. The technique extracts
significant features of user followed by generation of bio-
information to further recollect more unique feature. The
complete process generates significant feature called as bio-
capsules that are stored and used for next step of verification.
Safie et al. [24] have presented a technique where the
heartbeat is used for biometric signal. The technique
introduces a new form of feature that is extracted from active
pulse ratio. Kumar and Zhang [25] have presented a technique
where different scores of matching is generated from different
templates of the user. The technique uses palm print as well as
shape of the hand as biometric signal to carry out
authentication. Chatterjee et al. [26] have used signal
information from the postures for performing biometric-based
authentication along with usage of radial-basis function for
further strengthening the authentication system. Tao and
Veldhuis [27] have presented facial attribute as biometric for
authenticating in mobile device. Upmanyu et al. [28] have
presented a technique called as blind authentication system
that is meant for safeguarding the biometric template. The
technique is designed using public key cryptography for
offering flexible encryption to the biometric template.

Hence, it can be seen that there are various studies targeting
at enhancing the performance of the biometric-based
authentication system. The existing studies are much inclined
towards evolving up with a new techniques and methodologies
to strengthening the biometric-based attributes thereby
assisting resiliency against multiple forms of adversaries.
Table 2 outlines the existing research contribution.
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Table.2 Scaling Effectiveness of Existing techniques of Biometric-based Authentication (B: Biometric, M: Methodology)

Authors Problem Technique Advantage Limitation
Ghosh [9] Secure biometrics B: Fingerprint, Device ID Easier peer-to-peer transfer Possibility of device ID to be
M: Experimental compromised is not considered
Choi [10]. Securing biometric | B: hypothetical biometric | Resist multiple form of attack Few  extensive  analyses to
authentication imprints prove/benchmark the outcome.
M:  Analytical, mutual key
exchange
Choi [11] Adoption of | B: Hear-beat Higher authentication | Induces delay due to learning
physiological sensor M: Experimental, Support vector | performance mechanism involved.

Machine, radial basis function

Bhuiyan [12]

Biometric
authentication

B: Retinal vessel
M: analytical, feature extraction
using geometric hashing

Higher recall and precision

Success rate depends on threshold
value between 20-30.

Sedenka [13]

Privacy preservation

B: hypothetical biometric
imprints

M: Analytical, PCA, AES

Light-weight protocol

No extensive analyses to

prove/benchmark the outcome.

Kang [14] Resiliency of | B: fingerprint/ DNA Mathematically sound algorithm No extensive analyses to
biometrics M: Mathematical prove/benchmark the outcome.
Liu [15] Enhancing performance | B: hypothetical biometric | Highest authentication accuracy Vagueness in biometric

imprints
M: Empirical, linear fusion

specification, not benchmarked

Venugopalan
[16]

Biometric
authentication

B: heart bear
M: Conceptual, classification

Supports critical authentications

Induces computational complexity.

Jiping [17] Enhancing performance | B: hypothetical biometric | Supports resisting higher range of | Doesn’t discusses the complexity
imprints attacks associated with key management
M:  Empirical, cryptography,
enhancing Das scheme [29]

Frank [18] Biometric B: Fingerprint Performs continuous monitoring Accumulation and processing of too

authentication

M: Analyzing touching behaviour

much feature induces delay for long
run. Accuracy cannot be ensured for
multiple application usage pattern

Klonovs [19]

Biometric
authentication

B: Brain signals
M:  Experimental, feature-based
authentication

A novel mechanism

Not applicable in practical as
accessibility depends upon stress
signal, which can happen to both
regular user & malicious user.

Simoens [20] Securing biometric | B: hypothetical biometric | One  framework  supporting | No numerical evidence to support
template imprints multiple adversary mitigation the claim.
M: Conceptual, generic adversary
modeling
Biggio [21] Impact of spoofing | B: Facial, Fingerprint Finding suggest higher | No benchmarking
attack M: Conceptual vulnerability ~ of  multimodal
compared to single modal, better
identification of adversary
Urtiga [22] Biometric B: Keystroke patterns Performs continuous monitoring Accumulation and processing of too

authentication

M: conceptual

much feature induces delay for long
run. Accuracy cannot be ensured for
multiple application usage pattern

Sui and Du [23]

Biometric
authentication

B: Iris
M: Empirical, feature extraction,
experimental

Support multiple level of security

Accuracy depends on static images
only

Safie [24]

Biometric
authentication

B: Heart beat
M: Empirical, feature extraction

Higher accuracy

No extensive analyses to

prove/benchmark the outcome.
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Kumar [25] Biometric B: Palm Print Supports two biometric modalities | No benchmark the outcome.
authentication M:  Experimental, template
matching
Chatterjee et al. | Biometric B: posture information Offers higher accuracy No standardization or thresholding
[26] authentication M:  Experimental, radial-basis for posture that can be mimicked
function easily.
Veldhuis [27] Biometric B: Face Offers higher accuracy Success rate more for dataset and
authentication M: Experimental, less for real-time facial image.
Upmanyu [28] Biometric template | B: hypothetical biometric | Supports security over multiple | Communication overhead increases
security imprints datasets for more rounds of query.
M: empirical, Blind
authentication, public key
encryption

biometric system for strengthening authentication system.
These techniques were claimed to offer better security as well
as the better recognition rate of the system. However, it is still
an open end question to understand the best effectiveness in

Apart from the above mentioned techniques, we also reviewed
other existing literatures as shown in Table 3 for exploring
different form of techniques and adopted modalities pertaining
to biometric based authentication. There are various

approaches that combinely uses different biometric to perform

the existing approaches.

authentication. From Fig. 3, it can be seen that many authors
have carried out the work on unimodal as well as multimodal

TABLE 3 REVIEW OF MULTIMODAL BIOMETRIC SYSTEM.

operation.

Author Problem Technique Modalities

Soltanpour [30] To Improve face recognition and security. Local descriptors 2D-3D Face image
Stage in biometric system, architecture, . .

Oloyede [31] To improve the security 9 4 Uni and Multimodal

Haghighat [32]

Reduce computational complexity.

DCA, feature level fusion.

Uni and Multimodal

Wan [33] To improve biometric recognition rate. DOA estimation, OMP, ADMM. PD Source diagnosis.
Martiri [34] To person authentication. Honey template and Bloom filters. Face image.
Sadhya [35] To secure database. Review paper Multimodal image

Bahrampour [36]

Image classification

Multimodal task-driven dictionary learning
algorithm.

Multimodal image

constraints.

algorithm.

Ding. [37] Image classification Comprehensive deep learning, NNs, SAE. Face
Authentication, Neural  network, wavelet transforms., .
Almaadeed [38] L Voice
To identify speaker. MFCCs.
To improve Recognition accuracy and . .
Yang [39] . P g Y Mutual dependency Fingerprint and face.
security level.
o Mathematical ~ Modelling  errors  in . .
DeCann[40] Re-identification . . Face and Finger print
Biometric.
Moutafis [41] To improve recognition rate. Rank based score normalization Face.
o . . o . Physiological ~and  behavioral
Meng [42] To protect user privet information Biometric identification on Mobile phones -
characteristics.
To improve quality, dimensionality . . . . .
Paul [43] . . Fisher Linear Discriminant Analysis Face, ear, signature
reduction and classifier.
Zhang [44] Dimensionality reduction Semi supervised Learning Techniques. Face, finger print
. To improve speed and reduce memory | Cascaded classifiers, Mahalanbis distance . . .
Baig [45] Multimodal biometrics.

Murakami [46]

To improve Wolves and lambs accuracy
rate.

Optimal fusion algorithm.

Face, Finger Print.

Shekhar[47]

To improve recognition rate.

Multimodal sparse method and fusion based
methods.

Signature, Face.
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Simon [48] To improve recognition rate,

Deep learning convolution neural networks.

Face, Signature.

Roy [49] identification accuracy

Fuzzy C-means clustering

iris, face

To overcome privacy concerns in

Canuto [50] management

Feature selection method.

finger print, signature

Kumar [51] To improve Security

BCH encoding and Hash function.

Unimodal and Multimodal

Neverova [52] To Identity From Motion Patterns.

Deep learning NN

natural human kinematics

To identify unsupervised speakers, to

Poignant [53] reduce cost

Speaker diarization module.

Speech, written names.

Mezai [54] To improve voice and face classification.

PSO algorithm

Face, Voice

From the above studies, it has been seen that facial image and
the fingerprint are the most common form of the biometric
attributes that has been considered for performing
authentication mechanism. Although, there are other attributes
e.g. iris, signature, speech, signature, etc are also attempted for
evolving up various authentication strategies, they were less in
numbers. It is believed that multimodal biometric is the next
generation method to strength the authentication potential of
unimodal biometrics and is likely to be adopted in faster pace
in near future.

IV. MODERN TECHNIQUES OF MULTI-MODAL
AUTHENTICATION

Usage of multimodal biometric is considered as one of the
potential method to ensure highly secured authentication
mechanism of biometrics with lesser chances of getting
compromised. The prime reason behind this is the usage of
more number of sophisticated biometric signals that are used
for performing encryption. We reviewed the trend of usage
patterns of using multiple forms of biometric signals where the
most frequently used signals are face, iris, ear image,
fingerprint, and signature.

9 Face+Fingerprint [S 2l 387

Ear+Face 7_ 88

M Journals

4
Ear+Fingerprint fum 57 ® Conference

Iris+Fingerprint 47_333
Iris+Speech ﬂu
53
Iris+face _ 362

0 100 200 300 400 500
Number of Research Publication

Multi-Modal Biometricattribute:

Figure 3 Research Trend of Multimodal Biometrics

Fig.3 highlights the existing research trend where it can be
seen that usage of iris and face as well as usage of face and
fingerprint are most practiced methods in multimodal
biometric authentication. In this section, we give a brief of
usage methodology of some of the frequently exercised
multimodal biometrical authentication techniques as follows:

e Irisand Face: The internal structure of iris as well as
facial geometry is the easily available biometrical
attribute used for multimodal authentication. Usage

of such techniques has been witnessed in the work
carried out by Roy et al. [55], Ramachandran et al.
[56], Galbally et al. [57], and Tan et al. [58]. Fig.4
shows the common methodology found in the
techniques are extraction of features from iris as well
as face in order to check their similarity score. The
advantage of technique is that iris structure is hard to
be replicated or compromised and the disadvantage is
the facial geometry features will be required to be
consistently updated with the ages of changes of
facial structure. Hence, these cannot be used for long
run application and calls for constant update.

Ear Image and Face: The combination of ear image
and facial structure offers a significant biometric
attribute owing to static structure of ear for any
human over a longer and longer period of time. The
work carried out by Javadtalab et al. [59] is the only
standard work that was published during 2010 till
date. Such techniques uses feature extraction from
both biometric image followed by feature fusion and
discriminates analysis (Fig.5). The advantage of this
technique is that biometric template pertaining to ear
of a specific subject doesn’t require any updates in its
template; however, it still suffers from frequent
updates of facial expression.

Face, Fingerprint, and Voice: Apart from face and
voice, duplication of fingerprint is highly challenging
and hence this form of multimodal proves to offer
secured authentication mechanism. The work carried
out by Jain et al. [60] has used such technique. Fig.6
shows the methodology of such technique where a
template database is constructed for all three
biometric attribute followed by decision-based fusion
process to result in acceptance or rejection of query
of authentication. The advantage of such techniques
is its unique features that are very difficult to be
replicated at same time and its disadvantage is a
slight wvariation in pitch of voice can fail the
authentication system even for legitimate user.

Face, Ear image, and Signature: Usage of face, ear
image, and signature is considered as one of the
simplistic form of biometric authentication owing to
its charecteristics of non-updation requirement in
regular interval. Fig.7 highlights the technique where
features of all the attributes are considered for
similarity check. Such work was carried out by
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Monwar et al. [61] who have perform construction
analysis in social network using decision fusion.
None of the three attributes is expected to be changed
over longer period of time which poses a beneficial
factor while the demerit point is the possibility of
forged signature. Using three different photographs of
face, ear, and signature, even a malicious user can
have access to accounts. Hence, this process is not
safer.

Face, Teeth Image, and Voice: Usage of facial image,
teeth image, and voice is another innovative
technique evolved up in recent times. The logic
behind such approach is to extract features using
different techniques on different biometric attributes
followed by score fusion techniques. The work
carried out by Kim et al. [62] is one such example
shown in Fig.8. The advantage of this technique is its
simpler usage and its disadvantage is related to its
sensitivity associated with the pitch of the voice.
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authentication mechanism and the disadvantage of
this mechanism is its consistent update of the
biometric dataset as it cannot identify forged
fingerprints and facial structure. A malicious user can
carry a photograph of a person and rubber print of
fingerprint to have an easy access to legitimate
person resource.

All the above mentioned techniques are quite a new beginning
of research attempts towards using multimodal biometric-
based authentication system. It is still in nascent stage of
development.
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Fingerprint, Iris, and Face: This is one of the most s
frequently used practices in multimodal biometric- Figure 4 Usage of Iris & Facial Feature [55,56,57,58]
based authentication system. The work done by Ravi
et al.[63] and, Ko [64] has used similar approach. The
advantage of this mechanism is its speedy and precise
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Figure 8 Usage of Face, teeth image, and voice [62]

Existing implementation of the all the above mentioned
methodologies ~ towards  multimodal biometric-based
authentication have been performed in standard datasets e.g.
FERET dataset [65], CASIA image dataset [66], CVRL
dataset [67], Biometric Recognition Group [68], Poly U Palm
print database, etc. These datasets have images pertaining to
face, fingerprint, palm, signature, iris, gait, etc. Out of all the
technique used in multi-modal forms, fingerprint is definitely

. S

one of the dominant attribute being used in experiments. There
have been highest number studies towards the direction of
using fingerprints alone owing to the potential advantages
associated with it. Therefore, it can be said that fingerprint is
one of the essential biometric frequently considered in many
existing techniques of multimodal authentication system.
Combining fingerprint with other biometrics offered highest
level of security and faster authentication at same time.
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Figure 9 Usage of Face, iris, and Fingerprint [63, 64]
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V. OPEN RESEARCH CHALLENGES

Till prior section, various research-based techniques have been
discussed to show that there has been evolution of different
techniques and algorithm towards strengthening the biometric-
based authentication. This section discusses about the open
research challenges that were identified not to be addressed by
any existing system. Some of the existing challenges that are
unaddressed are as following:

e More Studies Towards Unimodal and Less Towards
Multimodal: Majority of the existing techniques of
biometrics have used single biometric attributes for
performing  authentication.  Although,  some
researchers have also explored better feasibility of
using multi-modal approaches, but there are less
amount of research work in proportion for this. The
security complications used in unimodal is very
different than considered for multimodal that is also
found missing to be addressed in existing approaches
of multi-modal authentication.

e Lesser focus on Computational Complexity: Some of
the biometrics consumes enough data for both storing
and performing authentication. Hence, there is always
a complexity associated with processing algorithm in
order to perform similarity match. Although, many
system uses feature extracted for performing
similarity check, but the amount of feature (especially
in multi-modal authentication) is quite higher as
compared to unimodal authentication system.
However, almost none of the existing approaches
have ever considered computational complexity into
consideration while assessing the effectiveness of the
research outcomes.

e Less Emphasis to Iris: The potential usage of iris as
well as the internal networks of veins inside retina is
the best non-duplicable biometric attribute. However,
the adoption of iris is found in less proportion in
contrast to fingerprint, teeth image, ear image, voice,
etc. Moreover, usage of iris image has been always
considered from dataset and less work towards real-
time iris has been reported till date.

e More wusage of Iterative Methods: Existing
approaches are mainly found to follow highly
iterative mechanism for performing algorithm
implementation. Usage of iterative has good effect on
accuracy but adverse effect on system performance
e.g. response time, energy consumption, resource
dependencies, memory. Hence, iterative methods are
not much found to be enhanced in order to solve such
system performance problems in any of the existing
literatures.

V1. CONCLUSION

The proposed paper mainly aims to study the effectiveness
of the existing approaches towards enhancing the biometric-
based authentication system. The study contributions of the
presented paper are as follows: i) Existing review-based studies

toward effectiveness of existing biometric-based authentication
mechanism is very less to find. Available review works
towards biometric doesn’t discuss about limitations and was
not found to emphasize on multimodal approaches. Therefore,
the first contribution of proposed study is that this paper offers
a wide visualization of the study effectiveness of complete
biometric based authentication system be it unimodal or
multimodal system. ii) The second study contribution is the
essential findings of proposed investigation e.g. open issues in
biometric design principle, usage of symptomatic approaches,
multimodal approaches still being underrated, less extent of
studies towards multimodal as compared to unimodal based
authentication, etc. Therefore, our future work will be to
address some of the significant issues. We will initiate our
investigations towards developing a novel framework that
offers highly resilient authentication using iris as there has been
no significant enhancement in adopting iris in existing system.
An attempt will be to evolve with a novel combinatorial-based
optimization approach where the data integrity will be
emphasized along with biometric template security.
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