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Abstract: Extremism is an uncommon feature of a person or a 

group. These extreme features pertain to beliefs, attitudes, 

feelings, actions, or strategies, etc. Extremist activities happen on 

various platforms on the Internet. These platforms are 

constantly being utilized to spread extremist agenda, influence 

people and create virtual organizations and communities. 

Automatic detection of such a level of extremism in social media 

is a technically challenging problem that has recently gained 

popularity in the research community.  This paper provides a 

systematic, critical and detailed literature review of the state of 

the art techniques used in automatic detection of extremism of 

different forms and in different types of social media. The survey 

outcome is systematically presented using several dimensions like 

machine learning techniques used to detect extremism, features 

and datasets employed in research studies, emerging trends in 

extremism, limitation of existing work and possible prospects in 

future. Several findings from the survey have been identified as 

potential directions for future work. Specifically to mention, 

spatial-temporal features have not been fully utilized to detect 

extremism. Such features, if systematically used, can play a very 

vital role in tracing the location as well as time of promoting 

extremists activities. 

 

Key Words: Security, Social Networks, Hate Groups, Extremism, 

Classification. 

 

I. INTRODUCTION 

xtremism is a complex incident. Extremism can be 

applied in various scenarios e.g., Hate group, Racist 

communities, Jihad terrorism, and Personal insult, use of 

abusive language, propagating obscene or extremist videos, 

etc. Extremism can be enforced by an individual or a group 

though various forms of social media. Trillions of people are 

interconnected with each other on social media. Now a day’s 

social media is widely used as a platform for promoting, 

publishing views or opinion of a person or a specific group. 

Social media changed the ways people communicate. Social 

networking became extremely popular, with billions of users 

on Facebook, YouTube and Twitter.  

During April to June 2016, Facebook had 1.71 billion 

monthly active users and which is a 15 percent increase year 

over year. On Facebook the user who is logged into it during 

last 30 days is termed as active users. During the same period 

the social network had 1.57 billion mobile monthly active 

users and an increase of 20 percent year-over-year. Facebook 

is used worldwide and very popular among users. Billion 

users are using YouTube. Everyday hundreds of millions of 

hours video watched on YouTube. The total number of 

people who use YouTube is 1.3 billion and almost 5 billion 

videos are watched on YouTube every single day. The 

average number of mobile YouTube video views per day is 1 

billion.  According to Alexa Internet, YouTube is second 

most popular site. Twitter had 313 million global MAU.  

It is not just the above mentioned social media websites 

that have contributed in spreading extremism but also 

designing and hosting websites has become so easy that it has 

helped many extreme right groups to use their own dedicated 

websites to show their online presence to large crowd. 

Analysis of social connections and interactions in all such 

social media platforms is thus a very important step in order 

to understand what roles a person plays, who play major role 

in a network, which subgroups of users are highly 

interconnected, how information spread through a network, 

and how users of the website participate in spreading of a 

message, identify international linkages between certain 

activist cluster across geopolitical boundaries etc. This survey 

thus aims to cover all possible social media platforms as well 

as techniques used to spread extremism. The survey outcome 

is systematically presented using several dimensions like 

machine learning techniques used to detect extremism, 

features and datasets employed in research studies, emerging 

trends in extremism, limitation of existing work and possible 

prospects in future. Several findings from the survey have 

been identified as potential directions for future work. 

Subsequent sub sections describe each dimension of survey in 

detail. 

1.1 Techniques used on various Platform and Social Media 

Extremist opinions are promoted using social media through 

videos, text messages, or images with tags. Other like-minded 

users generally like or share the post in their social network 

thereby making extremism viral in social media. The 

objective of this section is to present various techniques 

briefly that are used for spreading extremism in above 

mentioned various forms of social media.   

Facebook, YouTube, and Twitter are widely used by people 

of all ages. YouTube is widely used video sharing website. 

Facebook is a widely used free social networking website 

where users can upload photos, make profiles, and upload 

E 
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videos, do online or offline chats with friends. Twitter is a 

powerful social media space, where people tweet their opinion 

over a specific topic using short messages called “tweets”. 

Twitter is also known as micro blog. Users can even follow 

others users they find interesting and likeminded thereby 

creating a strong social network. 

Various machine learning techniques and algorithms 

have been used for detection of online radicalization e.g, 

OSLOM Algorithm, Lancichinettiand Fortunato Consensus 

Clustering, PMI, N-Gram, J48, C4.5,  Decision tree classifier, 

Naïve Bayes Classifier, BSP algorithm, Mean, Median, Mode, 

Latent Dirichlet allocation, EWGA Clustering, SVM, Multi 

class classification, and K-Fold and Cross validation are 

found during this survey [1,2,5,6,8-11,13,14,16-19,21-24,27-

29,31,33,34,36]. Lancichinettiand Fortunato Consensus 

Clustering is used for analyzing suspicious actions/events on 

different platforms for detection of community  [9]. BSP 

algorithm is used to identify and block terrorist websites using 

content analysis [13]. Naïve bayes classifier is used to identify 

content related to harassing and cyber bullying [19]. 

Investigation of user detail regarding gender and repulsive 

words in their posted message is done by technique Support 

Vector Machine to identify cyber bullying in MySpace [17]. 

Clustering coefficient is used for identification of anti-black 

communities and their relationships on Xanga and network 

analysis on systematically collected data [35][40]. Subsequent 

sub sections details about various techniques at the level of 

individual social media type. 

1.1.1 Microblogging 

In the present survey,10 papers have used micro blogging 

websites to spread extremism. Relevant extreme right group 

accounts on twitter, follower relationship, similar Facebook 

profile/ YouTube channels, and extreme right media account 

has been used to analyze extreme right activities for 

community detection using techniques like PMI, Probability, 

Loncichinettiand Fortunato Consensus Clustering, OSLOM 

Algorithm, Mean %, and technique called random sample 

count. The content of tweet and YouTube account is analyzed 

to extract external URLs [9][12]. Dynamic tracking is done by 

N-Gram technique after analyzing messages and posts on 

microblogs [10]. Multiple defense mechanisms analyzed for 

detection of activist on micro blogs is done by keyword based 

flagging [15].Data from eight countries is analyzed by 

OSLOM Algorithm to detect suspicious activity on several 

platforms for different communities. Derek et.al tried to 

established international relationship between twitter accounts 

[9][14].  

1.1.2 Video Sharing 

For promotion of hate and extremism, many videos have been 

uploaded on YouTube. Due to low complexity in publication 

mechanism, YouTube has been utilized by many persons and 

groups in negative way to upload videos which are not good 

for society. It is a challenge to identify such videos. In our 

literature review, we found 21 papers have used Videos. Lots 

of extremists data is available on video sharing websites. 

Many people have worked using such data. Using web 2.0 

philosophy, dynamic tracking of groups is done by analyzing 

messages and post over video sharing website using N-Gram 

technique. Analysis of various counter-jihad, other religious 

communities is also done using technique random sample 

count [10][12]. Activity and links analysis of extreme right 

groups of local and international level is done using 

techniques OSLOM algorithm, Mean, Corrected Stability, 

Latent Dirichelet allocation (LDA), and Non-negative matrix 

factorization [14]. N-Gram is also used for dynamic tracking 

of radical groups, distinctive insulting and smutty words from 

text for identifying a irritating and cyber bullying content, and 

classifying extremist videos in on-line video portals using user 

generated metadata [10][19][28].  

Comparison of much defense structure for detection 

of activists on video sharing websites/portals is done using 

flagging [15]. Identifying the contribution of a user in off 

topic, comments type on video sharing sites is done by text 

mining using probabilistic approach [16]. Identification of 

same user in multiple social networks, some of the reported 

work has monitored their behavior and see how they react 

after any event/action. A comment is posted on a friend’s 

video on YouTube and a reply is received on Facebook.  User 

information (gender, age) is also investigated to detect cyber 

bullying in MySpace using Classification and SVM by 

Dadvar et.al. [17]. Examination of a number of dark web 

forums and videos utilized by terrorist crowd has been done 

using Classification, and Entropy Weighted Genetic 

Algorithm Clustering [18]. The detection of combating scenes 

in videos by analyzing speeding up patterns in following 

video frames has been attempted using techniques like Fourier 

and Fast Fourier transform, Classifier, and SVM by Deniz 

[21].Multiclass Classifier is used for designing a topic 

sensitive classifier by analyzing cyber bullying words in 

textual comments posted on a topic and describes a multi-

model approach to find aggression in videos by using audio, 

visual and textual features [22].Locating hate promoting 

videos amongusers and their groups using statistics of videos 

like uploaded date, duration of video, average rating, number 

of raters, view count, number of comments, and favorites, is 

done by Sureka et. al [23].A multi-model approach is 

designed to identify violence in videos by using audio, visual 

and textual features using classification [24].Religious and 

political citizenship among viewers of anti-Islam videos was 

identified in 2010 [25].Gender of jihadi members was 

identified by Adam using technique Part of Speech, Term 

frequency, Document frequency, User frequency betweenness 

centrality over real YouTube data set [26]. Support Vector 

Machine is used for describing a multimedia and contextual 

mining based approach for detection of offensive content in 

videos and to detect obscene videos by analyzing shape, size 

and color of video frames [27][31]. Classifying extremist 

videos in on-line video portals using user generated metadata 

is done by using technique Feature extraction, N-gram, 

Lexical syntactic, Context specific feature, and SVM [28]. 
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Detection of harassing posts in chat rooms and discussion 

forums is done by using local, sentiment, and contextual 

features and N-gram techniques [29]. Identification and 

analysis of up loaders and supporters over video sharing 

websites is done by using geographical location [30]. 

Extremist group of a specific location is identified over video 

sharing websites using hyperlink [33]. Classification is used 

to identify and analyze videos, extremist groups and their 

attributes by Salem et.al in 2006 [36]. Detection of textual 

cyber bullying in a specific posts with a Datasets of YouTube 

comments was discussed by Karthik [22]. Video sharing 

websites like YouTube is used to spread videos of any kind 

due to low publicity barrier. Hate videos, hate blogs, users and 

hidden communities were identified by using social network 

features [23]. Violent content in video sharing sites was 

discussed by Theodoros [24]. Videos in response to Fierce 

anti-islam video Fitna was analyzed by authors [25]. Issues of 

jihadi radicalization are discussed gender wise. The group 

who is devoted to religious discussion like other religious is 

also involved in jihadi radicalization [26]. Objectionable 

videos were detected from social networking websites using 

temporal domains. [27]. Extremist videos is identified in 

online video sharing sites by using text, comments, video 

descriptions, and titles without downloading videos [28]. 

Detection of online harassment on web was analyzed by 

comments and text over a post [29]. Large number of videos 

related to jihad is uploaded on YouTube. Based on number of 

views and comments jihadi videos were analyzed considering 

age of jihadi and geographical location [30]. Obscene video is 

filtered from a set of videos. Hierarchical steps used for 

automatic filtering of obscene video [31]. 

1.1.3  Blogs/Discussion forum 

Blogs and discussion forum are also used to write views of 

users. People discuss their opinion for extremism. In our 

literature review, we found 08 papers have used 

Blogs/Discussion forum. EWGA Clustering is used to inspect 

a number of dark web forums and clip used by terrorist and 

extremist groups [18]. Content on blogs was identified which 

is used by extremist groups [20]. U.S. domestic, Middle 

Eastern Extremist Group, other Extremist Groups and Hidden 

communities was identified over discussion forum [33][38]. 

Documents and hidden messages related to terrorist and 

extremists were identified over discussion forum [34]. Anti-

black communities were identified over blogs using multiple 

nodes[35]. K-Fold and Cross validation is used to build a 

topic sensitive classifier by analyzing cyber bullying words in 

textual comments posted on a topic and detect distressing 

posts in chat rooms and discussion forums by using local, 

sentiment, and contextual features [22][29]. On social news 

sites different categories of news is published. These 

categories may be politician, sports man, movie, new 

launched electronics gadget, etc. Opinion on social news sites 

can be expressed by any person. The opinion may be 

expressed in abusive language i.e. insulting for someone. User 

comments on news on web are analyzed [16]. Cyber bullying 

problem for teenager and adolescents was discussed by Maral 

[17]. Offensive content on social media was also discussed by 

Chen [19]. Detection of fights, aggressive behavior or 

violence recognition in video is discussed by Deniz [21]. 

People commonly posted message on social networking sites 

and comment also on a post.  

1.1.4 Social network site 

In our literature review, we found 06 papers have considered 

social network websites as platforms to spread extreme 

thoughts. Groups have been dynamically tracked over social 

networking sites [10]. Extremist groups are active on social 

networking websites. Various jihad and other religious 

communities are analyzed over web 2.0 [12]. Local and 

international extreme right groups are identified over social 

networking websites [14]. Terrorists are highly active on 

social networking websites. Facebook is used to see messages 

posted on wall of users and discussion of terrorism of 

Facebook wall. Various defense mechanisms compared for 

detection of activist on social networking websites [15]. J48 

andC4.5 is used to identify extremist groups on Facebook and 

analyze cyber bullying words in comment [11], [22]. API is 

used to collect messages on wall of hate groups. Content 

feature extraction and Social network structure is used. 

Decision tree and naïve bayes classifier is used to identify 

extremist groups on Facebook [11]. 

1.1.5 Other website 

Extremists created and maintained many websites to promote 

extremism. In our literature review, we found 10 papers 

considered other uncommon websites. Content of various 

websites analyzed and terrorist websites were recognized on 

the basis of content. Such terrorist websites were blocked after 

analysis of content. Extremist are using unstructured open 

platform for promoting their objective and recruiting people 

for their specific agenda. Radical groups have created 

multiple websites that support emotional interests, fund 

management, employment opportunity, harmonization, and 

division of advertisement resources [13].Geographically, 

activity and links has been analyzed over different websites 

[14]. Contents of different extremist websites are analyzed 

over a specific theme and level of similarity [20]. An 

automated system developed for analysis of related 

information for finding the text [32]. Hyperlinks of other 

website are analyzed for finding extremist groups 

[33].Various terrorist and extremist web documents collected 

from websites and hidden message were also monitored [34]. 

Several extremist group and their attributes were identified 

and analyzed after scanning websites [36]. A semi-automated 

approach to study the terrorism websites using hyperlinks is 

done [37]. Monitoring and locating extremist group sites and 

their hidden communities on websites was done [38]. Crawler 

is designed to search a specific topic to navigate links and 

locating highly relevant target pages [39].  

Over all the platforms and media types, video sharing 

websites are widely used by extremist to promote their 

agenda. Second choice of extremists is to create their own 
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websites to spread extremism. Their third choice is blogs / 

discussion forums and fourth is social networking websites. 

Very few have used micro blogging websites. Next section 

discusses the elements of social network followed by features 

from social networks which have been used to spread 

extremism. 

II. SOCIAL NETWORK FEATURES 

Various social network features like Heterogeneous Nodes, 

Heterogeneous Edges, Link Based Features, Clustering 

Coefficient, Centrality, Density, Average Shortest Path 

Length, Degree Centrality, Closeness Centrality, Betweenness 

Centrality, have been exploited in some or the other way to 

detect extremism. Table 1 summarizes the entire information 

briefly.  

 

Fig 1: Social Network Structure 

2.1 Social Network Analysis 

Social network analysis is a technique which studies 

relationship between people and groups over internet. Nodes 

represent people and ties represent relationship between them. 

Analysis of social connections and interactions among people 

on various social media platforms is a very important step 

towards understanding of the extent of spread of extremism. 

Such analysis helps to understand what roles a person plays, 

who play major role in a network, which subgroups of users 

are highly interconnected, how information spread through a 

network, and how users of the website participate in spreading 

of a message, how international linkages are spread between 

certain extreme right groups across geopolitical boundaries 

etc. 

Twitter account having any clue or involvement of 

other twitter account is considered for community detection 

[9]. By using application of data mining and social networks 

analysis techniques, dynamic detection of radical groups 

active in social networking sites is done [10].To detect 

prospective hate groups in Face book a hybrid approach 

including social network analysis and web mining techniques 

is used in [11]. New web page attributes were identified from 

known terrorist websites to compare with genuine websites 

and found other extremist group. Name of terrorist, URL, 

expanding terrorist URL, and their website is identified in 

[13]. Extreme right communities of different countries interact 

with each other on Twitter. Mentioning of another account on 

twitter in a tweet or re-tweet is refereed as interaction. The 

existence of stable communities and associated topic within 

local interaction networks has been demonstrated. Some work 

has also identified international relationships between groups 

across geopolitical boundaries [14]. Analysis of data which is 

available over twitter and Facebook is done and found 

recruitment of new member, maintain loyalty to their existing 

sympathizers, planning and sharing of attack agenda, raise 

fund for their mission, provide training to newly recruited 

terrorist, and propagate fear between enemies for a terrorist 

organization. [15]. 

2.2 Properties of Social Network Analysis 

Various properties of social network are used to find 

extremists. Nodes and edges are considered to analyze 

extreme right activities and groups [9], [14]. Linked based 

feature is used for investigation of radical actions on various 

platforms for recognition of specific groups and recognizing 

and blocking activist websites using content analysis. Link 

based features are also used for mining extremist groups, 

terrorism websites using hyperlink, and identification of anti-

black communities [9][13][33][35][37]. Monitoring and 

locating extremist groups sites and their hidden communities 

on web and network analysis on systematically collected data 

used linked based features [38][40]. Social network analysis is 

used for dynamic tracking of radical group by analyzing 

messages and posts [10]. For identification of extremist group 

on Facebook using keywords and social network structure 

centrality, clustering coefficient, density, average shortest 

path length, degree centrality, closeness centrality, and 

betweenness centrality is used [11]. Centrality and egocentric 

graph is used to locate hate promoting videos, users, and their 

groups sharing a common goal [23]. Egocentric graph is also 

used in monitoring and locating extremist group sites and 

their hidden communities on web [38].  

Heterogeneous Nodes, Edges, Social Network 

Analysis, Clustering Coefficient, Density, Average Shortest 

Path Length, Degree Centrality, Closeness Centrality, and 

Betweenness Centrality are used by only one or two authors. 

Link based features are used by seven authors. Centrality and 

Nodes are used by three authors. Egocentric Graph and Links 

are used by two authors.   

III. SPATIOTEMPORAL FEATURES 

Extreme right group is available online. They used popular 

social media platform such as Twitter, Facebook, YouTube, 

and other websites. For all four types single network 

representation is used for community detection. Extremist 

group started online activity with dedicated websites and span 

their presence by using social networking websites. Time, 

date and location of activity is very important parameter for 

detection of extremist. We can trace the extremist and their 

helping hands. That helping hand may be a country or 

different extremist groups. A spatiotemporal database is a 

database that covers space and time information. 

Spatiotemporal databases are an extension of spatial 
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databases. During our survey we found only 10 papers out of 

40considered spatiotemporal features.  

3.1 Time and date 

For identifying religious and political citizenship among 

viewers of anti islam-fitna video date of video upload and 

location is used [25].  

3.2 Geolocation 

Movement and links analysis of radical communities on 

twitter is analyzed country wise [14].Network analysis on 

systematically collected data, identifying and analyzing 

videos, mining extremist groups using hyperlinks, and 

identification and analysis of uploaders and supporters of 

martyr promoting videos geographical location is used 

[30][33][36][40]. 

3.3 Technique used 

Classification, clustering, probabilistic approach, count, mean, 

etc is used to analyze and find extremist group or individual 

who involve in personal harassment. Very few papers 

considered spatiotemporal features. If we consider this 

feature, then location of extremist can be recognized and we 

may take some action to fail their agenda. 

 

Literature Survey of 40 Papers is summarized in below table. Research papers from 2006 to 2015 are arranged in reverse 

chronological order.  

VS≡ Video Sharing Website, BL≡ Blogging, SN≡ Social Networking, DF≡ Discussion Forum, MB≡ Micro Blogging, OW≡ 

Other Websites.       STF≡ Spatiotemporal Feature, SNF≡ Social Network Feature, NU≡ Not Used, HN≡ Heterogeneous Nodes, 

HE≡ Heterogeneous Edges, LBF≡ Link Based Features, CC≡ Clustering Coefficient, C≡ Centrality, D≡ Density, ASPL≡ Average 

Shortest Path Length, DC≡ Degree Centrality,           CNC≡ Closeness Centrality, BC≡ Betweenness Centrality, SNA≡ Social 

Network Analysis, EWGA≡ Entropy 

Weighted Genetic Algorithm 

S 

No 
Research Study Platform 

Objective and 

Analysis 
STF SNF Technique used Result Future Finding 

1 Swati et.al. 2015 MB 
Locating extremist 
activities 

NU NU 
N-gram, One 
Class Classifier 

 
Precision, Recall, F-

force, Confusion 

Matrix 
 

Automatic identification 
of tweets type 

2 Swati et. Al. 2015 MB 

Automatic 

identification on of 
hate and extremism 

promoting tweets 

NU NU KNN, LibSVM 

Precision, Recall, F-

Score 

 

 
Location should be traced 

3 Swati et. Al. 2015 VS 

Locate hate 

promoting 
communities and 

identify video and 

user who involved 

NU BC 
BFS, SSA (Shark 

Search Algo.) 

Precision, recall, f1-

score 

 
Location and time can be 

found 

4 Swati et. al. 2014 VS 

Designing of crawler 

for finding hate and 

extremism promoting 
videos 

 

NU NU BFS 
Binary and Uni 

Classification 

 

Location of extremist can 
be found 

5 Jacob et. al. 2014 SN, DF 
Recruitment 

activities identified 
NU NU 

Binary Classifier, 

Bag of words, Uni 

gram, TF-IDF, 
SVM, Naïve-

bayes 

 
True positive rate, 

False positive rate, 
Mean 

 

Automated system for 
classifying for finding a 

forum user is a member 
of violent extremist 

group.  

6 
Feng Chen et. al. 
2014 

MB 

Detection of event 

and forecasting in 

social media 

Geographic 
Location 

NU 

P Values, SVM 

Classifier, ST 
Burst Detection, 

NPHGS 

 
FPR, TPR 

 

Domain Knowledge 
should be efficiently 

utilized. 

7 Jiejun et. al. 2014 MB 

Civil unrest event 

detected and 
identified 

Location, 
Cities, 

Geographic 

Location 

NU 
 

Keyword filtering 

 

Number of posts, 
tags, users 

 

Exact location should be 
traced. 

8 Lian et. al. 2014 MB 

Event detection in 
specific domain with 

applications to civil 

unrest 

Geographic 

Location 
NU 

DEQ Algorithm, 

kulldorff statistics 

SVM Classifier, 

Precision, Recall, F-
measure 

 

9 
O'Callaghan et. al; 
2013 

MB 

Analyzed extreme 

right activities on 

various platforms for 

NU 
HN, E, 
LBF 

 

PMI, Probability, 

Clustering, 

 
Probability 

 

 

Track Dynamic 
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detection of 
communities. 

 

OSLOM 
 

communities 

10 
P. Wadhwa et. al; 

2013 

MB, VS, 

SN 

 
Dynamic tracking of 

radical groups after 

analysis of messages 
and post. 

 

 NU SNA 
 
 

N-Gram 

 
 

Count 

 
 

Topic modeling approach 

11 
I-Hsien Ting et. al; 
2013 

SN 

To find extremist 

groups on Facebook 
using keywords and 

SNS. 

NU 

CC,C,D,A

SPL, 
DC,CNC, 

BC 

J48,C4.5, Decision 
Tree Classifier, 

Naïve Bayes 

Classifier 
 

10 fold cross 

validation, Precision, 
recall, F-measures 

 

 

Other Classifier, 
Consider only features of 

Social Network Structure  

12 
M. GoodWin; 

2013 

MB, VS, 

SN 

To analyze multiple   

counterjihad, other 

religious 
communities on web 

2.0. 

NU NU 

 

Random sample 
count 

 

Public attitude 

 

Generational Divide 

13 
G. Patil et. al; 

2013 
OW. 

To recognize and 

block terrorist 
websites/portals 

NU LBF 

Clustering BSP 
Algorithm, Weight 

of TS, MR, WI., 

Mean, Standard 
Deviation, 

Relative Standard 

Deviation 

 

 
Count, Average 

 
 

Continuative adapting 

tool which will 
understand the web usage 

on periodic basis and 

revise the benchmarks. 

14 
O'Callaghan et. al; 
2012 

MB, VS, 
SN, OW 

Activity and links 
analysis of extreme 

right groups (local 

and international) on 
Twitter. 

YES / 
Countries 

Nodes and 
Edges 

OSLOM algo, 
Mean, Corrected 

Stability, Latent 

Dirichelet 
allocation (LDA), 

Non-negative 

matrix 
factorization 

 
Mean Stability Score, 

No. of communities 

found. Size, Score, 
Similarity 

 

Probabilistic topic model, 
issues of sampling and 

incompleteness in data 

sets, Temporal properties 
of n/w should be 

considered. 

15 
S. Mahmood; 

2012 

VS, MB, 

SN 

Compared multiple 

defense mechanisms 
to detect terrorists on 

social network 

websites. 

NU NU 
 
Keyword based 

flagging 

 

Count 

 

Location can be found 

16 Sood et. al; 2012 VS 

Identifying a user’s 

contribution in off 
topic, negative and 

personal insulting 

comments on social 
news sites by text 

mining. 

NU NU 

Mean, Mode, 
Median, Standard 

Deviation, 

Bigrams, 
Classification, and 

Stems, Random & 

Weighted 
baseline. 

 

 
 

Count 

 

 

 
Investigating impact of 

profanity in online 

forums. 

17 
Dadvar et. al;  
2012 

 
VS 

Investigating user 

information (gender, 
age) and foul words 

in their posted 

message to detect 
cyber bullying in 

MySpace.  

NU NU 

 

 
Classification, 

SVM  

 

 
Precision, Recall, F-

measure 

 

 

Contextual feature of text 

18 
H. Chen et. al ; 
2012 

DF, VS 

Evaluated multiple 

dark web forums and 
videos used by 

activist cluster. 

NU YES 
Classification, 
EWGA Clustering 

 
Percentage, Count 

Criminal network 

analysis, Spatial and 

Temporal Pattern Mining 

19 Chen et. al; 2012 VS 

Distinguishing 

abusive and obscene 
words from text in 

order to identify a 

harassing and cyber 
bullying content. 

NU NU 

 
Naïve Bayes 

Classification, N-

gram 

 

False positive, False 
negative  

 

20 
C. Logan, et. al ; 

2012 
BL, OW 

To find level of 
equality between 

multiple radical 

groups using 

NU NU 

Integrative 
complexity, Power 

motive imagery, 

Universal values 

 

 
Pair wise comparison 

 

 
Location based 



International Journal of Research and Scientific Innovation (IJRSI) | Volume IV, Issue VII, July 2017 | ISSN 2321–2705 

www.rsisinternational.org Page 100 
 

thematic content 
analysis. 

21 
Deniz O. et. al;  
2012 

VS 

Propose a method to 

detect fighting scenes 
in videos by 

analyzing 

acceleration patterns 
in consecutive video 

frames. 

NU NU 

 
Fourier and Fast 

Fourier transform, 

Classifier, SVM, 
Adaboost 

 

 
10-fold cross 

validation 

 
 

Number of persons and 

Body part detection, 
Salient point tracking 

22 
Dinakar et. al; 
2011 

VS 

 
An approach to build 

a topic sensitive 

classifier by 
analyzing cyber 

bullying words in 

textual comments 
posted on a topic. 

NU NU 

 

J48,SVM, 10-fold 

cross validation, 
Binary and 

Multiclass 

classifier 

 

 
TF-IDF, Part of 

speech tags 

 

 

Pragmatics of dialogue 
and social network graph, 

Sentiment mixture 

models 

23 
A. Sureka et. al.; 
2010 

VS 

To find the location 

of haters clip, users 

and their groups 
having the same 

target. 

 

NU 

Centrality, 

Egocentri

c graph 

 

Count, Mean, 

Degree, Centrality 

 

 

Top k, FP 

 

24 
Theodoros et. al; 
2010 

VS 

A multi-model 

approach to identify 

violence in videos by 
using different 

features. 

 

NU NU 

 

Multi Class 

Classification 

 
Precision, Recall 

 

Assisting modality, 

Fusion Algorithms 

25 
L. V. Zoonen et.al; 

2010 
VS 

Identifying religious 
and political 

citizenship among 

viewers of anti-other 
religious fitna videos. 

 

Date of 
upload and 

location 

NU ---- ----- ----- 

26 

Adam 

Bermingham et.al; 

2009 

VS 

Distinguishing male 
and female members 

in jihadi 

radicalization groups. 
 

NU C, BC 

PoS, TF, DF, UF, 

Betweenness 

centrality  

 
Count 

 

Use supervised learning, 
Integrate non-english 

language 

27 Lee et. al; 2009 VS 

Describe a 

multimedia and 
contextual mining 

based approach to 

detect offensive 
content in videos. 

NU NU 

 

 
SVM 

Detection on false 

positive rate, False 

negative, True 
positive, True 

negative 

 
 

Integration of audio 

feature 

28 T. Fu et.al; 2009 VS 

Classifying extremist 

videos in on-line 

video portals using 
user generated 

metadata. 

NU NU 

Feature extraction, 

N-gram, Lexical 

syntactic, Context 
specific feature, 

SVM 

Precision recall, F-
measure, Information 

gain 

 

 
Text and non-text 

features of video for 

video classifier 

29 Yin et. al; 2009 VS 

Detecting harassing 

posts in chat rooms 

and discussion 
forums by using 

local, sentiment, and 

contextual features. 

Time NU 

Contextual 
feature, 

Classification, 

Content feature, 
Sentiment feature, 

TF TFIDF, K-

Fold, Cross 

validation 

 

N-gram, Precision, 

Recall, F-measure 

 

Temporal or user 

information 

30 
M. Conway et. al; 

2008 
VS 

Identification and 

analysis of uploaders 

and supporters of 
martyr- promoting 

videos. 

Geographic

al Location 
NU 

 

Count 

 

Count 
---- 

31 Kim et. al; 2008 VS 

propos a approach to 
detect obscene videos 

by analyzing shape, 

size and colour of 
video frames. 

NU NU 

 

Segmentation, 

SVM 

 

True positive, False 

positive 

--- 
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32 
Mahmud et. al; 

2008 
OW 

Develop an 

automated system to 
analyze contextual 

information in order 

to identify insulting 
or abusive text. 

NU NU 

 
Standford parser, 

punctuation 

symbol 

 

Word matching 

 

Supervised learning 

33 
E. Reid et. al; 

2007 

DF, VS, 

OW 

Mining U.S. 

domestic and middle 
eastern extremist 

groups using 

hyperlinks. 

Geographic
al 

Locations 

LBF 
 

Mean, SD 

 

Probability 

Automatic Feature 

Extraction 

34 J. Qin et. al; 2007 DF, OW 

Collecting 
terrorist/extremist 

web documents and 

monitoring hidden 
messages. 

NU NU 

 
 

URL filtering, 

Dark web, TS, 
MR, WI Scores 

 

 
Probability weight 

count 

Cross comparison which 

takes both the TS and WI 

attributes into 
consideration. Better data 

analysis methods and 

collaborate with more 
terrorism /extremism 

domain experts to 

analyze. 

35 Jennifer Xu; 2006 BL 

Identification of anti-

black communities 

and their 
relationships on 

Xanga. 

 

LBF, 

Links, 
Nodes 

 

Clustering 
Coefficient 

 

Count and percentage 

More relations can be 

used for analysis, 

Multiple sites can be 
considered for data 

collection 

36 
A. Salem et. al; 

2006 
VS, OW 

Identifying and 

analyzing several 
videos, extremist 

groups and their 

attributes. 
 

Spatial NU 

 
 

Content feature, 

Classification 

 

 
Count 

--- 

37 
E. Reid et. al; 

2005 
OW 

A semi-automated 

approach to the study 
of the terrorism 

websites using 

hyperlinks. 

NU LBF 
 

Link analysis 

 

Weight 

 
Auto detect all attribute 

in website 

38 
Y. Zhou et. al; 

2005 
DF, OW 

Monitoring and 

locating extremist 
groups sites and their 

hidden communities 
on web. 

 

NU 

LBF, 
Egocentri

c 
network 

 

Observation 

content analysis 

n/w and content 
analysis, 

Egocentric 
network and 

content analysis, 

MDS algorithm 
 

 
 

 
Count, Activity Scale 

 

 
Automatic the content 

analysis. Process by 
applying datas mining 

techniques. 

39 
F. Menczer et. al; 

2004 
OW 

A topical crawler to 

navigate links and 

locating highly 
relevant target pages. 

NU NU    

40 Jennifer Xu; 2006 BL 

Network analysis on 

systematically 

collected data 

three 

geographic

al areas 

LBF, 

Links,Nod

e 

 

Clustering 

Coefficient 

 
Count and percentage 

 

Depth analysis 
considering more 

attributes 

Table 1: Various domain of study e.g., extremist, terrorism, Diff. communities, jihad, anti-Islam, offensive content, personal 

insult and harassment. 

IV. CONCLUSIONS AND FUTURE SCOPE 

There are number of future work associated with detection of 

extremism. Detection of extremism in social media after 

considering spatiotemporal and social network features of 

data (post, comment, video tag, twit, etc). Dynamic 

communities can be traced. Generational Divide can be used 

with age (of account) factors. Criminal network analysis and 

Spatial and Temporal Pattern Mining can be done. Number of 

persons and Body part detection, Salient point tracking can be 

inculcated. There are number of future work associated with 

detection of extremism, profanity on social media and online 

platform. They are listed below: 

1. Most of the works have been done on twitter data or 

tumbler data only. Lots of data is available on other 

social media platform and other website. Multiple 

micro blogging website can be used to collect tweets 
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e.g.; twitter, tumbler, etc. So, datasets size can be 

increased for training. More advanced geo-coding 

mechanism for tumbler posts can be designed. Tweet 

content may be related to offensive word, hate 

promotion, extremism promotion, radicalization, 

jihad promotion, anti-Islam, insulting, violence 

promotion, etc. Automatic labeling of tweets with 

multiple types can be implemented.  Dynamic data 

collection mechanism can be implemented. A 

crawler can be designed for automated collection 

from designated websites or forums.  

2. In many papers only YouTube is used for analysis of 

text data associated with videos. Videos can be 

collected from Face Book and other website also. 

Spatial and temporal feature of videos should be 

considered for detecting the user who posted videos 

and his location and to catch the individual. 

Extraction of user profile to catch the culprit is 

important. User profile information, spatial and 

temporal information can also be utilized in detection 

of harassment and to catch the individual who 

involved in this. Temporal properties of networks 

should also be studied. Time series data and 

algorithm should be used. Time series methods can 

be used to analyze recruitment and membership 

along a timeline. More relations can be used for 

analysis of hate group e.g. members, subscribers, 

commenting persons, hyper linking, etc. 

3. Emphasis should be given on the assisting 

modalities(i.e., more sophisticated features e.g., user 

comments, reply to a comment, tags on video or 

images) as well as on the fusion algorithm Fusion 

algorithm tells integration of multiple data and 

knowledge representing the same real-life object into 

a consistent, accurate, and useful representation. 

From two or more data sources useful information is 

converted into a single one that provides a more 

accurate description than individual data sources. 

Fused data should be informative than the actual 

data. In the geospatial (GIS) domain, there is a need 

to combine diverse data sets into a unified (fused) 

data set which includes all of the data points and time 

steps from the input data sets.  

4. Non-English tweets are also important for analysis, 

which is missing in 98 % papers reviewed in this 

survey. We should design a mechanism to handle 

non-English tweets. Automatic translation of non-

English language to English can be designed. 

Terrorist may use code words instead of keywords 

like terror, Pakistan, jihad, etc.  

5. We should design some mechanism to track terrorist 

when they are using code words. Weights can be 

assigned to code words and find relevance. 

Discussion of terrorist website on social media is 

missing. We can analyze data or discussion of 

terrorist website on Face book, twitter, and YouTube. 

The opinion of users on social media is missing and 

we can use it as a future work. Web usage on 

periodic basis can be analyzed by using continuative 

adaptive tool.  

6. Messages and tweets are dynamic in nature. Fully 

automated approach is not able to detect all topics 

successfully. So, a statistical model for discovering 

the abstract topic should be used for discovering 

hidden semantic structures in a text message or 

tweet. Probabilistic topic models, which refers static 

algorithms for discovering the latent semantic 

structure of an exclusive message or tweets.  
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