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Abstract—Mobile ad-hoc networks are wireless and dynamic 

topology networks. The main purpose of using MANET is to 

send the data securely between source and destination in a public 

channel. Message security plays predominant importance in 

mobile ad-hoc networks but wireless networks are vulnerable to 
many attacks that are not secured and less-worthy.The 

intermediate nodes cooperate with each other as there is no such 

base station or access point.The routing protocols play important 

role in transferring data. Cryptographic mechanisms are used in 

routing protocols to secure data packets while transmitted in the 
network. But cryptographic techniques incur a high 

computational cost and can’t identify the nodes with malicious 

intention. So, employing cryptographic techniques in MANET 

are quite impractical as MANETs have limited resource and 

vulnerable to several security attacks. Trust mechanism is used 
as an alternative to cryptographic technique. Trust mechanism 

secures data forwarding by isolating nodes with malicious 

intention using trust value on the nodes. In this paper we survey 

different trust based protocols of MANET and compare their 

performances. 

Keywords: Mobile networks, Cryptographic techniques, Attacks. 

I. INTRODUCTION  

n an increasingly demand of a  network across the  world, 

connectivity increases which will improve sharing of 
information, ease of collaboration, and enable decision making 

distributed. This is the concept of Network Centric Operations. 
In mobile ad hoc networks (MANETs), the elements should 

take account trust while decision making: sources of 
information, processors of information, communications 

network elements across which the information is shared. In 

time critical conditions, trust must often be derived and in a 
distributed way. 

In wireless mobile ad hoc networks dynamically all nodes 
can be connected in an arbitrary manner. All nodes will behave 

as roulters and take part in route discovery and route 
maintenance  to other nodes in the  network. Ad hoc networks 

are useful in the critical operations and in where person needs 
to share information and data quickly. 

A. Design Challenges inMANET 

 The network composition changes in an 

unpredictable way  due to its mobility with respective to time. 

Mobility like low mobility or high moblity can be seen in 

MANET. when neighbour keeps on changing its very difficult 

to measure the trust , making an observation and an 

opportunity to interact.It is hard to associate the behaviour of 

the node and information when location keeps on changing 

continuously. 

  It is difficult to monitor the node's 

behaviour in absence of centralized control station. 

B. Motivation for Trust Management in MANET 

            Trust is derived from social sciences and it is defined 

as the degree of subjective belief about the behaviour of a 

particular entity[22]. The term trust mangement provides  a 

unique approch in interpreting credentials, security policies 

and relationships.The role of trust management is very 

important in a case where the nodes decides to establish a 

network by maintaining a trust relationship with another node 

without any interaction previously.In addition the 

applicability of trust management for many decision making 

situations like authentication, isolating misbehaving nodes, 

intrusion detection ,key management and access control are 

diverse. 

 The challenges in MANET including trust update, 

trust establishment and trust revocation is more than the 

centralized environments. 

 

 

 

 

 

 

 

 

 

 

 

 

 

C. Properties of Trust in MANET 
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Dynamics: Due to the dynamic nature of topology in MANET   

,it is a challenge to maintain the trust because of incomplete or  

changed information. So, the dynamical nature of trust can be 

captured in representing the certainty by even or binary 

discrete value entity. 

Subjective: In MANET, trust is considered as subjective. With 

different experiences with node and dynamic topographical 

representation, trust will be maintained at different levels by a 

truster node against same trustee node [21] 

Incomplete Transitivity: Transitive relation of the two entities 

with the third entity is not necessary. Truster maintains two 

types of trust. First, trust in trustee and trustee 

recommendation to third party. 

Context-Dependency: Depending upon the task the trust is 

desired. 

Asymmetry: It means high capability nodes are trusted by low 

capability nodes but vice-versa is not necessary. 

Composability: Trust information from all the path should be 

combined to obtain the single opinion value. 

 D. Security Attacks in MANET 

Attacks in the ad-hoc network are of two types passive attack 

and active attack. Passive attack occurs which disrupt the 

operation of the network that means it does not modify the 

content information. This type of attack is less harmful but 

more complex to find as it does interfere with operation. To 

overcome this some powerful encryption technique can be 

used to encrypt the data while transmission. In contrast, active 

attack is one which actively modifies, alter and destroy the 

data being transmitted ,thus disrupting the information 

exchange. Active attacks can be classified as External attack 

and internal attacks. External attacks  comes from the node 

which does belong to the part of the network. This can be 

prevented by some security mechanism such as encryption 

and firewall. Internal attacks will carried out from within the 

network. These attacks are more severe and difficult to detect. 

There are many different types of ad-hoc network among 

which some of the common attacks are:   

Denial of Service (DoS):  It attempts to make resources 

unavailable to the intended users. The attacker attempts to 

prevent legitimate users accessing services offered by the 

network [9]. DoS can be carried out in different ways, causing 

the same problems, a classical way being to flood centralized 

resources causing the system to crash or to interrupt its 

operation. At the network level, the routing process can be 

interrupted through routing control packet modification, 

selective dropping, table overflow or poisoning.  

Wormhole attack : It creates a communication link between 

source and destination. It creates a tunnel receives the packet 

at one point and tunnels at other point in the network. 

Black hole attack : A malicious node tries to advertise that it 

has a good path that is shortest and stable path  to the 

destination node during route discovery process or in route 

update messages. After gaining access to the the required 

communication channel the malicious node conducts bad 

behavior, performing a DoS attack or alternatively using its 

place on the route as the first step in a man-in-the-middle 

attack[9]. 

Byzantine attack : A compromised intermediate node works  

even in case of collision and carries out attacks at the creation 

of routing loops, forwarding packets on non-optimal paths and 

selectively drops the packets. 

Information disclosure: An attacker may  disclose information 

which is private or important to unauthorized nodes in the 

network. The information may include information about 

location of nodes and topographical arrangement of the 

network. It gathers location of nodes, routing table 

information etc. 

Resource consumption attack: A malicious node can attempt 

to consume the resources of the other nodes in the network 

and waste resources such as bandwidth, computational power 

which are limited in ad-hoc wireless network. 

II. LITERATURE SURVEY 

 Mohamad Y. Alsaadi and  Yi Qian[1] improves the 

trust based selection of routes that is applied to the DSR 

protocol which will improve the security of routing protocol. 

They select the best and the secure route. Previously, DSR 

protocol involve in selecting shortest route to destination 

nodes but they choose the most reliable and secure route to 

the destination based on trust value. This provides the trust 

based routing solution when there exists high number of 

malicious nodes. The best route selection will be based on two 

criteria: 1) It will return the average of the trust values of all 

the nodes in the network. 2)Evaluates the node on the basis of 

average of past experience. They are implementing a separate 

acknowledgement module to monitor the received 

acknowledgement and adjust the trust values on the node of 

the route. It shows that the trust based DSR can achieve 
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higher packet deliver ratio and throughput than existing DSR 

when malicious nodes are present in the network. 

 A.Menaka Pushpa M.E[2] introduced trust based 

model based on node  trust and path trust in AODV protocol. 

A new data structure Neighbor table is introduced which 

consist of neighbor id  and trust value which should be 

maintained by each node to keep track of the dynamically 

changing list and its corresponding node trust values. Trust is 

calculated by the common opinion of the nodes. 

            The major challenge is that the network must provide 

its services without any problem by trust based protocols. 

Supports modified extended routing protocol. T his will 

provide secure communication without any internal attackers. 

 Raihana Ferdous[3] formalized the trust mechanism 

of the MANET. It has key management scheme to use trust as 

a basis and establish key between nodes in a MANET and use 

metrics as a trust to establish secure distributed control in 

MANET. The DSR protocol will be used as it provides 

complete path between source and destination to be 

discovered before communication i1s initiated between them. 

To provide route discovery and route maintenance used watch 

dog and path rater. 

               The design issues is pairwise keys will be used to 

establish, manage trust values and to make decisions. For 

establishing trust in MANET, auto-configuration, 

authentication and certification is needed. 

    Girish Kumar Patnaik[4],proposes a solution for  

discovering trustworthy path in MANET. The reputation 

based scheme helps to make the MANET more secure from 

packet dropping attacks and their variants, and other routing 

attacks. 

  Jing-Wei Huang[5] proposed message 

security  scheme for the MANET. uses a trust-based multi-

path AOMDV routing combined with soft-encryption, 

yielding our so-called T-AOMDV scheme[5].If malicious 

nodes are present in the network then it is the serious message 

security concern. For providing authenticity the message is 

segmented at the source node and then encryption before 

being routed through different path to destination. Decryption 

will take place at receiver end and generate original message. 

 Various issues happen when malicious networks 

node are present in the network it causes serious security 

message concern. 

S.Neelavathy Pari [6] proposed a scheme to detect colliding 

nodes that causes internal effect. A new trust based cluster 

oriented approach is used. A algorithm for computation of 

trust and to find the route to detect the colliding nodes without 

redundancy in route ad message during discovery of route 

using Requisite trust based secure routing (RTBSR) [6]. 

Calculation of the trust will be done in local 

forwarding nodes which will be used in route discovery. The 

cluster head will store the route discovery information and 

trust information. Piggy backing bit will reduce the broadcast 

storm problem [6]. This reduces  the mobility overhead which 

will avoid dynamic cluster head election. 

Arnab Banerjee[7] introduced the new routing 

scheme Administrator and Trust based secure routing in 

MANET(ATSR). This provides routing by using trust as 

parameter and integer value that helps to select administrator 

in a network for routing. It also implements message 

confidentiality and integrity. 

The challenging part of a routing protocol is to 

dynamically establishing topology of network owing to 

mobility of a node. Due to on demand of a protocol , that will 

be adapting to the changes in minimizing control traffic of a 

topology. 

D.Santhosh Kumar[8] proposes Efficient Trust based 

routing using challenges to establish security. This takes the 

scheme from the real world network of friends . It works by 

sending challenges and sharing friends list of the trusted 

nodes to the source node so that data transmission can be done 

done successfully. The rating of the nodes will done on the 

basis successful transmission and friendship with other nodes 

in the list. Friendship account can be obtained by sharing your 

friends process which will be done periodically in the 

network. This will completely isolate the malicious node 

which are left with no role play.[8] 

The limitation of the scheme is as it does not rely on 

any scheme that will spread information about the malicious 

node so the chances of colliding takes place is very low. The 

special challenge is in authenticating the nodes unique 

characteristics. ETAR algorithm is divided into four 

stages,Challenge your neighbor, Rate friends, Share Friends 

and Route through friends[8]. 

Dilli Ravilla [9] proposed a Secure Zone routing 

protocol to identify misbehaving nodes and prevent network 

from destroying. Earlier, Zone routing Protocol(ZRP)[8] 

which is a hybrid routing protocol which is  prone to various 

security attacks. Misbehaving nodes deliberately drop the 

packets along the route to disrupt the operation of routing 

protocol. This is overcome by proposed scheme. 

To ensure confidentiality we used public key 

cryptography and to ensure authenticity, integrity and non-

repudiation we use digital signature. It uses key generation 

which generates public and private key pair for digital 

signature[9] .In MANET, Neighbor Discovery Protocol(NDP) 

is used to discover the neighboring nodes in the wireless 

channel considering its location and round trip information. 

To provide  packet integrity in Secure Intra Zone Routing 

Protocol(SIERP) use RSA and digital signature.  

Akshai Aggarwal[10] proposed a Trust Based Secure   

On Demand Routing Protocol called as TSDRP. Adhoc on 

demand Distance vector (AODV) is modified to propose 

TSDRP to secure it from different attacks such as Black hole 
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attack, Denial of service attack etc. This protocol provides 

security against black hole attack and denial of service attack. 

AODV was modified to TSDRP by introducing Node trust 

table(NTT) and Packet buffer(PB). 

 Node trust table stores information about each node and the 

misbehaving node. Each node has node ID and trust 

computation is performed to calculate the value of trust based 

on packet observation. Packet buffer uses three different PB 

PB_RREQ,PB_RREP and PB_DATA to store control and 

data packets[10].  

 Aida Ben Chehida Douss[11] proposed a mechanism 

to detect the colliding nodes through monitoring of the 

behavior of nodes and comparing the behavior with received 

reputation value in an alert message. As Collude nodes are 

detected they are discarded for further communication. 

Earlier, DTMAC was proposed to meet the security 

requirements but unfortunately it faces various threats from 

malicious nodes[11]. 

            To secure trust based environment against collision 

attack.One and more members of the colliding cluster member 

need to disturb the network. It can detect the colluders and 

punish them. By monitoring the behaver nodes we can detect 

colluders and punish them by discarding the colliding CH and 

prevent the from further participation in the  network 

communication.  

 Antesar M. Shabut[12] propose a friendship based 

trust based model for secure routing from source to 

destination. To represent the degree of node trustworthiness   

multiple degrees of friendship are introduced. This overcomes 

the limitation of neglecting the social behavior of the 

malicious node. it used Bayesian statistical approach for trust 

based computation assuming that they follow beta probability 

distribution. 

 To evaluate trust there are various components the 

evidence about the behavior of each node is collected by the 

evidence manager. To translate the evidence in to opinion, 

they used to predict nodes behavior for future communication. 

For this trust manager includes a mathematical model. A 

policy manager enables different decision rules and  policies.  

Evaluation of  the trust worthiness and nodes based on 

interaction is allowed by evaluation manger.From this the 

behavior of the node will be evaluated accurately, thus 

reduces the security constraint. 

                David Airehrour[13] proposes a Grade Trust  secure 

routing based on trust levels. It improves packet delivery ratio 

by using trust to isolate Black hole attack and offer secure 

routing for data traffic. The ratio of effective packet 

interchange between the neighbor nodes is computed in the 

network. 

 Based on the ratio nodes in the network under grade 

trust protocol will be classified on the basis of the importance 

of the trust level of the node. The first node will be classified 

as trusted Friend which is the most secured node, the next 

node as Friends which is moderately secure and the last node 

which is not secure is possible Friends. Each one will be 

assigned with a priority number based on the trust level. This 

will continue till the packet reaches the destination. 

Mazda Salmanian and Ming Li [14]  in this proposal, the 

concept of dispersity routing with maintaining and managing 

of an existing modular security Architecture is influenced and 

integrated . so the dispersity routing is achevied by adopting 

the Adhoc On-level Demand Multipath(AOMDV) 

Trust and reliability as parameters used with multiple 

routes renders a graded routing service − the capability of 

providing several potential routes to a destination in a 

MANET, each of which may be selected because its security 

and reliability metrics match those of the policy[14]. 

The four potential grades of service are provided in fraded 

service like Secure and stable grade of service, Stable graded 

service, Secure and unstable graded service ,Unstable graded 

service to combine routes from both OLSR  and AOMDV.  

 Harris Simaremare[15] proposed trust AODV, a trust 

mechanism to secure the AODV protocol. The performance of 

this protocol is improved by using ant algorithm. When node 

is trusted the ant agent put positive pheromone. Path 

communication is based on the value of the pheromone. The 

performance improves in terms of packet delivery ratio and 

throughput 

 KefayatUllah[16]  proposed an algorithm for trust 

evaluation of every node and trust computation metric based 

on node's impulsive behavior to became ,alicious in dynamic 

environment. To authenticate new nodes and all the active 

existing nodes in communication network a trust based 

security model(TSRM) is designed.  TSRM captures the 

evidence of trust worthiness for other nodes from the security 

model and in return assists them to make better security 

decision[16].TSRM is integrated into the existing Dynamic 

Secure routing Protocol (DSR). 

       This trust model will quantify the trustworthiness of 

every possible nodes in a MANET. A trust model is defined 

which is used for node authentication . Also evaluation 

function is defined to compute trust value based on 

experiences. To combine blind trust value and referential trust 

value a trust relationship function was defined. 

                  Wang Bo[17] introduced the concept of trust in 

Adhoc network to alleviate the behavior of the malicious 

node. As opportunistic routing is prone to attacks, a simple 

trust model is build to evaluate forwarding behavior of the 

neighbor and apply this model to opportunistic routing for 

Adhoc network. This new trusted opportunis tic  forwarding 

model is proposed  by choosing the highest priority candidate 

then atrusted minimum cost routing algorithm (MCOR) is 

formally formulated, the correctness and effective- ness of 

this algorithm from theoretical analysis are also approved[17]. 
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    It combine trust model with  cost opportunistic routing then 

a trusted opportunistic forwarding model  is proposed by 

selecting the optimal forwarder in trusted neighbor. Then 

devise a trusted MCOR routing algorithm. It also validate the 

correctness and effectiveness of MCOR. 

                     Pedro B. Velloso[18] proposed a model which 

helps to build trust relationship between nodes in ad-hoc 

network. The trust depends upon the previous individual 

experiences and on recommendation of others. To exchange 

recommendation of others they presents the recommendation 

exchange protocol(REP). This does not require to disseminate 

the trust over the entire network instead nodes will only keep 

on exchanging the information about the nodes within the 

range. There is no global information required .this scales 

well for large networks as well while reducing the number of 

exchanges. It also mitigates the effect of colluding attacks 

which are composed of liars in the network.  

                   The main aim they introduce is the relationship 

maturity, which will allow the nodes to improve the efficiency 

of the model in case object are mobile in nature. 

      Islam Tharwat A. Halim[19] overcomes the 

existence of malicious node while routing operation is carried 

out. Trustworthiness of the network should considered in 

route selection having hop count. This measure the trust value 

of each node. A self monitoring agent- based dynamic source 

routing is presented.  This protocol is called Agent-Based 

Trusted Dynamic Source Routing (ATDSR) Protocol for 

MANETs[19].  

    The objective is to manage trust information 

locally with minimal overhead messages and time delay. This 

is achieved by installing each participated node in the network 

a multi-agent system (MAS). MAS consists of two types of 

agents: monitoring agent (MOA) and routing agent 

(ROA)[19]. A more realistic objective model for measuring 

the trust value is introduced which is weighted by both 

number and size of routed packets to reflect the “selective 

forwarding” behavior of a node.  

                    R. S. Mangrulkar[20]  proposed a routing 

algorithm this adds a extra field in request packet which stores 

trust value which indicates node trust on neighbor. On the 

basis of level of trust factor, the routing information will be 

transmitted according to the highest trust value among all the 

nodes. Node power can be saved by avoiding unnecessary 

transmission of control information but bandwidth or channel 

utilization which is more important in MANET. The 

misbehaving node can attack on control packets and leads to 

misbehavior in the network. The malicious node may be 

trusted or may not be trusted. Irrespective of shortest and 

longest path we use trusted path for communication in the 

network. Route trust value is computed on receiving the 

completed reply path which is utilized by the source node for 

forthcoming communication in the network. 

 

S.No. Authors,Year Purpose Protocol  Attacks Considered 
Performance  

Metrics 
Trust 

Property 

Trust 
management 

model 

1. 
Mohammed y. 

Alsaddai (2007) 
Secure 
routing 

DSR Active and passive attacks 
Packet delievery ratio 

Throughput  
Routing overhead 

Dynamicity 
Selection of secure 

route will be on 
trust value. 

2. 
A. Menaka Pushpa 

(2009) 
Secure 
routing 

AODV N/A 
Number of nodes 

Mobility 
characterist ics 

Dynamicity 
Neighbor table is 

introduced at each 
node 

3. 
Raihana ferdous 

(2010) 
Secure 
routing 

DSR N/A N/A Dynamic 
Key management 

scheme 

4. 
Girish kumar 

patnaik(2011) 
Secure 

routing 
AODV 

Misrouting attacks, packet 
dropping attacks 

Packet delivery ratio 
Control traffic 

overhead 
Dynamicity 

Reputation based 
trust management  

5. 
Jing wei-

huang(2011) 
Secure 
routing 

T-DSR Active and passive attacks 
Number of nodes 

Nodes speed 
Dynamicity 

Secured message 
Security scheme,T-

AOMDV 

6. 
S. Neelavathy 

Pari(2012) 
Secure 
routing 

RTSR 

Internal attacks 
1. Resource consumption 

attack. 
2.Black hole attack 

3.Replay attack. 
4. Fabrication attack 

1.packet delievery 
ratio 

2. Throughput  
3. End-to-end 

delievery 

Dynamicity 

Colliding node 
detection and 

defense mechanism 
by using cluster 
based approach 

7. 
Arnab 

benarjee(2012) 
Secure 
routing 

OLSR 
1.DOS attack. 

2.Non-cooperating nodes 
 

Message size,end to 
end delay,packet 

length 
Dynamicity 

Administrator and 
trust based secure 

routing in MANET. 

8. 
D.santhosh 

kumar,(2013) 
Secure 
routing 

DSR 
Jamming 

Denial of service 
 

N/A 

Dynamicity 
self forming 

and self 
organising 

Efficient trust based 
ad-hoc routing 

(ETAR) 

9. Dilli Ravilla (2013) 
Secure 
routing 

ZRP 
Dos attack 

Blackhole attack 

Packet delievery 
fraction 

Routing overhead 
End to end delay 

Dynamicity 
 

Secure zone routing 
protocol(SZRP) 

Key generation and 
management  
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10. 
Akshai 

agarwal(2014) 
Secure 
routing 

AODV 
Dos attack 

Blackhole attack 

Packet delievery 
fraction, 
Average 

throughput(AT) 
Normalized routing 

load (NRL) 

Dynamicity 
Trust based secure 
on demand routing 

11. 
Aida Ben Chehida 

Douss (2014) 
Secure 
routing 

DTMCA Collision attack N/A Dynamicity 

Based on colliding 
node detection 
through cluster 

member behavior 
reputation based 

management 
scheme. 

12. 
Antesar M.Shabaut  

(2014) 
Secure 
routing 

DSR 
Blackhole attack 
Grey hole attack 

Friendship degree 
throughput  

Dynamicity 
Friendship based 

trust model is 
proposed 

13. 
Davis 

Airherour,jairo 
gutiezer (2015) 

Secure 
routing 

AODV 
Modificarion 

attacks,fabrication 
attacks,spoofing,rushing 

Packet delievery 
fraction, 

Throughput, 
End to end delay 

Dynamicity 
Grade trust secure 

routing 

14. 
Harris 

simaremare(2014) 
Secure 
routing 

AODV 
Dos attack 

Blackhole attack 

Packet delievery 
fraction, 

Throughput, 
End to end delay 

Dynamicity 
Trust AODV ANT 

algorithm 

15. Kefayat-ullah (2015) 
Secure 
routing 

DSR 
Routing attacks,packet drop 

attack,flooding. 
Packet delievery ratio Dynamicity 

Trust based security 
model 

16. Wang bo(2011) 
Secure 
routing 

TAODV 
Fabrication/modification 

attacks 

Through put,average 
end to end 

delay,expected ETX, 
Security 

gains,expected cost of 
routing. 

Dynamicity 

Opportunistic 
forwarding model is 

proposed 
Trusted minimum 

cost routing 
algorithm 

17. 
Pedro B.Velleso 

(2011) 
Secure 
routing 

REP 
Lying attack , collision 

attack 
Trust level error Dynamicity 

Recommendation 
on exchange 

protocols 

18. 
Islam tharwat , A. 

Halim (2010) 
Secure 
routing 

DSR Active /passive attack 

Number of malicious 
nodes,host 

density,movement 
rates 

Dynamicity 
Agent based trusted 

dynamic secure 
routing(ATDSR) 

19. 
R.S 

Mangrulkar(2010) 
Secure 
routing 

AODV Active /passive attack 

Packet delievery 
fraction, 

Throughput, 
End to end delay 

Dynamicity 

TBAODV 
Trust based Ad-hoc 
on demand vector 
routing protocol 

20. 
Mazda salmanian & 

ming li (2013) 
Secure 
routing 

AODV,OL
SR 

Active /passive attack CBR Traffic Dynamicity 
On demand multi 

path distance vector 
(AOMDV) 

 

III. CONCLUSION 

 In this paper we analyzed and surveyed many schemes in 

MANET for providing  the trust based secure routing to ensure 
the trust in  multiple perspectives .Due to its open nature it is 

difficult to maintain the trust and resource constraints, hence 
the trust is the desired challenge for best performance. This 

survey analyses all the possible trust management for secure 
routing with necessary protocols. The trust to be computed and 

social communities makes use of it to validate the 

measurements of a trust. This is very desirable in dynamic 
topology allocated to networks, such as MILITARY but with 

certain constraints like maintaining reliability, scalability, 
reconfigurability. 

REFERENCES 

[1]. Mohamad Y. Alsaadi, Yi Qian “Performance Study of a   Secure 

Routing Protocol in Wireless Mobile Ad Hoc Networks”, 2007 
IEEE. 

[2]. A.Menaka Pushpa M.E. “Trust Based Secure Routing in AODV 
Routing Protocol”, 2009 IEEE. 

[3]. Raihana Ferdous, “Trust Formalization in Mobile Ad-Hoc 

Networks”, 2010 IEEE 24th International Conference on Advanced 
Information Networking and Applications Workshops.  

[4]. Girish Kumar Patnaik,  “Trustworthy Path Discovery in MANET -

A Message Oriented Cross-correlation Approach”, 2011 
Workshops of International Conference on Advanced Information 
Networking and Applications. 

[5]. Jing-Wei Huang “Multi-Path Trust-Based Secure AOMDV 

Routing in Ad Hoc Networks”, 2011 IEEE. 
[6]. S.Neelavathy Pari1, B.Narmadhadevi2, Sridharan Duraisamy3, 

“Requisite Trust-Based Secure Routing Protocol for MANETs”, 
2012 IEEE 

[7]. Arnab Banerjee, Dipayan Bose, Aniruddha Bhattacharyya, 
Himadri Nath Saha, Dr. Debika Bhattacharyya, Yi Qian 
“Administrator and Trust Based Secure Routing in MANET ”, 
2012 International Conference on Advances in Mobile Network, 

Communication and Its Applications. 
[8]. D.Santhosh Kumar, Dr.K.Thirunadana Sikamani “Efficient And 

Secure Trust Based Ad Hoc Routing in MANET ”, International 

Conference on Current Trends in Engineering and Technology, 
ICCTET’13 . 

[9]. Dilli Ravilla,  Dr Chandra Shekar Reddy Putta “Performance of 
Secured Zone Routing Protocol due to the Effect of Malicious 

Nodes in MANETs”, 2013 IEEE 



International Journal of Research and Scientific Innovation (IJRSI) | Volume IV, Issue VIII, August 2017 | ISSN 2321–2705 

www.rsisinternational.org Page 65 
 

[10]. Akshai Aggarwal “Trust Based Secure on Demand Routing 
Protocol (TSDRP) for MANETs”, 2014 Fourth International 
Conference on Advanced Computing & Communication 

Technologies. 
[11]. Aida Ben Chehida Douss , Ryma Abassi , Sihem Guemara El 

Fatmi “A Trust Management based Security Mechanism against 
Collusion Attacks in a MANET Environment”, 2014 9th 

International Conference on Availability, Reliability and Security . 
[12]. Antesar M. Shabut, Keshav Dahal, Irfan Awan “Friendship Based 

Trust Model to secure routing protocols in Mobile Ad hoc 

Networks”, 2014 International Conference on Future Internet of 
Things and Cloud. 

[13]. David Airehrour,  Jairo Gutierrez,  Sayan Kumar Ray “  
GradeTrust: A Secure Trust Based Routing Protocol For 

MANETs”, 2015 International Telecommunication  Networks 
And Application Conference(ITNAC). 

[14]. Mazda Salmanian and Ming Li “Enabling Secure and Reliable 
Policy-based Routing in MANETs”, 2013 IEEE. 

[15]. Harris Simaremare , abdelhafid abouissia, RIRI FITRI 
SARI,“performance analysis of optimized trust aodv using ant 
algorithm”, IEEE ICC 2014 - Communications Software, Services 
and Multimedia Applications Symposium. 

[16]. KefayatUllah, Rajib Das,Prodipto Das, Ananya Roy “Trusted and 
Secured Routing in MANET: An Improved Approach”, 201 5 
International Symposium on Advanced Computing and 

Communication (ISACC). 
[17]. Wang Bo, Huang Chuanhe, Li Layuan, Yang Wenzhong “Trust-

based minimum cost opportunistic routing for Ad hoc networks”, 
2011 Elsevier. 

[18].  Pedro B. Velloso, Rafael P. Laufer, Daniel de O. Cunha, Otto 
Carlos M. B. Duarte, and Guy Pujolle, “Trust Management in 
Mobile Ad Hoc Networks Using a Scalable Maturity-Based 

Model”, IEEE transactions on network and service management, 
vol. 7, no. 3, september 2010. 

[19]. Islam Tharwat A. Halim, Hossam M. A. Fahmy 2, Ayman M. 
Bahaa El-Din 3, Mohamed H. El-Shafey“Agent-based Trusted 

On-Demand Routing Protocol for Mobile Ad-hoc Networks”, 
2010 IEEE. 

[20]. R. S. Mangrulkar, Dr. Mohammad Atique “Trust Based Secured 

Adhoc on Demand Distance Vector Routing Protocol for Mobile 
Adhoc Network” 2010 IEEE. 

[21]. S.Neelakandan , J.Gokul Anand “Trust Based Optimal Routing in 
MANET's” 2011 IEEE. 

[22]. Kannan Govindan, Prasant Mohapatra “Trust Computations and 
Trust Dynamics in Mobile Adhoc Networks: A Survey”, 2012 
IEEE communications surveys & tutorials, vol. 14, no. 2, second 
quarter  

[23]. Jin-Hee Cho, Ananthram Swami, Ing-Ray Chen “A Survey on 
Trust Management for Mobile Ad Hoc Networks” IEEE 
communications surveys & tutorials, vol. 13, no. 4, fourth quarter 
2011 

[24]. Mrs. S. Geetha, Dr. G. Geetha Ramani “International Journal of 
Advanced Research in Computer Science and Software 
Engineering” 2014, IJARCSSE. 

[25]. Savita Semplay, Rajni Sobti and Veenu Mangat “Review: Trust 
management in MANETs”2012, International Journal of Applied 
Engineering Research. 

 

 

 

 


