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Abstract-A distributed system is the collection of autonomous 

nodes may be fixed or mobile deployed with the purpose to 

overcome the load of individual machine. Replication technique 

is one of the primary way to split the data into small parts known 

as chunk and distribute into connected nodes. Replication is the 

important step for creating and making duplicate copies or 

version of existing file or database for maintaining backup of 

content. Study of distributed Systems concludes that there are 

various challenges like Security, Integrity and Confidentiality 

exist into distributed system and replication process. These 

challenges decrease the performance in terms of authenticity and 

accuracy. Security is one of the primacy concerns for trust based 

applications. A trust is the guarantee about the performance of 

the system with privacy and isolation of information. 

Various security schemes like Diffie-Hellman key exchange, 

Symmetric Key algorithm have advised by researchers. but they 

have some drawbacks related to the key exchange, eavesdropper 

to violate the privacy and not maintain integrity. In order to 

achieve confidentiality this algorithm like Diffi-Hellmam key 

exchange, Symmetric key and RSA algorithms are used whereas 

for integrity algorithm like SHA-1 is employed. This particular 

work is proposed to resolve the few drawback like authenticity, 

confidentiality and integrity of these schemes. 

Here, a security model has been proposed to achieve authenticity, 

confidentiality and integrity during the replication. Proposed 

solution would help to maintain the privacy of content along with 

to improve the system performance by distributing into multiple 

server. An Even Odd scheme has been used for chunk 

distribution and replication process. Here, collective the features 

of  RSA and SHA-1 algorithm have been used to maintain the 

security, RSA is used for confidentiality and SHA-1 used for 

maintain integrity. The complete solution has been implemented 

using java technology. 

I. INTRODUCTION 

 distributed system consists of a collection of 

autonomous computers, connected through a network 

and distribution middleware, which enables computers to 

coordinate their activities and to share the resources of the 

system, so that users perceive the system as a single, 

integrated computing facility[2]. 

  Thus, a distributed system can be much larger and more 

powerful given the combined capabilities of the distributed 

components, than combinations of stand-alone systems. But 

it's not easy - for a distributed system to be useful, it must be 

reliable. This is a difficult goal to achieve because of the 

complexity of the interactions between simultaneously 

running components to be truly reliable, a distributed system 

must have the following characteristics [2], [4]: 

• Fault-Tolerant: It can recover from component failures 

without performing incorrect actions. 

• Highly Available: It can restore operations, permitting 

it to resume providing services even when some 

components have failed. 

• Recoverable: Failed components can restart themselves 

and rejoin the system, after the cause of failure has 

been repaired. 

• Consistent: The system can coordinate actions by 

multiple components often in the presence of 

concurrency and failure. This underlies the ability of a 

distributed system to act like a non-distributed system. 

• Scalable: It can operate correctly even as some aspect 

of the system is scaled to a larger size. For example, 

we might increase the size of the network on which the 

system is running. This increases the frequency of 

network outages and could degrade a "non-scalable" 

system. Similarly, we might increase the number of 

users or servers, or overall load on the system. In a 

scalable system, this should not have a significant 

effect. 

• Predictable Performance: The ability to provide 

desired responsiveness in a timely manner. 

• Secure: The system authenticates access to data and 

services. 

A distributed system is a piece of software that ensures that: A 

collection of independent computers that appears to its users 

as a single coherent system. There are two aspects of 

distributed system; (1) independent computers and (2) single 

system or middleware. Tanenbaum & van Steen define that a 

distributed system is a collection of independent computers 

that appears to its users as a single coherent system. A 

distributed system organized as middleware. Layer of 

software offering a single-system view offers portability and 

interoperability simplifies development of distributed 

applications and services. It is shown in figure 1.1 
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Figure 1.1: Block Representation of Distributed System[2] 

 

The basic function of s file system is to provide a long time 

reliable storage. Similar to a local based file system, 

distributed file system (DFS) stores files on one or more 

computers called servers, and makes them accessible to other 

computers called as clients, on the intranet[17]. A recent study 

by IBM researchers emphasizes the advantages of DFSs 

which are briefly discussed below. 

• Reliability – DFS results in the elimination of the 

single point of failure that has dogged all timesharing 

systems. It also supports replication for all of its 

network services. If one of the servers becomes 

unavailable, a client automatically switches over to 

one of the replicated servers. 

• Availability – The wining feature of DFS is that its 

components are available to users at all times. Use of 

replication enables an administrator to do file system 

backups while the system is up and running. The 

replicated copy remains stable even while the user is 

changing the original file. 

• Fault Transparency or Tolerance - Components in 

a distributed system can fail independently. A file 

may be made more available in the face of failures of 

a file server if it appears on more than one file server. 

Availability is one of the main measures of the 

advantage of a replication algorithm. 

• Load Balancing - Replication of files in a DFS 

allows better load balancing. 

• Performance - Another advantage of a distributed 

file system is the ability to share information with 

many diverse users. DFS is an efficient, extensible 

system. In addition, the server tracks which clients 

have cached copies of files, reducing the need for the 

client to constantly query the server, as well as 

reducing the network and server load[17]. 

  

II. LITERATURE REVIEW 

 Chao-Tung Yang[6] et. al. Data grids are a very important 

and useful technique for solving problems created by the large 

amounts of data scientific experiments and simulations 

produce. Data replication, a technique much discussed by data 

grid researchers in past years, creates multiple copies of files 

and stores them in convenient locations to shorten file access 

times. In this paper, they propose a dynamic replication 

maintenance service for maintaining data in grid 

environments. Replicas are adjusted to appropriate locations 

using Bayesian Networks (BN). The maintenance strategy 

they propose is called Implicit Dynamic Maintenance Service 

with Bayesian Network (IDMSBN). 

 Guo, Xiuyan[5] The replication and deployment of 

media file is one of the key issues in video-on-demand 

system, the replication algorithm and deployment strategy will 

directly affect the performance of storage balance and load 

balance in the system. In order to enhance the capacity of 

streaming media servers and handle the problem that 

migrating files will affect acceptance rate of user requests, in 

this paper they present a practical strategy to deploy and 

transfer files in real video-on-demand system. According to 

this strategy, they compute the migration probability when a 

file migration request comes, then they decide whether 

transfer files by the probability. Through analysis of 

experimental results and theoretical proof, the dual-threshold 

dynamic file migration algorithm described in this paper can 

improve acceptance rate of user requests and the capacity of 

streaming media servers. 

 Haiying Shen[7] In peer-to-peer file sharing systems, 

file replication helps to avoid overloading file owners and 

improve file query efficiency. Aiming to achieve high replica 

utilization and efficient file query with low overhead, this 

paper presents a file replication mechanism based on swarm 

intelligence, namely SWARM. Recognizing the power of 

collective behaviors, SWARM identifies node swarms with 

common node interests and close proximity. It determines the 

location of a file replica based on the accumulated query rates 

of nodes in a swarm. Replicas are shared by the nodes in a 

swarm, leading to less replicas and high query efficiency. 

Simulation results demonstrate the efficiency and 

effectiveness of the SWARM mechanism in comparison with 

other file replication methods. 

 Chen[8] et. al. File sharing applications in mobile ad 

hoc networks (MANETs) have attracted more and more 

attention in recent years. The efficiency of file querying 

suffers from the distinctive properties of MANETs including 

node mobility and limited communication range and resource. 

An intuitive method to alleviate this problem is to create file 

replicas in the network. However, despite the efforts on file 

replication, no research has focused on the global optimal 

replica sharing with minimum average querying delay. 

Specifically, current file replication protocols in MANETs 

have two shortcomings. First, they lack a rule to allocate 

limited resource to different files in order to minimize the 

average querying delay. Second, they simply consider storage 

as resource for replicas, but neglect the fact that the file 

holders’ frequency of meeting other nodes also plays an 

important role in determining file availability. A node having 
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a higher meeting frequency with others provides higher 

availability to its files. In this paper, they introduce a new 

concept of resource for file replication, which considers both 

node storage and meeting frequency. They theoretically study 

the influence of resource allocation on the average querying 

delay and derive a resource allocation rule to minimize the 

average querying delay. They further propose a distributed file 

replication protocol that follows the rule. The trace-driven 

experiments on both the real-world GENI tested and NS-2 

show that our protocol can achieve shorter average querying 

delay at lower cost than current replication protocols, which 

justifies the correctness of our theoretical analysis and the 

effectiveness of the proposed protocol. 

III. PROBLEM STATEMENT 

Replication is the important step for creating and making 

duplicate copies or version of existing file or database[1],[2]. 

A study of distributed systems concludes that there are various 

challenges like authenticity, confidentiality and integrity exist 

into distributed system and replication process. Security is one 

of the primacy concerns for trust based applications. A trust is 

the guarantee about the performance of the system with 

privacy and isolation of information. It creates the reputation 

of the application along with proposed solution. 

 An insecure replication may give open opportunity 

for compromising of information from replica servers. 

Cryptography may be a sufficient technique for achieving 

confidentiality of content [9],[10]. Originality of content is 

also one of the crucial issues. A study addresses that, content 

of replica and original file may be different due to technical 

fault or security assault. It may compromise and fabricated by 

enemy for intentional purpose. Thus, verification of 

originality of content after retrieval is one of the major 

problems.  

 Although security always comes with overhead and 

replication process always suffer with poor bandwidth and 

Low memory and computation availability, an extra overhead 

may become critical issue for selection. But, user privacy and 

information originality can’t be avoided at the nominal cost of 

overhead. The complete study concludes that, a minimum 

overhead is expected and suggested for proposed security 

architecture. It also address that proposed architecture should 

be capable to maintain authenticity, confidentiality and 

integrity of information along with replica copies with 

minimum security overhead.   

                 The given work find that their exist no scheme in 

which the comparison by combining this algorithm like RSA 

and SHA-1 are performed. The work observe that time needed 

in both the algorithm and total time observed. The comparison 

of the work done is shown and analysis is performed on it. 

IV. PROPOSED SOLUTION 

Following Steps were implemented to achieve the desire 

solution. A java based solution has been used to implement 

proposed solution. 

Step 1: Client Application has been deployed into Machine 1 

and it just uses to upload file. A swing based GUI has been 

developed to select File and Select Receiver of File and chunk 

size. A Snapshot of proposed solution is shown in figure 4.1. 

Step 2: Master server module is deployed into machine 2. 

This package completely divides into four sub modules which 

are listed below;  

• SHA-1 Calculation for Integrity Verification.  

• Chunk Preparation as per given size. 

• Encryption of Chunk for Confidentiality 

Management. 

• Replication Creation and Distribution.  

Step 3: An integrity class has been developed to consider 

input file as the input and generates 40 Byte sizes SHA-1 

output using 128bit Key. 

Step 4: Chunk division class has been written to divide 

retrieve file length and prepare multiple chunks as per file 

size. Suppose file size is 1024 byte and chunk length is 128 

byte then it will prepare eight chunks name from 1 to 8. 

Step 5: An encryption class has been written to consider each 

chunk as input and rewrite the every chunk with ciphered text.  

Step 6: A distribution class implements the core logic of 

Distributed file system and distribute all chunks at even and 

odd replica sever as per chunk id. All even chunk will be 

stored at even replica server and odd chunk at odd replica 

server. All file will also store at master for backup purpose.  

Step 7: To download a file a separate GUI form has been 

developed were receiver has to select desire file and requires 

downloading.  

Step 8: Afterwards master server will retrieve files from 

replica server and integrate into single file after decryption. In 

case of any server down it shift to another server for retrieval.   

Step 9: SHA-1 will recalculate the value and compare with 

already existing value. In case if same value to accept the file 

else reject it.  

             A client is responsible for select and upload text file 

and forward to Main Server or Master server for secure 

replication and backup purpose. 

Server is responsible for receiving the text file from client end 

and preparation of integrity verification, secure replication 

and chunk preparation.  

It uses Even-Odd Scheme for replication of the chunk file.  

• Even Replica Server consist all even id replica chunk 

files and maintain backup of the replication. 
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• Odd Replica Server consist all odd id replica chunk 

files and maintain backup of the replication.    

 

 
Fig.4.1 Proposed Solution 

V. EXPERIMENTAL ANALYSIS 

The research work carried out the analysis an integration of 

various security algorithms to maintain authenticity, 

confidentiality and integrity. It will provide a safe and secure 

layer between sender and receiver to maintain privacy and 

originality during transmission. Java Technology is used to 

implement Distributed System based application using 

proposed solution. The work observe that time needed in both 

the algorithm and total time observed. The comparison of the 

work done is shown and analysis is performed on it.  

 
Table 5.1: Time Analysis at Sender End 

VI. CONCLUSION 

 The complete works conclude that proposed solution 

is good to achieve confidentiality, authenticity and integrity 

during replication process. An Even Odd scheme has been 

used for chunk distribution and replication process. Here, a 

similar result has been observed before and after security 

implication. Here, encryption with receiver public key of RSA 

algorithm helps to maintain confidentiality and calculation 

and integration of SHA-1 for cipher text help to maintain 

integrity of content.   

 The Result analysis on variable data sample 

concludes that proposed solution gives similar performance 

for different size input with respect to 10 KB to 1MB. 

Although proposed solution immense strong security model 

but gives extra computation overhead due to multi algorithm 

involvement and increase packet size. The future possibility is 

to reduce computation time and integrate solution for different 

file inputs.  
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