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Abstract: The electric network that deliver reliable and secure
energy supply thereby enhancing the operation efficiency for
generators and distributors are formed as smart grids. These
networks employ advanced monitoring, control and
communication technology providing flexibility of choice to
consumers. The paper presents a glance of technical challenges
that are faced by smart grids. Grids which are a fusion of
complex physical network system and cyber systems, following
this overview of potential contributors that cyber-physical
system can make to smart grids and the challenges faced by
cyber-physical system due to smart grids will be laid. Closing
shall involve outcome of present technological advances to smart
grids.
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I. INTRODUCTION

he contribution of electricity to human civilization has
immense since its discovery in the 19" century. It is the
backbone to our social and economic activities like it is easy
to transmit over long distance than any other form of energy.
Electric grids interconnected by physical networks are heavy
and form the base of supply and use of energy in present times

[1].

The increase in demand by cleaner energy in recent years has
led to environmental concern for efficient utilization of
energy. Limited availability of non renewable energy sources
such as coal, gas and oil have added to the same. The global
energy demand is to grow by 37% by 2040 according to the
2014 world energy outlook report [2]. Efficiency thus is
crucial to lesser pressure as energy supply while
accommodating soaring demands without depreciating the
environment. Harnessing hydro, biomass, solar, geothermal
and wind is different although these being renewable energy
(RE) sources are abundant by available. Application of
advanced technology is needed so as to make these energy
supplies more reliable and secure. Newer energy policies are
being adopted by the government of many countries and
extensive scale deployments of smart technologies are now in
place. For instance president Obama of the United States has
lunched the above mentioned energy strategies.

Since 2008 the renewable energy (RE) generation from wind,
solar and geothermal sources have doubled. A target of 20%
RE has been set. Chinese government has set an exponential
ambitious target of 86% RE by 2050 followed by 15% range
of its own which to be achieved by 2020. European

commission has also set 20% RE target by 2020 [4]. This
requires a revolutionary revisit of thoughts for deciding how
to supply and use electric energy in a more efficient, effective,
economically and environmentally sustainable manner.

Smart grids are models of excellence that fulfilled the above
mentioned energy requirement and overcome challenges laid.
Their target is to bind all the players in the energy supply
chain by integrating their behaviors and actions. This would
foster delivery of sustainable, economic and safe electric
energy and ensure economical and environmentally prudent
use. The pauseters integration and interaction of the power
network infrastructure is the key to success of SGs. This
includes physical systems and information sensing,
processing, intelligence and control as the cyber systems. In
addition the emergence of new technology platform called
cyber physical systems, answers to address the very
integration and issues in SGs. Emphasizing effective and
efficient interaction and integration between physical system
and cyber systems. CPS furthermore would make SGs more
efficient in operations, more responsive to pro systems, more
economically feasible and environmentally sustainable. The
exceptional nature of SGs will bolster new challenges to the
development of CPSs.

The paper at first is aimed to lay an overview of these
challenges in the context of CPSs. Following an outline of
potential contributions that CPSs can make to SGs, As usual
the challenges that SGs before CPSs will be made finally, the
outcome of present technological advances to SGs will be
outlined.

Il. SMART GRIDS

Varied definitions and meanings have been called for the term
smart grids (SGs). Manager of enabling ICT and other
advanced technologies with large scale power networks to
enable electric energy generation, transmission, distribution
and usage to be more efficient, economically sustainable is
essential smart grids (SG) definitions. The U.S. National
Institute of Standards and Technology provides a conceptual
model which defines seven important domains: bulk
generation, transmission, distribution, customers, service
provider, operations and markets.. The meaning of SGS is
broad in the United States that refers to the transformations of
the electricity industry from a centralized, producer controlled
network to the one that is more customers interactive. SGs in
Europe refer to broad society participation and integration of
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all European countries [8]. SGs in the china on the other hand
refers to a more physical network based approach to ensure
energy supply that is reliable, more responsive and economic
in an environmentally sustainable manner[9]. Chinese
government has recently paid a noteworthy attention to
leverage the infrastructure to generate more socioeconomic
benefits and thereby introducing a market-driven national
demand-side management framework and system [10].
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Fig-1 presents the structure of SGs, in which stakeholders and
players are seen in a highly networked and large scale system
[1]. The SGs are expected to have broad operations and
control spread to the entire power systems taking into account.
All the present and future technologies to enable bidirectional
power flows, as in IEEE grid vision 2050 [1]. A rethinking or
revisit of how to interact between the power networks, the
cyber systems and users is needed to assess the future
requirements of greater flexibility, portability, safety and
security of energy supply and usage. A high level interaction
and co-operation between physical systems (power network
infrastructure) and cyber systems is a must.

A number of technical challenges need to be addressed
compulsorily; these include large scale networks of small
distributed generation mechanisms, such as photovoltaic (PV)
panels, batteries, wind and solar, plug-in hybrid electric
vehicles (PHEVs), and uncertainties incurred due to
introduction of energy market mechanism.

The noteworthy difference between the peak and average
demands of electricity is a key characteristic of power usage.
The ratio of peak and average demands in Australia reached
around just less than 50% between 2013 and 2014 [12], for
instance the capacity of the energy supply would increase with
more new power generation plants due to reduction in peak
usage. There is one more way to reduce the unnecessary waste
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accounts for a substantial portion of energy generated. This
supports the argument of embedded generation and sitting
generators close to the point of consumption (a concept
usually called “distributed generation™).

Another issue is how to

Utilization of ICT and other advanced technologies to
enhance efficiency of energy use, such as smart meters,
telecommunication technologies for sensing, transmission,
and processing information relating to grid conditions is one
more important issue.

In order to correspond to the issues laid above several key
technological advances are needed such as:

1) Distribution of control mechanisms to enable lower
communication needs if grid components such as source,
loads, and storage units can be controlled locally or can
make some decisions by themselves.

2) A relatively accurate prediction of demand at the
distribution level is needed estimating demand in  any
part of the grid a few hours or days in advance.

3) There should also be a relatively accurate estimation of
energy generation from RE sources such as solar panels
and wind turbines. This requires linkage with weather
forecasting, so intermittent energy sources can be
smoothly integrated with the grid.

I11. INFORMATION SCIENCE AND ENGINEERING

A demand for information sensing, processing, intelligence,
and control to be delivered fast and in real time arises if
flawless integration and interaction between cyber and
physical systems is to be achieved.

The traditional centralized paradigms for computation,
information intelligence acquisition, and control are not
suitable for delivering fast real-time actions. The proliferation
of cost-effective sensors such as smart meters results in very
large volumes of data streams which must be processed fast
and efficiently in order to be useful for decision making and
control, especially for the transient processes in SGs.
information intelligence, Distributed computation and control
mechanisms, subject to network-based uncertainties, must be
adopted in order for distributed decision making, which is
especially critical for the SGs. Information sensing,
processing, intelligence, and control are at the heart of all the
operations.

Many stakeholders are involved in SGs, be it generator to
distributor and prosumer in an interconnected world of social,
economic, and technological environments. A rethinking of
how to analyze and design the CPS aspects of the SG is
required due to the increasing complexity of and connectivity
between components such as smart meters, solar panels, wind
turbines and their sheer numbers. The applications involve
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components that interact through complex, highly
interconnected physical environments. The discussion
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hereafter shall involve the SG developments from a CPS
viewpoint.

I11. SMART GRIDS FROM A CYBER PHYSICAL
SYSTEM POINT OF VIEW

SGs integrate the physical systems (power network
infrastructure) and cyber systems (sensors, ICT, and advanced
technologies). The core issue is how much integration
between the cyber systems and the physical systems there
should be, a lot of calibration

and patching fixtures are usually required to allow them to
function together to meet the stringent SG safety and security
requirements.

A seamless integration between these two (cyber and
physical) systems will bring enormous benefits to SGs, just
like what mechatronics brought to the car manufacturing
industries where a blend of electrical, mechanical, control,
telecommunications, and computer engineering delivers much
simplified mechanical design, rapid development trials, rapid
machine setup, optimized performance, productivity,
reliability, and affordability.

To improve cyber—physical relationship in SGs, six key
functionalities are required [13] such as 1) whenever a fault
occurs the system has to be repaired in a simple and timely
manner so that maintaining accessibility even the fault occurs
is possible while at the same time not causing any harm when
some part is malfunctioning; 2) without fundamental changes
to its original configuration it’s maintaining high reliability in
open, evolving, and uncertain environments, so that the
system can continue to operate even in the presence of
failures; 3) high predictability which guarantees the specified
outcomes within the time span it is required to operate
accurately; 4) high sustainability embedded with self-healing
and adjusting mechanisms and adapting to changing
environments; 5) high security so that the system has adequate
means to protect itself from unauthorized access and attack;
and 6) high interoperability which enables the system to

provide or accept services conducive to effective
communication and  interoperation among  system
components.

There have already been some attempts to address.

IV. CONSTRUCTION METHODS OF CPS

For the smooth functioning of the CPS, we generally
concentrate on how to develop design methodologies based on
CPS principles and to construct the fundamental CPS
infrastructure. It demands high security and reliability as it is
different from the general purpose computing facility [22].
The smooth control, communication and computing there
should be CPS architectures that are designed especially for
interfaces between power networks and network systems.
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Fig. 2. SG from a CPS viewpoint.

CPS requires a unified standard framework under which the
physical systems, communication protocols, computing
languages, and software and hardware interfaces, which are
all subject to standards in their own fields, can work together
[21]. To support system and network specifications,
interoperability, hybrid and heterogeneous modeling and
operations, and modeling and simulation tools are critical to
ensure that the large-scale network CPSs of SGs can operate
seamlessly and components can cooperate with each other
which require multidisciplinary work involving uncertainty
analysis, risk management, system security, and economic
coordination [21]. A new generation framework is needed for
modeling and simulation of future SGs. The development of a
trustworthy SG requires better understanding of the cyber—
physical relationships in order to detect, prevent, and mitigate
the cyber attacks. In computer networks, intrusion detection
systems (IDSs) are the main security tools to capture, monitor,
and detect various types of attacks. There are two main types
of detection, the host-based IDSs and the network based 1DSs,

V. UPCOMING CHALLENGES

SG developments cannot be done without considering
environmental, social, and economic environments, as for
solar panels, the costs and impact for their manufacturing
from raw materials mined should also be considered. All these
can be considered in a framework of “ecosystem,” which is
commonly defined as an ecological community interacting
with the environment as a function unit [46]. The tighter
integration of global optimization and local control where
global optimization deals with multiple objectives such as
minimum costs of energy production, maximum efficiency of
electricity use, lest power network loss, and minimum carbon
dioxide generation effects the success of SG.

SG is extremely complex with large numbers of diverse
components connected through a vast and geographically
extended network like distributed network hence there is a
need of distributed global control mechanism which can
provide a metaview to coordinate local controllers [39]. For a
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high level Control strategies for SGs can be divided in three
layers [41], the economic and planning layer, the cyber layer,
and the physical and operations layer, each of which requires
different time scales to impose controls.

Data analytics for those big data issues associated with SGs
require developments of effective architecture and design,
time-critical information science and engineering technologies
with specialized semantics, computation platforms, and smart
algorithms [49]. As SG becomes an increasingly important
development across the globe, legislators and regulators in
various countries are considering possible implementation
barriers based on numerous analyses done, which are different
from country to country and have different focuses but there
are outstanding legal and regulatory issues concerning data
access, data provision, data privacy, software/hardware
liabilities, and automated decision making. They are expected
to be treated differently within the legislative and regulatory
frameworks of individual countries.

VI. CONCLUSION

In this paper we focused on many challenges faced by SGs in
the CPS point of view. Here we have given several potential
contributions that a CPS can make to SGs as well as the
challenges faced by CPS due to SGs. Also we have focused
on the effect of several technologies on SGs such as Big Data,
10T, Cloud computing, legislation and regulations.

REFERENCES

[1]. X. Yu, C. Cecati, T. Dillon, and M. G. Simoes, “New frontier of
smart grids,”I[EEE Ind. Electron. Mag., vol. 5, no. 3, pp. 49-63,
2011.

[2]. International Energy Agency, “World energy outlook 2014:
Executive summary,” Paris, France, 2014.

[3]. Office of the President of the United States, “The all-of-the-above
energy strategy as a path to sustainable economic growth,” Jun.
2014

[4]. The International Renewable Energy Agency (IRENA),
“Renewable energy target setting,” Jun. 2015.

[5]. People’s Republic of China, “The renewable energy law of the
People’s Republic of China,” presented at the 14th Session of the
Standing Committee of the 10th National People’s Congress,
Beijing, China, Feb. 28.

[6]. National Development and Reform Commission, “China 2050
high renewable energy penetration scenario and roadmap study,”
Apr. 2015.

[7]. Department of Energy, “The future of the grid: Evolving to meet
America’s needs,” Dec. 2014.

[8]. European Commission, “European Smart Grids technology
platform: Vision and strategy for Europe’s electricity networks for
the future,” 2006.

[9]. S. Xiao, “Consideration of technology for constructing Chinese
smart grid,” Autom. Electric Power Syst., vol. 33, no. 9, May
2009.

[10]. Z. Xu, Y. Xue, and K. P. Wong, “Recent advances on smart grids
in China,” Electr. Power Compon. Syst., vol. 42, no. 3-4, pp. 251—
261, Feb. 2014.

[11]. IEEE Grid Vision 2050 Reference Model, New York, NY, USA:
IEEE, 2013.

[12]. “Peak versus average demand loads: Managing the load,” Utility
Mag., Apr. 28 2015.

[13]. V. Gunes, S. Peter, T. Givargis, and F. Vahid, “A survey on
concepts, applications, challenges in cyber-physical systems,”

[14].

[15].

[16].

[17].

[18].

[19].

[20].

[21].

[22].

[23].
[24].

[25].

[26].

[271.

[28].

[29].

[30].

[31].

[32].

[33].

[34].

International Journal of Research and Scientific Innovation (1JRSI) | Volume IV, Issue XII, December 2017 | ISSN 2321-2705

KSlI Trans. Internet Inf. Syst., 2015, doi:
10.3837/tiis.0000.00.000.

R. Rajkumar, I. Lee, L. Sha, and J. Stankovic, “Cyber-physical
systems: The next computing revolution,” in Proc. 47" Design
Autom. Conf., 2010, pp. 731-736.

R. Baheti and H. Gill, “Cyber-physical systems,” in The Impact of
Control Technology, T. Samad and A. M. Annaswamy, Eds. New
York, NY, USA: IEEE Control System Society, 2011, pp. 161
166.

Cyber-Physical Systems—A Concept Map. [Online]. Available:
http:// cyberphysicalsystems.org/.

J. Zhao, F. Wen, Y. Xue, X. Li, and Z. Dong, “Cyber-physical
power systems: 1068 Proceedings of the IEEE | Vol. 104,No.
5,May 2016 Yu and Xue: Smart Grids: A Cyber—Physical Systems
Perspective  Architecture, implementation techniques and
challenges,” in Chinese, Autom. Electr. Power Syst., vol. 34, no.
16, pp. 1-7, Aug. 2010.

C. A. Macana, N. Quijano, and E. Mojica-Nava, “A survey on
cyber physical energy systems and their applications on smart
grids,” in Proc. |IEE PES Conf. Innovative Smart Grid Technol.,
Oct. 2011, pp. 1-7.

H. Georg, S. C. Muller, C. Rehtanz, and C. Wietfeld, “Analyzing
cyber-physical energy systems: The INSPIRE cosimulation of
power and ICT systems using HLA,” IEEE Trans. Ind. Inf., vol.
10, no. 4, pp. 2364-2373, Nov. 2014.

E. Moradi-Pari et al., “Design, modeling, simulation of on-demand
communication mechanisms for cyber-physical systems,” IEEE
Trans. Ind. Inf., vol. 10, no. 4, pp. 2330-2339, Nov. 2014.

J. Zhao, F. Wen, Y. Xue, and Z. Dong, “Modeling analysis and
control research framework of cyber-physical power systems,” in
Chinese, Autom. Electr. Power Syst., vol. 35, no. 16, pp. 1-8,
Aug. 2011.

E. A. Lee, “Cyber physical systems: Design challenges,” in Proc.
Int. Symp. Object/Compon./Service/Oriented Real-Time Distrib.
Comput., May 5-7, 2008, pp. 363-369.

IEEE, “IEEE Smart Grid Vision For Communications: 2030 and
Beyond,” 2013.

Y. Xue et al., “Management of generalized congestions,” IEEE
Trans. Smart Grid, vol. 4, no. 3, pp. 1675-1683, Sep. 2013.

G. Chen, “The China power grid: A network science
perspective—An interview with professor Yushen Xue,” Nat. Sci.
Rev. vol. 1, pp. 368-370, 2014.

S. Han, M. Xie, H.-H. Chen, and Y. Ling, “Intrusion detection in
cyber-physical systems: Techniques and challenges,” IEEE Syst.
J., vol. 8, no. 4, pp. 1049-1059, Dec. 2014.

S. Sridhar, A. Hahn, and M. Govindarasu, “Cyber-physical system
security for the electric power grid,” Proc. IEEE, vol. 100, no. 1,
pp. 210-224, Jan. 2012.

G. Creech and J. Hu, “A semantic approach to host-based
intrusion detection systems using contiguous and discontiguous
system call patterns,” IEEE Trans. Comput., vol. 63, no. 4, pp.
807-819, Apr. 2014.

IEEE, “IEEE Smart Grid Vision For Cyber-Security: 2030 and
Beyond,” 2013.

K. C. Armel, A. Gupta, G. Shrimali, and Albert, “Is disaggregation
the holy grail of energy efficiency? The case of electricity,”
Energy Policy, vol. 52, pp. 213-234, 2013.

C. Cecati, C. Citro, A. Piccolo, and P. Siano, “Smart operation of
wind turbines and diesel generators according to economic
criteria,” IEEE Trans. Ind. Electron., vol. 58, no. 10, pp. 4514—
4525, Aug. 2011.

J. A. Momoh, “Smart grid design for efficient and flexible power
networks operation and control,” in Proc. IEEE Power Syst. Conf.
Expo., 2009, pp. 1-8.

C. C. Aggarwal, Ed., Data Streams: Models and Algorithms. New
York, NY, USA: Springer-Verlag, 2007.

M. Ali, Z. Dong, and P. Zhang, “Adoptability of grid computing
technology in power systems analysis, operations and control,”
IET Proc., Generat. Transm. Distrib., vol. 3, no. 10, pp. 949-959,
2009.

www.rsisinternational.org

Page 82



International Journal of Research and Scientific Innovation (1JRSI) | Volume IV, Issue XII, December 2017 | ISSN 2321-2705

[35].

[36].

[37].

[38].

[39].

[40].

[41].

Y. Simmhan et al., “Cloud-based software platform for data-
driven smart grid management,” Comput. Sci. Eng., vol. 15,no. 4,
pp. 38-47, 2013.

J. Lagorse, M. G. Simo’es, and A. Miraoui, “A multi-agent fuzzy-
logic-based energy management of hybrid systems,” IEEE Trans.
Ind. Appl., vol. 45, no. 6, pp. 2123-2129, Nov./Dec. 2009.

C. Li, X. Yu, and W. Yu, “Optimal economic dispatch by fast
distributed gradient,” in Proc. 13th Int. Conf. Control Autom.
Robot. Vis., Dec. 2014, pp. 571-576. [38] S. Bu and F. R. Yu, “A
game-theoretical scheme in the smart grid with demand-side
management:  Towards a smart cyber-physical  power
infrastructure,” IEEE Trans. Emerging Top. Comput., vol. 1, no. 1,
pp. 22-32, 2013.

D. J. Hill, Y. Guo, M. Larsson, and Y. Wang, “Global control of
complex power systems,” in Bifurcation Control, Lecture Notes in
Control and Information Sciences. Berlin, Germany: Springer-
Verlag, 2003, vol. 293, pp. 155-187.

J. Zhao, F. Wen, Y. Xue, and Z. Lin, “Cloud computing:
Implementing an essential computing platform for future power
systems,” in Chinese, Autom. Electr. Power Syst., vol. 34, no. 15,
Aug. 2010.

IEEE, “IEEE Smart Grid Vision For Control: 2030 and Beyond,”
2013.

A. I. Zecevic and D. D. Siljak, Control of Complex Systems,
Communication and Control Engineering. New York, NY, USA:
Springer-Verlag, 2010.

[42].

[43].

[44].

[45].

[46).

[47].

[48].

[49].

E. J. Davidson and A. G. Aghdam, Decentralized Control of
Large-Scale Systems. New York, NY, USA: Springer-Verlag,
2011.

M. Liu and Y. Shi, “Model predictive control aggregated
heterogeneous second-order thermostatically controlled loads for
ancillary services,” IEEE Trans. Power Syst., 2015, doi:
10.1109/TPWRS.2015.2457428.

H. Hao, B. M. Sanandaji, K. Poolla, and T. L. Vincent,
“Aggregate flexibility of thermostatically controlled loads,” IEEE
Trans. Power Syst., vol. 30, no. 1, pp. 189-198, Jan. 2015.

E. van Bueren, H. van Bohemen, L. Irard, and H. Visscher (Eds),
Sustainable Urban Environments—An Ecosystem Approach. New
York, NY, USA: Springer-Verlag, 2012.

S. Yin and O. Kaynak, “Big data for modern industry: Challenges
and trends,” Proc. IEEE, vol. 103, no. 2, pp. 143-146, Feb. 2015.
D. Alahakoon and X. Yu, “Smart electricity meter data
intelligence for future energy systems: A survey,” IEEE Trans.
Ind. Inf., vol. 12, no. 1, pp. 425-436, Feb. 2016.

X. Wu, X. Zhu, G.-Q. Wu, and W. Ding, “Data mining with big
data,” IEEE Trans. Knowl. Data Eng., vol. 26, no. 1, pp. 97-106,
Jan. 2014.

Y. Jadeja and K. Modi, “Cloud computing—Concepts,
architecture and challenges,” in Proc. Int. Conf. Comput. Electron.
Electr. Technol., pp. 877-880.

I ——
www.rsisinternational.org

Page 83



