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Abstract - This paper gives a critical analysis of the
ethical implications of deepfake technology in political
discourse. The discussion will focus on the ethical aspects
that are serious concerning the misuse of the deepfake
technology in politics. Deepfakes are created through the
Artificial Intelligence (Al) and are based on creating
believable but false video and audio messages. This poses
a significant and growing threat to political discourses,
citizen trust and democracy.

The highest ethical issues explained show how deepfakes
affect the life of the population in a negative way by
providing apparently unquestioned sensory information.
Loss of the public confidence is one of such problems.
Deepfakes make it difficult to distinguish between
genuine and fake information among the citizens and this
leads to the loss and doubts on common information that
is common to the society. In addition, the integrity of
democracy is the other problem that deepfakes threaten
with, which tolerates such evil deeds as sabotage of
political process, manipulation of voters, and social
instability. The next problem with the technology that is
raising serious concerns is the privacy and consent since
one can be used to create false information using the
image and voice of a person without their consent. Among
the most troublesome ones is the so-called liar dividend
and when accompanied by actual incriminating evidence,
it can be admitted that it is considered to be a deepfake.
This will help the culprits to get away with it and
compromises the overall accountability.

This discussion demonstrates the need to have a balanced
approach towards this corrosive tide. Such an approach
may incorporate measures by designing more efficient
detection tools, establishment of explicit legal and
regulatory guidelines and the most important one, media
literacy that would allow the people to evaluate the
information that they encounter critically. By examining
the systemic, psychological and practical dangers, the
study aims to inform a roadmap of protecting the
democratic discussion against the harmful effects of
synthetic media.

. INTRODUCTION
The 21% century has brought radical transformations in the

manner in which individuals communicate in the era of new
digital technologies. One of the most important technologies
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is the Deepfake technology, which is rooted in the use of
artificial intelligence (Al), and the goal of creating
convincing and, at the same time, misleading video and audio
content. This aspect is a new level of manipulation of
computers in politics and a serious offence and poses an
increasing danger to political discourses. Unlike the
traditional forms of misinformation, such as photoshop
images, which can be proven with references to the source,
the deepfakes are able to produce a gray area between the
truth and the falsehood in a more powerful manner. They
provide an undeniable fact in the shape of sight and sound.
This emerging trend threatens to interfere with and
manipulate the field of modern-day politics. The subject
matter of the study is the Corrosive Tide and this research
questions the deep moral issues associated with this potent
tool. Even though the application of deepfakes can be
harmless entertainment, the misuse of the technology in the
sphere of politics might harm the image and the democratic
process by influencing the views of the public.

The key ethical challenges when it comes to the use of
deepfakes in politics are not confined to misinformation, but
it is a question of the fundamental roles of society. The
greatest issue is the loss of trust among the people since
deepfakes makes it difficult to determine what is real and
what is fake by the people. This misconception might be
viewed as credible by the people which leads to overall
distrust and breakdown of shared facts, without which the
functioning of the society is impossible. In addition to loss of
trust, deepfakes directly threaten the integrity of democracy,
by enabling evil acts like political sabotage, voter
manipulation and social unrest and causing misinformed
decision making. A significant issue with this technology is
privacy and consent issues as well. It allows one to be
represented and also be voiced without having consented to
any such action. A liar dividend is one of such alarming
problems. It occurs when a member of the public is given the
chance to disregard real harmful evidence as a deepfake and
allow the wrongdoers to evade the consequences and
undermine the accountability to the general public.

The potential for deepfakes to cause lasting damage to truth
and accountability makes it clear that strong and thoughtful
solutions should be implemented. Addressing this issue
should be done in a balanced approach built on three
interconnected areas. The first is Technological Defense
which involves the creation of more advanced detection
equipment so as to detect advanced fakes. The second one is
Legal and Regulatory Standards that demand the
establishment of clear laws and regulations on the creation



and distribution of synthetic content, especially at election
times. The third one is the Societal Resilience that aims at
increasing the media literacy of the citizens in order to make
them in a position to doubt the information they encounter.
Current work is put in this important debate by researching
the way in which individuals view these threats and the
potential solutions. It serves as a very useful starting point in
the development of responsible policies and educational
initiatives of the population in addressing the serious ethical
challenges of the deepfake technology.

Il. LITERATURE REVIEW

The creation and rapid evolution of deepfake technology have
led to the problematic academic study of its versatile threat to
democracy, media trust and individual rights. This review is a
synthesis of ten significant articles in legal theory,
experimental psychology and ethical philosophy which has
attempted to give a framework within which one can examine
"The Corrosive Tide."

1. The article by Robert Chesney and Danielle Citron
(2019) Deepfakes: A Looming Challenge to
Privacy, Democracy, and National Security" studies
the various threats of the deepfake technology. It
asserts that the said technology is one of the biggest
threats to democracy and national security [1]. The
authors used law analysis and theoretical
frameworks in the study of the problem [1]. Their
most significant findings show how deepfakes are
applied concerning the disinformation and political
manipulation. This adds to the mistrust of the
population of the media and political institutions [1].
The major flaw of this first publication, however, is
that, by the time of its release, no empirical data exist
as to the real-world impact of deepfakes because the
technology was still in its infancy [1].

2. Deepfakes and Disinformation: Exploring the
Effect of Synthetic Political Video on Deception,
Uncertainty, and Trust in News by Cristian Vaccari
and Andrew Chadwick (2020) The paper examines
how deepfakes have impacted the audience, in
relation to the issue of information uncertainty in the
age of synthetic media. The researchers used an
experimental study to monitor the reaction of the
subjects towards the deepfake materials [2]. Their
findings reveal that despite the fact that people are
not directly misled, there is a certain level of
uncertainty and compromising of the credibility of
news in general since there are deepfakes. This issue
is what they refer to as the truth decay [2]. The only
weakness of this research is that it was done in a
specific group of individuals and thus, findings
cannot be anticipated to be applicable to the whole
population [2].

3. "Anticipating and addressing the ethical
implications of deepfakes in the context of
elections™ by Nicholas Diakopoulos et al. (2020)
The primary problem that this research will study is
the ethical concerns of deepfakes in elections [3].
According to the authors, a framework that
incorporates a number of stakeholders is proposed.
This involves media literacy campaigns, verifying
tools, and moderating platforms as a way of

combating disinformation in deepfakes [3]. This
paradigm is a valuable addition to the discipline [3].
One of such limitations is that such a wide
framework is difficult to test and apply in the real
world of politics.

"The Threat of Deepfakes: The Challenge to
Democracy and the Rule of Law' by Susan A.
Bandes (2021) The paper explores the legal and
ethical loopholes surrounding deepfakes. It explains
the ways in which deepfakes may jeopardize the rule
of law. The author states that existing laws lack
effectiveness in addressing the use of deepfakes in
manipulating voters and damaging reputations [4].
The article emphatically demands reforms of the law
systems [4]. Its main drawbacks are that it primarily
presents a theoretical and legal discussion and does
not offer much practical evidence of the prevalence
of deepfakes in the legal system when it is published.

""The Distinct Wrong of Deepfakes™ by A. de Ruiter
(2021) The ethical issue that is addressed in this
paper is the creation of deepfakes without the
consent of the person [5]. It pursues a philosophical
and ethical approach to claim that such practices are
detrimental to the digital identity of a person and
their right to control their own image. It is an
apparent wrong not the same as defamation [5]. The
paper provides a powerful ethical argument
establishing the foundation of a more comprehensive
legal method [5]. But there is one great weakness it
is a conceptual argument that does not propose any
particular legal or technical solution to the problem.

"Deepfakes and Democracy (Theory): How
Synthetic Audio-Visual Media for Disinformation
and Hate Speech Threaten Core Democratic
Functions' by Julia R. H. C. Schuetze (2022) This
article outlines a theoretical framework that
describes the ways in which deepfakes can erode
democratic principles [6]. The methodology implies
the analysis of the possibility of the technology to
interfere with discourse [6]. One of the contributions
is the concept of a liar dividend. It is at this point that
an evil actor can claim that authentic, incriminating
information is a fake, or a deepfake, to evade
responsibility. This essentially damages the
factuality of political discussion [6]. Its primary
limitation is that it is a theoretical article which does
not present empirical evidence or a feasible solution

[6].

"Cutting through the Hype: Understanding the
Implications of Deepfakes for the Fact-Checking
Actor-Network™" by Tobias Weikmann and Stefanie
Lecheler (2023) This study examines the response
by fact-checking organizations to the risk of
deepfakes [7]. The study involved interviewing of
fact-checking experts to get information on their
practical experiences [7]. An important discovery is
that, although the media covers the issue, fact-
checkers are also more concerned with less complex
types of cheapfakes and decontextualized videos.
They are less expensive, and more prevalent [7]. The
weakness of this work is that it dwells on a particular
group which may not be reflecting the whole issue.



8. "'The Real-World Impact and Ethical Challenges of
Al-Driven Deepfake Technology in Fintech™ by an
Unnamed Author (2024) The paper provides a
valuable framework to interpret the ethical issues of
deepfakes in different fields, such as politics [8]. It
talks about privacy, consent and trust of the people.
It also proposes how such issues can be minimised
like the use of improved detection systems and multi-
factor authentication [8]. It demonstrates an
approach to the study of various industries, using the
experience of a certain area (Fintech) to address the
ethical issue on a larger scale [8].

9. "Exploring the Ethics of Deepfake Technology in
Media: Implications for Trust and Information
Integrity™ by Avantika Raina and Garima Mann
(2024) The article is a peer-reviewed journal that
discusses the ethical concerns surrounding the use of
deepfakes in media. It contains case studies that
demonstrate how deepfakes can damage the trust of
people, misinform, and manipulate the political
discussion [9]. The authors also consider the flaws of
the existing legal and regulatory frameworks and
propose a unified solution to these issues that will be
adopted by technologists, policymakers, and the
society [9].

10. "Deepfakes and  Journalism:  Normative
Considerations and Implications™ by Godulla,
Hoffmann, and Seibert (2025) This paper examines
the ethical issues that deepfakes pose to journalism
[10]. It explains ways in which journalists can
ethically apply deepfakes as a tool of non-malicious
intent, e.g., satire or Vvisualization, without
undermining key journalistic principles of
correctness and openness [10]. This article plays a
critical role in comprehending the relationship
between deepfakes and media ethics. [10]
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I1. METHODOLOGY

1. Research Design

The research involved a quantitative survey on the
perspectives, awareness, and trust of college students
on the ethical concerns of deepfake technology in
politics. It undertook to analyze the attitudes on
psychological factors such as erosion of trust and
uncertainty, and behavioral factors such as
verification habits, which are dependent on the use of
synthetic media.

2. Data Collection

e Instrument: Google Forms online
questionnaire. It consists of fifteen Likert-scale
and multiple-choice questions.

e Population: Undergraduate students of Jain
(Deemed-to-be University) in Bengaluru. This
is a digitally minded and politically conscious
group.

e Sampling Method: Convenience sampling.

e Sample Size: 108 primary responses were
obtained. There were 104 to 107 valid
responses on a question that were used in the
analysis.

e Data Tool: The responses were exported in a
CSV format and processed using Python to
establish frequency distribution and mean
Scores.

3. Questionnaire Design and Analysis

1. How famillar are you with the term “deepfake™?
10 responses

@ Very lamibar

ﬂ @ Not tnemiliar at b

# Definition: Assesses the baseline level of awareness of the core technology.

+ Key Findings: 77.4% of respondents are "Very familiar" (45.3%) or "Moderately
familiar" (32.1%) with the term.

* Interpretation: High general awareness suggests the core challenge is not technology
recognition but the perception of its threat and mitigation strategies.

Fig: 1

2, How confident ane you in your ability 1o distinguish between a real political video/audio clip and
an Algenerated deepfake? (Scale: 1 = Not Confident, 5 = Very Confident)

107 responses

40
A (37w
z ] L]

« Definition: Measures self assessed confidence in the abality to apply media hiteracy skills
to 2 high-stakes scenario (political media) for deepfake detection.

* Key Findings: The distribution skews moderately high, with a combined 54.2%
reporting high confidence (Scale 4: 43.9% and Scale 5: 10.3%), while 13.0% report low
confidence (Scale 1: 3.7% and Scale 2: 9.3%).

+ Interpretation: A majority of respondents feel confident in their detection abilities,
which, when contrasted with other research showing low actual human detection
accuracy, suggests 2 potential issue of overconfidence m the face of increasingly
sophisticated Al-generated deepfakes.

Fig: 2

3. To what extent have you encountered news or social media content discussing the use of
deeplakes in politics?
107 respanses

@ Froquentty

@ Cccasionally
Harely

@ Hever

Definition: Measures the self-reported frequency of exposure to media discourse about
deepfikes being used specifically in the political context.

Key Findings: An overwhelming majority (76.6%) report having encountered this
content either "Occasionally™ (60.7%) or "Frequently” (15.9%), while only a small
minerity (3.7%) report "Never” encountering it.

Interpretation: The high frequency of exposure confirms that the political use and threat
of deepfakes 1s a pervasive, well-established topic in the public information ecosystem,

reinforcing the high baseline awareness noted in the first question.

Fig: 3

4. How would you rate the current ability of social media platforms 1o identify and remave political
deepfakes? (Scale: 1 = Very Poor, 5 = Very Good)
106 responses.

* Definition: Gauges the public's perception of the effectiveness and competence of social

media platforms in executing content moderation policies specifically against political

deepfakes.

+ Key Findings: The dominant rating is "3" (Nentral/Average) at 39.6%. A majority

(43.4%) rates the ability as Poor or Very Poor (Scale 1: 16% and Scale 2: 27.4%), while
only 17.0% rates it as Good or Very Good (Scale 4: 10.4% and Scale 5: 6.6%).

* [Interpretation: The distribution skews toward pessimism, suggesting that despite high

public awareness of deepfakes, there is a distinct lack of confidence in the major platforms
to successfully mitigate this threat, highlighting a perceived gap between the problem and
the solution.

Fig: 4



5. How serious is the threat of deepfakes being used to compromise the shared factual reality
necessary for a society 1o function? (Scale: 1 = Not a Threat, 5 = Existential Threat)
107 responses.

Definition: Measures the public's perception of the macro-level societal risk posed by
deepfakes. framing the threat not just technically, but in terms of its ability to erode
foundational trust and shared reality.

Key Findings: An overwhelming majority (67.3%) rates the threat at the highest levels
of seriousness (Scale 4: 38.3% and Scale 3: 29.0%), while only a minimal percentage
(7.4%) rates it as Not a Threat or only a minor threat (Scale 1: 0.9% and Scale 2: 6.5%).
Interpretation: There is strong public consensus that deepfakes pose a critical,
systemic, and potentially existential threat to societal function, indicating that the
perceived danger extends far beyond mere misinformation to the foundational
mechanisms of public trust and democratic discourse.

Fig: 5

6. To what extent do you agree with this statement: "Deepfakes pose a greater danger than

traditional miginfermation {e.g., photoshopped ima... undeniable sensory evidence (sight and seund).”
107 responses

@ Strongly Agree
@ Agren

@ Neural

® Disagree

@ Strongly Disagree

Definition: Measures the public's perception of the relative risk of deepfakes compared
to older forms of misinformation, specifically acknowledging deepfakes' reliance on
sensory evidence (sight and sound) which traditional media lacked.

Key Findings: A strong majority (68.2%) Agree or Strongly Agree (Strongly Agree:
41.1% and Agree: 27.1%) that deepfakes pose a greater danger, while only a minimal
percentage (4.7%)) Disagree or Strongly Disagree.

Interpretation: The public acknowledges the qualitatively greater threat posed by
deepfakes due to their use of convincing audio/visual data, suggesting an understanding
that the high fidelity of deepfakes undermines the primary way people historically
validated reality ("seeing is believing").

Fig: 6

7. How much has the existence of deepfakes eroded your general trust in visual and auditory media
of political figures? (Scale: 1 = No Erosion, 5 = Complete Erasion of Trust)
106 responses

&

Definition: Quantifies the actual, reported impact of deepfakes on the fundamental
consumption of media, specifically measuring the self-declared erosion of trust in the
visual and audio evidence provided by or about political figures.

Key Findings: The results show a significant erosion of trust. with the vast majority of
respondents selecting the mid-to-high end of the scale: 43.4% selected Scale 4 (High
Erosion) and 11.3% selected Scale 5 (Complete Erosion of Trust). resulting in 54.7%
reporting high to complete erosion.

Interpretation: The data confirms that the widely perceived "existential threat" of
deepfakes (from Question 5) is translating into a very real, measurable, and widespread
crisis of trust regarding media related to political figures, accelerating the shift toward a
post-truth envirenment where verifiable sensory evidence is inherently doubted.

Fig: 7

8. The 'liar's dividend" is the phenomenon where a public figure dismisses genuine, incriminating
evidence as an Al-generated fake to deflect blame. H..t this effect undermining pelitical accountability?
107 responses

@ Very concemed

@ Conoemed

@ Nl

W Nl very concamned
@ Not conceened at al

Definition: Measures public concern regarding the "liar's dividend," a defensive tactic
enabled by deepfake technology where genuine, damaging evidence against a political
figure is falsely claimed to be an Al-generated fake to evade accountability.

Key Findings: A substantial majority (71.0%) are "Very concerned” (25.2%) or
"Concerned” (45.8%) about this effect. while only a small minority (5.6%) are "Not
very concerned"” or "Not concerned at all.”

Interpretation: The public overwhelmingly perceives the liar's dividend as a significant
and present threat to the integrity of the political process, underscoring the fear that
deepfakes will be used not only to create false information but also to inoculate

wrongdoers against real evidence.

Fig: 8



9. Do you believe that deepfakes, even if satirical, viclate a person's right to contral their own digital

identity and likeness?
107 responses

®Yes
®No
® Unsure

Definition: Measures the public’s ethical and legal conviction regarding the boundaries
of deepfake creation, specifically assessing whether the intent (satire) justifies the
unauthorized use and manipulation of a person's digital identity and likeness.

Key Findings: An overwhelming majority of respondents (78.5%) believe that
deepfakes, even when satirical, violate a person's rights, while only a small minority
(6.5%) believe they do not.

Interpretation: The public has a strong ethical stance favouring personal autonomy
and control over one's digital likeness, suggesting that the creative or satirical intent of
a deepfake is generally not seen as a sufficient legal or moral defense for the

unauthorized use of an individual's image or voice.

Fig: 9

10. How effective do you believe specialized technological detection tools (Al that spots deepfakes)
will be in solving the problem? (Scale: 1 = Not Effective, 5 = Very Effective)
106 responses

&0

43 (40.6%)

8(7.5%)

Definition: Measures the public's optimism or skepticism regarding a purely technical
solution (Al-based detection tools) to the complex problem of deepfakes, contrasting
human detection confidence (Q2) with platform trust (Q4).

Key Findings: The perception is largely ambivalent, with the vast majority rating the
effectiveness as "3" (Neutral/Average) at 40.6% or "4" (Effective) at 41.5%, while
only 12.2% rate the tools as Ineffective or Very Ineffective (Scale 1: 4.7% and Scale 2:
7.5%).

Interpretation: The public has a cautious, moderate faith in Al detection technology,
suggesting they view it as a necessary but perhaps insufficient part of the solution,
reflecting a belief that the race between deepfake generation and detection will remain a

persistent, balanced challenge.

Fig: 10

11. How effective do you believe new legal frameworks and regulations are in countering
deepfake-based disinformation in elections? (Scale: 1 = Not Effective, 5 = Very Effective)

106 responses

60

a0

4 5

Definition: Measures the public's perception of the effectiveness of regulatory and legal
approaches (non-technical solutions) in mitigating the deepfake threat, specifically
within the sensitive context of elections.

Key Findings: The dominant response is "3" (Neutral/Average) at 47.2%. A combined
29.3% rate the legal frameworks as Effective or Very Effective (Scale 4: 18.9% and
Scale 5: 4.7%), while 29.3% rate them as Ineffective or Very Ineffective (Scale 1: 1.9%
and Scale 2: 27.4%).

Interpretation: The results show a high degree of ambivalence and uncertainty
regarding the efficacy of government and legal solutions; the public is divided, with
roughly equal segments expressing optimism and skepticism about the ability of laws and
regulations to keep pace with and effectively govern the rapid technological challenge
posed by deepfakes.

Fig: 11

12. To what extent should media literacy campaigns be prioritized over legal or technological
solutions to help citizens critically assess information? (Scale: 1 = Low Priority, 5 = Highest Priority)

105 responses

40

34 (32.4%)

20

1 2 3 4 5

o Definition: Measures the public's perception of the relative importance of

behavioural/educational solutions (media literacy) compared to structural solutions

(legal/technological) in the fight against deepfake disinformation.

* Key Findings: A very strong majority (60.0%) assigned a high priority (Scale 4: 35.2%
and Scale 5: 24.8%) to media literacy, with no respondents selecting Scale 1. The

combined high-priority ratings strongly outweigh the low-priority ratings (7.6%).

* Interpretation: The public believes that individual critical assessment (media
literacy) is the most crucial component for solving the deepfake problem, prioritizing it

significantly over platform regulation or detection technology. suggesting a belief that the

ultimate defense lies with the empowered citizen.

Fig: 12



13. Do you think social media companies should be held legally responsible for deepfakes created

and shared on their platforms?
105 responses

@ Yes, fully respensible
@ Partially resgansivle
No, not respansible

Definition: Measures the public's opinion on the legal liability of social media platforms
concerning decpfakes, assessing whether they should be accountable for the content they
host, create, and share.

Key Findings: An overwhelming majority (95.3%) believes platforms should bear some
level of legal responsibility, with 62.9% choosing "Partially responsible" and 32.4%
choosing "Yes, fully responsible," while only 4.8% believe they should be "No, not
responsible.”

Interpretation: The public strongly rejects the idea that social media platforms are
merely neutral hosts for content, instead demanding that they be held legally accountable
for the spread of deepfakes, although they are primarily favouring shared/partial
responsibility over full liability.

Fig: 13

14. When reporting on a potential deepfake, should journalists be allowed to use an

authentic-looking deepfake for the purpose of demonstrating the threat?
104 responses

@ Yes, if clearly labeled
@ No, it risks spreading falsehoods
Unsure

o Definition: Measures public opinion on a journalistic ethics dilemma, specifically

whether the public interest in demonstrating the deepfake threat outweighs the risk of re-
disseminating a potentially authentic-looking fake, conditional on clear labelling.

e Key Findings: The largest single group (46.2%) supports the use of the deepfake "Yes,
if clearly labelled," while a substantial portion (37.5%) believes "No, it risks spreading
falsehoods," and 16.3% are "Unsure."

o Interpretation: The public is divided on this ethical issue, reflecting a tension between
the perceived need for visual education and threat demonstration (supported by the
majority) and the fear of inadvertent misinformation and platform proliferation
(supported by a large minority), with clear labelling seen as the key mitigating factor for

those in favour.

Fig: 14

15. If a political deepfake is quickly exposed and removed, do you believe the public trust lost due to

the initial exposure is fully recoverable?
104 responses

@ ves
®No
Partally

Definition: Measures the public's perception of the permanence of the harm caused by
deepfake exposure, specifically assessing whether rapid corrective action (exposure and
removal) can fully restore the initial loss of trust.

Key Findings: A combined 74% of respondents believe the lost trust is "No" (25%) or
only "Partially" (49%) recoverable, while only 26% believe it is "Yes" and fully
recoverable.

Interpretation: The public is highly skeptical that trust, once eroded by a political
deepfake, can ever be fully restored, suggesting a widely held belief that the "damage is
done" the moment the content is consumed, regardless of subsequent efforts at fact-

checking or platform removal.

Fig: 15

4. Summary Insight

It is highly probable that the general audience is
highly aware of the term deepfake, and they hear
about it in the media in relation to political matters.
A lot consider this usage as a significant and
potentially dangerous threat, more so than
conventional misinformation. Reported dramatic loss
of trust in political media and concern over the so-
called dividend of the liar support this high level of
concern. But this fear does not result in trust in
solutions. Social media are perceived as not
particularly effective in eliminating deepfakes (Q4)
and there is a lack of trust that legal actions can help
(Q11). Meanwhile, they would like these platforms
to be legally liable over the content. After all, as the
masses feel, the ultimate long-term defense
mechanism is not a technical or legal mechanism, but
empowering individual citizens. They put media
literacy campaigns over other resolutions and are
firmly convinced that deepfakes are infringing on the
rights of a person to his/her digital image, even in the
context of satire.



IV. CONCLUSION

This paper focuses on the ethical issues of deepfake
technology and validates that it is a significant threat to the
political discourse. The results indicate that ordinary people
have an idea of the concept of deepfake and that its
application in politics is a pressing danger, even more than
more classic forms of misinformation. The impact of this
perception is quite evident as deepfakes have severely
undermined the confidence in visual and audio media
concerning political leaders, and many individuals claim to
have lost trust altogether. The much-disliked issue is also the
so-called lie dividend, which involves criminals escaping
with the help of deepfakes to evade real evidence and get
away with it.

Despite widespread concern about deepfakes, people do not
have much confidence in current solutions. Individuals are
not very trusting in social media tools to eliminate deepfakes
and are not sure of the effectiveness of new laws. Though a
big majority feels that social media sites should be legally
held accountable for the contents of their sites, they like
collective responsibility rather than complete liability.
Finally, the research shows that citizens believe that the most
effective defense in the long term is not technical or legal but
rather empowering the individual citizens. The fact that
media literacy campaigns are given high priorities as
compared to other solutions supports this belief.

The information gives a good basis on which one can come
up with ethical and political reactions. It stresses that the real
point is not the awareness of the technology but
understanding its risks and performing strategies to minimize
it. The general moral opinion in favor of individual control of
their digital image is that deepfakes are unethical in the sense
that they violate the rights of individuals, even in satire. Since
it is doubtful whether trust can ever be entirely regained once
lost to a political deepfake, it is high time that proactive
defenses aimed at protecting citizens were put in place. The
next round of research would be to extend this study to other
demographic groups and utilize long-term data to assess the
effectiveness of media literacy programs in dealing with more
advanced synthetic media.

The Deepfake technology is transforming the basis of truth in
politics. The dilemma is to choose between the necessity of
technology and legal protection and the necessity to give
individuals more skills on being critical thinkers. The most
effective way to counter this worrying trend is through a
stronger and techno savvy civil society.
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