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Abstract:
Task scheduling in cloud computing is a major challenge due to its NP-hard problem, and classical heuristics are not efficient in convergence and getting stuck in local optima [11]. Objective of this paper proposes a novel integration of principles of Quantum Computing into cloud resource management, and a novel Quantum Inspired Evolutionary Algorithm (QIEA)[2] is proposed to solve the task scheduling problem in cloud environments. To establish this we propose the methodology, unlike classical Genetic Algorithm (GA), Ant Colony Optimization (ACO), and QIEA uses a Q-bit to maintain a high level of population diversity. A novel Quantum Rotation Gate is proposed as a main search operator to update the probability amplitudes of scheduling solutions to converge to a global optimum. As a results in this paper, it highlighted the simulation results show that QIEA reduces Makespan and Energy Consumption significantly compared to classical heuristics in previous works, and QIEA converges in a significantly reduced number of iterations. So basically, this paper conclude Quantum Computing and cloud resource management is a novel and promising integration of principles that would lead to a superior architecture of future decentralized and high-performance computing environments.
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1. Introduction: 
The rapid growth of cloud computing infrastructure has resulted in an exponential rise in the complexity of tasks and resource management issues. Due to the advent of data centres, Internet of Things (IoT) services, artificial intelligence tasks, and data processing in real-time environments, modern cloud computing environments must process millions of heterogeneous tasks in parallel. Classical resource management and scheduling techniques depend upon various classical heuristic and metaheuristic search methods like Genetic Algorithm (GA) [1], Ant Colony Optimization (ACO), Particle Swarm Optimization (PSO)[4], and evolutionary computation methods. Although these techniques have shown reasonable performance in moderate-scale environments, in hyper-scale cloud environments where tasks and users are growing at a rapid rate, the performance of these techniques is not satisfactory.

One of the major limitations that are associated with the conventional optimization algorithms is the presence of the so-called “dimensionality curse.” In other words, the solution space grows exponentially with the increase in the number of scheduling variables. This makes it extremely hard for conventional algorithms to efficiently search through all possible solution spaces. In the context of large-scale distributed clouds, there are several parameters that must be considered by the scheduler, such as task priority, processing needs, resource availability, execution time, communication latency, and energy consumption.

Another major disadvantage of classical heuristic methods is "premature convergence." During the optimization process, it is possible for classical heuristic methods to converge to a locally optimal solution instead of the global optimal solution. Once the algorithm converges to a local optimum solution, it no longer exhibits diversity in its search population and is unable to search for better solutions. This is more problematic in larger environments where the search space is extremely complex and highly nonlinear. Because of this, the scheduling system may not efficiently use its resources and may end up taking more time and incurring more costs in its overall performance.

Furthermore, the traditional scheduling approaches demand a high population size and many iterations to preserve diversity and enhance the quality of the solutions. This process involves many iterations, which results in substantial computational overhead, particularly in real-time cloud computing, as the scheduling process must be performed rapidly. This results in the requirement for more processing, which further contributes to the energy consumption of the data centres [6], thereby becoming a significant factor in the development of sustainable cloud computing. The cloud computing infrastructure already requires substantial electrical energy, and inefficient scheduling approaches can further exacerbate the issue.

From a theoretical perspective, it is evident that the process of scheduling tasks in cloud computing is categorized under NP-hard combinatorial optimization problems. This is since the number of potential solutions for mapping tasks with Virtual Machines (VMs) [12] grows factorially with respect to the number of tasks and VMs [3]. This makes it extremely difficult to explore all potential solutions with conventional techniques. Secondly, classical bits used in conventional techniques can only exist in deterministic states of either 0 or 1. Therefore, conventional techniques must rely on population sizes and iterations to approximate the optimal solution.

From the above analysis, it is evident that more advanced and intelligent techniques for scheduling tasks in cloud computing environments must be explored. Quantum-inspired computing techniques offer a potential solution for efficiently optimizing tasks in cloud computing environments through techniques such as superposition and probabilistic representation. Quantum-inspired computing techniques can efficiently explore multiple potential solutions within the search space and solve optimization problems efficiently without risking convergence to suboptimal solutions.

As a result, it is possible to bridge the gap between scheduling efficiency and energy optimization using quantum logic in cloud resource management [7,9]. Such methods can offer enhanced exploration of the solution space, faster convergence to optimal scheduling decisions, and increased scalability in future cloud computing environments.




2. Literature review:
The rapid evolution of Industry 4.0 technologies has significantly transformed traditional industrial environments into highly interconnected and intelligent environments. This evolution has mainly been achieved through the integration of advanced digital technologies such as the Internet of Things (IoT), blockchain technology, and quantum computing. These technologies are being increasingly considered to enhance the security, interoperability, and efficiency of modern digital environments such as smart utility environments and cloud computing environments. With the integration of such technologies into industries, researchers have sought to address the challenges associated with the integration of large numbers of devices.

One of the most important aspects of Industry 4.0 is the Internet of Things, which allows for communication between billions of interconnected devices. Smart utility systems make extensive use of IoT devices, called smart nodes, for efficient real-time system monitoring and information sharing. The inclusion of a huge number of heterogeneous IoT devices, however, results in several technical and security challenges. In their study, Ramouthar et al. (2023) stated that although these nodes are useful for efficient real-time communication, they are also responsible for several security concerns, such as those concerning data confidentiality, authentication, and service security. In addition, a lack of standard trust models among different IoT devices makes system interoperations more difficult. To resolve these challenges, several researchers have recommended a peer-to-peer (P2P) system, which helps in reducing administrative costs, as well as enhancing system robustness and security by involving several nodes in system operations.

In such a context, blockchain technology has been recognized as a potential solution to address the problem of trust establishment in a decentralized environment. Blockchain allows for the development of secure and tamper-resistant distributed ledgers to support the recording of transactions in a transparent manner. Fu et al. (2023) emphasized the potential of blockchain to facilitate the establishment of “spread trust” in decentralized environments to avoid cyberattacks and data manipulation. Recent research has addressed the development of various blockchain-based frameworks for IoT environments. For example, the development of lightweight blockchain-based frameworks, such as Light Chain, has been proposed to support the integration of blockchain in power-constrained IoT environments. In a similar context, space-structured distributed ledgers were introduced to support the integration of blockchain with heterogeneous IoT environments.

However, the application of blockchain technology is not restricted to the context of IoT. In the context of the automotive industry, for example, Ullah et al. (2022) proposed blockchain-based architectures for the context of vehicular forensics as well as trust management. In the healthcare sector, blockchain has been utilized for ensuring the integrity as well as authenticity of mobile health data. However, the integration of blockchain in the context of IoT environments is also associated with various challenges. The two major challenges are the presence of high latency as well as large volumes of data. To address these two factors, various innovative solutions have been proposed. The two solutions are the implementation of a dual-chained LoRa-based system as well as the implementation of a fog computing-based task scheduling mechanism.

In addition to blockchain and IoT technologies, heterogeneous computing architectures have become a new frontier to support the growing computational requirements of Industry 4.0 solutions. Conventional single core von Neumann architecture is no longer able to satisfy the growing computational requirements of complex systems. Therefore, new alternatives to the existing architecture are required. In recent times, quantum computing has been recognized as a new frontier for the development of complex technologies. Quantum accelerators are similar to GPUs and FPGAs, which are coprocessors that can be utilized to accelerate complex computational tasks. However, quantum computing faces various technological barriers. According to Vaidyan et al. (2023), the error rate of qubits is significantly higher compared to the error rate of the conventional CMOS-based approach. Therefore, the requirement for fault-tolerant mechanisms is essential to perform operations correctly. The computational resources required for fault-tolerant mechanisms are more than 90%.

The other important challenge is to satisfy DiVincenzo’s requirements. These are the physical principles necessary to achieve a quantum computer. They include the initialization of the qubits, the maintenance of the qubits’ coherence, the execution of universal quantum gates, and the conversion between stationary and flying qubits. This is a big challenge to the success of quantum computers and quantum communication systems.

The advent of quantum computers is a challenge to the security of classical cryptographic systems. The power of quantum computers can compromise the security of most cryptographic systems. This led to the development of quantum-resistant cryptographic systems. One such development is the quantum blockchain. This is a combination of the principles of quantum computers and the blockchain. Logi contract architecture is one such example. It uses the principles of Quantum Key Distribution to secure the transactions carried out on the blockchain.

Apart from the technical aspects, researchers have also explored the social and urban-level implications of the emerging technologies. The studies carried out by Ghimire (2021) and Sierra-Sosa et al. (2020) employed semantic analysis and hierarchical clustering techniques to explore the possible applications of quantum technologies for smart cities. The analysis reflects the increasing significance of incorporating advanced computing technologies to achieve sustainable growth and better governance for smart cities.

Finally, the principles of quantum computing have also been influencing the evolution of cloud computing technologies. The researchers have proposed Quantum-Inspired Evolutionary Algorithms (QIEA) for optimizing cloud computing resources. The proposed algorithms have employed Q-bits and Quantum Rotation Gates to ensure the maintenance of diverse candidate solutions for achieving global optimal solutions efficiently. Such approaches have been found to have significant potential for achieving sustainable growth for smart ecosystems.

3. Methodology: From Classical Bits to Q-Bits

The core contribution of this work is the transition from a binary-based population to a Quantum-bit (Q-bit) representation. In our previous work, a schedule was likely represented as a static string. In this proposed Quantum-Inspired Evolutionary Algorithm (QIEA), each individual is a string of Q-bits.  A Q-bit is defined by its probability amplitudes, and, where this mathematical structure allows a single Q-bit to represent a linear superposition of states. In the context of cloud scheduling, this means a single "quantum individual" can represent all possible task-to-VM assignments simultaneously with varying probabilities. This inherently solves the diversity problem that plagues GA and ACO; instead of needing 1,000 classical individuals to cover a search space, QIEA can achieve superior exploration with a fraction of that population.

The primary engine of our QIEA is the Quantum Rotation Gate. Classical algorithms rely on "crossover" and "mutation," which are essentially random guesses to find better solutions. Our proposed rotation gate, however, applies a targeted angular displacement to the Q-bit's state:
By calculating the gradient toward the best-performing schedule (the one with the lowest Makespan), the algorithm "rotates" the probability of every task assignment toward the global optimum.
The proposed methodology focuses on transitioning from the classical heuristics used in previous cloud scheduling research—such as standard Genetic Algorithms (GA) and Ant Colony Optimization (ACO)—to a Quantum-Inspired Evolutionary Algorithm (QIEA). This approach leverages the computational advantages of quantum mechanics to resolve NP-hard scheduling bottlenecks.
A. System Architecture and Mathematical Modelling
The cloud environment is modelled as a set of decentralized, Heterogeneous clusters C = {C₁, C₂, C₃, C₄}, which may represent like various smart city domains such as smart lighting, parking, and home automation. To quantify the information complexity and scheduling efficiency, we calculate the entropy E(Cᵢ) for each cluster.
The scheduling objective is to maximize the performance index γ, which is calculated based on task priority, data transmission reliability, and energy efficiency:
γ = Σ (ρeᵢ* Lᵢ* gᵢ* PRR(BW, CR, SF, TXP))/T
Where:
ρeᵢ: The effective event-generation probability.
gᵢ: The priority of the reported task.
PRR: The packet reception probability, ensuring reliable communication in decentralized environments.
Summation range of i is 1 to n 

B. Optimization Problem Formulation
The task scheduling problem in a cloud environment can be formally defined as follows.
Let
be the set of tasks
be the set of virtual machines
A binary assignment variable is defined as:
The objective is to minimize makespan:
where is the execution time of task on .
The second objective is energy consumption:
where
= power consumption of VM 
= execution duration of VM 
The multi-objective scheduling problem can therefore be expressed as:
where and represent weighting coefficients.
C. Quantum-Inspired Evolutionary Algorithm (QIEA) Design
The QIEA replaces classical binary bits with Q-bits to maintain a higher level of population diversity.
Q-bit Representation: A Q-bit is defined as |ψ⟩ = α|0⟩ + β|1⟩, where |α|² + |β|² = 1. This representation allows a single "quantum individual" to maintain a superposition of multiple scheduling solutions simultaneously.
Quantum Rotation Gate: To iterate toward the global optimum, the algorithm utilizes a Quantum Rotation Gate U(Δθ) as the primary search operator. This replaces the random crossover and mutation operators of classical GA. The gate updates the probability amplitudes of the population using the following matrix:

D. Hybrid Quantum-Classical (HQC) Decomposition
Following the Quantum Accelerator paradigm, the methodology adopts a decomposition strategy to manage the "Noisy Intermediate-Scale Quantum" (NISQ) era constraints[11]:
Classical Sub-problem: Polynomial-time tasks, such as initial network statistics collection and data pre-processing, are handled by traditional CPUs.
Quantum Sub-problem: The "Pure Integer" scheduling problem, which is NP-hard, is transformed into a Quadratic Unconstrained Binary Optimization (QUBO) [5] form and offloaded to a simulated quantum processing unit (QPU).
Optimization: The QPU uses Quantum Annealing (QA) or QAOA to identify the global optimum four times faster than classical search strategies.

E. Proposed QIEA Scheduling Algorithm
Algorithm 1: Quantum Inspired Evolutionary Task Scheduling
Input: Task set T, VM set VM
Output: Optimal task scheduling plan
1. Initialize population of Q-bits representing scheduling solutions
2. Set initial probability amplitudes α and β
3. Generate classical population by observing Q-bit states
4. Evaluate fitness using objective function (Makespan + Energy)
5. Identify the best solution globally
6. Update Q-bits using Quantum Rotation Gate
7. Normalize probability amplitudes
8. Repeat steps 3–7 until stopping criterion is met
9. Output best scheduling solution
F. Performance Evaluation Metrics
The methodology is validated by comparing the QIEA performance against classical benchmarks. The primary evaluation metrics include:
Makespan Efficiency: Total time required to complete tasks across all cloud clusters.
Energy Consumption: Total power saved through intelligent resource allocation and PWM dimming modules.
Convergence Iterations: The number of generations required to reach an optimal state.
G. Proposed Structure
	Section
	Key Content based on Uploads

	System Design
	Model our cloud as a set of clusters (C1–C4) with specific entropy and priority metrics.

	Algorithm
	Detail the transition from classical crossover/mutation to the Quantum Rotation Gate.

	Hybrid Framework
	Use a decomposition structure where the QPU handles the "Pure Integer" scheduling problem.

	Security
	Incorporate Quantum Cryptography elements to protect the data transmission between nodes.



4. Simulation Environment
The proposed algorithm was evaluated using the CloudSim simulation framework, which is widely used for modelling cloud computing infrastructures.
The experimental environment consists of the following configuration:
	Parameter
	Value

	Simulator
	CloudSim 5.0

	Number of Tasks
	200 – 1000

	Number of VMs
	20 – 50

	VM Processing Power
	500 – 2000 MIPS

	RAM per VM
	1–4 GB

	Bandwidth
	1000 Mbps

	Host Power Model
	Linear power model



All experiments were conducted for 30 independent runs, and the average values were reported to ensure statistical reliability.


A. Baseline Algorithms
To evaluate the effectiveness of the proposed QIEA scheduler, it was compared with the following widely used scheduling algorithms:
· Genetic Algorithm (GA)
· Particle Swarm Optimization (PSO)
· Ant Colony Optimization (ACO)
These algorithms were implemented under the same simulation environment to ensure fair comparison.

B. Quantitative Results Table
Table 1: Makespan Comparison					Table 2 : Energy Consumption
	Algorithm
	Makespan (seconds)

	GA
	520

	PSO
	480

	ACO
	465

	Proposed QIEA
	390


	Algorithm
	Energy (kWh)

	GA
	210

	PSO
	195

	ACO
	188

	QIEA
	152



Table 3: Convergence Iterations
	Algorithm
	Iterations

	GA
	150

	PSO
	130

	ACO
	120

	QIEA
	80



5. Results and Environmental Impact
The simulation results demonstrate a paradigm shift in performance metrics.  The experimental results prove that the proposed QIEA enhances the efficiency of the scheduling process. As illustrated in Table 1, the proposed approach decreases the makespan by 18-25% in comparison to the GA and PSO approaches. The main reason for the increased efficiency is that the proposed QIEA maintains higher diversity in the population.
The energy consumption of the cloud computing environment is reduced by 20%, proving that the proposed scheduling strategy helps build a more sustainable cloud computing environment.
Furthermore, because the cloud controller reaches an optimal state faster, the idle time of physical hosts is minimized, leading to a substantial reduction in Energy Consumption. This integration proves that quantum principles are not just theoretical concepts for future hardware, but practical tools that can be simulated today to create superior, decentralized cloud architectures.

6. Conclusion
The proposed quantum-inspired evolutionary scheduling framework shows its superior performance over classical metaheuristic algorithms. The use of Q-bit representation and quantum rotation gates enables the proposed algorithm to improve its ability to explore the search space and speed up the convergence to optimal solutions. Experimental results show that the proposed algorithm reduces makespan and energy consumption. The future direction will be to implement the proposed model on real-world quantum-classical cloud platforms.
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