Awareness, Exposure, Practices and Behaviors of Student and Teachers on Cybersecurity 
Abstract:
This study aims to investigate the awareness, exposure, practices and behavior level among students and teachers on cybersecurity. The teachers’ perception of their students’ cybersecurity awareness was examined based on a case study of the University of San Jose Recoletos Senior High School Student taking G11 and G12. A survey was conducted from the Senior High School Department of the University of San Jose Recoletos. Results of the study indicate that the level of Awareness, Exposure, Practices and Behavior of student and school teachers towards their students’ protection and safety. Student and Teachers use the evaluation tool that includes the following component Part I: Demographic Profile, Part II: Cybersecurity Threat Exposure, Part III: Participation in Cybersecurity Activities, Part IV: Response to Exposure, Part V: Open-Ended Questions (Optional). The use of the Descriptive Statistic analyzing results on the data collected from the student and teachers.
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Introduction
Introduction

The rapid advancement of technology and the widespread use of the internet have transformed communication, education, business operations, and government services. While these technological developments have created numerous opportunities, they have also increased exposure to cyber threats and cybercrime. Cybersecurity refers to the practice of protecting computer systems, networks, software, and sensitive information from unauthorized access, theft, disruption, and damage (Rao, 2023). As organizations and individuals increasingly rely on digital technologies, the need for robust cybersecurity measures has become more critical than ever.

Cyberattacks are often motivated by financial gain, data theft, espionage, or the disruption of normal business operations. These attacks continue to evolve in complexity, requiring organizations to adopt sophisticated and proactive security strategies. Furthermore, the global shortage of cybersecurity professionals has intensified the challenge of protecting digital assets and critical infrastructure (Mijwil et al., 2023).

Cybersecurity encompasses a broad range of technologies, policies, and practices designed to protect digital systems and information. According to Rao (2023), cybersecurity involves safeguarding networks, devices, and data from malicious attacks and unauthorized access. Similarly, Mijwil et al. (2023) emphasized that cybersecurity includes network security, information security, endpoint protection, and threat management.

Several cybersecurity measures are commonly implemented to reduce vulnerabilities and enhance protection. These include firewalls, encryption technologies, secure authentication methods, intrusion detection systems, and regular software updates (Mijwil et al., 2023). Such measures help organizations detect, prevent, and respond to cyber threats effectively.

Cybersecurity is essential across various sectors. In government institutions, cybersecurity protects national security information and critical infrastructure. In the financial sector, it safeguards transactions, customer information, and banking systems. Healthcare organizations rely on cybersecurity to protect patient records and medical technologies, while educational institutions use cybersecurity measures to secure student data and learning management systems (Rao, 2023).

Research in cybersecurity continues to focus on developing innovative solutions to address emerging threats. Charan (2024) highlighted the importance of advancing cybersecurity technologies and legal frameworks to combat increasingly sophisticated cyberattacks. Additionally, the emergence of quantum computing presents new challenges for cybersecurity because it has the potential to compromise traditional encryption methods. Consequently, researchers are exploring quantum-resistant cryptographic solutions to ensure long-term data security (Bhosale et al., 2023).

The responsibility for maintaining cybersecurity is shared among multiple stakeholders. Individuals must practice safe online behavior, use strong passwords, and remain aware of potential cyber risks. Organizations must implement comprehensive security policies, conduct cybersecurity training, and invest in advanced security technologies. Governments play a crucial role by establishing cybersecurity regulations, developing national cybersecurity strategies, and fostering collaboration among public and private sectors (Charan, 2024).

Review of Related Literature
Recent studies highlight the critical need for improved cybersecurity awareness among students and educators. Research in Nepal revealed poor school cybersecurity support systems and low teacher competencies to protect students (Raj Kumar Dhungana et al., 2023). Similarly, a study in the Philippines found that many students and teachers scored below passing on cybersecurity knowledge tests, emphasizing the need for enhanced awareness training (Ailen B. Garcia & Shaina Mae C. Bongo, 2022). In the UAE, teachers' awareness of student cybersecurity varied across different aspects, with some areas showing increased awareness while others decreased (Osman Sirajeldeen Ahmed, 2021). A Sudanese college study revealed fairly low levels of security awareness among both students and faculty members, with faculty demonstrating slightly better knowledge and skills (M. Alsiddig et al., 2020). These findings underscore the importance of developing comprehensive cybersecurity education programs for both students and educators to address the growing challenges in digital learning environments.
METHODOLOGY
Research Design
This study utilized a quantitative descriptive research design to assess levels of cybersecurity awareness and exposure among participants. This design was appropriate for collecting numerical data that describe the characteristics, knowledge, experiences, and behaviors of the respondents related to cybersecurity.
Data Collection
This study is participated with students and teachers in the department of Senior High School. The researcher will use a modified research instrument focusing on Awareness, Exposure and Practices and Behaviors of Student and Teachers on Cybersecurity in the Organization: The study will involve full-time faculty, G11 and G12 students from USJR SHS. Access to participants will be facilitated through class group chats and personal messages. Prior to questionnaire dissemination, a pilot test was conducted among 15 individuals to ensure questionnaire consistency, validity, and reliability. Data collection occurred online via Google Forms, with participants required to read an informed consent form before completing the survey within a minute timeframe. 
Research Instrument
A researcher-made modified survey questionnaire was used, validated by cybersecurity and educational technology experts. The questionnaire covered: Cybersecurity Awareness: (e.g., familiarity with phishing, password safety, malware), Cybersecurity Exposure: (e.g., past experiences with threats, participation in seminars, use of antivirus software), Practices and Behaviors: (e.g., use of secure passwords, two-factor authentication, updating software). With a rating scale: 5-point Likert scale (1 = Strongly Disagree to 5 = Strongly Agree). This distribution of the survey questionnaire is administered via google form. The responses of the said survey will be kept anonymous and used for academic purposes only. No personally identifiable information collected and transparency of research purpose.
Data Analysis
The data uses Excel Addin for Descriptive Statistic analyzing results on the data collected from the student and teachers.
Descriptive Statistics: Frequency, percentage, mean, and standard deviation
t-test/ANOVA – To determine significant differences in awareness based on demographic variables (e.g., age, gender, education level)
RESULTS AND DISCUSSIONS
Table 1 Analysis of Cybersecurity Awareness Gender Group
Indicator: "I am aware of what cybersecurity means."
Descriptive Statistics

	Gender
	n
	Mean Awareness Score

	Female
	57
	4.08

	Male
	22
	4.45

	Prefer not to say
	2
	3.06

	Total
	81
	—


The results indicate that male respondents obtained the highest mean cybersecurity awareness score (M = 4.45), followed by female respondents (M = 4.08). Respondents who preferred not to disclose their gender reported the lowest mean score (M = 3.06).
Table 2 Analysis of Cybersecurity Awareness by Age Group

Indicator: "I am aware of what cybersecurity means."
Descriptive Statistics

Based on the responses provided, the distribution of awareness scores across age groups is as follows:

	Age Group
	Frequency (n)
	Mean Score
	Interpretation

	10–15 years old
	13
	4.00
	High Awareness

	16–18 years old
	65
	4.29
	Very High Awareness

	22 years old & above
	4
	5.00
	Very High Awareness


Interpretation Scale
	Mean Range
	Interpretation

	4.21–5.00
	Very High Awareness

	3.41–4.20
	High Awareness

	2.61–3.40
	Moderate Awareness

	1.81–2.60
	Low Awareness

	1.00–1.80
	Very Low Awareness


The results indicate that respondents across all age groups possess a generally high level of awareness regarding the meaning of cybersecurity. Respondents aged 22 years old and above demonstrated the highest level of awareness, obtaining a perfect mean score of 5.00, indicating complete agreement that they understand the concept of cybersecurity. Meanwhile, respondents aged 16–18 years old recorded a mean score of 4.29, reflecting a very high level of awareness. The 10–15 years old group obtained a mean score of 4.00, which corresponds to a high level of awareness.

The findings suggest that cybersecurity awareness tends to increase with age, likely due to greater exposure to digital technologies, educational experiences, and online activities. Older respondents may have had more opportunities to encounter cybersecurity-related information and practices, contributing to their higher awareness levels. Nevertheless, the relatively high scores across all age groups indicate that basic cybersecurity concepts are generally well understood among the respondents.
Table 3: Analysis of Cybersecurity Awareness by Educational Level Group
Indicator: "I am aware of what cybersecurity means."
Descriptive Statistics

Based on the data provided, the distribution of responses by educational level is as follows:

	Educational Level
	n
	Mean Score
	Interpretation

	Senior High School
	80
	4.28
	Very High Awareness

	College
	2
	5.00
	Very High Awareness

	Master's Degree
	1
	5.00
	Very High Awareness


The results indicate that respondents across all educational levels demonstrated a very high level of awareness regarding the meaning of cybersecurity. Respondents with a College education and those with a Master's Degree both obtained a perfect mean score of 5.00, indicating complete agreement that they understand the concept of cybersecurity. Meanwhile, respondents at the Senior High School level recorded a mean score of 4.28, which also falls within the Very High Awareness category.

Although respondents with higher educational attainment exhibited slightly higher mean scores, the differences should be interpreted with caution because the College and Master's Degree groups consisted of only two and one respondent, respectively. Consequently, these groups may not adequately represent the broader population of individuals with similar educational backgrounds.

The findings revealed that cybersecurity awareness was consistently high across all educational levels. Respondents with College and Master's Degree qualifications reported the highest awareness levels, each obtaining a mean score of 5.00, while Senior High School respondents recorded a mean score of 4.28. All groups fell within the Very High Awareness category, suggesting that respondents generally possess a strong understanding of cybersecurity concepts regardless of educational attainment. However, because the College and Master's Degree groups were represented by very small sample sizes, the observed differences should be interpreted cautiously. The findings nevertheless suggest that exposure to cybersecurity concepts may be prevalent across educational levels within the study population.

CONCLUSIONS AND RECOMMENDATIONS
Cybersecurity plays a vital role in protecting digital systems and information in the modern age. As cyber threats become more advanced and widespread, individuals and organizations must adopt comprehensive security measures to safeguard their assets and maintain operational resilience. Continuous research, technological innovation, and cybersecurity awareness are essential for addressing current and future challenges in the digital environment.
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