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1. Introduction

QR codes are becoming the most significant means of obtaining the digital QR codes are becoming one of the most significant means of obtaining digital services in a fast and touchless fashion. They can be created and used easily, but they are also very dangerous in terms of security since the information encoded within them cannot be directly read by the users before scanning [1]. Consequently, users will have to trust QR code scanning software, and this will allow attackers to embed malicious links or harmful code within QR codes. This kind of attack is usually referred to as quishing [2], [3].
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QR codes were commonplace in numerous locations including stores, banks, restaurants, and online services. They were favored as they were quick and simple to scan with mobile devices. Nonetheless, users could not check the content of a QR code prior to scanning it. This was a drawback as the QR codes were not safe under some circumstances. They also generated counterfeit QR codes and redirected users to the wrong websites. These websites were created to steal sensitive data like passwords, banking and personal data. Also, the users were not always aware of such risks, which added to the success of attacks. Most of the available systems were not able to identify newly created or concealed malicious links and this necessitated the development of better detection systems.

According to multiple studies, phishing and malware attacks have been on the rise using these vulnerabilities in the system of QR codes. Thus, the security of QR codes has become a vital concern in the digital world today [4]. The majority of the current security solutions of QR codes were based on blacklist and signature-based detection [5], [6]. Though these techniques worked well

against the familiar threats, they could not identify the unknown or zero-day attacks. They also needed to be constantly updated, which restricted their scalability and real-time applicability.

Moreover, the majority of the available systems employed basic binary classification methods and failed to provide a clear separation between the various QR-based attacks like phishing, malware, and defacement. They also were not able to execute suspicious URLs in a safe and isolated environment to analyze their behavior. In others, there was impact on user privacy through the external use of the API or sharing of real-time data [7]. Such restrictions demonstrated a large research gap and the necessity to develop a real-time, scalable, and privacy-preserving system capable of efficiently identifying and categorizing various forms of malicious QR code attacks.

A hybrid method was suggested in this work to identify malicious QR code URLs through the combination of a static analysis, dynamic behavior analysis, and machine learning methods. Relevant features were extracted using URLs and categorized as benign, phishing, malware or defacement using a Random Forest classifier. An implementation of a confidence-based decision mechanism was done wherein dynamic analysis could be done only when the confidence score of the static model was low. The dynamic analysis has been carried out within a secure Docker environment to trace the runtime behaviors like redirections, script execution, and domain changes. Experimental results indicated that the proposed system was able to reach an accuracy of 96.6 percent using the same system with static analysis, and improved to 98.92 percent in combination with dynamic analysis. The system also minimized misclassification and enhanced detection of intricate and covert attacks. Besides, the framework was to be implemented in real time, user privacy, and easy integration with existing cybersecurity systems. The key contributions of this work are as follows:

1. A hybrid system of QR code detection based on both dynamic and static analysis.
2. A multi-class machine learning model to distinguish between benign, phishing, malware, and defacement QR codes. ategories.
3. A privacy conscious dynamic analysis environment deployed on the basis of Docker and Selenium.
4. A confidence-based fusion mechanism to reduce misclassification and improve accuracy from 96.6% to 98.92%.

5. An efficient and scalable framework suitable for real-time QR code security applications.
6. Better identification of concealed and complicated attacks by observing behaviour.

2. Related Work

Authentication, payments, and sharing of information were heavily based on the use of QR codes. Nevertheless, since they are covert, they are a significant source of cybercrimes like phishing, malware injection, and unauthorized access [1], [2]. As the content that was encoded could not be viewed directly by the users, attackers used this weakness to provide malicious payloads. Several studies were undertaken to detect and avert bad QR code practices.

Rivas et al. [8] proposed an AI-based system to protect QR code infrastructure against phishing, malware code injection, data exfiltration, and unauthorized code execution. Detection of anomalies and threat intelligence services were employed as well as machine learning models that had been trained with benign and malicious QR codes. The framework was found to have a detection accuracy of more than 96%. Good performance was attained, but it was found to be highly reliant on external services like Virus total and urlscan.io which limited scalability and shortened response time. Furthermore, the system was mainly tested with artificially generated data and no confidence based decision fusion system was applied to the system, which limited its ability to deal with unknown and changing attacks.

Han et al. [9] have carried out a study of in-app QR code scanning applications on Android and iOS applications and suggested the MEDUSA attack model. Among the 800 popular applications, 123 were also discovered to be susceptible to malicious QR codes, which may lead to the leakage of authentication tokens and access to system resources without authorization. The study primarily aimed at exposing the vulnerabilities not on creating a detection system. The analysis was done through observations and quantitative measures of evaluation like accuracy, precision and recall were not provided. Consequently, the usefulness of the methodology in practice in detection problems was not well proven.

Rafsanjani et al. [10] came up with a QR code scanner, QsecR, which is privacy-sensitive and Android-based. There were 39 features (lexical, host based, blacklist and content based features) that were analyzed to provide the statical URL analysis. It scored 93.5 and 93.8 accuracy and precision respectively on a test dataset of 4,000 actual URLs. Application permissions have been restricted to enhance user privacy. But this system was limited to Android platform and it lacked dynamic runtime analysis. Moreover, binary classification only was conducted which restricted its capability to differentiate the various types of attack like phishing, malware and defacement.

To eliminate phishing, malware, and identity theft, Mukhammedali et al. [11] suggested a security model of IoT-based QR codes that employed encryption, access control, and machine learning to ensure privacy. Under controlled laboratory conditions, it was found that the accuracy was 94.2%. Nevertheless, it was only tested in a simulated setting and the method was very resource-intensive and could not be implemented on resource-limited IoT devices. Moreover, some types of attacks like defacement and social engineering attacks were not exhaustively dealt with. The scalability of the system in the real-life settings was not addressed as well.

Convolutional neural networks were employed by Ford and Berry [12] to detect malicious QR code images in email-based threats. The model discussed abnormal trends in QR codes and embedded URLs with a 92.1 percent accuracy. But there was a drop in performance with low-quality or distorted QR codes. The database was primarily composed of synthetic QR codes, making it hard to apply in the real world. Besides, the dynamic URL behavior, domain reputation and runtime analysis were not factored in, which diminished the capability of identifying sophisticated attacks.

A hybrid classification model was suggested by Rosario Lourenco et al. [13] and it involved deep learning feature extraction with Random Forest and SVM classifiers to classify QR codes and URLs. The method was based on pre-trained models and was largely restricted to binary classification though a better result in classification was achieved. Issues of real-time deployment, computational overhead, and scalability were not comprehensively tackled. Further, the system had failed to include behavioral analysis in the detection of latent or developing threats.

In general it was noted that the majority of research that was done was based on the methods of the static analysis and did not provide an extensive analysis of behavior. Most of the systems operated on binary classification and did not offer fine-grained classification of attacks. Common limitations were found to be platform dependency, lack of real-time detection, and limited response to zero-day attacks. Besides this, there were also problems of high cost of computation, lack of scalability and reliance on external services. These constraints led to the necessity of creating a hybrid framework of detection that combines both the statical and dynamic analysis, multi-class classification, user privacy, and effective performance in real-time conditions. This system would be better in identifying known and unknown threats that are based on QR codes.

3. Methodology

3.1 Proposed System Architecture
The paper has introduced an AI-based model, which was created to detect harmful URLs in QR codes. Fig. 1 has shown the general structure of the system proposed. The system was designed to be in a layered and modular fashion thereby enabling it to be easily understood, implemented and scaled to fit the real world. A given task was allocated to each of the modules, and this contributed to the clarity and separation of duties in the detection process. This modularity design also enabled future enhancements and easy integration with other security systems.

First, it was fed with a QR code image to the system. The hidden URL was decoded out of the QR code using a decoding module. This was done to make sure that the coded information was retrieved properly and the information was not lost in the process. The URL was extracted and sent to the preprocessing module. This step involved deleting undesired characters, and changing the URL into a normalized and consistent format. This was necessary in order to eliminate noise as well as to have uniformity in subsequent processing. Simple validation procedures were also implemented to make sure that the extracted URL was valid.

The URL was subsequently preprocessed and further processed using the method of extracting the static features to transform the URL into a structured numerical feature vector. Lexical features (URL length and number of special characters) and structural features (domain structure and the depth of the directory structure) were harvested. Other features like randomness and concealed patterns in the URL were also taken into consideration in order to enhance detection ability. These features were then extracted and put in a vector format and fed into the machine learning module.

Within the machine learning module, the feature vector was analyzed with the help of a random forest classifier and then the class label was predicted. The model categorized the URL as one of the following categories: benign, phishing, malware or defacement. In addition to the prediction, a confidence score was created, according to the voting of several decision trees. This confidence score was the reliability of the prediction and it was utilized in additional decision making.

A decision module was added to assess the score of confidence. When the confidence score exceeded a specified level, the outcome of the prediction of the static model was considered the final one. But in case of a low confidence score, the URL has been sent back to the dynamic analysis module to do additional checkups. This move assisted in eliminating wrong predictions and

enhancing accuracy of the systems.

A decision module was added to assess the score of confidence. When the confidence score exceeded a specified level, the outcome of the prediction of the static model was considered the final one. But in case of a low confidence score, the URL has been sent back to the dynamic analysis module to do additional checkups. This move assisted in eliminating wrong predictions and enhancing accuracy of the systems.

Lastly, the results of both the static and dynamic analysis were merged in a fusion module to produce the final classification result. When there was a congruency between the two analyses, the outcome was directly validated. In such an event of conflict, the dynamic analysis output was considered as the priority since it represented real-time behavior. This combined approach enhanced the accuracy in general and minimized false forecasts.

The proposed system was meant to achieve accurate, reliable and real-time detection of malicious QR codes. The privacy of users was ensured by conducting analysis in a safe location without any sensitive information. The system was also scaled and efficient, which is why it could be easily integrated with the existing cybersecurity solutions and large-scale applications.
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Fig.1. Overall System Architecture of the Proposed Framework.

3.2 System Workflow
The system workflow was to be used to outline how the proposed QR code detection framework would work step by step as illustrated in Fig. 2. The process was planned in a sequential order to facilitate a smooth flow of data among the various modules.

The system was fed with a QR code image as the input. A decoding method was used to extract the embedded URL and the image was processed. After getting the URL, preprocessing was done to clean and standardize the data by eliminating the undesired characters and transforming them into a standard form.

The extraction was then performed after preprocessing the data to create a set of numerical features that describe the URL. The input to the Random Forest classifier was these features such as lexical and structural. The feature vector

was analyzed by the classifier which came up with the predicted class label and a confidence score.

A predefined threshold value was then used to evaluate the confidence score. In case the confidence score turned out to be large, the forecasted value was taken as a final output. When the confidence score was not large, the system invoked dynamic analysis, which further analyzed the behavior of the URL.

In the dynamic analysis, the URL was run in a secure Docker setup, where the runtime behaviors of redirections, script execution, and validation of the SSL were observed. The analysis findings derived were then added to the static prediction to come up with a final decision.

The system produced the final classification outcome at the end of the process, which revealed whether the QR code URL was benign, phishing, malware or defacement. This workflow process guaranteed correct detection and efficiency and security in the process.
[image: ]




Fig. 2. Flowchart of QR Code URL Detection Process.

3.3 User Interface

The system created possesses a clean and simple user interface such that any one can easily make use of it. Our system is designed in a very understandable way such that anyone, without technical knowledge, can learn to use it. Users may be in a position to drag and drop a QR code on the system or the user can be able to upload an image of a QR code. The system will support image formats such as PNG, JPG and WEBP.. Once the picture has been uploaded, the user is expected to press the Scan QR Code button to begin the process.

As long as the system is running, it displays all the steps. It will then scan the QR code and retrieve the secret URL. Thereafter, it will verify the URL with a machine learning model. It will then conduct sandbox analysis to determine the behavior of the link. Lastly, it will synthesize all findings to come up with a final decision. The user is presented with these steps to be able to know what is going on.

Once the process is completed, the system will present the final result in an understandable manner. It will inform whether the QR code is harmless or hazardous. In case it is hazardous, it indicates the nature of the attack, e.g., phishing, malware, or defacement. The extracted URL is also shown in order that the user can view it.

The system will also provide additional knowledge concerning the URL. It will indicate whether the site is on HTTPS, verifies the security of the SSL, displays domain information, and searches on suspicious words. It also displays such details as number of requests and cookies used by the site. This assists the user in knowing the behavior of the link.

The interface provides real-time responses and updates. It is written in straightforward terms and in distinct parts hence easy to follow. The system displays an error message in case of any issue, such as having an invalid QR code. On the whole, the interface is user-friendly, quick and it makes users aware of the risks of QR codes and do it in a simple manner.
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Fig.3. Proposed System User Interface.


3.4 Dataset Description
Our input datasets were publicly available URL datasets that are used by numerous researchers in malicious URL detection. PhishTank, PhishStorm, Malware Domain Blacklist and ISCX-URL2016 datasets are the major data sets that include the labeled URLs of phishing, malware, defacement, and benign types.
Once the datasets were merged, the duplicates were eliminated to avoid biasness during training. The last dataset will be 651,191 URLs and it will be divided into four classes:
· Benign URLs are the harmless websites.
· Phishing URLs are used to steal user credentials.
· Malware URLs are links that spread malware.
· Defacement URLs are URLs that are linked with hacked sites or with modified sites.
The rough distribution of classes is as follows:
· Benign: ~250,000
· Phishing: ~150,000
· Malware: ~130,000
· Defacement: ~120,000
3.5 Data Preprocessing

Preprocessing of the data was done to ensure that the dataset was correctly and efficiently trained into a model. Firstly, to improve quality of the data collected, the gathered URL data was filtered to exclude repetitions and bad records. Where available such missing values were treated accordingly to prevent processing errors. The URLs were normalized afterwards by putting them in a standard format, which involved standardizing letter cases and eliminating superfluous characters.

The dataset was cleaned and then tagged with four labels: benign, phishing, malware, and defacement. Distribution of classes was investigated and corrected with sampling methods when necessary in order to achieve a balanced learning. The extraction of features was then done to transform the URLs to numbers. Lexical characteristics including URL length and number of special characters and structural characteristics including domain length and directory depth were leveraged out.

Moreover, other sophisticated capabilities such as entropy and character patterns were also taken into consideration in order to identify concealed properties of malicious URLs. The features were extracted and arranged into an organized format that can be used as input to machine learning. Lastly, stratified sampling was used to divide the dataset into training and test sets in an 80:20 proportion to ensure that the classes were balanced. This preprocessing effort made sure that the data was clean, consistent and prepared to be effectively trained and evaluated in the model.

3.6 Static Feature Extraction
The lexical and structural features of URLs contained in QR codes were extracted through the use of a static analysis that did not require the execution of the web content. The features extracted were applied in identifying the unusual patterns, concealed structures and suspicious properties that are usually present in phishing, malware, and defacement attacks. Each URL had a total of 21 features based on a URL. These characteristics were the features that manifested various facets like the URL structure, URL length, character composition, and structural odd patterns.

To examine the textual characteristics of the URL, such as the length of characters, figures, special signs and suspicious key words, lexical features were pulled out. Structural characteristics were derived to research on the structure of the URL, including domain length, subdirectories usage, and use of IP address rather than domain names. Moreover, the extended features like entropy were also taken into account to gauge randomness in URL string, which is usually greater in malicious URLs. Sequential character patterns were also studied to identify concealed or obfuscated patterns.

All the URLs were represented as numeric feature vectors, in which all the extracted features were transformed into a format that could be used by machine learning. It was determined that the feature vector was:

xi=[f1 ,f2 ,f3 ,...,f21]
where 𝑥 x represented the feature vector of the 𝑡ℎith URL and 𝑓 f represented
3.7 
Machine Learning–Based Classification
We viewed the detection of QR code URLs as a malware, phishing, defacement, and safe type of problem. The datasets were mathematically modelled as:
𝑁

𝑖 i

𝑖	𝑗 j

𝐷 = {(𝑥 , 𝑦 )}

the individual extracted feature.

where:
xi= feature vector

𝑖  𝑖

𝑖=1

Table 1: URL features used for static analysis

yi∈{benign, phishing, malware, defacement}
The supervised machine learning algorithm adopted was the Random Forest classifier, which is a classification algorithm. It is a group approach whereby several decision trees are created during training. Independent predictions are made by each tree and the final output is decided by the majority of all the trees that have been voted.
In this method, the dataset was randomly chosen and different subsets, which served as the dataset, were used to construct decision trees. This randomization assisted in alleviating overfitting and enhancing the generalization capability of the model. Consequently, more predictable and consistent forecasts were made than in a single decision tree.
Random Forest classifier was chosen since it can process large datasets and it can be utilized with multiple input features. It is also good at doing so even when data has noise or intricate trends. The study found it appropriate to detect and classify various types of URLs because of these advantages.
Random Forest algorithms have been known to produce numerous decision trees and vote to produce the final prediction. The algorithm helps remove overfitting and enhance the prediction of the model on unseen data.
Model Configuration
· Number of trees: 100
· Maximum tree depth: 20
· Splitting criterion: Gini impurity
· Feature selection: Subset selection at random at every split.
· Training strategy: Stratified 80:20 train-test split.
· Majority voting is used to get the final prediction:
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where

𝑇 (𝑥) represents predictions from individual decision trees.
𝑘

This ensemble approach improves generalization and reduces variance in predictions.
3.8 Confidence Score Calculation
In order to determine the accuracy of a prediction, a confidence score is calculated as a result of agreement between trees in their voting:

𝑁
𝐶 =  𝑐𝑁

𝑡

where:
𝑁 = number of trees predicting the selected class
𝑐
𝑁 = total number of trees
𝑡


A threshold value θ=0.85 is used:

· If C ≥ θC → Prediction is considered reliable
· If C < θC → Dynamic analysis is triggered

This mechanism ensures that uncertain predictions are further validated, reducing misclassification

3.9 Dynamic Analysis
The analysis dynamic aspect was to evaluate the real-time activity of URLs extracted in QR codes in a safe and controlled environment. This test was performed within a Docker based sandbox to ensure that any form of potentially malicious activity cannot affect the host system. A barebones

Ubuntu operating system was installed into the Docker container and network access was restricted to enable a restricted environment of

𝑇
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =	𝑝𝑇 +𝐹

 𝑝
𝑝



execution.
A headless Chromium browser along with Selenium WebDriver, which required no graphical interface, was used to automatically open and

Recall was the measurement of the number of correct identifications of the model in the number of real malicious URLs. We considered recall as:
𝑇

interact with the web pages. When implementing the system, it was

𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑝

𝑇 +𝐹

𝑝  𝑛

followed by tracking different indicative behaviors so that it could be used to detect malicious behavior. These included tracking the redirection paths of an HTTP and HTTPS, checking of DNS resolve to find out whether there is a suspicious or a multi-step redirection and checking of the certificate to verify that the certificate is genuine, the issuer of the certificate and the expiry of the certificate. The system also used to check how JavaScript was being run in order to determine that there were hidden scripts, malice code, or suspicious client-side activities.
The behavior of the page response like loading patterns, the unexpected pop ups and changes of the contents were also recorded to identify any aberrations. Each URL was executed within a set 10-second time limit in order to prevent wastage of resources and inefficiency. This was done in case the URL failed to load within this time, and the process was automatically killed. The forecasts obtained by the dynamic analysis were used as secondary evidence to correct or refine the forecasts obtained by the static Random Forest classifier. This approach allowed this system to recognize complex and previously unseen attacks that would have been invisible with the assistance of the analysis of the static features only. Containerization ensured user privacy, system security, and scalability which saw the framework suitable to be deployed in real time.
3.10 Decision Fusion
The decision fusion module was developed in order to combine the outputs of the static machine learning analysis and dynamic behavioral analysis in order to increase the detection accuracy. The first result of the classifier Random Forest was a prediction and a confidence score based on the amount of trees that vote a particular class. The reliability of the prediction was determined by a predetermined level of 0.8 which was the threshold value. In cases where the confidence score was greater or equal to this number, the final answer was adopted as the static prediction since it implied that there was much confidence.
However, in case the confidence score was lower than the threshold, the system would perform dynamic analysis to authenticate the URL further. The final decision was then refined through dynamic analysis based on the results obtained. In the cases when the outcome of the analysis of the statical and dynamic analysis agreed, the classification was confirmed by the system itself. In cases where the two results were at odds, greater importance was given to the dynamic analysis output, which is also a reflection of real-time behavior of the URL, and provides a more reliable indication of malicious behavior.
This type of confidence based fusion technique allowed the system to reduce not only false predictions but also to improve the overall classification accuracy. The system could strike a balance between accuracy and efficiency, as it could conduct a speedy, yet social analysis and provide more comprehensive validation of behavior when necessary, so it could be adapted to applications of the QR code security to real-time. The governing rule may be prescribed as follows:
If Confidence<θ → Perform Dynamic Analysis
We checked overall performance using classification accuracy defined as:
𝑇 +𝑇

The F1-score was an equal measure between recall and precision. We computed the F1-score to be:
2×𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙𝑓1 − 𝑠𝑐𝑜𝑟𝑒 =


𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙




Additionally, the average latency of dynamic analysis (~1.8 seconds per URL) is measured to evaluate real-time feasibility.
These evaluation parameters helped us to observe the performance of the proposed system in a better way.
4. Result Analysis
4.1 Experimental Setup
The experimental system was to test the effectiveness of the proposed QR code detection system under the realistic environment. It was implemented in Python, and was executed on a system with typical computational resources. The processing of data and its features was done with the help of the Pandas and NumPy libraries, and the machine learning model was created with the aid of the Scikit-learn framework. The Selenium WebDriver was used to carry out dynamic analysis, and a Docker container was used to offer a safe and isolated environment to perform potentially malicious URLs.

The 80:20 split was used to separate the dataset into training and testing subsets and stratified sampling was used to ensure that the classes were not unevenly represented in all categories. The extracted feature set (containing lexical and structural properties of the URLs) was used to train the Random Forest classifier. The model was tested with unseen test data after training to determine the generalization capability of the model to new inputs.

Both the static and hybrid analysis approaches were used to evaluate the performance of the system. In the hybrid model, dynamic analysis was activated in the case where the confidence score of the static model was lower than the predefined threshold. To determine the classification performance, multiple evaluation metrics including accuracy, precision, recall, F1-score, and false positive rate were computed. Also, latency of dynamic analysis was calculated to analyze the execution time and efficiency of the system. This arrangement made sure that the proposed model was tested in a well organized and detailed way.

4.2 Static Model Performance

The performance of the static model was evaluated using the Random Forest classifier, and an overall accuracy of approximately 96.6% was achieved. The model demonstrated strong performance in identifying benign, phishing, and defacement URLs, as reflected by high precision, recall, and F1-score values across these classes. In particular, the defacement class exhibited the highest recall, indicating that the majority of such instances were correctly classified.

A relatively lower recall was however noted in the malware class, indicating that not all malicious URLs were effectively identified. This weakness can be explained by the fact that the malware samples in the dataset were relatively

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =

𝑝  𝑛

𝑇 +𝑇 +𝐹 +𝐹

fewer, and the malware trends are dynamic and complex in nature; hence,

𝑛  𝑛  𝑝  𝑛
We also tested the model based on precision, recall, and F1-score to gain a clearer insight into the performance of classification. Precision that quantified the number of correct positive URLs among the total number of correct positive URLs.
We defined precision as:

they are harder to capture by using fixed features.


The average weighted and macro average scores also showed that the model has had consistent performance in various classes although with slight differences. Moreover, the equal representation of the dataset helped to

minimize the bias in the classification process and enhance the overall reliability of the model.


On the whole, the findings indicate that the model that remained still worked well in the URL classification activity. However, it can be further enhanced by including a bigger and more diverse dataset and by considering advanced or hybrid strategies to improve the detection of complex malware URLs.
Table 2: Experimental Results of Random Forest Classifier Using Static Feature Extraction.
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4.3 Combined Static and Dynamic Analysis Performance

The results of the combined dynamic and static analysis model were tested to enhance accuracy in detection. An overall accuracy of 98.92% was achieved, which was higher than the static model. The findings demonstrated a greater accuracy and recall of all classes, particularly the malware detection. This was realized to be improved due to the dynamic analysis as it aided in detecting suspicious behaviors that were not identified through the use of the static features alone. When the two methods were combined, the number of misclassified URLs was less than when each was used separately. It also reduced the false positive rate thereby enhancing the reliability of the system. The model performed better in dealing with complex and hidden attacks. Dynamic analysis was added to give further information on the basis of real-time URL behavior. The hybrid approach also assisted in enhancing consistency in classification among classes. In general, the composite method gave better, more reliable and efficient outcomes.

Table 3: Hybrid Model Results.
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The performance of the hybrid model was demonstrated in Fig. 4 following the combination of the analysis of the model both in the static and the dynamic analysis. The model was very precise, recalling, and F1-score was high in each of the classes. The benign type scored a hundred percent. The phishing and defacement classes were also performing well. The malware class had a slightly low recall than the other classes. Overall, there was an enhanced outcome in detection with the hybrid approach.
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Fig. 4. Results of Static and Dynamic Analysis Combination

The outcomes proved that the hybrid solution between the static and dynamic method enhanced the detection of the threats of QR codes and retained the efficiency of the Random Forest model as shown in the Fig. 5.
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Fig. 5. Improvement in Accuracy After Adding Dynamic Analysis.





4.4 Classification Results Using Confusion Matrix
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Fig. 6. Confusion Matrix of the Combined ML and Dynamic QR Code Detection Model.
A confusion matrix was used to analyze the accuracy of the classification results to gain insights into the model performance. It was noted that the majority of URLs were properly put into their classes. There were high values on the diagonal of the matrix, which reflected accurate predictions. The few misclassifications were only noted in the off-diagonal elements. The model was very effective in the detection of benign and defacement URLs with high accuracy. There were minor malware and phishing misclassifications, as some of the samples were not correctly identified.

The confusion matrix also assisted in the classification of classes that were more challenging to classify. It was noted that malware URLs at times merged with phishing URLs because of the resemblance. But, on the whole, these errors were few. There was a large ratio between the correct classification rate and the misclassification rate. The model demonstrated a uniform performance in majority of classes. Overall, the confusion matrix confirmed that the proposed system provided accurate, stable, and reliable classification results.
.
4.5 ROC Curve Analysis

The performance of the model was further evaluated using the ROC (Receiver Operating Characteristic) curve. The ROC curve was used to show the relationship between the true positive rate and the false positive rate for different threshold values. It was observed that the curves for all classes were close to the top-left corner, which indicated good classification performance. The Area Under the Curve (AUC) values were found to be high for all classes, showing that the model was able to distinguish between different types of URLs effectively.

The ROC analysis also showed that the model maintained a good balance between sensitivity and specificity. Higher AUC values indicated better prediction capability and fewer classification errors. The results confirmed that the model performed well in separating malicious and benign URLs. Overall, the ROC curve demonstrated that the proposed system achieved strong and reliable classification performance across all classes.

Fig. 6. Multiclass ROC–AUC Curve of the Random Forest.

5. Discussion

The experimental findings reveal that the hybrid framework can be successfully used to enhance detection of malicious QR code URLs, as the proposed framework is a combination of both the analysis of the static features and the dynamic validation of the behavior. The accuracy of the static model was 96.6, which already is competitive in comparison with the current methods based on lexical features only. But using dynamic analysis greatly improved performance and the overall accuracy was 98.61. The enhancement proves that static analysis cannot identify advanced and emerging threats, but dynamic analysis can tell more about the behavior of the run time, including redirections, script execution, and validation of an SSL.
The proposed system has superior classification performance over the traditional system, which is binary classification, as it has a multi-class detection support (benign, phishing, malware, and defacement). The confidence-based decision mechanism is also very important in maximizing performance since dynamic analysis is only automatically activated when needed, thus balancing performance and accuracy.
Despite these improvements, some limitations were witnessed. The malware type had slightly reduced recall with other categories which can be explained by the relatively small number of samples of the malware and the resemblance of certain malware URLs to innocent patterns. Also, dynamic analysis implies an extra amount of latency (around 1.8 seconds per URL), which can become a concern under large-scale real-time deployment without optimization.
Moreover, the system is based on the handcrafted feature extraction, so it might need some new updates to incorporate the new ways of attack. These limitations can be overcome in future work by using larger and more balanced datasets, by considering deep learning models or transformer-based models as potential automated feature learners, and by making the dynamic pipeline of analysis more efficient in terms of latency.
Generally, the findings confirm that the hybrid solution is strong, scalable, and practical in improving the security of QR code in a real-life situation.
6. Limitations
Although the proposed system was able to achieve high accuracy, it presented some limitations. The dynamic analysis process also added more execution time, and it might have impact on the real time performance in large-scale applications. Despite the large dataset utilized, it was not entirely founded on actual scans of QR codes, with URL datasets being utilized and approached to QR code mapping.

It was also noted that the malware class had lower number of samples in comparison to other classes and this impacted slightly on the recall performance. Moreover, the current set of features may not be able to identify all advanced and newly created attack patterns. The system also needed to have computational resources to execute Docker containers and dynamic analysis that might be a limitation with low-resource devices.
Moreover, dynamic analysis relied on network responses, and the availability of websites, which may affect the consistency of outcomes. These shortcomings indicated that more development was necessary to increase scalability, minimize latency, and better detect sophisticated attacks.

7. Conclusion

The current paper introduced a hybrid AI-based cybersecurity paradigm of detecting malicious URLs within QR codes. The proposed system combines the analysis of the system based on the use of the blacklist and signature-based methods and the dynamical validation of the behavior as a method to overcome the weaknesses of the conventional methods of blacklist and signature-based detection. The lexical and structural feature-based component, which is the static analysis component, had an accuracy of 96.6%. The overall detection accuracy was significantly increased by adding dynamic analysis with a safe Docker-based sandbox environment to 98.61.
The findings indicate that the hybrid methods are suitable in minimizing the misclassification rates and boosting the detection reliability as it is able to detect complex and evolving threats which cannot be detected using the static analysis method only. The system is able to categorize the QR code URLs into several categories namely: benign, phishing, malware and defacement and thus provides a more all round threat detection system than the current binary classification methods in use.
Also, the decision mechanism based on confidence will guarantee effective resource use because the dynamic analysis will be activated only in those situations when the prediction of the model is not clear. The design enhances scalability without compromising the detection performance. The containerized implementation system also provides privacy to the users and secures the system, thus the framework can be deployed in real-time in the web and mobile applications.
Despite the good performance of the system, future enhancements could be aimed at improving the accuracy of malware detection with bigger and more balanced datasets, incorporating more powerful deep learning-based automated feature extraction, and streamlining the dynamic analysis process to achieve lower latency.
On the whole, the framework proposed offers a strong, scalable, and feasible solution to counter new cyber threats to the security of QR code-based systems in a real-life scenario.

8. Future Work

The next step in work is to improve the effectiveness, scalability, and flexibility of the proposed QR code threat detectors framework. The use of larger and more balanced datasets to enhance the generalization of models especially in lowly represented classes like malware is one of the main directions. Increasing the data with real-life and varied samples would assist the system to learn more about changing attack patterns.

Moreover, the latest deep learning methods, such as convolutional neural networks and transformer-based models, can be combined to allow automatic feature extraction and enhance detection ability. The models can be able to capture complicated patterns that cannot be well represented using hand crafted features.

The other significant direction is the system-to-zero-day-attacks and the new threats that are based on QR evaluation. This will make the framework sound in a real world scenario whereby attackers are ever changing their tactics.

The dynamic analysis module also needs to be optimized further so that the latency can be reduced and the applicability of the dynamic analysis module made more real-time. Lightweight sandboxing, parallel execution, and selective behavior monitoring are some of the techniques that can be used to minimize processing time without reducing detection accuracy.


Lastly, the framework can be expanded into mobile platforms and be incorporated into real-time QR scanning applications. This would allow practical application in real-life settings like payment systems, government services, and retail applications and improve security and trust by the users
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