AI-Enabled Risk Scoring System for Automated Detection of Scam Job Advertisements
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Abstract:	With the rapid growth of digital recruitment platforms, millions of job seekers rely on online portals to find employment opportunities. However, while online job postings. These scams often trick people with  attractive offers, ask for money upfront, or collect personal information without consent. Most job platforms still rely on manual checking methods which ae slow and not very effective against todays advanced scams. To solve this problem , this project introduces an AI-based job scam detection system that can automatically identify suspicious or fake job listings. It uses artificial intelligence and natural language processing to study job descriptions, spot unusual patterns, and check how trustworthy a job post is. The system also gives each listing a risk score, helping users understand the chances of it being a scam. In addition , explainable AI is used to clearly show why a job is marked as fake or genuine, making the system more transparent and trustworthy. The project also involves building a dataset of both real and fake job postings to train and test the model properly. A simple and user-friendly interface allows users to enter or upload job details and quickly get results along with clear explanations.

1	Introduction
Most people search for jobs online instead of using traditional methods. Platforms like LinkedIn, Indeed, Glassdoor, and Naukri help job seekers apply for opportunities from anywhere. This has made recruitment faster and easier. But along with these benefits, online job scams have also increased.[1]
Many fake job advertisements look very real. Scammers copy company names, use professional language, and promise high salaries to attract candidates. After gaining trust, they may ask for registration fees, training payments, or personal information such as bank details. Because these scams are becoming smarter, it is difficult for job seekers to identify them.[2]
Earlier, job platforms used manual checking or simple keyword filters to detect fake postings. However, these methods are no longer enough. Fake advertisements often contain small warning signs like unrealistic salary packages, urgent hiring messages, or incomplete company information. These details are difficult to catch using basic methods.[3]
Research have begun to apply AI and ML to address this problem in the last few years. AI and ML can analyse patterns in recruiting behaviours and job descriptions. They provide a more accurate way of analysing large amounts of data to find patterns of suspicious activity than solely through human judgement. With the intent of building a system that checks whether or not job postings are genuine or fake, we are developing an AI-based system that analyses the job posting’s text, the job recruiters and other related information. Instead of providing users with just a binary real or fake response, our model will also be able to generate a risk score. The risk score provides users with a greater understanding of how risky the job posting may be to their safety and well being [4]
We also include explainable AI techniques such as SHAP so that users can see why a job was marked as risky. This improves transparency and builds trust. Our goal is to make online job searching safer and reduce the number of people who fall victim to recruitment[5] 
2  Related work 
Job searching through the use of online recruitment sites has been made easier. However, because of an increase in fake job advertisements, many researchers have begun using machine learning models, natural language processing (NLP), and cybersecurity tools to detect fraudulent job postings.
In the early stages of building these kinds of systems, researchers drew inspiration from related industries such as spam detection using email filters, fake news detection using algorithms based on sentiment analysis, and fraudulent review detection using techniques such as text mining. Early machine learning models such as Naïve Bayes, Support Vector Machine (SVM), and Decision Tree were simple to implement and interpret and could identify potential fraud based on specific patterns within job descriptions, including unrealistic salary ranges or ambiguous job descriptions or hiring that appears to require immediate attention. The aforementioned models provided valuable insights for researchers; however, they also suffered from shortcomings. They depended heavily on expert judgment to determine which features ought to be included and were less successful when scammers changed their tactics.

Later, more sophisticated studies demonstrated improved accuracy in detecting fraudulent job postings than early iterations of job posting fraud detection systems. For instance, Rao & Vijay Kumar (2025) developed a machine learning based framework for analyzing fraudulent job postings using the Employment Scam Aegean Dataset (EMSCAD). During their study, Rao & Vijay Kumar tested a series of machine learning algorithms including K-Nearest Neighbors, Naïve Bayes, SVM, Decision Tree, Random Forest, Multilayer Perceptron and Deep Neural Networks and reported significantly better accuracy with ensemble and deep learning model versus traditional classification methods.

However, their system mainly classified job postings as either real or fake. In practical situations, this may not be enough. Recruitment platforms need to understand how risky a job advertisement is, not just whether it is fake or genuine. A binary output does not help in prioritizing highly suspicious job posts.[6]

         Researchers began to look at using deep learning techniques as a way to enhance traditional models due to their limitations. An example of how researchers have employed deep learning methods can be seen in a study by Pillai (2023) who developed an algorithm utilizing Bi-directional Long Short Term Memory (Bi-LSTM) model to help determine whether job postings were fake. The approach used for detecting fake job postings was different from traditional text processing approaches such as bag of words and TF-IDF, because Bi-LSTM learned to identify the sequence and context of words. Based on these characteristics, Bi-LSTM could identify subtle patterns, including persuasive language, emotional manipulation and deceptive promises. The Bi-LSTM model did really well, getting about 98.71% accuracy, which is a lot better than the other models when you look at how precise, recall, and F1-score were measured.

While deep learning has resulted in improved accuracy, most deep learning models are still classified as "black boxes" within which they offer predictions without providing an explanation as to why a particular posting received a fraud classification. Transparency is critical when dealing with sensitive issues such as recruitment fraud. When users do not receive valid supporting documentation for the fraud classification, it is highly unlikely that they will trust the deep learning system completely.

Research on related areas such as spam filtering, fake news detection and online review fraud have also been influential to this field of research. For example, combination models (e.g., random forest & gradient boosted tree) have shown high levels of performance in solving complex texts, while advanced neural networks such as RNNs, CNNs, and transformer-based neural networks have been instrumental in capturing a richer set of linguistic patterns. However, with the application of deep learning models towards the resolution of complex issues, all deep learning systems have been deemed undesirably difficult to interpret. Achieving high levels of accuracy by themselves are not sufficient to build the trust of users in systems developed using deep learning methods.[7]

Even though there has been significant progress, some gaps still exist. Many existing systems are trained on static datasets and do not handle real-time job postings. Most of them provide only binary results without indicating the level of risk. There is also limited focus on prioritizing highly suspicious job advertisements for immediate review.

We want to build on existing machine learning and deep learning methods by incorporating an emphasis on risk into our research. We plan to combine several methods of modeling with deep neural networks, ensemble approaches and Explainable AI. Our goal is to create a system for detecting possible scamming job postings, with the capability of providing an explanation to the user regarding why it considers certain jobs as being potentially scammed. Rather than providing a binary response, the system will issue an evaluation of risk, which will make it much more applicable to real life applications.


3   METHODOLOGY
3.1 System Overview

In this project, we developed a smart system that can automatically identify fake job postings. Instead of simply marking a job as real or fake, our system calculates a risk score that shows how suspicious the job advertisement is. The entire process includes collecting job data, cleaning and preparing it, extracting meaningful patterns, running prediction models, generating a risk score, and finally explaining the result to the user in a clear way.

3.2 Data Collection

To create this system we looked at two open source datasets which are frequently used for research on spot job scam detection; these datasets include both valid jobs and unrealistic jobs, with job descriptions, company details, salary ranges, and marks as fake jobs associated with each listing. Using good datasets allowed us to effectively train the model and accurately measure its accuracy.

3.3 Data Preprocessing

Raw data usually contains noise and unnecessary information, so we first cleaned the data before using it. All text  was converted into lowercase and simplified into its base form. Categorical values were converted into numerical format so that the models could process them. Since fake job postings were fewer compared to real ones, we balanced the training dataset using SMOTE to avoid biased predictions.

3.4 Feature Extraction

To detect fraudulent postings, we carefully identified important features from the data. These features were divided into three categories:

Language-related features, such as overly attractive salary offers, urgent hiring phrases, and unclear job requirements.

Structural features, like missing company details or incomplete contact information. Behavioural features, including suspicious posting patterns by recruiters.

3.5 Model Development

So as a means of enhancing detection accuracy we employed both machine learning and deep learning algorithms (or models). The classic algorithms that we used were Naïve Bayes, Support Vector Machine (SVM), Decision Tree, and Random Forest Classifier (RFC), while we used multilayer perceptron, deep neural network, and Bi-directional long short term memory networks (Bi-LSTM) in order to explain more complicated textual compositions. Out of the various algorithms, the Random Forest Classifier was the superior performer with regard to either defining the structure of the data, while the Bi-LSTM was better at defining whether the description of either job position contained one of the 12-15 job types as per Isaacson's scheme or not.
[image: ]Figure 1: Work flow of detecting job scams.
3.6 Risk Score Generation

Instead of depending on only one model’s output, we combined the prediction probabilities from multiple models. These values were merged to produce a final Risk Score for each job posting. Based on this score, the job is categorized as low, medium, or high risk. This makes the system more practical, as it helps users focus more on highly suspicious job advertisements.

3.7 Explainable AI Integration

To ensure transparency, we added explainable AI techniques. LIME helps explain why a specific job posting was classified as risky, while SHAP shows which features have the greatest impact overall. This makes the system easier to trust and understand.



3.8 Model Training and Testing

The dataset was divided into training/validation and testing sets 80:20 through regular and early stopping methods of training to avoid overfitting and generalizing models; utilizing Adam optimization for deep learning models and binary cross entropy loss; machine learning models utilizing standard parameters.

3.9 Performance Evaluation

Evaluation metrics were used to measure the overall effectiveness of the system: Accuracy, Precision, Recall, F1 Score, ROC AUC, and Cohen’s Kappa. Additionally, we evaluated the ability of the system to accurately identify non-compliant job postings, while at the same time reducing false alerts.

3.10 Deployment

A web-based platform forms the basis of the overall final system. Users use a form or API to submit job details to a system that processes the information instantaneously. The dashboard shows the risk score and provides a written explanation, aiding the user in making an informed decision.

4    RESULTS AND DISCUSSIONS
The AI-based risk scoring system has been evaluated against standard data sets that contain scam jobs. The results indicate that using multiple models produces better performance than using only one machine learning algorithm. Some basic models, including Naïve Bayes, Decision Tree, and Support Vector Machine yield acceptable results, while others such as Random Forest and Bidirectional LSTM yield significantly superior performance.
The Bidirectional LSTM model was particularly effective in understanding complex language patterns found in fake job descriptions, such as misleading promises or emotionally persuasive wording. On the other hand, the Random Forest model handled structured information like salary, location, and company details very efficiently. When the outputs of these models were combined using a weighted ensemble method, the overall accuracy and F1-score improved further. This confirms that integrating different types of models increases the system’s reliability and stability.
          This project introduces a risk scoring approach instead of simply labelling job postings as real or fake. The system analyzes each posting and assigns a risk level based on the chances of fraud. Results show that fraudulent job listings usually receive higher risk scores, while genuine postings fall into the low-risk category. This method helps reduce false alerts and improves the system’s effectiveness. It also allows recruitment platforms to focus on the most suspicious postings first.
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Figure 2: Detection of Job scams Website

The overall performance of the aid system was positively impacted by implementing explainable artificial intelligence methods. LIME and SHAP allowed the model to display important features it utilized in generating its predictions. Various weaknesses in your decision were disclosed through indicators of commonly identified frauds such as inflated wages, absence of verification in hiring companies, language indicating urgency and repetitive activity of recruiters. These disclosures facilitate transparency in your decision-making process while providing knowledge of your decisions to place confidence in your use of these systems.
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Figure 3: This allows users to upload job data and uses AI modules to analyze and detect potential job scams.

In comparison to previous research, the current system exhibits both a high level of accuracy and an excellent amount of interpretability and risk assessment as part of decision support. In contrast to many past methods that have solely concentrated on increasing accuracy, the present investigation extends its usefulness by providing rankings to job postings that suggest their relative threat level. The general results of this study indicate that the current framework will contribute positively towards enhancing trust and safety through the use of online recruitment systems.



5. CONCLUSION
This study describes a risk scoring system that uses artificial intelligence (AI) to automatically identify scam job post and detect scams in remote recruitment as a result of an increase in recruitment fraud using job postings online. Rather than being limited to the use of binary classification (fraud/scam identification), the risk-oriented approach utilizes information pertaining to each job posting to issue risk scores and quantify the level of risk for the postings. Using a hybrid approach of machine learning models, deep learning algorithms, and explainable artificial intelligence (XAI), the system provides objective accuracy while maintaining transparency and real-world usability.

The experiments performed as part of this research support the recommendation that the hybrid ensemble model demonstrates significantly greater predictive accuracy than either the structured feature-based or deep contextual text analytical classifiers alone. This finding substantiates the benefit of utilizing a combination of both structured feature-based learning techniques with deep contextual text analysis, as well as incorporating a continuous risk scoring mechanism to improve efficiently operationalize [sic] the detection of scam and to identify and prioritize interventions, to minimise false, positive errors and provide the basis for evidence-based decision making.
The incorporation of explainable AI techniques such as LIME and SHAP further ensure that prediction made by the system can be easily explained or understood, which is particularly important when deploying systems will be deployed in sensitive or high-risk environments such as fraud detection.
         In conclusion, the proposed system is a scalable, transparent, and intelligent method of providing job seekers and recruitment platforms protection against the risks posed by job postings. Furthermore, this research contributes to the advancement of the field by changing the focus of the detection of scams from a simple binary classification [sic] task to an information-based decision support system.
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Figure 4: Risk prediction of  job scam
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