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ABSTRACT 
[bookmark: _Hlk224259842][bookmark: _Hlk224260034][bookmark: _Hlk224260055]Statistical solution to female students being targeted by cybercriminals (yahoo plus) at federal university Lokoja.  Female students in Nigerian universities face increasing risks from cybercrime, reflecting a broader trend of gender-specific targeting in the digital age. At Federal University Lokoja, where internet connectivity has become integral to academic and social life, female students are particularly vulnerable to cyber threats such as phishing, sextortion, identity theft, and online harassment. Female student are pray due to excess  love of money. The psychological and financial impact of these crimes can impede their academic success and overall well-being, necessitating focused research to address this issue. This study investigate the prevalence and patterns of cybercrime targeting female students at Federal University Lokoja. Findings reveals that  23–27 age group recorded the highest. Students aged 28 and above showed the highest 'rarely' rate at 30.4%,. The findings also  suggest that exposure to cybercrime generally persists and, in several respects, intensifies as students advance through their academic levels. cybercrime is common regardless of device, but most pronounced among smartphone users. 
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1. INTRODUCTION
The increasing reliance on digital platforms among students has created new opportunities for education and social interaction, but it has also introduced significant risks, particularly for female students. Cybercrime targeting women often leverages gender-specific vulnerabilities, with female students frequently falling victim to phishing schemes, online harassment, identity theft, and sextortion. These crimes not only exploit personal information but also cause emotional distress, financial losses, and reputational harm, which can negatively impact the academic performance and mental health of victims. At Federal University Lokoja, where digital technology is integral to campus life, female students are particularly susceptible to these threats due to a lack of awareness about cybersecurity measures and the increasing sophistication of cybercriminal tactics(8,15).
Despite the growing prevalence of cybercrime, there is limited research on its gender-specific impact in Nigerian universities. Understanding how female students are targeted is crucial for designing effective interventions to mitigate these risks. This study is justified by the urgent need to protect students from cyber threats and to address the broader implications of gender-based digital crimes in higher education. By focusing on Federal University Lokoja, the research aims to uncover patterns of cybercrime, assess the level of cybersecurity awareness among female students, and provide data-driven recommendations for enhancing safety. This will not only benefit the university community but also contribute to national efforts to promote cybersecurity and gender equity in education (7,11).
The rapid growth of internet usage and digital technologies has transformed university education, enabling access to vast knowledge resources and enhancing academic communication. However, the integration of technology into academic and personal life has also exposed university students to significant cyber threats. Among these, female students are particularly vulnerable to targeted cybercrimes, often driven by gender-based dynamics that exploit societal norms and personal insecurities. At Federal University Lokoja, where digital engagement is increasingly central to education and social interaction, these vulnerabilities pose a critical challenge (13,14).
The increasing reliance on digital platforms among students has created new opportunities for education and social interaction, but it has also introduced significant risks, particularly for female students. Cybercrime targeting women often leverages gender-specific vulnerabilities, with female students frequently falling victim to phishing schemes, online harassment, identity theft, and sextortion. These crimes not only exploit personal information but also cause emotional distress, financial losses, and reputational harm, which can negatively impact the academic performance and mental health of victims. At Federal University Lokoja, where digital technology is integral to campus life, female students are particularly susceptible to these threats due to a lack of awareness about cybersecurity measures and the increasing sophistication of cybercriminal tactics (12,15).
Cybercrime targeting female students encompasses a wide array of malicious activities, including phishing attacks, online harassment, identity theft, and sextortion. These crimes can cause psychological trauma, financial loss, and social stigma, negatively impacting the victims' academic progress and personal development. Studies indicate that cybercriminals often exploit the perceived technological naivety and emotional vulnerabilities of female victims, further reinforcing the need for targeted interventions. Despite the growing concern about cybercrime in Nigeria, limited research exists that explores its gendered implications, particularly within the context of higher education institutions like Federal University Lokoja. Through this research, stakeholders, including university management and policymakers, will gain valuable insights to inform strategies for enhancing cybersecurity and promoting gender equity in digital spaces(11,16).
This study  examine the types of cybercrimes experienced, the methods used by perpetrators, and the level of awareness among students regarding cybersecurity. Using a mixed-method approach, including structured surveys and focus group discussions, the research will provide statistical insights into gender-specific vulnerabilities and recommend targeted interventions to improve cybersecurity awareness and resilience among female students. The findings will offer actionable recommendations for university management, policymakers, and other stakeholders, contributing to a safer digital environment for all students (5,6).
2. LITERATURE REVIEW
The intersection of gender and cybercrime has gained increasing attention as digital technologies become more pervasive in everyday life. Studies reveal that cybercriminals exploit gender-specific vulnerabilities, with women disproportionately targeted for crimes such as phishing, identity theft, online harassment, and sextortion. For instance, (3,8) highlight how cultural stigmas in Nigeria make women more susceptible to manipulation and less likely to report cybercrimes. Similarly, (5,6) argue that social engineering techniques often prey on emotional and relational dynamics, rendering female victims more vulnerable to cyberattacks. While these studies provide insight into the global trend, their focus on Nigerian universities remains limited, necessitating a localized examination (3,8).
In the context of higher education, limited awareness of cybersecurity practices exacerbates the risks faced by students.(4,7) underscore the lack of formal cybersecurity training in Nigerian institutions, which leaves students ill-prepared to navigate digital threats. Female students are particularly at risk due to inadequate protective mechanisms and targeted strategies employed by cybercriminals. Furthermore, it was) emphasize the role of internet-enabled platforms in facilitating anonymous harassment and sextortion, disproportionately affecting female students. These findings suggest a need for institution-specific research to address the unique vulnerabilities in university environments(2,9).
Although some universities have implemented cybersecurity initiatives, research on their effectiveness is scarce. Studies such as Ibrahim and Bello (2020) advocate for integrating cybersecurity awareness into educational curricula, while Onu and Eze (2023) stress the importance of gender-specific interventions. At Federal University Lokoja, where digital engagement is central to academic and social life, understanding these dynamics is crucial for addressing cyber threats. This study builds on existing literature by focusing on the gendered dimensions of cybercrime within a specific Nigerian university, providing actionable recommendations tailored to the institution's needs(1,10).

3. METHODOLOGY/MATERIALS 
This study focusses on primary data collection, utilizing a quantitative research design to examine the prevalence, patterns, and awareness of cybercrime targeting female students at Federal University Lokoja. The research employs structured surveys to gather data from a representative sample of female students. The survey will include questions related to their experiences with cybercrime, types of cybercrimes encountered, and their awareness of cybersecurity measures. Additionally, focus group discussions may be conducted to gain deeper insights into the personal experiences and perceptions of the participants. The study will be conducted at Federal University Lokoja, located in Kogi State, Nigeria. The university serves as the focal point of the research, providing a context where digital engagement is an essential part of both academic and social activities. Female students from various faculties within the university will be the primary participants. Data will be collected using a structured questionnaire designed to capture the following variables: the prevalence of cybercrime (frequency of exposure to different types of cybercrimes), the nature of cybercrimes experienced, students’ cybersecurity awareness, and their ability to respond to these threats. The questionnaire will be distributed to female students through online platforms and physical distribution across campus. To ensure a broad representation of female students, participants will be selected using a stratified random sampling technique, ensuring that different levels of study (e.g., undergraduate, postgraduate) and various disciplines are adequately represented. The data collected will be analyzed using descriptive statistics to summarize the frequency and types of cybercrimes experienced by female students. The study will also employ inferential statistics to examine the relationship between cybersecurity awareness and the likelihood of being targeted by cybercriminals. Statistical tools such as SPSS or Excel will be used to analyze the data. The results will be presented in the form of tables, charts, and graphs to facilitate interpretation and ensure clarity.The research ensure that ethical considerations, including informed consent and confidentiality, are strictly adhered to throughout the data collection and analysis process.

4. ANALYSIS ON CYBER-CRIME INFLUENCE ON FEMALE STUDENTS

This study investigates the prevalence of cybercrime among female university students, drawing on descriptive statistics and cross-tabulation analysis to assess their exposure to phishing, identity theft, sextortion, and cyberstalking. It further examines how factors such as frequency of internet use, age, and level of study shape vulnerability to these threats. The findings offer an empirical basis for developing targeted awareness campaigns, digital safety training, and evidence-based preventive strategies tailored to the needs of female students.


DEMOGRAPHY ANALYSIS


	AGE
	Frequency 
	Percent

	Below 18
	34
	22.7

	18-22
	36
	24.0

	23-27
	34
	22.7

	28 and above
	46
	30.7




[bookmark: _Hlk224441513]The age distribution of respondents is fairly balanced across all groups. Students aged 28 and above constitute the largest category at 30.7%, a pattern that may reflect the prolonged online exposure characteristic of mature students. Those in the 18–22 age bracket account for 24% of the sample, offering valuable insights given their typically high levels of social media engagement and digital activity. Notably, students below 18 and those aged 23–27 each represent an equal proportion of 22.7%, underscoring that vulnerability to cybercrime is not confined to any single age group but cuts across all stages of student life.

	Levels 
	Frequency 
	Percent

	100
	38
	25.3

	200
	23
	15.3

	300
	34
	22.7

	400
	34
	22.7

	Post Graduate
	21
	14.0


[bookmark: _Hlk224441567]Regarding the distribution of respondents by level of study, 100 Level students constitute the largest group at 25.3%, a finding that is particularly noteworthy given that new entrants may be more susceptible to cybercrime due to limited prior exposure to cybersecurity awareness. Students at the 200 and Postgraduate levels account for 15.3% and 14.0% respectively, representing the smallest proportions in the sample. Those at 300 and 400 Levels each make up 22.7%, reflecting experienced undergraduates with frequent and varied patterns of online engagement. Collectively, the spread of respondents across all academic stages provides a comprehensive basis for understanding the types and prevalence of cybercrimes affecting female students throughout their university education.


	Average internet usage
	       Frequency 
	Percent

	Less than an hour
	45
	30.0

	1-3 hours
	29
	19.3

	4-6 hours
	32
	21.3

	6 hours Above
	44
	29.3



The distribution of respondents by average daily internet usage reveals two dominant patterns. The largest group, at 30.0%, reported using the internet for less than an hour per day, while those using it for six hours or more accounted for a close 29.3%. Students in the intermediate categories, one to three hours and four to six hours, represented 19.3% and 21.3% respectively. These figures suggest that cybercrime risk is not exclusive to heavy internet users; however, those with prolonged online activity face heightened exposure by virtue of their greater engagement with social media platforms, online transactions, and academic research. The near-equal distribution between low and high usage groups provides a useful basis for examining how internet habits shape vulnerability to cyber threats among female students.

OBJECTIVES ONE
Percentage Analysis of Frequency of cybercrime experience 
	Frequency of Cyber Crime Experience

	Age
	NEVER 
	RARELY
	SOMETIMES
	OFTEN

	
	F 
	% 
	F        
	% 
	F 
	% 
	F 
	%  

	Below 18
	6
	17.7
	10
	29.4
	10
	29.4
	8
	23.52

	18-22
	11
	30.55
	8
	22.22
	9
	25
	8
	22.22

	23-27
	7
	20.58
	8
	23.53
	13
	38.24
	6
	17.68

	28 Above
	13
	28.26
	14
	30.44
	9
	19.57
	10
	21.73




[bookmark: _Hlk224260531][bookmark: _Hlk224260505]The cross-tabulation of cybercrime experience by age reveals that cyber threats affect female students across all age groups, though with varying degrees of frequency. Among students below 18, equal proportions reported experiencing cybercrime rarely and sometimes (29.4% each), with 23.5% indicating frequent encounters, suggesting that even the youngest respondents are not insulated from cyber risks. Students in the 18–22 age group recorded the highest 'never' rate at 30.6%, yet a combined 47.2% still reported experiencing cybercrime sometimes or often, reflecting their considerable digital exposure. The 23–27 age group recorded the highest 'sometimes' response across all categories at 38.2%, indicating a notably elevated frequency of cyber encounters among mid-level students. Students aged 28 and above showed the highest 'rarely' rate at 30.4%, alongside a relatively high 'never' rate of 28.3%, which may suggest greater digital caution developed through experience.
Level of study * Frequency of cybercrime experience

	Frequency of Cyber Crime Experience

	LEVEL
	NEVER 
	RARELY
	SOMETIMES
	OFTEN

	
	F 
	% 
	F        
	% 
	F 
	% 
	F 
	%  

	100
	5
	39.47
	5
	13.15
	13
	34.21
	5
	13.15

	200
	6
	26.1
	5
	21.8
	6
	26.1
	6
	26.1

	300
	6
	17.64
	13
	32.35
	7
	20.58
	10
	29.4

	400
	6
	17.64
	13
	38.2
	8
	23.6
	7
	20.6


	PGD
	4
	19.0
	6
	28.6
	7
	33.3
	4
	19.1



[bookmark: _Hlk224441647]The cross-tabulation of cybercrime experience by level of study indicates that cyber threats are pervasive across all academic stages, though the pattern of frequency varies considerably. Among 100 Level students, the largest proportion, 34.21% reported sometimes experiencing cybercrime, while equal shares of 13.15% recorded rarely, often, and never, suggesting that despite being new entrants, a significant portion already face cyber risks. At the 200 Level, responses were distributed almost evenly across all four categories, with never, sometimes, and often each accounting for 26.1%, pointing to a steady and consistent level of exposure as students become more digitally active.
[bookmark: _Hlk224260568]A shift becomes evident at the 300 and 400 Levels, where higher proportions reported rarely and often experiencing cybercrime, 32.35% and 29.4% respectively for 300 Level students, and 38.2% and 20.6% for those at 400 Level. This pattern likely reflects the increased online engagement associated with advanced coursework, research activity, and greater use of digital platforms. Postgraduate students follow a similar trend, with 33.3% reporting sometimes and 28.6% rarely encountering cybercrime, confirming that vulnerability does not diminish with academic progression. Taken together, the findings suggest that exposure to cybercrime generally persists and, in several respects, intensifies as students advance through their academic levels.
Primary device used to access the internet * Frequency of cybercrime experience cross tabulation
	PRIMARY USE OF INTERNET

	LEVEL
	NEVER 
	
	RARELY
	SOMETIMES
	OFTEN

	
	F 
	% 
	F        
	% 
	F 
	% 
	F 
	%  

	Smartphone
	12
	27.3
	5
	11.4
	13
	29.6
	14
	31

	Laptop
	10
	27.77
	11
	30.6
	6
	16.7
	9
	25

	Tablets
	7
	20
	11
	31.4
	13
	37.1
	4
	11



[bookmark: _Hlk224441681]Cybercrime is widespread across all primary internet devices among female students.
Smartphone users report the highest prevalence, with 60.55% experiencing it sometimes or often.
Tablet and laptop users also show significant exposure, at 48.14% and 41.66% respectively.
[bookmark: _Hlk224260601] cybercrime is common regardless of device, but most pronounced among smartphone users



OBJECTIVES 2
 TO IDENTIFY THE COMMON TYPE OF CYBERCRIME AMONG FEMALE STUDENTS
	Type of cybercrime experienced

	Type of
Cybercrime
	NEVER 
	RARELY
	SOMETIMES
	OFTEN

	
	F 
	% 
	F        
	% 
	F 
	% 
	F 
	%  

	Phishing
	9
	31.03
	8
	27.5
	6
	20.6
	6
	20.6

	Identity
Theft
	10
	30.3
	9
	27.3
	10
	30.3
	4
	12.1

	Sex-thortion
	10
	29.4
	10
	29.4
	7
	20.6
	7
	20.6

	Cyber-Stalking
	6
	27.3
	6
	27.3
	4
	18.2
	6
	27.3


	None
	11
	34.4
	7
	21.9
	7
	21.9
	7
	21.9



[bookmark: _Hlk224441742][bookmark: _Hlk224260627]The frequency distribution of cybercrime types experienced by female students reveals that all identified categories of cybercrime are present to varying degrees, confirming that digital threats are both diverse and widespread within the sample. Phishing emerged as a notable concern, with 20.6% of respondents reporting sometimes and often experiencing it respectively, while 27.5% encountered it rarely, suggesting that deceptive online communications through emails and messages remain a recurring hazard, likely amplified by students' extensive academic and social media activity. Identity theft presented a broadly distributed pattern, with equal proportions of 30.3% reporting never and sometimes experiencing it, and 27.3% encountering it rarely. This distribution reflects the risks associated with students routinely sharing personal information across digital platforms for academic, social, and financial purposes. Sextortion, though a more sensitive form of cybercrime, was similarly prevalent, with 29.4% each reporting never and rarely experiencing it, and 20.6% each indicating sometimes and often, a finding that underscores the serious emotional and psychological risks this crime poses to female students
[bookmark: _Hlk224442056]OBJECTIVES 3 (Recommendation to this study)
To Propose a library Solution to reduce cyber-Security Risk among female Students

· The library can host regular workshops and seminars on recognizing phishing, identity theft, cyber-stalking, and sex-thortion.
· Provide guides, tutorials, and access to online courses on safe internet practices, password management, and secure online transactions.
· [bookmark: _Hlk224441802]Ensure library computers have updated antivirus software, firewalls, and restricted access to high-risk sites.
· The library can serve as a point of contact for reporting cybercrime incidents and provide guidance on next steps.
· Focus on students with high internet usage to build proactive cybersecurity habits.


5. DISCUSSION
Those in the 18–22 age bracket account for 24% of the sample, offering valuable insights given their typically high levels of social media engagement and digital activity. Notably, students below 18 and those aged 23–27 each represent an equal proportion of 22.7%, underscoring that vulnerability to cybercrime is not confined to any single age group but cuts across all stages of student life. Those at 300 and 400 Levels each make up 22.7%, reflecting experienced undergraduates with frequent and varied patterns of online engagement. Collectively, the spread of respondents across all academic stages provides a comprehensive basis for understanding the types and prevalence of cybercrimes affecting female students throughout their university education. Cybercrime experience by level of study indicates that cyber threats are pervasive across all academic stages, though the pattern of frequency varies considerably. Among 100 Level students, the largest proportion, 34.21% reported sometimes experiencing cybercrime, while equal shares of 13.15% recorded rarely, often, and never, suggesting that despite being new entrants, a significant portion already face cyber risks. At the 200 Level, responses were distributed almost evenly across all four categories, with never, sometimes, and often each accounting for 26.1%, pointing to a steady and consistent level of exposure as students become more digitally active.A shift becomes evident at the 300 and 400 Levels, where higher proportions reported rarely and often experiencing cybercrime, 32.35% and 29.4% respectively for 300 Level students, and 38.2% and 20.6% for those at 400 Level. This pattern likely reflects the increased online engagement associated with advanced coursework, research activity, and greater use of digital platforms. Postgraduate students follow a similar trend, with 33.3% reporting sometimes and 28.6% rarely encountering cybercrime, confirming that vulnerability does not diminish with academic progression. Taken together, the findings suggest that exposure to cybercrime generally persists and, in several respects, intensifies as students advance through their academic levels.
6. CONCLUSION
In conclusion, Cybercrime is widespread across all primary internet devices among female students. Female student are pray due to excess  love of money. Smartphone users report the highest prevalence, with 60.55% experiencing it sometimes or often. Tablet and laptop users also show significant exposure, at 48.14% and 41.66% respectively.  cybercrime is common regardless of device, but most pronounced among smartphone users. This distribution reflects the risks associated with students routinely sharing personal information across digital platforms for academic, social, and financial purposes. Sextortion, though a more sensitive form of cybercrime, was similarly prevalent, with 29.4% each reporting never and rarely experiencing it, and 20.6% each indicating sometimes and often, a finding that underscore.  Some recommendations includes that the institution should  ensure library computers have updated antivirus software, firewalls, and restricted access to high-risk sites. The library can serve as a point of contact for reporting cybercrime incidents and provide guidance on next steps. Focus on students with high internet usage to build proactive cybersecurity habits. The serious emotional and psychological risks this crime poses to female students is hefty  if not put on control.
 
7. WEAKNESS AND FUTURE RESEARCH
This study  provide valuable insights into the female students being targeted by cybercriminals (yahoo plus) at federal university Lokoja.  Female students in Nigerian universities face increasing risks from cybercrime, reflecting a broader trend of gender-specific targeting in the digital age. This study is restricted to federal university Lokoja. Increasing the scope and frame to extend to other institutions in Nigeria can be a full study.
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