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Abstract-Deep learning is an artificial intelligence (AI) subfield that could deliver effective skills in the processing of complex data and enhance prediction quality. This paper discusses its applications to banking fraud detection, its Graph Neural Networks (GNNs) and Autoencoders specialization. The GNN- based lambda architecture of real-time fraud detection and the Autoencoder based model of detecting anomalies in credit card transactions are some suggestions that we are making. The methods are validated according to the transaction data of two financial institutions and can demonstrate high performance with the balancing of the accuracy and recall. Python implementation is dynamic and capable of analysing large datasets hence offering a real time decision making. Our findings indicate that deep learning has a prospect of improving the fraud prevention systems and improving the working efficiency of the banking environment..
Keywords—Deep learning, credit card fraud, Graph Neural Networks (GNNs), Autoencoders, anomaly detection.
1. INTRODUCTION
Banking fraud can be rather long-term, and it comprises identity theft, credit card fraud, check fraud and account takeovers, and phishing attacks [1]. Fraud detection systems that can potentially analyze a transaction in real time are also adopted as part of the

effort by financial institutions to mitigate these threats, thereby detecting suspicious activity in a short period of time[2].Other methods of strong customer authentication are also in place, such as two-factor authentication(2FA) and biometric verification[2].
This notwithstanding, a huge challenge of fraud detection is still facing banks [3]. The rule based methods are also not effective since the fraudsters are continuously moving their methods in order to exploit the loophole within the system. The huge volumes of daily transactions also make it hard to spot, manual inspection is too long and it is not sufficient to show subtle anomalies. In addition, the institutions need to strike a balance between fraud prevention and customer convenience; too strict limits will create a false-positive and interfere with the legitimate users.
Deep learning has become a potential solution to such problems [4]. Through the use of sophisticated algorithms, such models can handle large amounts of data and can be trained using historical data on transactions [5], which can help to find unusual transactions that can be signs of fraud. Notably, deep learning systems evolve throughout their lifespan since they are exposed to new data, thus they are robust to the changing fraud schemes [6]. They also minimize false positives because they make use of contextual information in decision making.

In this work, the authors examine the detection of fraud on credit card transactions with the help of Graph Neural Networks (GNNs) and Autoencoders. The most important contributions are the following:
1. Deep learning application to graph structures to identify fraudulent online transactions.
2. Posting of a GNN based lambda architecture of real time fraud detection and an Autoencoder based methodology of anomaly detection of credit card usage.
3. Case study validation of the proposed models by use of transaction data of two Pakistani banks.

4. Comparative studies bringing out the difference between the current practices of operation and new deep learning based practices.
2. LITERATURE REVIEW
Machine learning (ML) and deep learning (DL) methods have been widely used in detecting fraud in the banking industry. Nevertheless, the current methods are typically limited in terms of scalability, flexibility, and precision. Table 1 summarizes the main contributions by the previous studies as well as their limitations.Ref. Name
Technique Method Used
Limitations



Bao et al. [7]
Machine learning				and deep		learning sentiment detection; random		forest and	big		data analytics.
Concentrated on analysis of tone of satisfaction and	not
financial fraud; no	model specific		to fraud.



Mahalle et al. [8]

ML & DL in business intelligence; big data management
Problems			with working				with large		volumes of	data;				the absence		of		a specific			fraud detection infrastructure.
Recent advancements [9][10]
Behavioural models, biometrics, ML, DL models.
Difficulty   in
changing the fraud patterns; lack of real-time flexibility.
Liu et al. [13]
– HA-GNN
Attention
modules	and adjacency
High
computational cost;	complex




	
	matrices Hierarchical Attention GNN.
	design increases inference time.

	
Kanan et al. [11]
	
GNN vs. tree- based models
	GNN is more precise and takes more time to inquire.

	

Bouguettaya et al. [12]
	Multi-view heterogeneous GNN
propagation	of labels.
	Relies on the quality of the graphs;   large
datasets have scalability
problems.

	

CSO-DCNN [7]
	
Competitive Swarm Optimization + Deep CNN
	The performance is not similar in all areas;		needs huge		amounts of	data		and
optimization.

	


Achary	& Shelke [13]
	

ANN,	SVM,
Logistic Regression, Random Forest
	Accuracy topped	at
around	92; monitored approaches require labelled information and do not work on
concealed fraud.

	
Liu et al. [14]
	DL	+	BI
integration framework
	Theoretical model; does not have	practical fraud  detection
implementation.

	


Liu et al. [15]
	

Autoencoder	+ Variational Autoencoder (VAE)
	The	methods
based	on
reconstruction do not work in those	cases when fraud is similar		to
transactions.

	

Bukhori et al. [16]
	

Autoencoder	+ Decision Tree
	The performance of AE
reconstruction; generalization is limited	with
respect	to evolving fraud.


3. Methodology	(Problem	statements, Algorithms, Architecture)
A. Problem Statement

Credit card detection in the banking sector has been an extremely complicated and dynamic issue. The fraudsters evolve at a high rate and sometimes they evade customary rule-based detection systems that use fixed patterns. Simultaneously, data produced by banking institutions comprises of enormous and constantly evolving datasets that are highly unbalanced, with the true transactions significantly exceeding the fraudulent ones. Such disparity renders the manual inspection infeasible and constrains the performance of traditional supervised learning methods.
An additional layer of complexity appears with real- time detection because systems have to work with very low latency, and also must be highly accurate. Current machine learning and deep learning systems are often unable to capture the latent relational relationships between accounts, merchants, and transactions which are vital in detecting organized fraudulent activity. Therefore, there is an urgent requirement of the integrated deep learning framework capable of processing both past and real- time data, adjust to the change of fraud tactics, and provide a stable work in the banking setting.
The purpose of this paper is to propose and test such a framework with the following objectives, which will improve accuracy in the detection task, minimize false positives, allow real-time decision-making, and be scalable to work with large and dynamic financial data.
B. Dataset Preparation
The data that was used to study in this paper was sourced in Pakistan in Meezan Bank and UBL Bank. It comprises 284,807 transactions, where there are 492 transactions that are fraudulent, which makes the imbalance of legitimate and fraudulent cases severe. Every transaction has time, amount, merchant, cardholder and card metadata. In order to deal with the skewed distributions, Min-Max Scaling was used to normalize the data. To train and evaluate the model, the dataset was split into two, the first 11 months of the transactions training the historical model and the last month of data was left as real time test data. This division makes sure that the models are tested on the unknown and temporally related data which is simulating the conditions of real world deployment.
C. Algorithms Used
C.1 Graph Neural Network (GNN)

The intricate nature of transaction, account and merchant relationships with one another was captured using Graph Neural Networks. GNNs use graphs to model interactions and identify hidden patterns of frauds unlike the traditional model which treats each transaction separately. The GNN used in this research was built to work with semi supervised node classification such that the model can learn using both labeled and unlabeled data.
Key techniques integrated into the GNN include: Increase its effectiveness of fraudulent transactions detection in dynamic banking settings. To begin with, the temporal transaction graphs were modeled to depict sequencing activity to enable the model to capture the change in behavior with the passage of time. The Gated Temporal Attention Network (GTAN) was used to add more effectiveness to the consideration of temporal dependencies, which allowed learning time-related information during sequence transactions. The graph learning based on attributes was also used to infuse transaction specific features directly in the graph structure, so that the contextual information like the merchants and cardholder attributes were part of the learning process.
The graph message passing was used in obtaining relational modeling to enable transfer of information across the interconnected nodes and better detecting of concealed fraud. In order to deal with the limited number of labeled data, masked label learning was proposed, which enabled the model to utilize partially labeled graphs and remain robust. Lastly, multi-head temporal attention was incorporated to enhance feature extraction and enhance detection accuracy every aspect of temporal and relational dependencies at the same time. The combination of these methods formed a GNN architecture that could accurately detect a fraudulent behavior in a real-time situation and model intricate transaction networks.
This structure enables the GNN to detect patterns of fraud that develop over a period of time and on a collection of accounts which would be quite useful in detecting real time fraud.
C.2 Autoencoder
Autoencoders were also used as an unsupervised method of detecting anomalies. The model is taught the normal distribution of transaction behavior and anomalies are detected in terms of reconstruction

error. The transactions that differ a lot with the learned ones are identified as possible fraud.
The Autoencoder consists of three main components:
i. Encoder – compresses transaction features into a lower-dimensional representation.
ii. Latent bottleneck layer – captures the essential characteristics of normal transactions.
iii. Decoder – reconstructs the original input from the latent representation.
Anomaly score is the difference between the input and reconstructed output which is calculated using the Mean Squared Error (MSE). Those transaction with high error are regarded as fraudulent whereas those with low error are considered as genuine. This method is especially useful in disequilibrium datasets, where it does not use extensive volumes of frauds data indicated as such.
D. Algorithms
Past research studies have examined several algorithms that can be used to detect fraud and analyze anomalies. Random Forests and other deep learning models have been used as conventional machine learning methods to work with large data sets and attain a high level of robustness and accuracy in their work as sentiment detectors and so on [7]. Nevertheless, these methods were not created with financial fraud in mind so their application is not as broad.
In business intelligence, the ML and DL models have been applied in the management of large volumes of data and decision making [8]. Although these methods are scalable, they do not have a specific fraud detection framework. The more recent works have incorporated behavioral analysis, biometrics, and deep learning models to banking systems [9][10] to offer real time detection and to adapt to emerging fraud patterns, but dealing with newer techniques has remained a challenge.
Graph based methods have attracted attention due to their capability of modeling the complex relationships. The Hierarchical Attention based GNN (HA GNN) of Liu et al. [13] has multi level attention mechanisms, which are used to model transaction graphs to enhance the detection accuracy, but it consumes substantial computational resources. In a similar way, Kanan et al. [11] has shown that GNNs are better than tree based models in classification tasks, but their inference time is higher. Bouguettaya et al. [12] followed this effort with a multi view heterogeneous GNN with label propagation with superior accuracy that had a problem with scaling with extremely large datasets. There are also suggestions of hybrid deep learning models. The CSO DCNN architecture [16] is a hybrid of Competitive  Swarm  Optimization  and  Deep

Convolutional Neural Networks and provides good performance in terms of anomalies detection in domains including insurance, credit card fraud and so on. ML comparisons Classical ML comparisons between Achary and Shelke [13] revealed that deep learning models presently outperform ANN, SVM, and Logistic Regression with a high of 92% precision, however, supervised learning still relies on labeled data.
Autoencoder based approaches are popular in detecting anomaly. Liu et al. [15] used VAE to detect credit card fraud and they performed better than traditional anomaly detectors as they are able to learn the complex nonlinear patterns. Bukhori et al. [16] used the Autoencoders with Decision Trees to come up with the interpretable models with better performance, and performance is largely influenced by reconstruction quality. The temporal modeling has been studied too: The Temporal Graph Attention Network (TGAT) proposed by Xu et al. [17] is able to capture time sensitive fraud behavior, and Stacked Denoising Autoencoders by Vincent et al. [24] can be used to detect fraud even when the data is noisy.
Although the simple ML and DL models give good baselines, they may not adequately describe the relationship dependencies present in financial transactions. The aspect of fraudulent activity is not thought out in a vacuum and as such, it entails a cluster of accounts, traders and recurring patterns of transactions. It is of particular use to graph based approaches, which are able to represent such relationships directly. The GNNs computing expensive and the complexity of graph construction are however impediments to application in the real world especially in large banking systems. Autoencoders are however better at identifying anomalies without supervision which is needed, as the quantity of data of fraud labeled with labels is small. They are able to identify the deviations with the knowledge of the normal transactions distribution without having to waste a lot of time manually labeling the deviations. Nevertheless, reconstruction based methods fail in some instances when there is a close relationship between the fraudulent and real behaviour. The latter disadvantage promotes hybrid approaches, which apply Autoencoders to other classifiers (or portions thereof) into larger structures.Our work is based on these findings as it combines GNNs to model relationships with Autoencoders to detect anomalies, resulting in a single framework that allows us to balance scalability, accuracy, and adaptability. The two-fold strategy enables us to identify fraud trends on the network of transactions and at the same time trace abnormalities in the use of individual credit cards. Through testing the models using real banking data

we show that this integration offers a realistic solution to both the historical analysis and real time fraud prevention.
E. Architecture
[image: ]

Fig. 1. Real-time payment fraud detection system architecture using streaming analysis and notification workflow.
[image: ]
Fig. 2. Machine learning pipeline for fraud detection including data balancing, training, testing, and classification.
4. Experimental results (Proposed outcomes)
The suggested framework was compared with two complementary models a Graph Neural Network (GNN) with the Gated Temporal Attention Network (GTAN) and an Autoencoder to detect anomaly- related transactions based on the reconstruction error.Two real banking datasets were used to measure the performance of the proposed framework. under varying conditions.
A. GNN Experimental Results

The GTAN model was evaluated using Average Precision (AP), Area Under the Curve (AUC), and F1-macro scores across different labeled-data training ratios ranging from 10% to 80%. The results demonstrate that GTAN consistently outperforms baseline approaches across all ratios. Even with only 10% labeled data, the model achieved significantly higher AUC scores compared to competing methods. The performance improved further as the percentage of labeled data went up to 50-80%, which proves the scalability of the method. It is important to note that the UBL dataset was found to be not very sensitive to the changes in trainings ratios, so the variance was not more than 2%, which also demonstrates the strength of GTAN even when the training is done on small labeled sets. Overall, the experiments confirm that GTAN delivers stable and reliable performance under limited supervision.
Ablation study was carried out in order to examine more the contribution of the separate components. Three different variants were tested, which included; GTAN A (attribute only), GTAN R (residual based) and entire GTAN model. The complete model always reported the highest scores in AP and AUC indicating that combining attribute and residual learning is important. Two layers of GNN gave the best performance, and architecture depth resulted in over smoothing and worse performance. Propagation mechanism was discovered to be especially productive in seizure and representation of pattern in fraud over time, which justifies the worth of the complete GTAN design. These results support the fact that the combined GTAN design offers greater fraud detection than the incomplete ones.
B. Autoencoder Experimental Results
The Autoencoder was evaluated using reconstruction error, confusion matrices, precision–recall curves, and AUC metrics. For these experiments, 26 attributes were available, but only three—transaction time, amount, and status—were selected to reduce dimensionality. The dataset was split into 80% for training and 20% for testing, with Min–Max scaling applied to address imbalance.
The Autoencoder was able to identify all the 306 fraud cases on the training set consisting of the 3,000 transactions and correctly classified 2,694 of the genuine transactions with only 7 false positives of genuine transactions. This gave a 99.76% accuracy in training. The model was again found to identify all

the 217 cases of fraud and 1,778 genuine transactions and only five false positives on the testing set of 2,000 transactions and a testing accuracy of 99.75%. Reconstruction error analysis showed that there were distinct fraud and real transactions. The cases of frauds showed significant errors in reconstruction continually, whereas valid transactions had low levels of error, thus the anomalies can be accurately detected by setting a threshold. Precision-threshold analysis also revealed that adding more classification threshold to the model caused the model to become more conservative but minimally decreased true positives and more false negatives. Both sensitivity and specificity are attested by the high AUC values, which prove a good separation of fraudulent and non fraudulent transaction.
C. System Output for Real-Time Fraud Detection
[image: ]
Fig. 3. The proposed framework of fraud detection experimental output where predicted results and analytical output of transaction details are shown on the monitoring dashboard.
5. Challenges and Future work
The sphere of experience of banking system fraud detection is complicated by numerous issues that should be resolved, to guarantee the stable and scalable use of machine learning and graph-based systems. One of the main challenges is the dynamism of the techniques of fraud. The fraudsters are continuously improving their methods and will render the machine learning model and the rule-based systems that are not adapted inefficient in the future. This calls on new flexible structures, which are able to learn on the basis of new trends.
The other significant challenge is the highly skewed nature of banking information. The ratio of fraud cases is generally far too small relative to the overall activity, which leads to bias in the training and it

lowers detectives. Moreover, minimal-latency real- time-detecting is computationally costly, especially when operating a deep learning model such as Graph Neural Networks (GNNs), which have a reputation of being very complicated to run.
Graph-based models remain a significant issue in terms of scalability. GNNs need to process millions of nodes and edges when applied to a large network of banks, which is computationally infeasible on real time networks. This is further complicated by the fact that dynamic, temporal transaction graphs cannot be constructed without much thought and a great deal of computing power to offer good relational modeling. Another sensitive point is fraud detection vs. customer convenience. Too many detection systems may wind up labelling non-malicious transactions and thus leave a poor user experience and reducing trust in the system. Furthermore, it is also true that the quality of the available data determines the success of deep learning models. Unresolved attributes, incorrect inputs and inconsistent metadata might drastically worsen the performance of the model.
The fact that semi-supervised and unsupervised learning models, such as GNNs and Autoencoders, are used, also limits their usage by the relatively small amount of labeled instances of fraud. This affects generalization and optimization of models. In addition, the training and the inference time of the computations may need high-performance devices particularly in temporal GNN models like GTAN and TGAT, which may not always be affordable in every institution. Finally, the adoption of these advanced models into the existing banking system would create a logistical issue as well as a financial one that would require the system to be revamped and its expansion to the tune of big ticket.
There are several research opportunities available in a prospective look. The detection accuracy can be enhanced through incorporation of other deep learning models such as the hybrid anomaly detectors and the rule based systems. The retraining on a periodical foundation of the model, with the now titled transactions is required to capture the new fraud patterns. The framework can also be extended to the rest of the areas, which include money laundering, phishing, account takeover, and insurance fraud.
Application of such models to real life production systems is also a significant activity and is also a

concern of optimization of storing of graphs, messages and update processes that can handle the large amounts of transactions. The other concern is that the accuracy of GNN architectures should be improved since the level of their performance does not always reflect the potential level of performance in real life. The application of the information given by the deep learning and the business intelligence tools could also help in making decisions in the realm of banking operations. In addition, a more extensive set of features, such as the metadata of devices, their location history, and cross-channel behavior may become useful to increase the fraud detection. New technologies such as federated learning can be used to take up future directions in the field of secure, distributed model training across institutions without violating the privacy of data. Lastly, transparency can be improved through the use of explainable AI (XAI), which will enable risk analysts and auditors to make better sense of fraud decisions.
6. Conclusion
This paper has shown that deep learning methods are effective in strengthening fraud detection in the banking industry. Combining Graph Neural Networks (GNNs) with temporal attention mechanisms and Autoencoders to detect anomalies, we offer a unified framework, which is able to process relational and transactional data. Through experimentation, it has been established that the proposed models are highly accurate, robust on few labeled data, and the models separate fraudulent and genuine transactions.
This work has two folds of contribution: 1) the GNN supported lambda architecture can be applied to detect changing patterns of frauds in network of transactions in real time; 2) the Autoencoder model can be used to detect anomalies in highly imbalanced datasets with high level of confidence. Combined, these strategies minimize false positives, increase the accuracy of detection, and assist financial institutions in scalable fraud prevention.
To conclude, the application of deep learning to business intelligence is an effective and viable avenue to the current fraud detection processes. Banks that use artificial intelligence to process dynamic financial data will be able to improve security, efficiency, and keep up with the ever- changing environment of financial fraud.
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