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Abstract
This study examined Multi-Factor Authentication and secure digital learning among computer science undergraduates in universities in Enugu State, Nigeria. The study investigated students’ utilisation of Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) technologies within digital learning environments and examined gender differences in secure authentication utilisation. A descriptive survey research design was adopted. The study population comprised 5,351 computer science undergraduates, and a sample of 486 respondents, consisting of 295 males and 191 females, was selected using a multi-stage, proportionate stratified random sampling technique. Data were collected using the Cybersecurity Application Utilisation for Digital Learning Questionnaire (CAUDLQ). The mean, standard deviation, and independent-samples t-test were used for data analysis. Findings revealed that students utilised MFA/2FA technologies to a limited extent overall, although male students demonstrated relatively stronger utilisation than female students. The findings further revealed significant gender differences in the utilisation of MFA/2FA among computer science undergraduates. The study concluded that secure authentication technologies remain underutilised within digital learning environments despite increasing cybersecurity threats facing universities. The study recommended the mandatory institutional implementation of MFA/2FA systems, practical cybersecurity training, and increased awareness of digital identity protection among university students.
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INTRODUCTION
The rapid expansion of digital technologies within higher education institutions has significantly transformed educational delivery systems and academic interactions across universities globally. Universities increasingly depend on online learning platforms, institutional portals, cloud-based educational systems, virtual classrooms, and internet-enabled communication technologies for teaching, learning, assessment, research, and academic administration. These technologies have improved educational accessibility, flexibility, collaboration, and continuity in higher education.
The increasing dependence on digital learning technologies became more prominent following the COVID-19 pandemic, which compelled educational institutions worldwide to adopt online learning systems to sustain academic activities. According to UNESCO (2021), universities worldwide have increasingly embraced digital learning technologies to maintain educational continuity amid institutional disruptions caused by the pandemic. Consequently, students became heavily dependent on digital systems for submitting assignments, academic communication, online assessments, virtual interactions, and cloud-based learning activities.
Despite the numerous benefits of digital learning systems, the increasing dependence on internet-enabled technologies has exposed universities to growing cybersecurity threats. Educational institutions increasingly experience cyberattacks, including phishing, malware infections, credential theft, identity compromise, unauthorised access to institutional systems, ransomware, and digital information breaches. These cybersecurity threats pose serious risks to academic records, students’ personal information, institutional databases, digital communication platforms, and online learning systems. The increasing sophistication of cyber threats in higher education environments has intensified the need for stronger digital protection mechanisms to safeguard online learning activities and institutional systems.
Digital identity protection has become one of the most important cybersecurity concerns within modern educational systems. Universities increasingly rely on password-protected portals, institutional learning management systems, cloud-based educational platforms, and online communication systems that require secure authentication processes. However, weak passwords, credential theft, phishing attacks, and compromised user accounts continue to expose students and universities to significant cybersecurity vulnerabilities.
To strengthen digital identity protection and reduce risks associated with unauthorised access, universities increasingly deploy secure authentication technologies such as Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA). MFA/2FA technologies require users to provide multiple independent forms of verification before access to online systems is granted. These authentication systems may involve combinations of passwords, one-time verification codes, mobile authentication prompts, biometric verification, or hardware security tokens. The Cybersecurity and Infrastructure Security Agency identified Multi-Factor Authentication as one of the most effective cybersecurity mechanisms for reducing risks associated with credential theft and phishing attacks within online systems (CISA, 2023). MFA/2FA technologies, therefore, contribute significantly to digital identity protection, online privacy, secure academic communication, and institutional cybersecurity resilience.
Within digital learning environments, secure authentication technologies help protect institutional portals, online assessment systems, cloud-based learning platforms, academic records, and students’ digital identities against unauthorised access and cyber compromise. Effective utilisation of MFA/2FA technologies, therefore, contributes significantly to secure digital learning and institutional cybersecurity protection within universities.
Despite the growing importance of secure authentication technologies, studies indicate that many users still exhibit low adoption and inconsistent use of MFA/2FA systems in digital environments. Human behaviour remains one of the weakest links in cybersecurity because users often neglect digital safety practices despite being aware of cyber threats. Students may therefore remain vulnerable to account compromise and digital identity theft despite the availability of secure authentication technologies.
Existing studies have examined cybersecurity awareness, online safety practices, and technology utilisation among university students. However, few empirical studies in Nigerian universities have specifically focused on students’ utilisation of Multi-Factor Authentication technologies in digital learning environments. Most previous studies have broadly focused on cybersecurity awareness, internet usage, e-learning adoption, or digital literacy, without specifically examining secure authentication technologies as critical components of digital learning protection.
Furthermore, there is limited empirical evidence on gender differences in MFA/2FA utilisation among computer science undergraduates in Nigerian universities. Computer science undergraduates represent an important population for investigating the utilisation of secure authentication, given their continuous interaction with computing systems, online learning platforms, institutional portals, and internet-enabled academic technologies. Understanding students’ utilisation of MFA/2FA technologies is therefore necessary to strengthen institutional cybersecurity resilience, improve the security of digital learning environments, and promote safer online behaviour within universities. Against this background, this study examined Multi-Factor Authentication and secure digital learning among computer science undergraduates at universities in Enugu State, Nigeria.

LITERATURE REVIEW
The increasing dependence on digital technologies in higher education institutions has heightened concerns about cybersecurity and digital identity protection. Educational institutions now rely extensively on internet-enabled systems, cloud-based educational platforms, institutional portals, virtual learning environments, and online communication technologies for teaching, learning, assessment, and academic administration. While these technologies have improved educational accessibility and continuity, they have also exposed universities to growing cybersecurity threats that can compromise digital learning systems and institutional infrastructure.
Cybersecurity threats such as phishing attacks, malware infections, ransomware attacks, credential theft, identity compromise, and unauthorised access increasingly affect universities globally. According to the European Union Agency for Cybersecurity, educational institutions remain among the sectors most vulnerable to cyberattacks because of increasing digital transformation, open-access systems, and extensive internet dependence (ENISA, 2023). Universities, therefore, require effective cybersecurity protection mechanisms capable of safeguarding institutional systems, students’ personal information, and online academic activities against cyber threats.
Digital identity protection has become one of the most important aspects of cybersecurity within digital learning environments. Digital identity refers to the electronic representation of users within online systems and digital platforms. Students increasingly depend on digital identities to access institutional portals, online assessment systems, cloud-based learning resources, virtual classrooms, and online communication systems. Weak identity protection mechanisms may therefore expose students and institutions to unauthorised access, credential theft, phishing attacks, and compromise of academic records.
Secure authentication technologies such as Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) have consequently emerged as critical cybersecurity mechanisms for protecting digital identities within online environments. MFA/2FA refers to authentication systems requiring users to provide multiple independent forms of verification before access is granted to digital platforms or institutional systems. Unlike traditional password-only systems, MFA/2FA strengthens cybersecurity by combining two or more authentication factors, such as passwords, verification codes, biometrics, hardware security tokens, or mobile authentication prompts. The Cybersecurity and Infrastructure Security Agency explained that MFA significantly reduces risks associated with credential compromise, phishing attacks, and unauthorised access within digital systems (CISA, 2023). MFA/2FA technologies, therefore, contribute significantly to digital identity protection and institutional cybersecurity resilience.
Within digital learning environments, MFA/2FA technologies protect institutional portals, online learning systems, cloud-based academic platforms, and online communication systems against cyber threats. Secure authentication technologies improve confidentiality, strengthen access protection, and reduce risks associated with compromised user credentials within universities. Effective utilisation of MFA/2FA technologies, therefore, contributes significantly to the security of digital learning environments and safer online academic engagement.
Despite the growing relevance of MFA/2FA systems, studies indicate that many users still utilise secure authentication technologies inconsistently in online environments. Human behaviour remains a major challenge in cybersecurity because users often neglect digital safety practices despite being aware of cyber threats. Weak utilisation of MFA/2FA technologies may therefore expose students to cyber threats, including phishing attacks, credential theft, account compromise, and unauthorised access to institutional systems.
Existing studies have examined cybersecurity awareness, digital literacy, and online safety practices among university students. Luke Hadlington (2017) investigated human behavioural factors influencing cybersecurity practices among internet users and found that attitudes towards cybersecurity significantly influenced users’ online safety behaviour. The study further revealed that technological familiarity alone does not necessarily guarantee effective cybersecurity practices among users. Similarly, Maria Bada, Sasse, and Nurse (2019) examined cybersecurity awareness campaigns and behavioural change among internet users. Their findings revealed that awareness of cyber threats does not automatically translate into effective cybersecurity behaviour, as many users continue to engage in unsafe digital practices despite having moderate cybersecurity awareness. The study emphasised the importance of practical cybersecurity engagement and institutional digital safety education.
Alharbi and Tassaddiq (2021) examined cybersecurity awareness among university students. They found that although students demonstrated moderate cybersecurity awareness, many still exhibited weak practical cybersecurity behaviour regarding password protection, secure authentication, online privacy, and digital safety practices. The study concluded that institutional support systems and cybersecurity education significantly influence students' cybersecurity utilisation behaviour.
Tsai et al. (2016) examined online safety behaviour using Protection Motivation Theory and found that users’ perceptions regarding cyber threats and digital vulnerabilities significantly influenced protective cybersecurity behaviour. The study found that individuals who perceive cyber threats as severe and believe cybersecurity technologies are effective protective measures are more likely to adopt cybersecurity practices, such as secure authentication systems.
In the Nigerian context, Awoleye, Siyanbola, and Oladipo (2020) examined cybersecurity awareness and online safety practices among university students and found that many students exhibited weak cybersecurity behaviour despite increased exposure to digital learning systems. The study revealed that students frequently engaged in unsafe online practices, such as using weak passwords, poor account protection, downloading files from untrusted sources, and weak online privacy practices. The study concluded that inadequate practical cybersecurity behaviour contributes significantly to digital vulnerabilities within universities.
Although previous studies have examined cybersecurity awareness and online safety behaviour among students, few empirical studies in Nigerian universities have specifically examined students’ utilisation of Multi-Factor Authentication technologies in digital learning environments. Most previous studies have broadly focused on cybersecurity awareness, e-learning adoption, digital literacy, or internet usage, without specifically examining secure authentication technologies as important mechanisms for protecting digital learning. Furthermore, there is limited empirical evidence on gender differences in MFA/2FA utilisation among computer science undergraduates in Nigerian universities. This creates an important empirical gap because understanding students’ utilisation of secure authentication technologies is necessary to strengthen institutional cybersecurity resilience, improve secure digital learning systems, and promote safer online academic engagement within universities. This study, therefore, contributes to the existing literature by specifically examining the utilisation of Multi-Factor Authentication among computer science undergraduates at universities in Enugu State, Nigeria.
Theoretical Framework
This study was anchored in the Technology Acceptance Model (TAM), the Unified Theory of Acceptance and Use of Technology (UTAUT), and the Protection Motivation Theory (PMT). These theories provided the theoretical foundation for explaining students’ utilisation of Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) technologies within digital learning environments. 
The Technology Acceptance Model (TAM) was developed by Fred Davis in 1989 to explain users’ acceptance and utilisation of technological systems. TAM proposes that users’ intention to adopt and utilise technology is primarily influenced by two important constructs: perceived usefulness and perceived ease of use. Perceived usefulness refers to the extent to which users believe that a particular technology improves their performance or productivity, while perceived ease of use refers to the extent to which users believe that a technology can be utilised with minimal effort. Within the context of this study, computer science undergraduates are more likely to utilise MFA/2FA technologies when they perceive such authentication systems as useful for protecting academic accounts, securing online learning activities, and preventing unauthorised access to institutional platforms. Students who perceive MFA/2FA systems as effective cybersecurity mechanisms that improve digital protection may therefore demonstrate stronger utilisation behaviour in online learning environments. Similarly, students may be more willing to utilise secure authentication technologies that are easy to operate and compatible with their digital learning activities. Complex authentication procedures and difficult verification processes may discourage consistent utilisation of MFA/2FA technologies among students despite awareness of cybersecurity risks. The relevance of TAM to this study lies in its ability to explain how students’ perceptions regarding usefulness and ease of use influence the adoption and utilisation of secure authentication technologies within universities. The theory, therefore, provides important insight into the behavioural factors influencing students’ utilisation of MFA/2FA systems within digital learning environments. 
The Unified Theory of Acceptance and Use of Technology (UTAUT) was developed by Viswanath Venkatesh, Morris, Davis, and Davis in 2003 to explain users’ technology acceptance and utilisation behaviour. UTAUT proposes that technology utilisation behaviour is influenced by performance expectancy, effort expectancy, social influence, and facilitating conditions. Performance expectancy refers to users’ belief that a technology will improve performance outcomes, while effort expectancy concerns the ease of utilising the technology. Social influence refers to the extent to which users perceive that important individuals or groups expect them to utilise a particular technology. Facilitating conditions involve the availability of institutional support systems, technological infrastructures, and technical resources necessary for effective technology utilisation. Within digital learning environments, students are more likely to utilise MFA/2FA technologies when universities provide secure digital infrastructures, institutional cybersecurity policies, authentication support systems, technical assistance, and secure learning platforms. Institutional support systems and facilitating conditions, therefore, significantly influence students’ utilisation of secure authentication technologies within universities. UTAUT further identifies moderating variables such as gender, age, experience, and voluntariness of use. These moderating variables influence users’ technology adoption and utilisation behaviour. Gender is particularly relevant to this study because male and female students may differ in digital confidence, technological experience, cybersecurity awareness, and secure authentication utilisation behaviour. The relevance of UTAUT to this study lies in its ability to explain how institutional support systems, facilitating conditions, and gender-related behavioural factors influence students’ utilisation of MFA/2FA technologies within digital learning environments. 
Protection Motivation Theory (PMT) was developed by R. W. Rogers in 1975 and later expanded in 1983 to explain individuals’ protective behavioural responses to threats and risks. PMT proposes that individuals adopt protective behaviours based on two important cognitive appraisal processes: threat appraisal and coping appraisal. Threat appraisal involves evaluating the severity of threats and perceived vulnerability to such threats, while coping appraisal concerns evaluating response efficacy, self-efficacy, and response costs. Response efficacy refers to users’ belief that a protective behaviour or technology is effective in reducing threats. Self-efficacy concerns users’ confidence in their ability to perform protective behaviours successfully, while response costs involve the perceived barriers to adopting protective measures. Within digital learning environments, students who perceive phishing attacks, credential theft, unauthorised access, and account compromise as serious cyber threats may be more likely to adopt MFA/2FA technologies as protective cybersecurity mechanisms. Similarly, students who believe that secure authentication technologies are effective and who are confident in their ability to utilise them may demonstrate stronger MFA/2FA utilisation behaviour. The relevance of PMT to this study lies in its ability to explain how students’ perceptions regarding cyber threats, digital vulnerabilities, and protective cybersecurity mechanisms influence secure authentication utilisation behaviour within universities. The theory, therefore, provides important insight into the psychological and behavioural factors influencing students’ utilisation of MFA/2FA technologies within digital learning environments. 
Collectively, TAM, UTAUT, and PMT provide comprehensive theoretical explanations for students’ utilisation of secure authentication technologies within universities. TAM explains the influence of perceived usefulness and ease of use; UTAUT explains the influence of institutional support systems and facilitating conditions; and PMT explains the influence of cyber threat perception and protective behavioural motivation. These theories, therefore, provide an appropriate foundation for examining the utilisation of Multi-Factor Authentication and secure digital learning among computer science undergraduates at universities in Enugu State, Nigeria.
Methodology
This study adopted a descriptive survey research design to examine Multi-Factor Authentication and secure digital learning among computer science undergraduates in universities in Enugu State, Nigeria. The descriptive survey design was considered appropriate because the study involved collecting quantitative data from respondents on their utilisation of secure authentication technologies in digital learning environments. According to Creswell and Creswell (2018), descriptive survey research designs are suitable for studies that seek to describe behavioural patterns, perceptions, attitudes, and practices within a target population. The design enabled the researcher to obtain relevant information regarding students’ utilisation of Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) technologies within online learning environments.
The study was conducted in Enugu State, Nigeria. Enugu State is located in the South-East geopolitical zone of Nigeria and hosts several federal, state, and private universities actively implementing digital learning systems and internet-enabled educational technologies. Universities within the state increasingly depend on institutional portals, cloud-based learning systems, virtual classrooms, online communication technologies, and Learning Management Systems (LMS) for teaching, learning, assessment, and academic administration. The increasing dependence on digital learning technologies within universities in Enugu State, therefore, made the state an appropriate setting for investigating students’ utilisation of secure authentication technologies in digital learning environments.
The study population comprised 5,351 computer science undergraduates, including 3,544 males and 1,807 females from selected universities in Enugu State, Nigeria. Computer science undergraduates were selected because of their regular interaction with computing systems, internet-enabled platforms, institutional portals, online learning technologies, and cybersecurity-related applications within university environments. Their technological exposure positioned them to provide informed responses on the utilisation of secure authentication within digital learning systems.
The study sample comprised 486 respondents, including 295 males and 191 females. The study adopted a multi-stage proportionate stratified random sampling technique. 

A proportionate stratified sampling technique was subsequently used to ensure adequate representation across the identified university categories. This procedure resulted in the selection of one federal university, one state university, and two private universities. In the second stage, the proportionate stratified sampling technique was employed within the selected universities to draw respondents from the Department of Computer Science. 10% of the total population of computer science undergraduates across the selected universities was proportionately sampled for the study. A simple random sampling technique was subsequently used to select respondents from each institution.
Data for the study were collected using a structured questionnaire titled Cybersecurity Application Utilisation for Digital Learning Questionnaire (CAUDLQ). The researcher developed the instrument based on the study's objectives and the relevant literature on the utilisation of cybersecurity applications in digital learning environments. The questionnaire consisted of two sections. Section A elicited information on respondents’ demographic characteristics, such as gender, institution, and academic level, while Section B contained questionnaire items relating to students’ utilisation of MFA/2FA technologies within digital learning environments.
The instrument underwent face and content validation by three experts. Two experts were drawn from the Department of General Studies and Digital Literacy, and one from the Department of Measurement and Evaluation. The validators carefully examined the instrument for clarity of language, the relevance of the questionnaire items, the adequacy of content coverage, the suitability of the measurement scale, and alignment with the study's objectives.
Suggestions and corrections from the experts were incorporated before the instrument's final administration.
The reliability of the instrument was established using Cronbach’s Alpha statistical technique. The instrument was pilot tested with 30 computer science undergraduates from universities outside the study area who possessed characteristics similar to those of the target population. Data collected from the pilot study were analysed using the Statistical Package for the Social Sciences (SPSS). The reliability coefficient obtained for the MFA/2FA cluster was 0.86, indicating high internal consistency of the instrument. According to Nunnally and Bernstein (1994), reliability coefficients above 0.70 are considered acceptable for educational and social science research.
The researcher administered the questionnaire directly to respondents with the assistance of trained research assistants. The respondents were informed about the purpose of the study and assured that all information provided would be treated confidentially and used strictly for academic purposes. Copies of the questionnaire were retrieved immediately after completion to minimise loss and ensure a high response rate.
Data collected for the study were analysed using the Statistical Package for the Social Sciences (SPSS). The mean and standard deviation were used to answer the research questions, while the independent-samples t-test was used to test the hypotheses at the 0.05 level of significance. The criterion mean used for interpretation was as follows:
3.50–4.00 = Very Great Extent,
2.50–3.49 = Great Extent,
1.50–2.49 = Low Extent,
1.00–1.49 = Very Low Extent.
Results
This section presents the analysis of the data collected for the study, based on the research questions and hypotheses that guided it. Mean and standard deviation were used to answer the research questions, and an independent-samples t-test was used to test the hypotheses at the 0.05 level of significance.
Research Question One
To what extent do computer science undergraduates utilise Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) technologies within digital learning environments?
Table 1: Mean and Standard Deviation Scores on the Utilisation of MFA/2FA Technologies among Computer Science Undergraduates
	S/N
	Items
	Male Mean
	SD
	Remark
	Female Mean
	SD
	Remark

	1
	MFA/2FA improves the protection of academic accounts
	2.60
	0.75
	GE
	2.24
	0.87
	LE

	2
	Secure authentication mechanisms reduce unauthorised access to digital learning platforms
	2.56
	0.77
	GE
	2.20
	0.89
	LE

	3
	MFA/2FA enhances security during online academic activities
	2.58
	0.76
	GE
	2.22
	0.88
	LE

	4
	Digital learning systems protected by MFA/2FA are safer to use
	2.50
	0.80
	GE
	2.18
	0.90
	LE

	5
	MFA/2FA reduces the risk of account compromise in online learning environments
	2.57
	0.77
	GE
	2.21
	0.88
	LE

	6
	Authentication mechanisms improve the confidentiality of academic information
	2.49
	0.81
	LE
	2.16
	0.92
	LE

	7
	Secure login systems contribute to safe participation in online learning
	2.54
	0.78
	GE
	2.20
	0.89
	LE

	8
	MFA/2FA enhances trust in institutional digital learning platforms
	2.48
	0.82
	LE
	2.15
	0.91
	LE

	9
	Secure authentication systems strengthen the protection of academic records
	2.55
	0.77
	GE
	2.18
	0.89
	LE

	10
	MFA/2FA contributes significantly to securing digital learning
	2.62
	0.74
	GE
	2.24
	0.86
	LE

	
	GRAND
	2.55
	0.78
	GE
	2.20
	0.89
	LE



Table 1 revealed a sign. Significant differences between male and female students in the utilisation of MFA/2FA technologies within digital learning environments. Male students demonstrated relatively greater utilisation of secure authentication technologies than female students.
[bookmark: _GoBack]The grand mean of 2.55 for male respondents indicated utilisation to a great extent, whereas the cluster mean of 2.20 for female respondents indicated utilisation to a low extent.
The findings further revealed that male students demonstrated relatively stronger utilisation of MFA/2FA technologies for secure account protection, digital identity verification, online learning protection, and secure participation in digital learning activities.
Hypothesis One
H01: There is no significant gender difference in the utilisation of MFA/2FA technologies among computer science undergraduates in universities in Enugu State.
Table 2: Independent Samples t-test Analysis on Gender Differences in the Utilisation of MFA/2FA Technologies
	Variable
	Gender
	N
	Mean
	SD
	t
	df
	Sig.
	Decision

	MFA/2FA Technologies
	Male
	295
	2.55
	0.78
	
	
	
	

	
	Female
	191
	2.20
	0.89
	4.38
	484
	0.000
	Significant



Table 2 showed a significant gender difference in the use of MFA/2FA technologies among computer science undergraduates at universities in Enugu State (t = 4.38, df = 484, p < 0.05).
Since the p-value of 0.000 was less than the 0.05 level of significance, the null hypothesis was rejected.
This finding implies that gender significantly influenced students’ utilisation of secure authentication technologies in digital learning environments, with male students demonstrating relatively greater utilisation than female students.
Discussion
The findings of this study were discussed in light of the research questions and hypothesis that guided the study. 
The findings of the study revealed that computer science undergraduates utilised Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) technologies to a low extent within digital learning environments. The findings indicated that students utilised secure authentication technologies relatively weakly to protect academic accounts, secure online participation, digital identity, and the confidentiality of academic information. The cluster mean from the analysis showed that, although students exhibited some engagement with secure authentication technologies, overall utilisation remained low despite rising cybersecurity threats to universities and online learning systems. 
The finding suggests that many students still rely heavily on traditional password-based authentication systems without consistently adopting stronger identity protection mechanisms, such as MFA/2FA. Weak utilisation of secure authentication systems may therefore expose students to cybersecurity threats, including phishing attacks, credential theft, account compromise, and unauthorised access to institutional systems. The finding may also be attributed to inadequate practical cybersecurity training, limited institutional enforcement of secure authentication systems, insufficient digital safety awareness, and weak cybersecurity culture within universities. Students may additionally perceive MFA/2FA technologies as stressful, complex, or unnecessary despite their cybersecurity benefits. 
The finding agrees with Maria Bada, Sasse, and Nurse (2019), who observed that cybersecurity awareness does not automatically translate into effective cybersecurity behaviour among users. The study found that many internet users continue to engage in weak cybersecurity practices despite awareness of digital safety risks. The finding also aligns with Alharbi and Tassaddiq (2021), who found that university students often demonstrate moderate cybersecurity awareness but weak practical cybersecurity behaviour relating to secure authentication systems and online safety practices. 
The finding further supports the position of the Cybersecurity and Infrastructure Security Agency, which identified Multi-Factor Authentication as one of the most effective cybersecurity mechanisms for reducing risks associated with credential theft and phishing attacks within digital systems (CISA, 2023). The finding additionally aligns with the Protection Motivation Theory (PMT), which explains that individuals adopt protective cybersecurity behaviours when they perceive cyber threats as severe and believe that protective technologies are effective. The relatively low utilisation of MFA/2FA technologies observed among students may therefore suggest weak threat perception or inadequate practical engagement with secure authentication systems within digital learning environments. 
The study's findings further revealed significant gender differences in the utilisation of MFA/2FA technologies among computer science undergraduates at universities in Enugu State. Male students demonstrated relatively greater utilisation of secure authentication technologies than female students across most questionnaire items. The findings indicated that male students more frequently utilised secure login systems, account verification technologies, protected authentication mechanisms, and digital identity protection systems within digital learning environments. The independent-samples t-test further confirmed that the observed gender difference in MFA/2FA utilisation was statistically significant at the 0.05 level. 
The finding may be associated with differences in technological confidence, cybersecurity awareness, digital engagement, and practical interaction with cybersecurity technologies between male and female students. Male students may possess relatively stronger confidence in configuring and utilising secure authentication technologies within online learning systems and institutional digital platforms. The finding also suggests that female students may require additional institutional support, practical cybersecurity engagement, and digital safety orientation relating to secure authentication technologies within universities. 
The finding agrees with Luke Hadlington (2017), who reported that human behavioural factors significantly influence cybersecurity behaviour and online safety practices among internet users. The study established that users’ technological attitudes and digital confidence significantly affect cybersecurity engagement and protective online behaviour. The finding further aligns with the Unified Theory of Acceptance and Use of Technology (UTAUT), which posits that gender, facilitating conditions, and technological experience significantly influence users' technology utilisation behaviour. Male students may therefore demonstrate stronger MFA/2FA utilisation due to greater technological confidence and more frequent interaction with digital systems. 
The finding additionally supports the Technology Acceptance Model (TAM), which proposes that users are more likely to adopt technologies perceived as useful and easy to use. Male students may therefore demonstrate relatively greater utilisation of MFA/2FA technologies because they perceive these authentication systems as beneficial protective mechanisms in digital learning environments. Overall, the study found that although MFA/2FA technologies contribute significantly to secure digital learning and digital identity protection, students still demonstrated relatively weak utilisation of secure authentication systems within universities. The findings further established that gender significantly influenced MFA/2FA utilisation behaviour among computer science undergraduates within digital learning environments.
Practical Implications
The findings of this study have important practical implications for university administrators, educational policymakers, lecturers, institutional ICT units, cybersecurity professionals, and students within higher education institutions.
The findings revealed that computer science undergraduates utilised Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) technologies to a low extent within digital learning environments. This finding implies that universities may still be vulnerable to cybersecurity threats associated with weak digital identity protection and inadequate secure authentication practices among students. Universities should therefore strengthen institutional digital protection frameworks by implementing secure authentication systems across institutional portals, online learning platforms, cloud-based educational systems, and academic communication platforms.
The findings further imply that cybersecurity awareness alone may not guarantee effective cybersecurity behaviour among students unless supported by practical engagement with cybersecurity technologies. Universities should therefore integrate practical training in digital identity protection into cybersecurity education programmes and computer science curricula. Students should be trained on secure account management, password protection, MFA/2FA activation, secure login practices, and digital identity protection mechanisms within online learning environments.
The findings also suggest that institutional enforcement of secure authentication technologies remains necessary to improve cybersecurity resilience within universities. University managements should therefore implement mandatory MFA/2FA systems for institutional portals, online registration systems, learning management platforms, academic communication systems, and online assessment platforms. Mandatory implementation of secure authentication systems may significantly reduce the risks of phishing attacks, credential theft, and unauthorised access within educational institutions.
The findings also imply that institutional ICT units should prioritise user-friendly authentication systems that encourage greater cybersecurity engagement among students. Complex or stressful authentication procedures may discourage consistent utilisation of secure authentication technologies. Universities should therefore deploy authentication systems that are accessible, user-centred, technologically compatible, and easy to operate within digital learning environments.
The findings further revealed significant gender differences in MFA/2FA utilisation among computer science undergraduates, with male students utilising it more than female students. This finding implies that universities should design inclusive cybersecurity training programmes to improve the utilisation of secure authentication among female students. Educational institutions should therefore encourage greater participation of female students in cybersecurity awareness programmes, digital safety workshops, secure authentication training, and cybersecurity-related practical activities.
The findings additionally imply that educational policymakers and government agencies responsible for educational technology should support universities through cybersecurity capacity-building programmes, digital safety awareness initiatives, institutional cybersecurity frameworks, and investments in secure digital learning infrastructures. Strengthening institutional cybersecurity policies may significantly improve the utilisation of secure authentication and the protection of digital learning within higher education institutions.
The findings also suggest that universities should strengthen institutional cybersecurity culture through ongoing digital safety campaigns and online security awareness initiatives for students and lecturers. Educational institutions should regularly sensitise students regarding phishing attacks, credential theft, account compromise, identity protection, and the importance of secure authentication technologies within digital learning environments.
Finally, the findings imply that effective utilisation of MFA/2FA technologies can significantly contribute to secure digital learning, digital identity protection, confidentiality of academic information, online privacy, and institutional cybersecurity resilience within universities. Strengthening the utilisation of secure authentication among students may therefore promote safer online academic engagement and sustainable digital transformation within higher education institutions.
Conclusion
This study examined Multi-Factor Authentication and secure digital learning among computer science undergraduates in universities in Enugu State, Nigeria. The study specifically investigated students’ utilisation of Multi-Factor Authentication and Two-Factor Authentication (MFA/2FA) technologies within digital learning environments and examined gender differences in secure authentication utilisation among students.
The findings of the study revealed that computer science undergraduates utilised MFA/2FA technologies to a low extent within digital learning environments. The findings indicated that students utilised secure authentication technologies to a limited extent to protect academic accounts, verify digital identities, ensure secure online participation, and maintain the confidentiality of academic information.
The findings further revealed significant gender differences in the utilisation of MFA/2FA technologies among computer science undergraduates at universities in Enugu State. Male students consistently utilised secure authentication technologies more than female students in digital learning environments.
The study, therefore, concluded that, despite the growing importance of secure authentication systems in protecting online learning environments, MFA/2FA technologies remain underutilised among university students. Weak utilisation of secure authentication systems may continue to expose students and universities to cybersecurity threats, including phishing attacks, credential theft, account compromise, unauthorised access, and digital identity theft.
The study also concluded that gender remains an important factor influencing the utilisation of secure authentication among computer science undergraduates in universities. Variations in technological confidence, cybersecurity awareness, digital engagement, and practical interaction with cybersecurity technologies may contribute to the observed gender differences in MFA/2FA utilisation.
Furthermore, the study concluded that effective utilisation of secure authentication technologies significantly contributes to digital identity protection, confidentiality of academic information, secure online learning participation, safer academic communication, and institutional cybersecurity resilience within digital learning environments.
Consequently, universities should strengthen practical cybersecurity education, institutional cybersecurity infrastructure, digital identity protection systems, and inclusive cybersecurity support mechanisms to improve students’ utilisation of secure authentication technologies within higher education institutions.
Recommendations
Based on the findings of the study, the following recommendations were made:
Universities should implement mandatory Multi-Factor Authentication and Two-Factor Authentication systems across institutional portals, online learning platforms, and academic communication systems to strengthen digital identity protection.
University management should organise regular cybersecurity awareness programmes, digital safety workshops, and practical training on authentication to improve students’ use of secure authentication technologies.
Computer science departments should integrate practical training in digital identity protection and secure authentication into undergraduate curricula to improve students’ cybersecurity competence.
Institutional ICT units should deploy user-friendly MFA/2FA systems that are easy to operate and accessible to students within digital learning environments.
Universities should encourage greater participation of female students in cybersecurity awareness programmes and practical digital safety training to reduce gender disparities in MFA/2FA utilisation behaviour.
Educational policymakers should support universities through cybersecurity capacity-building programmes and investments in secure digital learning infrastructures that improve institutional cybersecurity resilience.
Universities should strengthen institutional cybersecurity culture through continuous sensitisation regarding phishing attacks, credential theft, online privacy protection, and secure authentication practices.
Educational institutions should establish cybersecurity policies and digital safety frameworks that promote safer online behaviour and secure digital learning practices among students.
Universities should provide technical support services that assist students in configuring and utilising secure authentication technologies effectively within institutional systems.
Further studies should continue to investigate behavioural and institutional factors that influence the utilisation of secure authentication among university students in digital learning environments.
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