Design and Implementation of a Cloud-Based Secure 3-Factor Authentication System for Net Banking
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Abstract: Online banking systems require strong authentication mechanisms to safeguard users from phishing attacks, credential theft, malware intrusions, replay attacks, and unauthorized access attempts that frequently target digital financial platforms. Traditional authentication approaches based on passwords or single-channel one-time passwords (OTPs) suffer from significant security limitations, including OTP interception, SIM-swap attacks, and compromised email accounts. To overcome these challenges, this paper presents SecureNet-3FA, a cloud-based secure authentication framework that integrates password verification, USB-based hardware ID validation, and a split-channel One-Time Password (OTP) mechanism to provide enhanced multi-layer security for net banking applications. The system is implemented using Node.js and Express.js for backend authentication services, React.js for frontend user interaction, and MongoDB for secure and scalable data storage. User passwords are protected using SHA-256 hashing with salting, while all communication between system components is secured using HTTPS to ensure confidentiality and integrity. A dynamically generated 10-character alphanumeric OTP is divided into two equal segments, with one part delivered through WhatsApp messaging and the other through email, eliminating single-channel dependency and reducing interception risks. Additionally, USB hardware ID verification ensures that authentication requests originate only from registered devices. Experimental evaluation with simulated users achieved a 99.2% authentication success rate and an average latency of 420 ms, demonstrating that SecureNet-3FA provides a secure, scalable, and cost-effective authentication solution suitable for modern online banking environments.



1  INTRODUCTION
The rapid growth of digital banking services has made net banking an essential component of modern financial infrastructure [2]. However, the increase in online transactions has also led to a rise in cyber threats such as phishing, credential theft, malware attacks, and unauthorized access [3]. Password-only authentication systems are particularly vulnerable due to password reuse, weak credential selection, and social engineering attacks.
Multi-factor authentication (MFA) has been widely adopted to mitigate these risks by combining multiple independent authentication factors [1]. However, most existing MFA systems rely on single-channel OTP delivery, typically through SMS or email, which remains vulnerable to interception, SIM-swap attacks, and compromised email accounts [4][7]. Furthermore, many systems fail to verify the legitimacy of the accessing device, allowing attackers to authenticate from unauthorized systems.
To address these challenges, this paper proposes SecureNet-3FA, a cloud-based three-factor authentication system that combines password verification, USB hardware ID validation, and split-channel OTP delivery via WhatsApp and email. This approach ensures that even if one authentication factor or communication channel is compromised, unauthorized access is prevented. All authentication activities are logged for auditing and compliance purposes [6].
2	LITERATURE SURVEY
Previous research has extensively investigated authentication mechanisms to enhance the security of online banking systems in response to rising cyber threats. Wen et al. [1] proposed a robust multi-factor authentication protocol designed to withstand future cryptographic vulnerabilities, emphasizing the importance of layered authentication strategies for financial platforms. Azura [2] highlighted that integrated cybersecurity risk management frameworks are essential for protecting online banking ecosystems, especially as transaction volumes and attack surfaces continue to grow. Ogbanufe [3] demonstrated that multi-factor authentication (MFA) significantly reduces account compromise rates when security controls are designed with usability considerations, ensuring user adoption without excessive complexity.
Several studies have focused on One-Time Password (OTP)–based authentication mechanisms. Kim [4] analyzed OTP-based authentication in e-banking environments and concluded that while OTPs improve security over password-only systems, single-channel delivery mechanisms such as SMS or email remain vulnerable to interception, malware attacks, and replay attacks. Ikhsan [7] further emphasized that OTP interception through compromised devices and communication channels is one of the most common attack vectors in modern online banking fraud. Zhang and Wu [10] explored improved OTP generation algorithms for cloud-based authentication systems but acknowledged that algorithmic strength alone cannot eliminate risks associated with insecure delivery channels.
Hardware-linked authentication methods have been proposed to address unauthorized access from untrusted devices. Reddy and Thomas [9] demonstrated that binding authentication to a physical hardware identifier, such as a USB or device ID, significantly enhances resistance against credential theft and remote attacks. Similarly, Rao and Kaur [13] showed that combining password authentication with hardware ID validation improves security without requiring costly biometric hardware, making it suitable for scalable banking deployments. Sharma and Mehta [14] highlighted that time-based OTP mechanisms combined with device binding provide stronger protection against replay attacks compared to OTP-only approaches.
Cloud-based authentication frameworks have also gained attention due to their scalability and performance benefits. Jinka [6] discussed how cloud technologies enable dynamic scaling, fault tolerance, and centralized authentication management for financial systems. Singh and Dey [11] demonstrated that cloud-deployed authentication services outperform traditional on-premise solutions in terms of latency and availability. Tan and Nair [12] conducted a performance analysis of MFA systems in financial services and concluded that cloud-native MFA solutions achieve lower authentication latency under high user loads.
Recent research increasingly emphasizes multi-channel OTP delivery as an effective defense against OTP interception attacks. Alotaibi and Shiaeles [8] proposed tokenized OTP frameworks using distributed delivery paths, reducing single points of failure. Studies indicate that distributing authentication information across independent communication channels significantly mitigates phishing, man-in-the-middle, and replay attacks [4][8].
Building upon these findings, SecureNet-3FA integrates password authentication, USB hardware ID verification, and split-channel OTP delivery via WhatsApp and email, achieving strong multi-layer security without expensive biometric hardware. This approach aligns with modern cloud-based security practices while maintaining usability, scalability, and cost efficiency for real-world net banking systems.
3 EXISTING SYSTEM
Existing net banking authentication systems primarily rely on single-factor or two-factor authentication mechanisms, where users are required to enter a username and password, followed by a One-Time Password (OTP) delivered through a single communication channel such as SMS or email [3]. This approach is widely adopted due to its simplicity, low implementation cost, and ease of integration with legacy banking platforms [2].
In most current systems, once the user’s credentials are validated, a dynamically generated OTP is sent to the registered mobile number or email address. The user must enter this OTP within a short validity period to gain access to banking services [4]. While this method improves security compared to password-only authentication, it still exposes several critical vulnerabilities that attackers can exploit [7].
One major limitation of the existing system is single-channel dependency. If the OTP delivery channel is compromised—through SIM-swapping attacks, malware-infected devices, phishing emails, or unauthorized email access—the attacker can intercept the OTP and gain full access to the user account [4][7]. This creates a single point of failure in the authentication process.
Additionally, existing systems are vulnerable to phishing and replay attacks, where attackers trick users into revealing both credentials and OTPs through fraudulent websites or malicious links [3]. Since the OTP is transmitted entirely through one medium, attackers who capture it can replay the authentication request within the validity window [4].
Another drawback is the lack of redundancy and layered verification. Current systems do not distribute authentication information across multiple independent channels, making them less resilient to coordinated cyberattacks [1][6]. As a result, fraud risk increases significantly when attackers gain partial access to user communication channels.
These limitations highlight the need for enhanced authentication mechanisms that reduce reliance on single-channel OTP delivery while maintaining usability and scalability for modern net banking systems [2][6].

4 PROPOSED SYSTEM
The SecureNet-3FA system introduces a comprehensive three-layer authentication framework designed to address the growing security challenges faced by modern online banking platforms. The first layer of authentication is based on password verification, where user credentials are validated using SHA-256 hashing combined with salting techniques to prevent brute-force attacks, dictionary attacks, and credential leakage [1][3]. This ensures that even if the database is compromised, plaintext passwords cannot be recovered. While password authentication remains a fundamental requirement, it is insufficient when used alone due to widespread phishing and credential reuse practices [3]. 


To strengthen access control, the second authentication layer incorporates USB hardware ID verification, which binds user access to a registered physical device. Each authorized device is uniquely identified using its USB or system hardware identifier and validated during every login attempt, ensuring that authentication requests originate only from trusted devices [9][13]. This hardware-linked verification significantly reduces the risk of remote attacks, even when valid credentials are exposed. 


The third layer of SecureNet-3FA employs an innovative split-channel One-Time Password (OTP) verification mechanism to eliminate single-channel dependency. A dynamically generated 10-character alphanumeric OTP is divided into two equal segments, with the first half delivered via WhatsApp messaging and the remaining half sent through the registered email address. This multi-channel delivery ensures that interception of a single communication medium does not allow attackers to reconstruct the complete OTP [4][8]. The OTP is time-bound and single-use, providing effective protection against replay attacks and man-in-the-middle threats [10]. All communication between system components is secured using HTTPS to maintain data confidentiality and integrity [2]. Cloud-based deployment enables the system to scale dynamically and maintain low authentication latency under high user loads [6][11]. By integrating password security, USB hardware validation, and split-channel OTP delivery, SecureNet-3FA offers a robust, cost-effective, and hardware-independent authentication solution that enhances net banking security while maintaining usability and scalability for real-world deployment.

5  SYSTEM ARCHITECTURE
The SecureNet-3FA architecture is designed as a layered, cloud-based authentication framework to ensure strong security, scalability, and reliability for online banking systems. The system follows a modular design in which responsibilities are clearly separated across multiple layers, improving maintainability and security enforcement.

Frontend (React.js): Provides user-facing interfaces for login, USB hardware detection, and split-channel OTP entry. This layer ensures responsive design, real-time input validation, and secure communication with the backend through HTTPS. By isolating presentation logic from security processing, the frontend improves usability while maintaining strict protection against unauthorized access.

Backend (Node.js + Express.js): Handles all core authentication operations, including password validation using SHA-256 hashing with salting, USB hardware ID verification for device-level trust, time-based OTP generation, and split-channel OTP delivery. The OTP is divided into two equal alphanumeric parts and transmitted via WhatsApp and email, significantly reducing the risk of OTP interception through a single communication channel [4][8]. The backend also manages session control, authentication timeouts, and detailed logging of all login attempts for audit and forensic analysis [1][3].

Database (MongoDB): Provides secure and scalable storage for hashed user credentials, registered USB hardware identifiers, OTP metadata, and authentication logs. MongoDB’s flexible schema and cloud compatibility enable efficient handling of large authentication volumes while ensuring high availability and fault tolerance.
Cloud deployment on platforms such as AWS or Azure enables elastic scaling, load balancing, and continuous availability under peak usage conditions [6][11]. Together, these architectural layers ensure that SecureNet-3FA delivers a secure, efficient, and cloud-ready authentication solution suitable for modern net banking
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         Figure 1: System architecture


6 SECURITY ANALYSIS AND THREAT MITIGATION

SecureNet-3FA mitigates major security threats in online banking, including phishing attacks, credential theft, replay attacks, and unauthorized device access, by employing a layered authentication strategy. All communication between the user and the server is protected using HTTPS to ensure confidentiality and data integrity [2]. User passwords are secured using SHA-256 hashing with salting, which prevents brute-force and rainbow-table attacks [13]. USB hardware ID verification introduces an additional layer of physical trust by allowing access only from registered devices, effectively blocking unauthorized logins even when user credentials are compromised [9] [13].
Security is further strengthened through a split-channel OTP mechanism, where a dynamically generated alphanumeric OTP is divided and delivered separately via WhatsApp and email. This approach removes single-channel dependency and significantly reduces the risk of OTP interception and replay attacks [4] [8]. The use of time-bound, single-use OTP validation along with detailed audit logging improves traceability, anomaly detection, and regulatory compliance. Overall, SecureNet-3FA provides a secure, scalable, and cloud-ready authentication framework suitable for modern net banking environments 2266.

7 PERFORMANCE EVALUATION AND SCALABILITY
The performance of SecureNet-3FA was evaluated to analyze authentication latency, success rate, and scalability under realistic operating conditions. Testing was conducted using 50 simulated users performing concurrent login attempts across varied network environments. The results were compared with traditional password-based authentication, conventional two-factor authentication (2FA), and hardware token-based authentication models.
Experimental results show that SecureNet-3FA achieves the lowest average authentication latency while delivering the highest success rate, demonstrating the effectiveness of the split-channel OTP mechanism. Unlike hardware token systems, SecureNet-3FA does not rely on specialized devices, which improves usability and reduces deployment cost. Cloud-based deployment enables elastic scalability, allowing the system to handle increased authentication requests without performance degradation. The evaluation confirms that SecureNet-3FA provides a balanced combination of security, efficiency, and scalability, making it well-suited for modern net banking environments that require reliable authentication under high user loads [2] [6] [11].
Table 1: Comparative Performance Analysis of Authentication Methods


	Authentication Method
	Average Latency (ms)
	Success Rate (%)

	Password-Based Authentication
	850
	92.1

	Password + OTP (Traditional 2FA)
	720
	95.3

	Hardware Token-Based Authentication
	680
	97.1

	SecureNet-3FA (Proposed Split OTP Model)
	420
	99.2



8 IMPLEMENTATION AND TECHNOLOGY USED

The SecureNet-3FA system is implemented using a modern cloud-oriented technology stack to ensure security, scalability, and reliability [6][11]. The frontend is developed using React.js, providing a responsive and user-friendly interface for login and authentication processes [4]. The backend is built with Node.js and Express.js, which handle user authentication, USB hardware ID verification, split-channel OTP generation, and audit logging through RESTful APIs [1][5]. MongoDB is used as the database for storing hashed user credentials, registered USB hardware identifiers, OTP metadata, and authentication logs in an encrypted and scalable format .Passwords are secured using SHA-256 hashing with salting to prevent brute-force and dictionary attacks [1][3]. All communication between system components is protected using HTTPS to ensure confidentiality and data integrity [2]. Split-channel OTP delivery is achieved by integrating WhatsApp messaging APIs and email services, reducing OTP interception risks [4][8]. Deployment on AWS or Azure cloud infrastructure enables high availability, fault tolerance, and elastic scalability under varying authentication workloads [6].

9	SYSTEM INTERFACE AND VISUALIZATION
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Figure 2 : Login Interface
9.1	 Login Interface:
The Login Interface represents the first stage of authentication, where the user enters a registered email address and password to initiate the login process. The credentials are securely transmitted to the backend server using HTTPS, ensuring confidentiality and protection against man-in-the-middle attacks. Password verification is performed using SHA-256 hashing with salting, which prevents password disclosure and resists brute-force and dictionary attacks 1133.
• Ensures secure credential transmission through HTTPS
• Applies SHA-256 hashing with salting for password protection
• Provides real-time input validation and error feedback
• Designed using React.js for a clean and responsive user interface
The login interface also incorporates basic security controls such as invalid-attempt detection and controlled authentication retries. Clear status messages guide the user through the authentication process, establishing a secure and reliable entry point for the SecureNet-3FA system.
9.2   Split-Channel OTP Verification :
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         Figure 3 :   Split-Channel OTP Verification 

After successful password authentication, the system redirects the user to the Split-Channel OTP Verification interface. At this stage, a dynamically generated 10-character alphanumeric One-Time Password (OTP) is divided into two equal segments. One segment is delivered via WhatsApp messaging, while the other segment is sent to the registered email address, reducing the risk of OTP interception through a single compromised channel [4][8].
• Generates a secure time-based alphanumeric OTP
• Delivers OTP segments through WhatsApp and Email
• Prevents OTP compromise via single-channel attacks
• Enforces OTP expiration and single-use validation
The user must combine both OTP segments and enter the complete code within the validity period. This split-channel strategy significantly strengthens authentication security while maintaining ease of use for legitimate users[6].
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       Figure 4 : Authenticated Dashboard Interface


9.3	AuthenticatedDashboard:
Upon successful verification of both password credentials and split-channel OTP, the user is granted access to the Authenticated Dashboard[3][6]. This interface confirms successful three-factor authentication and provides secure access to banking services such as account balance display, recent transactions, and quick transfer options.
• Confirms successful completion of SecureNet-3FA authentication
• Displays account balance, transaction history, and quick actions
• Restricts access to authorized users only
• Maintains a responsive and user-friendly banking layout
The authenticated dashboard ensures that sensitive financial information is accessible only after successful multi-layer authentication, thereby reinforcing trust, usability, and security within the SecureNet-3FA framework[10].


10	RESULTS

The SecureNet-3FA system was evaluated using 50 simulated users under varied network conditions to assess authentication accuracy, response time, and security effectiveness. The experimental results demonstrate that the proposed system achieved an authentication success rate of 99.2%,indicating high reliability for legitimate users. The average authentication latency was approximately 420 ms, confirming that the split-channel OTP mechanism does not introduce noticeable delay. All unauthorized access attempts were successfully blocked, validating the system’s resistance to phishing, OTP interception, and replay attacks. These results confirm that SecureNet-3FA provides a secure, efficient, and scalable authentication solution for modern net banking environments.


11	CONCLUSION

SecureNet-3FA demonstrates that combining password authentication, USB hardware ID verification, and split-channel OTP delivery significantly strengthens net banking security [1][3]. By distributing the authentication process across multiple independent factors, the system effectively mitigates threats such as phishing, credential theft, OTP interception, and replay attacks [4][7]. The use of WhatsApp and email for OTP delivery removes single-channel dependency, while USB hardware ID verification introduces a strong physical trust layer [9][13]. Cloud-based deployment ensures scalability, low authentication latency, and high availability without requiring expensive biometric hardware [2][6]. Experimental results confirm that SecureNet-3FA is a secure, efficient, and practical authentication solution for real-world online banking environments [10][12].

12	FUTURE ENHANCEMENT

Future enhancements to SecureNet-3FA include AI-based anomaly detection for identifying suspicious login behavior in real time [7]. Blockchain-based audit logging can ensure tamper-proof authentication records [1][6]. Push-notification OTP delivery and mobile banking integration may further improve usability, scalability, and security in modern cloud-based net banking systems [2][4].
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