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ABSTRACT

Artificial Intelligence (AI) now produces highly realistic images and videos, making it increasingly difficult for social media users to distinguish between authentic and AI-generated content. With this growing concern, the study compared the recognition abilities of Gen X, Millennials, and Gen Z. A quantitative comparative design was used, involving 166 respondents from Adventist Medical Center College. Although the target sample size was not fully reached, the respondents represented all three generational groups. Data were gathered through a survey and a recognition test containing both AI-generated and authentic images and videos, and were analyzed using descriptive statistics and one-way ANOVA with Tukey Post-Hoc tests. The results showed that Gen Z demonstrated the highest accuracy in identifying AI-generated content, followed by Millennials, while Gen X showed the lowest accuracy. These differences were most evident in video identification, where younger generations significantly outperformed older ones. Overall, the findings highlight how digital exposure shapes users’ ability to evaluate online content and underscore the need to strengthen digital literacy—particularly among older generations—to navigate an online environment increasingly influenced by AI.
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Introduction

      On September 5, 2025, a recent report highlighted how AI-generated information misled responding to a false fire incident (GMA News, 2025). With this problem, concerns have grown about the public's ability to identify AI-generated and authentic content. Artificial Intelligence has upgraded to create more realistic images, resulting in difficulties of verifying online contents.  As social media being an integral part of everyday life, individuals are exposed to different contents not knowing if it is authentic or not. Social media plays an important role by serving not only entertainment and communication but also as a primary source of daily news in the world. Facebook, Instagram, X (known as Twitter), and YouTube are the most popular social media platforms since 2010 and above. The use of these social media platforms depends on different generations, as they prefer to use different platforms based on their choice. According to the study of Sophy (2025), different generations prefer social media based on their choice and where it is accessible for them to use. Generation X (1965–1980) and Baby Boomers (1946–1964) favor Facebook and YouTube, valuing the reliability and familiarity of these platforms. Millennials focus on multi-platform strategies that include Facebook, LinkedIn, and Instagram for both personal and professional connections. Generation Z (1997–2010), platforms emphasizing visual content lead the way, like Instagram, YouTube, and TikTok rank as their top choices.
     Over the years, technology has evolved not only as a tool in order to have good communication but also as the content shown on different social media platforms. Social media became more accessible to anyone, where most of the people depend their lives on it. Graphical advancement also improved where real or fake contents are difficult to differentiate resulting in misinterpretation of information among social media users. Despite the social media improvement and technological advancements, misinformation’s spread rapidly throughout the internet causing confusions, misunderstanding to the users. It allows individuals to easily believe in fake news and difficulties in differentiating a real content and a fake one. 
   	In today’s problem, where inauthenticity and misinformation dominate social media platforms, users face a challenge: distinguishing between authentic and inauthentic content. Considering the countless reports of posts, images, and videos that only provide nothing but misinformation, authenticity recognition has become a crucial skill for social media users. However, ability varies significantly based on individual characteristics, including generational differences being Gen Z, Millennials, & Gen X. Although previous studies have shown the general impacts of misinformation and inauthenticity on social media, only a few of these have truly examined the ability of the 3 age groups to detect AI-generated content on social media. This emphasizes the significance and objective of our research, illustrating the key role it plays in advancing our understanding of the subject matter. The seeks to answer the comparison in terms of the ability of Generation X, Millennials, and Generation Z to distinguish AI-generated content from authentic content on social media, determine the levels of accuracy, confidence, and social media usage patterns of Gen X, Millennials, and Gen Z in distinguishing AI-generated content on social media, and determine if there is a significant difference within Gen Z in their ability to distinguish AI-generated content from authentic content on social media.
With the rapid rise of AI-generated content on social media, distinguishing real information from artificially created material has become increasingly difficult for users. Therefore, this study seeks to compare the ability of Generation X, Millennials, and Generation Z in distinguishing AI-generated content from authentic content on social media.
[bookmark: _lnush2y5s1lr]Methodology
[bookmark: _6bp66lcen0b8][bookmark: _kqxhs83gxox1]Comparative quantitative research design is used to examine the ability of Gen X, Millennials, and Gen Z to distinguish AI-generated content from authentic content on social media. The design focuses on comparing the recognition performance of the three generational groups to determine whether significant differences exist in how accurately they identify real and AI-generated material. This approach allows the researchers to obtain measurable data that reflect how each generation responds to various types of online content. The study does not involve manipulating any conditions; instead, it compares the natural responses of participants based on their generational classification, making it appropriate for identifying differences across predefined groups.
The population of the study consists of individuals from Adventist Medical Center College who actively use social media. This includes students, teachers, and workers, representing the three generational groups examined in the study: Gen X, Millennials, and Gen Z. A total of 238 respondents were selected through stratified random sampling to ensure fair representation across the different generations and professional categories. 
This study applied a structured online survey combined with a recognition test to measure the respondents’ ability to distinguish AI-generated content from authentic content on social media. The instrument contains two main parts. The first part consists of questions about the respondents’ generational group, social media use, and familiarity with different platforms. These items were designed to identify which generation each participant belongs to and to understand their exposure to online content.
       The second part is the recognition test, which presents a series of curated images and short video clips. Respondents will be asked to identify whether each item is AI-generated or authentic. The materials used in the test were reviewed for clarity and appropriateness to ensure they align with the study’s objective of comparing recognition skills among Gen X, Millennials, and Gen Z.
Results and Discussion
[bookmark: _qykbso7yc7zs]    The presentation, analysis, and interpretation and analysis of the study’s data are addressed in this chapter. The problem’s description was then followed by an explanation of the various data in the appropriate order. 



Table 1. Distribution of respondents in percentage form
	                          Generations
	                        Percentage

	Generation X
	                              6.8%

	Millennials
	15.4 %

	Generation Z
	77.8 %


       Table 1 shows most participants are Generation Z (77.8%), followed by Millennials (15.4%) and Generation X (6.8%). This aligns with research by Baki et al. (2025), which explains that younger generations like Gen Z are more comfortable with digital technology and online surveys. In contrast, Generation X tends to prefer traditional, in-person interactions and is less engaged with digital tools, as noted by Jeffe (2024) and Hacutina et al. (2025), which may explain their lower participation in web-based research.
Table 2. The levels of accuracy and confidence of Gen X, Millennials and Gen Z in distinguishing AI-generated content on social media?
	 
	Group 1 (age)
	image score
	video score

	N
	166
	166
	166

	Missing
	0
	0
	0

	Mean
	2.68
	2.35
	3.33

	Median
	3.00
	2.00
	3.00

	Standard deviation
	0.613
	0.746
	1.07

	Minimum
	1
	1
	0

	Maximum
	3
	4
	5


     	
     The table summarizes the responses of 166 participants of varying ages on their ability to identify AI-generated images and videos on social media. Overall, participants showed moderate accuracy and confidence, with a mean score of 2.68. They performed slightly worse at detecting AI-generated images (mean = 2.35) than videos (mean = 3.33), with video identification showing greater variation among individuals. These results support findings by Vahdat et al. (2024), who also found people are generally less accurate at recognizing AI-generated images compared to videos.
[bookmark: _t4vltbsb9jp1]

Table 3. The difference among Gen X, Millennials, and Gen Z in their ability to distinguish AI-generated content from authentic content.
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Table 3 shows that Generation Z is the most accurate at identifying AI-generated content, followed by Millennials, with Generation X scoring the lowest. While differences in image detection are small, younger generations—especially Gen Z—are better at recognizing AI-generated videos. This is likely due to their greater familiarity with digital technology and AI tools, as supported by Chan and Lee (2023). However, being digital natives doesn’t always mean strong media literacy, as some still struggle to evaluate complex digital content.
[bookmark: _tiffw5ou9mat]Conclusion
Generational exposure to digital technology affects the ability to recognize AI-generated content. Younger generations, particularly Gen Z and Millennials, who grew up using digital platforms, showed higher skill in identifying both AI-generated images and videos compared to Gen X. Gen Z demonstrated the most consistent accuracy, especially in identifying images. This may be due to their greater familiarity with visual-based content such as TikTok, Instagram, and other edited media.
 	Gen X had the most difficulty, particularly with AI-generated videos. Their lower accuracy indicates a need for more targeted support in digital literacy and evaluating online content. Video content was generally easier to evaluate than images, but the differences between generations were more noticeable in video detection, with younger groups performing significantly better than older respondents.
	Overall, the study highlights clear generational differences in the ability to evaluate authenticity on social media, with younger generations—especially Gen Z—showing the highest skill in detecting AI-generated content. People of different ages vary in how well they recognize AI-generated content on social media. This knowledge can help educators and policymakers create targeted programs to improve media literacy and protect vulnerable groups from misinformation. Future research can explore how different AI content affects recognition and the impact of digital literacy training.
 	








REFERENCES


Ara, A., Alam, M. S., Kamrujjaman, K., & Mifa, A. F. (2024). A comparative review of AI-generated image detection across social media platforms. Global Mainstream Journal of Innovation, Engineering & Emerging Technology, 3(1). 

Ardesch, F. H., Van Der Vegt, D. D., & Jong, J. C. K. (2023). Problematic social media use and lifestyle behaviours in adolescents (Preprint). JMIR Pediatrics and Parenting, 6, e46966. 

Baki, N. U., & Yusri, A. B. M. (2025). Gen‑X to Zoomers: A systematic review on intergenerational digital tensions during digitalisation. Journal of Public Administration and Governance, 14(2S), 97–113. 

Bui, H. T., Filimonau, V., & Sezerel, H. (2024). AI-thenticity: Exploring the effect of perceived authenticity of AI-generated visual content on tourist patronage intentions. Journal of Destination Marketing & Management, 34, 100956. 

Chan, C. K. Y., & Lee, K. K. W. (2023). The AI generation gap: Are Gen Z students more interested in adopting generative AI such as ChatGPT in teaching and learning than their Gen X and millennial generation teachers? Smart Learning Environments, 10(1). 

Channel Fusion. (2025, February 11). How different generations use AI in channel marketing. Channel Fusion. 

Choudhary, R., Shaik, Y. A., Yadav, P., & Rashid, A. (2024). Generational differences in technology behavior: A systematic literature review. Journal of Infrastructure, Policy and Development, 8(9), 6755. 

David Ghiurău, & Daniela Elena Popescu. (2025). Distinguishing reality from AI: Approaches for detecting synthetic content. 

Drolsbach, C., & Pröllochs, N. (2025). Characterizing AI-generated misinformation on social media (arXiv preprint arXiv:2505.10266). arXiv. 

Gamage, D., Sewwandi, D., Zhang, M., & Bandara, A. K. (2025). Labeling synthetic content: User perceptions of label designs for AI-generated content on social media. Proceedings of the ACM on Human-Computer Interaction, 1–29. 

Hacutina, K. C. R., Samartino, J. R. A., Tinosa, E. Q., Estropia, A. P., & Lazaro, B. L. G. (2025). Generational differences in cultural norms: Analysis between communication styles of Gen‑Z and Gen‑Y in Noveleta, Cavite. International Journal of Advanced Multidisciplinary Research & Studies, 5(2), 1247–1252. 

Hakim, K. B. A., & Easwaramoorthy, S. V. (2024, November 8). Impact of fake news on social media towards public users of different age groups. arXiv.org. 

Hortensius, R. (2023). Generational differences in general attitudes towards AI and the level of trust in artificial faces. 

Jeffe, S. (2024, August 28). How do online student expectations diverge and converge across generations? RNL. 

Lacinak, C. (2024, October 14). The critical role of content authenticity in digital asset management. AVP. 

Lao, Y., Hirvonen, N., & Larsson, S. (2025). AI and authenticity: Young people's practices of information credibility assessment of AI-generated video content. Journal of Information Science. Advance online publication. 

Li, Y., Wang, Z., & Papatheodorou, T. (2024, July 1). Staying vigilant in the age of AI: From content generation to content authentication. arXiv.org. 

Liao, R. (2024). The impact of AI-generated content dissemination on social media on public sentiment. Applied and Computational Engineering, 90(1), 82–88. 

Liu, C., Wu, T., & Chang, W. (2020). Does authenticity really matter? Exploring the middle-aged and elderly users’ motivations to share information on social media. 

Mohamed, E. A. S., & Mohamed, B. A. (2024). The impact of artificial intelligence on social media content. Journal of Social Sciences, 20(1), 12–16. 

Nguyen, C. T. M., Lee, C. S., Goh, Z. H., & Tandoc, E. C. (2025). Generational differences and perceptions of artificial intelligence in Singapore. In Communications in Computer and Information Science (pp. 377–385). 

Räkköläinen, A. (2024). The impact of AI-generated content and deepfakes on dissemination of disinformation on social media and the education as solution to reduce it (ResearchGate preprint). Lappeenranta–Lahti University of Technology LUT. 

Room, P. (2025, March 24). Combating misinformation: Equipping students with fake news detection skills. DISA. 

Savin, P. S., Rusu, G., Prelipcean, M., & Barbu, L. N. (2024). Cognitive shifts: Exploring the impact of AI on Generation Z and Millennials. Proceedings of the International Conference on Business Excellence, 18(1), 223–232. 

Shu, K., Sliva, A., Wang, S., Tang, J., & Liu, H. (2017). Fake news detection on social media. ACM SIGKDD Explorations Newsletter, 19(1), 22–36. Sophy, J. (2025b, January 10). Social media trends by generation: Insights for 2025 marketing strategies. Small Business Trends. 

Sreekumar, D. (2025, July 23). What is correlational research: Definition, types, and examples. Researcher.Life. 

Tandoc, E. C., Ling, R., Westlund, O., Duffy, A., Goh, D., & Wei, L. Z. (2022). Audiences’ acts of authentication in the age of fake news: A conceptual framework. New Media & Society, 20(8), 2745–2763. 

Vahdati, D. S., Nguyen, T. D., Azizpour, A., & Stamm, M. C. (2024). Beyond deepfake images: Detecting AI-generated videos. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR) Workshops, WMF 2024 (pp. 4397–4408). IEEE. 

Vargas, N. (2024). Testing AI’s potential: Can AI-generated content increase social media engagement? Bachelor’s thesis, LAB University of Applied Sciences. file:///C:/Users/Huawei/Downloads/Vargas_Nayele.pdf 

Wan, R., Goh, D. H.-L., Lee, C. S., & Huang, L. (2025, May 30). Deepfake identification strategies: A diary study comparing Generation Zs and seniors. ResearchGate. 

Wang, X., Hong, Y., & He, X. (2024). Exploring artificial intelligence generated content (AIGC) applications in the metaverse: Challenges, solutions, and future directions. Brain and Language Cognition. Advance online publication. 

Wang, Y., Pan, Y., Yan, M., Su, Z., & Luan, T. H. (2023). A survey on ChatGPT: AI-generated contents, challenges, and solutions. IEEE Open Journal of the Computer Society, 4, 258–280. 


Zubair, N. N., Hashmat, N. D. S., & Aimen, N. U. (2025). Artificial intelligence and the generational divide: A study on trust and acceptance. Artificial Intelligence and the Generational Divide, 3(6), 19–44.





image1.png
Tukey Post-Hoc Test ~ image score

1 2 3
1 Mean difference — o7 -0.283
p-value — 0.885 0.384
2 Mean difference — -0.399%
pvalue - 0030

3 Mean difference

p-value

Note. *p < .05, ** p < 01, *** p <001




image2.png
Tukey Post-Hoc Test — video score

1 2 3

1 Meandifference —  -LI1I**  -1.508%**
p-value — 0003 <001

2 Mean difference — 0397
p-value — 0.145

3 Mean difference —

p-value —

Note. * p<.05,** p< .01, *** p < 001




