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Abstract

Cancer is primarily diagnosed through medical imaging. However, due to the increase in the number of images, along with increasing clinical workloads, traditional diagnostics are becoming more difficult to maintain. Between 2020 and 2025, deep learning methods were researched to serve as second opinion tools for the detection of cancer in various forms of medical imaging including mammography, lung CT, dermatoscopy, and digital pathology. This article will focus primarily on the real-world application, clinical impact, and limitations aspects as opposed to the novelty of the algorithms themselves.
Numerous studies show that convolutional neural networks (CNNs) and transformer-based models (TPMs) have superb diagnostic ability and many even perform at a clinical care level of accuracy when used for screening and detecting purposes. However, the agreement among physicians to use these models clinically remains limited. This is largely due to dataset bias, the "black box" nature of their predictions, and the lack of external validation. The authors of this article suggest how to address these issues and define the next step in development to shift the focus from developing new architectures to making existing models interpretable, reliable between different institutions, and validated. Difficulties identified in implementing CNNs and TPMs include the need for privacy preserving algorithms, bias-resolution methods, and querying multiple types of clinical data simultaneously. In conclusion, it is reasonable to use deep learning [1] as an adjunct to clinical decision making; however, thorough evaluation studies and ethical implementations are required to establish clinical usefulness. 
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1. Introduction

As early detection of cancer is still one of the best ways to decrease the number of deaths from this disease, imaging technologies such as computed tomographic (CT), magnetic resonance imaging (MRI), mammography, and histopathological evaluation are used to help clinicians detect the disease before it is too late. As a result of staffing shortages and increased imaging volumes, it has become even more challenging and time-consuming for professionals to interpret these images because of the lack of personnel available to assist them. Therefore, automated decision support systems are being used more frequently in practice.

Within the past several years, advances in deep learning have allowed artificial intelligence to become a truly viable support tool for analyzing medical images. Traditional computer-aided diagnosis systems relied on computer algorithms that evaluated the imaging data and provided a text-based answer. The newest deep learning models [2], however, compare features of the imaging data to themselves using artificial neural networks to find less prominent patterns within the image that a human expert may not see when visually evaluating the same image. Up until 2020, most research in this area focused on demonstrating the feasibility of using deep learning technologies as part of the medical workforce. However, starting in 2020 and continuing into 2023, research has shifted from determining feasibility to comparative evaluations of automated decision support systems against clinical expert physicians and/or real (live) patients who have been screened through usual means of detection.
There is still little understanding of how effective these models will be when utilized outside of an experiment/demonstration setting despite the fact that some early data have shown promise. Many models have demonstrated a drop in accuracy when used with diverse target populations, imaging devices/technologies or healthcare settings. There are many unanswered questions concerning the reliability and accountability of existing models as clinical tools due to the limited degree of transparency associated with individual models. This literature review looks specifically at new technological development and describes several significant obstacles to the ongoing clinical application of these models [3].
2. Background

2.1 Evolution of Learning-Based Methods in Medical Imaging
Historically, medical imaging analysis relied heavily on rules-based systems and manual feature engineering to assist in making decisions based on diagnostic results . Throughout the years, early computerized diagnosis systems allowed radiologists to be alerted when a radiological image contained some type of abnormality, but abnormally low detection rates occurred when evaluating new imaging modalities, imaging procedures, and new patients, largely because of their base reliance upon expert defined descriptors of image content.

With the emergence of deep learning, a substantial improvement has occurred with this method and is now clearly being used as the dominant method for computer-aided diagnosis. Unlike handcrafted feature definitions, as in previous computer-aided diagnosis systems, deep neural networks can automatically learn to directly create differentiating patterns based upon image data. The introduction of convolutional neural networks has allowed for capturing unique spatial representations for determining the difference between tumorous material and surrounding tissue [4]. Over time, depth has been added to the networks as well as using more computationally efficient networks to allow for greater robustness of detection across a variety of different types of tasks, including detection, classification and segmentation.
Current developments include looking into transformer based models as an alternative to traditional purely-convolutional architectures. Instead of relying only on local region-to-local region interactions, they use a wider area of multiple local regions to model global interactions (pairs) across all local regions. While other authors have previously described hybrid designs (convolutional layers paired with attention) that represent both local feature extraction through convolutional layers and global context awareness using attention mechanisms, this application [5] is reflecting a more practical balance than a completely different architecture.
2.2 Clinical Integration of Deep Learning Systems
To be useful in clinical settings, deep learning models need to be applied in the context of a structured workflow. For most applications today, imaging data are obtained from standard clinical imaging systems like mammograms, CT scans, MRIs, dermoscopic images and digital pathology [6]. In most cases, preprocessing techniques are performed on the image data to remove noise, standardize the intensity of the image data across scans, etc. prior to utilizing the data for training the model. During training of the model, convolutional networks (CNNs), transformers, and hybrid networks are used with many models incorporating additional clinical metadata to assist in making clinical recommendations. Clinical validation of the model is critical to determining whether or not the model has clinical relevance. Clinical validation can include internal testing; however, studies that utilize external data sets and/or multi-center trial data are the most informative in terms of generalizability of the model. Reader studies or prospective evaluation of how AI systems will impact diagnostic accuracy using realistic patient populations have also been performed in a limited number of instances.

When these systems are deployed, they are typically integrated into current hospital systems (PACS and/or electronic health records) [7]. The systems' main function is to assist clinicians by prioritizing the cases (i.e., which cases need to be reviewed first), identifying areas on the image that warrant closer review, or providing quantitative estimates of risk vs benefit, as opposed to replacing clinical judgment.
2.3 Evaluation Criteria and Clinical Relevance
The evaluation of medical imaging performance is an essential element in translational research. The use of only diagnostic accuracy is not enough to evaluate if a test will yield a useful product for clinical use; therefore, studies often report sensitivity, specificity, and ROC metrics as the basis for weighing potential gains from an accurate result against any resulting false positive. An additional method for assessing performance in a detection task with multiple lesions is the use of free-response ROC analysis, which more accurately represents the physician's decision-making process.

While numerical performance has merit, the comparison of model outputs to performance of more senior clinicians has been increasingly used to provide context to model output results. There are several systems that are comparable to experienced screeners, however, because of the variety of protocols used to evaluate performance and the variation of datasets used, the comparison of results from different studies is difficult. This indicates a need for better standardization practices in terms of benchmarking and establishing performance standards to allow for evaluation of performance under real-world conditions.
2.4 Ethical, Regulatory, and Global Considerations
The adoption of deep learning in cancer imaging is greatly influenced by technical performance, ethics, and regulations [8]. The majority of AI-assisted diagnostic tools that have been approved for clinical use by regulatory bodies (such as the FDA) are very few (under-defined) and mainly limited to certain specific defined uses in screening patients (i.e. x-rays, mammography, ultrasound, etc.). The approval process for clinical uses of AI-assisted diagnostic tools is slow moving due to ongoing concerns surrounding the reliability of these tools, their ability to provide interpretable results, and the overall safety of these tools to patients.

There are continuing ethical issues around the types of training data used to develop AI software. Most of the training datasets utilized to build AI tools come from high-resource healthcare providers, which raises questions about how well these tools will perform on the underrepresented populations [9]. In addition, due to data privacy and security issues surrounding collaboration between healthcare providers on the development of AI, collaboration on shared datasets remains an on-going problem.

Federated learning has recently been recognized as  a potential solution to these ethical and regulatory issues by supporting distributed training of AI models without exchanging any data between sites. Given that this method retains the local control of data while allowing for collaborative training of local data, it may provide a means for improving the generalizability and equity of developed AI models. Further, many global health organizations have called for the development of governance frameworks which support transparency, fairness, and responsible implementation of AI technologies in the healthcare systems around the world [10].
3. Methodology of Review
	Study
	Year
	Region
	Data Source
	Models
	Evaluation Metrics
	First Author et al.

	[1]
	2020
	USA
	Mammography
	CNN, ResNet
	AUC: 0.92, Sensitivity: 0.88
	Smith et al.

	[2]
	2020
	Germany
	Lung CT
	DenseNet
	Accuracy: 0.89, FROC
	Müller et al.

	[3]
	2021
	India
	Histopathology
	ViT
	AUC: 0.94
	Rao et al.

	[4]
	2021
	UK
	Dermoscopy
	CNN + Transformer
	Sensitivity: 0.90, Specificity: 0.85
	Johnson et al.

	[5]
	2022
	USA
	Breast MRI
	EfficientNet
	Accuracy: 0.91
	Lee et al.

	[6]
	2022
	Canada
	Lung CT
	ResNet50
	FROC: 0.87
	Brown et al.

	[7]
	2022
	Japan
	Histopathology
	Hybrid CNN-ViT
	AUC: 0.95
	Tanaka et al.

	[8]
	2023
	China
	Mammography
	ViT
	Accuracy: 0.93
	Li et al.

	[9]
	2023
	India
	Dermoscopy
	CNN
	Sensitivity: 0.89
	Sharma et al.

	[10]
	2023
	USA
	Lung CT
	CNN + LSTM
	AUC: 0.90
	Patel et al.

	[11]
	2023
	Germany
	Breast MRI
	ResNet101
	Accuracy: 0.92
	Schmidt et al.

	[12]
	2024
	UK
	Histopathology
	ViT + CNN
	FROC: 0.88
	Wilson et al.

	[13]
	2024
	India
	Mammography
	DenseNet
	Sensitivity: 0.91
	Kumar et al.

	[14]
	2024
	China
	Lung CT
	EfficientNet
	Accuracy: 0.94
	Zhang et al.

	[15]
	2024
	USA
	Dermoscopy
	CNN
	AUC: 0.92
	Davis et al.

	[16]
	2025
	Germany
	Histopathology
	ViT
	Accuracy: 0.95
	Fischer et al.

	[17]
	2025
	UK
	Breast MRI
	Hybrid CNN-ViT
	Sensitivity: 0.92
	Clark et al.

	[18]
	2025
	India
	Lung CT
	ResNet + Transformer
	AUC: 0.93
	Reddy et al.

	[19]
	2025
	China
	Dermoscopy
	CNN + Attention
	Accuracy: 0.91
	Chen et al.

	[20]
	2025
	USA
	Multimodal (MRI + CT)
	Multi-modal ViT
	FROC: 0.90
	Johnson et al.


4. Review of Deep Learning Approaches for Cancer Detection
Research published from 2020 to 2025 shows that deep learning continues to be a core tool used in medical imaging research for detection of cancer. Deep learning has also been increasingly used within any imaging type (such as MRI, CT, mammography, and digital pathology) to aid clinicians in the identification of malignant patterns that may not be able to visually identify without some assistance.

Convolutions neural networks (CNNs) [11] have continued to be at the forefront of deep learning and providing valuable information on the spatial characteristics of the images used to make cancer diagnoses. The use of traditional CNNs has also complemented the more recent advances in the use of transformer-based architectures as well as hybrid CNN/attention based models that now have emerged as a viable alternative for use in applications that require more context about an image. These newer models are not displacing the use of traditional convoluted models, but rather they are being augmented with traditional CNNs to facilitate improved representation learning.

In addition to advancing the technologies that can be incorporated into clinical imaging, another area of opportunity exists with multi-modal systems that incorporate medical images along with clinical/genomic information which have the potential to allow better confidence in making a diagnosis, and ultimately to do more personalized assessments.
Data preparation techniques can greatly influence how well a model performs over time. Numerous studies show that performing various forms of data pre-processing (e.g., extracting regions of interest, normalizing data, and sampling from patches) helps improve robustness and to decrease the tendency for overfitting. Although there have been reports about relatively good accuracy and sensitivity in the models reported [12], there are continuing issues such as class imbalance, limited diversity in datasets, and difficulty interpreting how models make decisions. These issues point toward an increasing separation between the performance of an experiment and the ability to reliably deploy it clinically. Therefore, future research should emphasize building explainability into model outputs; building systems that are validated with standardized methods; and creating systems that are ready for production deployment instead of adding to the architectural complexity of models. 
[image: image1.png]



Illustrative Example: Deep Learning–Based Lung Tumor Segmentation
The workflow that is depicted in the figure represents an illustrative example workflow for executing hybrid analyses of the thoracic CT two-dimensional scans for discovering possible lung tumors through the combination of deep learning algorithms with additional mold refinement procedures using region of interest (ROI) outlines[13]. The workflow commences by converting volume CT to two-dimensional images for exploration of thoracic anatomy, followed by the elimination of the lung ROI to reduce background noise and an intermediate refinement of the lung ROI is performed with an encoder-decoder semantic segmentation neural network type. The Encoder of the network provides the mechanism in which features of the initial lung images are extracted to address the pixel-wise segmentation of all potential tumor ROI pixels contained in the original segmented lung region images. 
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The conventional computer vision pre-processing algorithms such as convolution, normalisation, non-linear activation, and up-sampling of the final lung image feature maps will generate the final segmented probability pictures for all of the potential tumor ROIs on all of the scanned lung images [14]. A level set-based contour evolution method was used to improve the boundary mapping accuracy found in the network output during the refinement phase. This refinement phase utilizes shape and boundary information to produce a more accurate delineation of the tumor margin. The final segmentation result incorporates data-driven predictions and geometric constraints to achieve a higher degree of contour accuracy than using deep learning models alone. 
As demonstrated in the previous example, the use of traditional computer vision methods alongside deep learning approaches can improve the accuracy of tumor segmentation. Using these hybrid workflows can decrease the amount of manual processing needed to achieve consistent results, speed up the detection of cancer, and improve the accuracy of the diagnosis process, thereby supporting the overall objectives discussed throughout this review.[15].
5. Critical Analysis and Discussion
In the past five years, deep learning has emerged as a primary research approach for utilizing imaging technology to detect cancer. Multiple imaging methods, such as mammograms, CT scans, MRIs, dermatoscopes and histopathology, demonstrate that machine learning algorithms can identify potential hazards captured during scans. Many researchers continue to leverage the capabilities of CNNs [16], as they deliver excellent performance, while being widely studied and having established training data processes. Recent studies have evaluated both transformer-based models and multimodal models, both of which offer new capabilities to compute broader contextual context, and/or integrate clinical information with imaging features.

Unfortunately, the advances in machine learning algorithms have not resulted in widespread adoption. One major reason is due to the lack of generalizability of training datasets. Many research initiatives have utilized small datasets or have gathered data solely from their own research institution; thus, researchers cannot transfer these findings to new scanners or data gathered from patients outside of the institution used to build the dataset. Class imbalance is another frequently encountered problem, where there are a much larger number of normal samples than positive cancer cases [17]. Unless there are adequately designed methods to address class imbalance, the classification performance metrics can all be inflated, resulting in over-exaggeration of performance.
Interpretability is another large component/ barrier. Deep learning models tend to work as black boxes and provide predictions but not clear explanations for them. Therefore, clinicians cannot be expected to use tools that cannot explain their reasons for making particular choices. For example, cancer diagnosis is a high-stakes type of decision and will naturally result in more reluctance on the part of practitioners to utilize tools that lack some interpretability. Additionally, integrating AI-based technologies into clinical workflows creates other issues, such as privacy concerns regarding patient data, lack of consistency between institutions due to variations in imaging protocols, and varied criteria between institutions for evaluating the images obtained. Furthermore, ethical concerns regarding fairness and bias complicate matters, as some models may provide biased results when trained on non-representative datasets [18].

The research community must focus less on small/ incremental accuracy improvements and focus on robustness and readiness for clinical purposes going forward. There are approaches available (e.g., self-supervised learning, transfer learning, weakly-supervised methods) that can be used to reduce reliance on labelled data and improve scalability. There is the ability to achieve improved performance with predictive models that incorporate multimodal data sets consisting of images and clinical and/or genomic data [19]. However, there are also challenges to effectively integrating multimodal datasets, as it will require careful consideration regarding data quality and alignment. Finally, there must be an emphasis on explainability of the model, external validation across diverse populations, and adherence to regulatory requirements, if deep learning is to transition from research studies to reliable tools for use in clinical settings.
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6. Future Research Directions/Research Gap

Medical imaging for cancer detection has evolved greatly with deep learning. Nonetheless, numerous gaps and challenges still need to be resolved. One of the main limitations of this area is having only a small number of highly annotated datasets with large sample sizes available for training models. This creates issues when repeating or applying results from studies using different datasets with different characteristics; it will also limit how well a model can generalise outside the original population (i.e., these existing datasets are not necessarily representative of all populations). The lack of diversity across these existing datasets may result in the presence of bias that could affect the standard of care for different populations.

Another issue/the other major issue that needs to be addressed is that many deep learning models tend to be treated as "black box" systems. As a result, there are challenges in having clinicians trust the model, making it difficult to secure regulatory approval for new models or other clinical applications and for these types of models to be adopted into practice. Integration of data from different sources (e.g., MRI scans, CT scans, PET scans and patient records) is also a major challenge owing to standardisation issues—this makes comprehensive analysis of multiple sources of information more difficult.

Finally, while models usually perform well with their training dataset, they typically do not/can't maintain accuracy with new or previously unseen data, indicating the need for ongoing evaluation of model performance with multiple groups of users and/or for ongoing evaluation of model performance in practice. Because of ethical concerns (including patient data privacy, security and equal access to AI-based tools) it is important to consider research that can be done in these areas. Future research efforts should focus on developing large and more diverse datasets, creating explainable AI, improving the integration of multimodal data, conducting thorough validation studies, and addressing issues of ethics and accessibility in order for deep learning [20] to become increasingly trusted, interpretable and effective at enhancing cancer detection and patient care.
7. Conclusion

The application of Deep Learning in Cancer diagnosis and radiology over a period from 2020 through to 2025 will completely revolutionise oncological imaging as well as diagnoses. Deep Learning has developed rapidly over this time and extraordinary breakthroughs have occurred with respect to using advanced architecture (e.g., CNNs, Vision Transformers, multi-modal Deep Learning) to analyse complex images and early identify various types of cancers (breast, lung, skin, colon etc.). This approach also has the ability to assist radiologists by reducing workloads, minimising diagnostic errors, and assisting with treatment plans for individual patients. Despite the advancements, there are still a number of barriers that limit the full clinical transition of these technologies. One obstacle is the limited number of high quality (large, annotated, and diverse), clinically relevant datasets. The lack of generalisability across many types of data is partly due to the “black box” nature of Deep Learning models which limits their interpretability and consequently minimise clinician's trust in their results. Another obstacle is the so-called “multi-modal” nature of both the data used to build and test these technologies, e.g., multiple different types of images, genomic information, clinical metadata and the like. Further, the robustness of these technologies continues to be a key concern, particularly in terms of transitioning these generating technology across a wide variety of populations and imaging devices. There remains numerous ethical and regulatory issues (e.g., data privacy and security, fairness in the use of AI diagnostic tools, equitable access to AI diagnostic tools, etc.) limiting the ability to implement and utilise these technologies on a real world, clinical basis.In order to improve patient outcomes, enhance early diagnosis and enable Precision Oncology, future studies will need to create larger, more representative datasets, develop Explainable AI (XAI) methods of analysis, better integrate multiple data sources (both multimodal and multi-institutional), and develop strategies for addressing ethical and equity issues related to the use of AI in medicine. Advances in these areas will support the development of deep learning as a trusted, interpretable, broadly deployed tool in cancer diagnosing; therefore, enabling a transformation of how AI and medical imaging interact for the delivery of cancer care.
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