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This research examined the cybersecurity literacy and online risk management behaviors of first-year Information Technology (IT) students at a municipal college in the Philippines. The study's objectives were to evaluate students' understanding of cybersecurity threats, pinpoint prevalent risky online behaviors, and analyze the correlation between cybersecurity literacy and online risk management practices. A descriptive quantitative research design was utilized, and data were gathered from 220 first-year IT students through a structured questionnaire assessing cybersecurity knowledge and online risk management.
The results revealed that, despite students exhibiting a generally high degree of confidence in their ability to manage online risks, certain insecure practices persisted. Many respondents reported infrequent password updates (38.2% changing passwords only once a year and 29.5% rarely or never updating). The results also revealed that a large proportion of students entered the IT program with minimal formal cybersecurity training (35.9% had not taken any IT-related courses at all), as most respondents came from non-technical Senior High School strands (70%). Statistical analysis showed no significant differences in cybersecurity literacy and online risk management practices between male and female students (p = 0.815). Furthermore, Pearson correlation analysis revealed a statistically significant but weak positive relationship between cybersecurity literacy and online risk management (r = 0.21, p = 0.001).
The research findings indicated a discrepancy between students' self-assessed cybersecurity preparedness and their actual online behaviors. Specifically, students' expressed confidence did not always correlate with secure practices. Consequently, the study suggested incorporating practical, scenario-driven cybersecurity instruction into the foundational IT curriculum. This integration aimed to boost students' digital resilience and encourage safer online conduct.
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INTRODUCTION
The rapid growth of digital technology has significantly changed how students learn, communicate, and manage information. First-year Information Technology (IT) students were among the most active users of online platforms because their academic work depended heavily on computers, mobile devices, and internet services. While technology provided convenience and access to knowledge, it also exposed users to cybersecurity threats such as phishing, malware, identity theft, and social engineering attacks. These risks highlighted the importance of cybersecurity literacy, defined as the knowledge, awareness, and skills required to recognize and respond to digital security threats (Ng et al., 2008).
Cybersecurity literacy was closely linked to online risk management, which referred to the ability of individuals to identify potential online dangers and apply preventive actions to reduce harm. Effective risk management included secure password practices, safe browsing behavior, protection of personal data, and awareness of suspicious online activities (Hadlington, 2017). Despite belonging to a technology-related discipline, many beginning IT students entered college with uneven levels of cybersecurity knowledge. Early academic exposure did not always guarantee safe digital behavior, creating a gap between theoretical understanding and practical application.
Recent studies showed that university students often overestimate their cybersecurity competence while still engaging in unsafe practices. For example, research by Bashir et al. (2016) found that users who claimed high security awareness still demonstrated risky behaviors such as password reuse and ignoring security warnings. Similarly, Jangid (2025) reported that cybersecurity awareness significantly influenced online behavior, yet awareness alone did not consistently translate into secure actions. These findings suggested that literacy and behavior had to be examined together rather than separately.
First-year students represented a critical group for investigation because they were transitioning from general digital use to professional technology training. During this stage, habits related to online safety were formed and reinforced. Understanding their current level of cybersecurity literacy could help educators design targeted interventions early in the curriculum. According to Furnell and Clarke (2012), early cybersecurity education improved long-term security practices by shaping user attitudes before unsafe behaviors became routine.
Objectives of the Study
The primary aim of this study was to explore and analyze first-year IT students' perceptions of online risk management and cybersecurity literacy with the intent of understanding their awareness, experiences, and behavioral responses to modern cybersecurity threats. The goal of the study was to determine how well the students were able to recognize and protect themselves from various technological and cybersecurity threats, including phishing, malicious software, and data exploitation. More significantly, the study aimed to draw attention to the "perception-performance gap" among students, examine relevant factors like age, gender, senior high school strand, previous IT-related courses, hours spent online daily, and password update frequency that might have made them more vulnerable to attacks, and assess how well-prepared they were to counter such threats. The survey data gathered from this particular student demographic offered the necessary information for curriculum enhancements and instructional practices that could better prepare upcoming IT professionals for online environments.
MATERIALS AND METHODS
Research Design
This research employed a descriptive-quantitative research design to examine cybersecurity literacy and online risk management practices among first-year Information Technology (IT) students. The study aimed to collect quantitative data to determine the level of cybersecurity knowledge, awareness of online threats, and the extent to which students applied risk management strategies in their daily online activities. This design allowed the researcher to systematically measure students’ understanding of cybersecurity concepts, their exposure to online risks, and their behavioral responses to common cyber threats. Furthermore, the descriptive quantitative approach enabled the analysis of relationships between cybersecurity literacy and online risk management practices through statistical methods. 
Population and Sampling
The respondents were selected from the population of first-year IT students using a purposive sampling method. This non-probability sampling technique was adopted to guarantee participation by individuals who were at the foundational stage of their tertiary education and were actively engaged with digital platforms. The sample size consisted of 220 students (representing the 109 males and 111 females). Participants were eligible for inclusion provided they were officially enrolled as first-year IT students at the institution.
Research Instrument
The main data collection tool was a structured questionnaire divided into three parts:
1. Demographic Information (age, gender, senior high school strand, previous IT-related courses, hours spent online daily, and frequency of password updates),
2. Cybersecurity Literacy Assessment (multiple-choice and Likert-scale questions assessing cybersecurity knowledge), and
3. Online Risk Management Assessment (multiple-choice and Likert-scale questions assessing the level of online risk management)
Since the questionnaire was not standardized, it underwent a content validation process by three experts in cybersecurity and educational research. Their input was utilized to make sure that the content appropriately reflected the objectives of the study and to clarify any unclear topics. To evaluate reliability, a pilot study involving 20 students was carried out. The instrument demonstrated a satisfactory reliability value (α = 0.91), showing consistency in the replies, when Cronbach's alpha was computed based on the results.
Data Collection Procedure
The survey was conducted online using Google Forms and, if necessary, on paper for individuals with limited internet access. Simple instructions and an informed consent form outlining the nature of the study, data confidentiality, and voluntary participation were given to the participants. The process of gathering data took two weeks.
Data Analysis
Quantitative data from the surveys were analyzed using SPSS version 25. Descriptive statistics (mean, frequency, and percentage) were used to summarize the demographic data of the respondents. Pearson correlation analysis was used to assess relationships between the level of cybersecurity literacy and online risk management. Tables and graphs were utilized to present data in an understandable and significant way.
Ethical Considerations
This study adhered to strict ethical standards to protect the rights and welfare of all participants. Before data collection commenced, informed consent was obtained from each student, ensuring they were fully aware of the research objectives, the voluntary nature of their involvement, and their freedom to withdraw at any moment without consequences. Participants' identity and confidentiality were safeguarded by refraining from requesting personal information and by securely storing the data. All answers were utilized for academic purposes and for compiled reporting to ensure no identification of participants. In order to comply with institutional and regulatory standards on research involving human subjects, the study received prior clearance from the relevant institutional assessment board or ethics committee at the school. Additionally, during the recruitment and data collection procedures, the study preserved participant privacy and refrained from utilizing force or inappropriate influence.
RESULTS AND DISCUSSION

Fig. 1. Age Group Analysis
The age distribution revealed that the majority of participants were 18 years old (46.4%), followed closely by those aged 19 (37.3%) and 20 (7.7%). This confirmed that a vast majority of the respondents fit the typical age profile for students in their first year of college. This early stage in their academic journey typically corresponded with limited formal instruction in applied cybersecurity concepts. 
According to Abdulla et al. (2023), younger populations had higher levels of digital engagement, but they often lacked the intellectual growth and practical skills required to identify and effectively mitigate the impact of social engineering techniques. These observations underscored the necessity of incorporating practical cybersecurity instruction at an early stage within the academic curriculum. This approach aimed to furnish students with essential digital defense strategies prior to their advancement in their academic pursuits.

Fig. 2. Gender Group Analysis
The respondents' gender distribution revealed an almost equal representation, with 49.5% identifying as female (n=111) and 50.5% identifying as male (n=109). Gender and cybersecurity literacy or risk management practices did not significantly correlate, according to statistical analysis (chi-square tests) (p > 0.05). This supported the findings of Albladi and Weir (2018), who came to the conclusion that gender had no impact on one's overall level of digital resilience or vulnerability to social engineering attacks. Therefore, rather than making assumptions about digital literacy based on gender identity, awareness initiatives and training programs for first-year IT students should be created to address all genders equally and concentrate on developing technical proficiency.

Fig. 3. SHS Strand Group Analysis
The analysis of the respondents' backgrounds in Senior High School indicated diverse academic backgrounds, with the majority coming from the ICT/CSS strand (29.1%, n=64), followed by the HUMSS strand (24.5%, n=54). The remaining respondents were from the GAS (17.7%, n=39), STEM (11.8%), TVL (10.5%), and ABM (3.6%) strands, respectively. This was significant because the wide range of academic backgrounds indicated that over 70% of the respondents in the 1st-year of the IT course originated from non-technical fields and might have depended on informal exposure and experiences with computer technology instead of formal training in computer security. The difference in academic backgrounds among respondents was linked to the "perception-performance gap," indicating that individuals from non-technical fields might have had significant self-efficacy in utilizing computer technology while lacking awareness of advanced cyber threats (Javier, 2023). The varied academic backgrounds of the respondents indicated that individuals from diverse backgrounds exhibited inconsistent cybersecurity behaviors, requiring a formal security course to address the literacy gap among them (Saeed, 2023).

Fig. 4. Previous IT-related Courses in SHS Group Analysis
The survey of the students' previous academic exposure to Information Technology showed that a large number of them only had basic skills when they started the program. Thus, 50.9% (n=112) said they had only taken Basic Computer Literacy courses, and 35.9% (n=79) said they had not taken any IT-related courses at all. Also, only a small group of 10% (n=22) had any experience with Programming or IT Fundamentals. This data suggested a substantial "technical baseline gap" among first-year students, where the majority might have been proficient in general device usage but lacked formal training in the systemic security principles required for effective risk management. This lack of specialized prior instruction often resulted in higher susceptibility to cyber threats, as students without a rigorous technical foundation might have struggled to distinguish between safe digital practices and effective social engineering techniques (Saeed, 2023). Consequently, these findings highlighted the necessity for introductory IT courses to prioritize comprehensive cybersecurity training that compensates for the varying levels of prior technical exposure among freshmen (Javier, 2023).

Fig. 5. Average Hours Spent Online Per Day Group Analysis
The data regarding the respondents' daily digital engagement revealed that a vast majority of the students were highly active online, with 36.8% (n=81) spending 4–6 hours per day and 35.5% (n=78) spending more than 6 hours per day on the internet. In total, over 72% of the first-year IT students were online for at least four hours daily, significantly increasing their potential exposure to various cyber threats. The participants' academic backgrounds showed that they had been highly involved with technology without having any official training in cybersecurity. This made the environment extremely vulnerable to social engineering attacks and data breaches. Alshammari et al. (2025) found that spending more time on digital platforms, especially social media, made people more likely to be attacked online if they didn't know how to protect themselves. Consequently, the results highlighted that the students' significant internet usage demanded immediate response through practical literacy training to reduce the hazards related to their extended online engagement (Aldawood et al., 2020).

Fig. 6. Password Update Frequency Group Analysis
The data regarding the frequency of password updates highlighted a concerning trend in digital safety among the respondents. As shown in the graph, only a minority practiced frequent security maintenance, with 12.3% (n=27) updating passwords monthly and 20% (n=44) doing so every 3–6 months. A significant majority, however, reported infrequent updates, with 38.2% (n=84) changing passwords only once a year, and 29.5% (n=65) rarely or never updating them at all. This collective data indicated that nearly 68% of the participants maintained low-frequency password habits, which was a major vulnerability in the context of credential-based cyberattacks. According to industry security standards, static or infrequently changed passwords provided attackers with extended windows of opportunity for unauthorized access, particularly if those credentials had been compromised in previous data breaches. This high reliance on long-term, stagnant passwords among first-year IT students—despite their daily engagement with digital tools—suggested a significant gap between theoretical knowledge and actionable security behaviors. These findings reiterated the critical need for integrating practical, routine-based security education into the foundational IT curriculum, emphasizing that password maintenance was a non-negotiable aspect of professional digital resilience (Aldawood et al., 2020; Alshammari et al., 2025).

Fig. 7. Level of Cybersecurity Literacy
An analysis of respondents' cybersecurity literacy levels offered essential insights into their preparation, showing that although students generally demonstrated a high-level Cybersecurity Attitude and Responsibility (4.41), their actual understanding was rather deficient. These results indicated that students were eager to act ethically and understood the importance of cybersecurity, but they didn't have the technical knowledge they needed to deal with complicated threats. The lower scores in "Risk Awareness and Decision-Making" (3.97) and "Knowledge of Cyber Threats" (3.95) showed a big gap: students knew that security was important, but they had trouble using that knowledge to see threats in real time. This difference was frequent among people who were just starting to learn about IT, where they were more interested in theory than in technical skills. Hadlington (2017) stated that this "intention-behavior" gap happened because people often didn't realize how complex social engineering attacks were and instead relied on general attitudes instead of specialized, defensive technical skills.

Fig. 8. Level of Online Risk Management
The analysis of the respondents' level of online risk management indicated a generally high level of self-reported proficiency across several key areas. The data showed that the mean scores were distributed as follows: The highest score was 4.50 for Safety Online Practices, followed by 4.42 for Online Risk Awareness, 4.40 for Data Protection Strategies, and 4.37 for Cyber Threat Response.  These results implied that students possessed confidence in their risk management capabilities; however, it was crucial to acknowledge that these statistics reflected subjective self-evaluations rather than objectively quantified technical proficiency.  The high ratings in all areas suggested that the respondents had a strong sense of their own competence. This meant that they saw themselves as proactive users of their digital safety in the online environments they often used. Bandura (1997) claimed that individuals possessing high perceived self-efficacy—the belief in one's ability to perform necessary behaviors for achieving particular performance outcomes—frequently demonstrated enhanced confidence in dealing with environmental challenges, despite the necessity for further skill refinement through structured practice.
Summary of Key Findings
In conclusion, the study revealed that while first-year IT students demonstrated a high level of self-assessed confidence in protecting their personal data, this confidence did not always result in reliable, safe online behavior. Most of the people in the program came from a non-technical Senior High School strand and spent a lot of time online every day. This showed that it was important to improve their basic cybersecurity skills.  It showed big gaps in important areas like password hygiene and responding to active threats, even if participants thought they were good at managing their own risks. These results showed that there was a need for scenario-based, focused cybersecurity training programs. These programs should not only teach students how to use technology safely, but also how to do so in a way that fits with their usual online experiences. Also, to help students get better at using digital technology in a world that was becoming more complex and dangerous, it was important to close the gap between how they thought and how they performed.
Correlation of the Level of Cybersecurity Literacy and Online Risk Management
Using Pearson's r correlation coefficient, the statistical analysis found an r value of 0.21 with a p-value of 0.001. This showed a statistically significant, weak positive correlation between the students' level of cybersecurity literacy and their online risk management behaviors. The relationship was statistically significant, which meant that the correlation was unlikely to have happened by chance. However, the low r-value showed that having more theoretical knowledge about cybersecurity did not strongly lead to better risk management habits in real life.
Statistical Analysis 
The Chi-square test performed on the survey data revealed that there was no significant association between gender and preferred frequency of password updates (p > 0.05), nor between the respondents' SHS strand and the extent of their previous IT-related coursework (p > 0.05). Likewise, independent t-tests revealed no significant differences in cybersecurity literacy and online risk management practices between male and female first-year IT students (p = 0.815), indicating that gender did not significantly influence students' cybersecurity knowledge and online safety behaviors. However, the correlation analysis between Cybersecurity Literacy and Online Risk Management yielded a Pearson’s r of 0.21 with a p-value of 0.001. This showed that there was a statistically significant, though weak, positive relationship.
Implication & Interpretation
The data implied a need for:
· Cybersecurity education that was tailored to students' real-life situations and went beyond just teaching them about theory. This became especially important because there was a weak correlation between their literacy scores and how well they really managed risk.
· Emphasis on threat detection and password management, considering students' overconfident attitude that was not supported by students' behaviors, such as updating passwords.
· Interventions at higher academic levels, as students were more susceptible to online risks due to academic demands and interactions with others.
The difference between what students thought they were ready for and what they actually did showed that confidence was not a good way to tell if someone was ready for cyber threats. This was supported by research done by Xue et al. (2021), which implied that when individuals lacked formal training, they tended to overestimate their cybersecurity competency. This implied that educational institutions should have provided students with constant training on cybersecurity to ensure that confidence was translated into competency (Concon et al., 2025).
Conclusion
The study found that first-year IT students generally demonstrated good awareness of cybersecurity and recognized the importance of protecting personal data online. However, despite their confidence in managing online risks, many students still practiced unsafe behaviors such as infrequent password updates and limited caution when dealing with suspicious links. The results also showed that many respondents entered the IT program with limited formal cybersecurity training. Statistical analysis revealed no significant differences between male and female students in terms of cybersecurity literacy and online risk management. Although a significant relationship existed between cybersecurity literacy and risk management practices, the correlation was weak, indicating that knowledge alone did not always lead to safe online behavior.
Recommendation
Educational institutions should strengthen cybersecurity education at the early stage of the IT curriculum. Practical training, cybersecurity simulations, and awareness programs should be implemented to help students apply their knowledge in real-world situations. Students should also be encouraged to adopt stronger security practices, such as regular password updates and the use of multi-factor authentication. Future research may explore cybersecurity literacy among students from other disciplines or institutions to better understand factors influencing online risk management behaviors.
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Senior High School Strand 
Number of Respondents	[CATEGORY NAME]: [VALUE]
(29.1%)
[CATEGORY NAME]: [VALUE]
(24.5%)
[CATEGORY NAME]: [VALUE]
(17.7%)
[CATEGORY NAME]: [VALUE]
(11.8%)
[CATEGORY NAME]: [VALUE]
(10.5%)
[CATEGORY NAME]: [VALUE]
(3.6%)
[CATEGORY NAME]: [VALUE]
(2.7%)

ICT/CSS	HUMMS	GAS	STEM	TVL	ABM	Others	64	54	39	26	23	8	6	

Previous IT-related Courses in SHS
Number of Respondents	[VALUE] (35.9%)
[VALUE] (50.9%)
[VALUE] (10%)
[VALUE] (3.2%)

None	Basic Computer Literacy	Programming/IT Fundamentals	Others	79	112	22	7	
Number of Respondents


Average Hours Spent Online Per Day
Number of Respondents	[VALUE] (4.5%)
[VALUE] (23.2%)
[VALUE] (36.8%)
[VALUE] (35.5%)

Less than 1 hour	1 - 3 hours	4 - 6 hours	Greater than 6 hours	10	51	81	78	Number of Hours

Number of Respondents


Frequency of Password Update
Number of Respondents	[VALUE] (12.3%)
[VALUE] (20%)
[VALUE] (38.2%)
[VALUE] (29.5%)

Monthly	Every 3 - 6 months	Once a year	Rarely/Never	27	44	84	65	
Number of Respondents


Level of Cybersecurity Literacy
Weighted Mean	
Knowledge of Cyber Threats	Understanding Security Tools and Practices	Risk Awareness and Decision-Making	Cybersecurity Attitude and Responsibility	3.9454545454545453	4.0712121212121213	3.9712121212121212	4.4106060606060602	
Mean Score (out of 5)


Level of Online Risk Management
Weighted Mean	
Safety Online Practices	Data Protection Strategies	Cyber Threat Response	Online Risk Awareness	4.5045454545454549	4.3969696969696974	4.3727272727272721	4.4242424242424248	
Mean Score (out of 5)


Age Distribution of Respondents
Number of Respondents	[VALUE] (0.5%)
[VALUE] (46.4%)
[VALUE] (37.3%)
[VALUE] (7.7%)
[VALUE] (4.5%)
[VALUE] (0.9%)
[VALUE] (1.8%)
[VALUE] (0.5%)
[VALUE] (0.5%)

17	18	19	20	21	22	23	27	28	1	102	82	17	10	2	4	1	1	Age

Number of Respondents


Gender
[CATEGORY NAME], [VALUE]
(50.5%)
[CATEGORY NAME], [VALUE]
(49.5%)

Male	Female	109	111	

