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1. Abstract— With the rapid rise of digital payment platforms, online transaction fraud has become a major barrier to ensuring financial security. Fraudsters increasingly utilize advanced techniques such as phishing, identity theft, card skimming, and social engineering to bypass static rule based systems. To address these challenges, this study proposes Trust Secure, a machine learning and deep learning based real time fraud monitoring system. The system analyzes transaction patterns, behavioral attributes, and contextual features to detect anomalies and identify fraudulent activities with improved accuracy. The proposed framework integrates data preprocessing, feature aggregation, machine learning based scoring, and active learning feedback mechanisms to continuously adapt to evolving attack strategies. Experimental studies and literature reviews indicate that such intelligent systems significantly reduce false positives, enhance fraud detection rates, and contribute to building a secure and reliable digital payment environment. 

Index Terms—: Fraud Detection, Online Transactions, Digital Payments, Machine Learning, Deep Learning, Anomaly Detection, Financial Security.
______________________________________________________________________________________________________
I. Introduction 
Online payment systems have expanded rapidly due to increased smartphone usage, internet access, and digital banking services, but this growth has also led to a rise in fraud across banking, e-commerce, and mobile payment platforms. Fraudsters now use advanced techniques such as phishing, SIM swapping, card skimming, malware, and social engineering to carry out unauthorized transactions. Traditional rule-based fraud detection systems rely on fixed thresholds and predefined rules, making them ineffective against evolving attack patterns and often resulting in high false positives that inconvenience genuine users and reduce customer trust. Machine learning provides adaptive models that learn from historical transaction data to identify hidden fraud patterns, while deep learning enhances the ability to detect complex and sequential transaction behaviors. However, fraud detection remains challenging due to the extreme imbalance between fraudulent and legitimate transactions, changing user behavior over time, and the need for real-time decision-making within milliseconds. Additionally, attackers continuously evolve their strategies, labeled fraud data is limited, and techniques like device spoofing, IP masking, and bot attacks increase complexity. Explainability is also crucial to meet regulatory requirements and support human auditing. To overcome these challenges, Trust Secure combines machine learning, deep learning, behavioral analytics, and anomaly detection to deliver accurate, real-time fraud detection.

Equations
· Place each equation on a separate centered line.
· Reference each equation in the surrounding text.

· Define all variables used in the equation immediately after it.
· Use standard mathematical notation without complex styling.

· Fraud probability in Logistic Regression is calculated using:
· P = 1 / (1 + e^(-(WX + b)))

· Autoencoder anomaly detection uses reconstruction error:
· RE = ||X – X̂||²
· Accuracy is computed as:
· Accuracy = (TP + TN) / (TP + TN + FP + FN)
· Ensure spacing, symbols, and equation layout are clear and consistent.
· Place each equation on a separate centred line.
· Assign numbers to equations for easy referencing.
· Define all variables below the equation.
· Maintain clear spacing between terms and mathematical symbols.
· Write equations using standard notation without decoration.
· Use parentheses correctly to avoid ambiguity.
· Ensure all equations relate directly to fraud detection context.
· Follow standard formats such as logistic regression formula.
· Use reconstruction error equations for anomaly detection.

· List of Abbreviations Used : 
· ML – Machine Learning
· DL – Deep Learning
· AE – Autoencoder
· LSTM – Long Short-Term Memory Network
· CNN – Convolutional Neural Network
· GNN – Graph Neural Network
· API – Application Programming Interface
· IP – Internet Protocol
· OTP – One-Time Password
· ATO – Account Takeover
· CNP – Card-Not-Present Fraud
· SMOTE – Synthetic Minority Oversampling Technique
· PCI-DSS – Payment Card Industry Data Security Standard
· ROC – Receiver Operating Characteristic
· AUC – Area Under Curve



                                                                                                                Table 1: Fraud Detection Data
	
	Total Transaction
	Suspicious Transactions
	Confirmed Frauds

	Dataset 1
	1200
	95
	18

	Dataset 2
	1450
	112
	25

	Dataset 3
	1620
	130
	37

	Total
	4270
	337
	80



The above data is pictured in the next graph : 
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