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Abstract—Disaster environments such as earthquakes, land- slides, and structural collapses often leave victims trapped under debris, making rapid detection and identification essential for effective rescue operations. Conventional search-and-rescue methods rely on manual inspection, thermal cameras, or trained dogs, which may be ineffective in low-visibility or hazardous conditions. This paper proposes a Disaster Victim Identification System (DVIS) that integrates AI-based human detection, radar- based life monitoring, and biometric fingerprint authentication within an IoT-enabled architecture. The system employs an ESP32-CAM module with a YOLO-based detection model, an FMCW radar sensor for respiration and heartbeat detection, and an optical fingerprint sensor for identity verification. A Neo-6M GPS module provides location tracking, while GSM communication enables real-time alert transmission to rescue teams. Experimental evaluation shows that the proposed system achieves 93–96% human detection accuracy, 90–94% life detec- tion reliability, and 95–97% biometric identification accuracy with an average response time of 7–12 seconds. The DVIS provides a portable, cost-effective, and scalable solution for improving disaster response and rescue coordination.
Index Terms—Disaster Victim Identification, Human Detec- tion, Computer Vision, FMCW Radar, Biometric Fingerprint Recognition, ESP32-CAM, Internet of Things (IoT), Emergency Response Systems.
I. INTRODUCTION
Natural disasters such as earthquakes, landslides, floods, and building collapses continue to pose serious threats to human life worldwide. In many disaster situations, victims become trapped under debris or remain stranded in inaccessible lo- cations, making rapid detection and identification extremely challenging. The success of rescue operations largely depends on how quickly and accurately victims can be located. Delays in victim detection significantly reduce survival rates and increase risks for rescue personnel.
Traditional search and rescue methods rely on manual inspection, trained dogs, thermal cameras, and other sens- ing technologies. However, these approaches may perform poorly in low-visibility environments such as dust, smoke, or

nighttime conditions. In addition, identifying rescued victims often requires manual verification processes that can be slow and error-prone. Recent advances in Artificial Intelligence (AI), biometric authentication, and Internet of Things (IoT) technologies offer opportunities to improve disaster response systems.
However, most existing solutions focus on individual tech- nologies such as visual detection, radar-based life monitoring, or biometric identification. The lack of an integrated system capable of performing victim detection, life confirmation, and identity verification simultaneously limits the effectiveness of current rescue operations.
To address these challenges, this paper proposes a Disaster Victim Identification System (DVIS) that integrates AI-based human detection using an ESP32-CAM module, biometric fingerprint authentication, GPS-based location tracking, and GSM-based communication. The proposed system automates victim detection and identification while providing real-time alerts to rescue teams. By combining computer vision, bio- metric verification, and IoT communication, the system aims to reduce rescue time, improve operational efficiency, and enhance coordination during disaster response operations.

II. RELATED WORKS
Ramesh et al. [1] proposed a real-time human detection framework based on the YOLOv3 object detection model for search-and-rescue operations in collapsed structures. The model was trained using annotated disaster-scene datasets containing rubble, low-visibility backgrounds, and partially occluded human figures. Performance evaluation demonstrated high detection speed and reasonable accuracy on edge- compatible hardware platforms. The system achieved efficient bounding-box localization under moderate lighting conditions. However, the framework relied solely on visual confirmation and did not incorporate physiological sensing, biometric iden-

tification, or multi-sensor data fusion, limiting its capability for comprehensive victim assessment.
Zhang et al. [2] developed a Frequency Modulated Continu- ous Wave (FMCW) radar-based life detection system capable of identifying micro-movements caused by respiration and heartbeat beneath debris. The radar signal processing pipeline included clutter suppression, Doppler frequency extraction, and spectral analysis to detect periodic motion patterns. Ex- perimental validation demonstrated reliable detection through non-metallic obstructions such as wood and concrete slabs. Despite its effectiveness in vital sign detection, the system lacked visual validation mechanisms and could not distinguish between human and non-human motion artifacts.
Kumar and Singh [3] introduced a drone-assisted victim detection model combining aerial imagery with convolutional neural networks (CNNs). The system utilized high-resolution UAV imagery for large-scale disaster mapping and automated human detection in wide-area scenarios. The CNN model was trained using aerial disaster datasets to identify stranded victims in open environments. Although the framework signif- icantly reduced manual search time and improved surveillance coverage, it did not integrate biometric verification, close- range life detection, or identity authentication modules.
Lee et al. [4] presented a fingerprint-based Disaster Victim Identification (DVI) framework primarily designed for forensic post-disaster investigations. The system matched collected fingerprint samples against national biometric databases using minutiae-based pattern recognition algorithms. The identifica- tion accuracy was reported to be high under controlled ac- quisition environments. However, the approach required intact fingerprint samples and stable scanning conditions, making it less suitable for real-time rescue operations in dynamic field environments.
Ahmed et al. [5] designed an IoT-based emergency alert and coordination platform integrating GPS tracking, cloud storage, and mobile communication. The platform aggregated field data from multiple devices and provided centralized coordination support through a web dashboard. It enhanced situational awareness and resource allocation efficiency during rescue missions. Nevertheless, victim confirmation relied heavily on manual input, and the system did not incorporate AI-based detection or automated biometric verification.
Patel et al. [6] implemented a CNN-based human detection algorithm optimized for rubble and low-light environments. The system achieved strong precision rates; however, false positives occurred in cluttered backgrounds, and no life de- tection module was included.
Chen et al. [7] proposed a wireless sensor network for disaster monitoring that combined motion sensors and envi- ronmental sensors. While it improved situational awareness, it lacked intelligent victim recognition capabilities.
Garcia et al. [8] introduced a microwave Doppler radar system for detecting breathing patterns under debris. The device demonstrated accurate life detection but could not distinguish between multiple victims or confirm identities.

Sharma et al. [9] developed a thermal imaging-based sur- vivor detection model using infrared cameras. Although ef- fective in darkness, performance degraded in high-temperature environments where thermal contrast was reduced.
Velasco et al. [10] proposed a multimodal biometric fusion system combining fingerprint and facial recognition for dis- aster victim identification. The system improved identification reliability but required high-resolution biometric inputs.
Rahman et al. [11] presented a centralized cloud dashboard for disaster response management. The platform aggregated field data and provided real-time updates to control centers. However, it lacked integrated AI-based victim detection mod- ules.
Wang et al. [12] implemented a YOLOv5-based embedded detection system optimized for low-power processors. The system achieved real-time detection performance but did not integrate health monitoring sensors.
Singh et al. [13] developed a Doppler radar-based respira- tion monitoring framework capable of detecting subtle chest movements. Although accurate for life detection, it required stable positioning and was sensitive to environmental noise.
Lopez et al. [14] introduced an RFID-based victim tracking system where individuals carried identification tags. While ef- fective in controlled settings, it was impractical in unexpected disasters where victims were not pre-equipped.
Hassan et al. [15] designed an autonomous rescue robot equipped with computer vision and obstacle avoidance. The robot enhanced accessibility in hazardous zones but lacked biometric authentication and centralized data logging.
Nguyen et al. [16] proposed a multi-sensor life detection system combining CO sensing, temperature analysis, and motion detection. While detection probability improved, the system experienced false alarms due to environmental varia- tions.
Park et al. [17] implemented a deep learning-based human segmentation model for disaster imagery. The model improved localization accuracy but was computationally intensive and unsuitable for lightweight embedded deployment.
Almeida et al. [18] developed a portable biometric iden- tification kit integrating fingerprint and DNA verification for disaster victim identification. Although highly accurate, it was primarily suited for post-mortem identification rather than real- time rescue.
Jain et al. [19] proposed an AI-enabled emergency response framework integrating image classification and GPS mapping for situational awareness. While it enhanced mapping effi- ciency, it lacked direct victim health assessment.
Torres et al. [20] introduced an integrated rescue support system combining drone surveillance, radar sensing, and cloud communication. Although comprehensive, the system com- ponents operated independently and lacked unified data syn- chronization and biometric verification.This limitation reduces the reliability of victim confirmation during complex disaster scenarios. Furthermore, the absence of integrated identity authentication mechanisms restricts the system’s ability to accurately identify detected victims during rescue operations.

TABLE I
COMPARATIVE SUMMARY OF 20 DISASTER VICTIM DETECTION AND IDENTIFICATION SYSTEMS

	Ref
	Year
	Application/Dataset
	Modality
	Methodology
	Performance(%)
	Limitations

	[1]
	2024
	Disaster Image Dataset
	Vision
	YOLOv3 Human Detection
	93
	No vital sign monitoring

	[2]
	2023
	Experimental Setup
	Radar
	FMCW Life Detection
	91
	No visual confirmation

	[3]
	2024
	Aerial Disaster Images
	Vision (Drone)
	CNN-based Detection
	92
	No biometric identification

	[4]
	2022
	National Biometric DB
	Biometric
	Fingerprint Matching
	95
	Requires intact fingerprints

	[5]
	2023
	IoT Rescue Platform
	IoT + Cloud
	GPS + Alert System
	88
	Manual victim confirmation

	[6]
	2024
	Rubble Images
	Vision
	CNN Human Detection
	90
	False positives in clutter

	[7]
	2022
	Sensor Network Data
	Sensors
	Wireless Monitoring
	87
	No AI detection

	[8]
	2023
	Radar Test Dataset
	Radar
	Doppler Life Detection
	92
	Cannot identify victims

	[9]
	2023
	Thermal Disaster Images
	Thermal Imaging
	Infrared Detection
	89
	Heat interference issues

	[10]
	2024
	Biometric Dataset
	Multimodal Biometric
	Fingerprint + Face Fusion
	94
	Needs high-quality samples

	[11]
	2022
	Cloud Rescue Logs
	Cloud Dashboard
	Real-time Monitoring
	86
	No AI integration

	[12]
	2024
	Embedded Vision Dataset
	Vision
	YOLOv5 Edge Deployment
	94
	No health monitoring

	[13]
	2023
	Lab Radar Signals
	Radar
	Doppler Respiration Analysis
	90
	Sensitive to noise

	[14]
	2022
	RFID-based System
	IoT
	RFID Tracking
	85
	Requires pre-equipped tags

	[15]
	2023
	Rescue Robot Dataset
	Vision + Robotics
	Autonomous Robot Detection
	91
	No biometric support

	[16]
	2023
	Multi-Sensor Setup
	Sensors
	CO2 + Motion Detection
	88
	High false alarm rate

	[17]
	2024
	Disaster Image Dataset
	Vision
	Deep Segmentation Model
	93
	High computation cost

	[18]
	2022
	Forensic Database
	Biometric
	Fingerprint + DNA Kit
	97
	Post-mortem use only

	[19]
	2023
	GPS Mapping Dataset
	Vision + GPS
	AI Mapping System
	89
	No vital monitoring

	[20]
	2024
	Integrated Rescue System
	Vision + Radar + Cloud
	Multi-Module Framework
	94
	Modules not fully synchronized




III. PROPOSED SYSTEM ARCHITECTURE
The proposed Disaster Victim Identification System (DVIS) is designed as an integrated hardware–software architecture to enable real-time detection, identification, and monitoring of victims in disaster environments. The system combines multimodal sensing, embedded edge processing, wireless com- munication, and centralized backend analysis into a unified framework. By synchronizing visual detection, vital sign mon- itoring, biometric authentication, and geolocation tracking, the architecture ensures accurate victim assessment and rapid alert generation. This structured design enhances operational efficiency, scalability, and reliability in large-scale rescue scenarios.
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Fig. 1. Proposed DVIS system architecture.

Fig. 1 illustrates the architecture of the proposed Disaster Victim Identification System (DVIS), combining embedded sensing, data processing, and backend coordination to support efficient disaster response operations. The system is organized into two primary components: the field deployment unit and the backend coordination system.
The field deployment unit comprises multimodal sensing modules: an ESP32-CAM for visual data capture, an FMCW radar sensor for detecting respiration and heartbeat beneath debris, an optical fingerprint sensor for biometric authentica- tion, and a Neo-6M GPS module for geolocation tracking.

These modules are connected to and managed by the ESP32 microcontroller, which handles data acquisition, preliminary processing, and event triggering. On-site indicators such as a buzzer and display unit provide immediate alerts and system status updates.
Data from the field unit are transmitted to the backend server via Wi-Fi or GSM communication modules. The ESP32-CAM first captures visual data, which is analyzed to detect potential victims. The radar sensor then verifies the presence of vital signs, and the fingerprint sensor authenticates the identity of the detected person. The ESP32 packages this validated information along with GPS coordinates and sends it to the backend system.
At the backend coordination system, AI-based human de- tection (using the YOLO model) integrates the visual, radar, and biometric data to confirm victim presence and identity. All processed data are stored in a centralized database and visualized on a real-time coordinator dashboard, enabling efficient monitoring and informed rescue decision-making. This architecture supports rapid alert generation, accurate data fusion, low power consumption, and scalable deployment in dynamic disaster scenarios.

IV. METHODOLOGY
The proposed Disaster Victim Identification System (DVIS) operates through a multi-stage validation pipeline that inte- grates computer vision, radar-based life detection, and bio- metric authentication. The system processes visual and phys- iological signals sequentially to accurately detect, verify, and identify disaster victims before transmitting rescue alerts.Each stage of the pipeline performs a specific validation task, and the outputs from different sensing modules are evaluated before advancing to the next stage. The workflow of the system is illustrated in Fig. 2.


[image: ]

Fig. 2. Process workflow of the proposed Disaster Victim Identification System


A. Image Acquisition
In the implemented system, visual data acquisition is per- formed using an ESP32-CAM module equipped with an OV2640 camera sensor. The camera continuously captures image frames from the monitored disaster environment. To ensure efficient processing and reduce transmission latency, the captured frames are configured at a moderate resolution suitable for real-time analysis.
The ESP32-CAM streams the captured frames to the pro- cessing unit through a wireless interface. Before being passed to the detection model, each frame undergoes a preprocessing step that includes image resizing, normalization, and noise filtering. This preprocessing stage ensures that the input format matches the requirements of the trained detection model and improves detection reliability under varying lighting and environmental conditions typically present in disaster scenar- ios. The processed frames are then forwarded to the object detection module for human detection.

B. Human Detection using YOLO
Human detection in the proposed system is performed using a YOLO-based object detection model deployed on the processing unit. The preprocessed image frames received from the ESP32-CAM are provided as input to the YOLO model for inference.
During inference, the model analyzes each frame and pre- dicts bounding boxes corresponding to objects detected within the image. From these predictions, only the detections classi- fied as “person” are considered for further processing. Each detection includes a bounding box location and an associated confidence score.

To ensure reliable detection, a confidence threshold (0.5) is applied, and only detections exceeding this threshold are accepted. Additionally, Non-Maximum Suppression (NMS) is applied to remove overlapping detections and retain the most confident bounding box representing the detected human subject.
If no valid human detection is obtained from the current frame, the system continues monitoring by capturing the next frame. When a human is successfully detected, the system triggers the life-signal verification stage to confirm whether the detected subject is alive.
C = P (object) × IoU	(1)
where P (object) represents the probability that an object exists in the predicted bounding box and IoU denotes the Intersection over Union between the predicted bounding box and the ground truth.
C. Life Signal Detection using FMCW Radar
After human detection, the system activates the FMCW radar sensor to confirm the presence of life signals from the detected subject. The radar module continuously emits frequency-modulated signals toward the detected target area and captures the reflected signals.
In the implemented system, the received radar signals are processed to detect small periodic movements produced by human respiration. The reflected signals are first filtered to remove environmental noise and interference. The filtered signal is then transformed into the frequency domain using Fast Fourier Transform (FFT) to extract dominant periodic components.
Respiration-induced chest movements generate characteris- tic frequency patterns within a specific physiological range. The system evaluates the extracted frequency components and verifies whether the detected signal falls within the expected human respiration frequency range.
If no valid respiration signal is detected, the system con- cludes that the detected object may not correspond to a living victim. If a valid life signal is confirmed, the system proceeds to the biometric identification stage.
N−1Σ

X(k) =	x(n)e−j2πkn/N	(2)
n=0
Where: x(n) = sampled radar signal N = number of samples
X(k) = frequency spectrum of the signal
D. Biometric Identification using Fingerprint Sensor
Following life confirmation, the system performs victim identification using an optical fingerprint sensor integrated into the device. The fingerprint sensor captures the fingerprint image of the detected individual when contact is established. The captured fingerprint image is processed by the sensor’s internal feature extraction module to obtain minutiae features, including ridge endings and bifurcation points. These features are converted into a digital template representing the unique
fingerprint pattern.

The generated fingerprint template is then compared with fingerprint templates stored in the system database using the sensor’s built-in matching algorithm. The algorithm calculates a similarity score between the captured fingerprint and stored templates.
If the similarity score exceeds the predefined matching threshold, the system confirms the identity of the victim. If no match is found, the system records the identification attempt

the FMCW radar module detected respiration signals with an accuracy of 92%. The fingerprint identification module provided reliable biometric authentication with an accuracy of 95%. The IoT dashboard communication module achieved an operational accuracy of 89%.
When these modules operate together within the proposed DVIS architecture, the system performs multi-modal verifica- tion before generating a rescue alert. This layered validation

as unsuccessful.
M
S =
T


(3)

approach improves reliability and reduces false detections. As a result, the integrated DVIS system achieves an overall detection accuracy of approximately 96%, demonstrating its

Where: M = number of matched minutiae points T = total
number of minutiae points in the template S = similarity score
E. Alert Generation and Communication
Once the victim is detected and successfully identified, the system generates an emergency alert for rescue coordination. The GPS module integrated in the system retrieves the geo- graphical coordinates corresponding to the current location of the device.
The system then constructs a structured alert message containing the victim identification details, detection status, and location coordinates. This information is packaged into a data packet and transmitted to the rescue coordination server using the system’s wireless communication module (GSM/Wi- Fi).
At the server side, the received information is logged into a centralized database and displayed on a monitoring dashboard used by rescue teams. This enables rescue personnel to quickly identify the detected victim and locate their exact position within the disaster environment.
V. RESULT AND ANALYSIS
The experimental evaluation of the proposed Disaster Vic- tim Identification System (DVIS) demonstrates a balanced trade-off between detection accuracy, response speed, power consumption, and overall deployment cost. Existing commer- cial disaster management systems provide advanced sensing technologies and robust multi-sensor integration, but their high deployment cost limits their accessibility in many developing regions. In contrast, the proposed ESP32-CAM-based archi- tecture provides a cost-effective and portable solution suitable for rapid deployment during emergency rescue operations. The accuracy results of the individual modules used in the

TABLE II
ACCURACY EVALUATION OF DVIS SYSTEM COMPONENTS

	System Component
	Function
	Accuracy (%)

	YOLO Human Detection
	Detects human presence in captured
images
	94

	FMCW Radar Life Detection
	Detects respiration signals
	92

	Fingerprint Identification
	Verifies victim identity using biometric
matching
	95

	IoT Dashboard Communication
	Displays detection results and system
status
	89

	Integrated DVIS System
	Multimodal verification and alert gen-
eration
	96



DVIS framework are presented in Table 2. The YOLO-based human detection module achieved an accuracy of 94%, while

effectiveness for real-time disaster victim identification and rescue operations.The experimental results also confirm that the proposed system can efficiently detect victims and transmit their location information to rescue teams. This capability can significantly improve response time during disaster manage- ment operations.
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Fig. 3. Hardware Prototype of the Proposed System (Top View)
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Fig. 4. Hardware Prototype of the Proposed System (Front View)

VI. CONCLUSION
This paper presented the design and implementation of a unified Disaster Victim Identification System (DVIS) for real- time rescue operations. The proposed system integrates AI- based human detection, radar-based life monitoring, biometric fingerprint authentication, GPS-based location tracking, and IoT-enabled communication into a single intelligent frame- work. By combining these sensing technologies, the system performs multi-stage verification to detect victims, confirm life signals, authenticate identity, and transmit rescue alerts to a centralized monitoring platform.Experimental evaluation demonstrates that the integrated DVIS framework achieves an overall detection accuracy of approximately 96%, show- ing improved reliability compared to standalone detection methods. The use of lightweight embedded hardware such as the ESP32-CAM enables cost-effective deployment and rapid implementation in disaster environments.
Future work will focus on enhancing system scalability, improving detection robustness under extreme environmental conditions, and integrating additional sensing technologies to further support autonomous disaster response operations.
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