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Abstract
The integration of Internet of Things (IoT) and digital twin technologies has enhanced industrial asset monitoring by enabling real-time diagnostics and prognostics for predictive maintenance; however, the high cost and technical complexity of proprietary platforms limit adoption among small and medium-scale industries. This study presents the design and implementation of a low-cost IoT-enabled digital twin framework for real-time monitoring, fault detection, and preventive maintenance of an industrial electric motor. The hardware architecture employs an ESP32 microcontroller integrated with multi-sensor nodes to measure temperature, voltage, current, frequency, rotational speed, and vibration. Edge-level preprocessing was implemented to reduce latency, minimize bandwidth usage, and improve system reliability under intermittent connectivity, while secure communication was achieved using MQTT over TLS with WPA2-PSK authentication and AES encryption. A Node-RED instance hosted on FlowFuse functioned as the orchestration layer for telemetry ingestion, machine learning inference, and message routing, with time-series data stored in InfluxDB and visualized using Grafana. A web-based three-dimensional digital twin developed using Three.js enabled real-time synchronization between physical motor parameters and their virtual representation. Four deep learning architectures—Long Short-Term Memory (LSTM), Gated Recurrent Unit (GRU), Bidirectional GRU (Bi-GRU), and Attention-enhanced GRU—were trained on multimodal time-series data. The GRU-Attention model achieved the best overall performance with 99.94% accuracy, 99.93% precision, 99.95% recall, and a 99.94% F1-score, outperforming Bi-GRU (99.91% accuracy), LSTM (99.87%), and GRU (99.82%). A Hybrid Fault Detection and Safe Override framework further enhanced reliability by integrating model confidence evaluation with deterministic operational thresholds. Experimental evaluation demonstrated end-to-end latency below 50 ms and total hardware implementation cost under $100, providing a scalable, secure, and cost-effective digital twin solution suitable for small and medium-scale industrial applications.
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I. INTRODUCTION
Industrial electric motors are foundational assets across modern manufacturing, power generation, oil and gas operations, and automated industrial systems. Accounting for more than 40% of global electricity consumption, their reliability and operational continuity are critical for productivity, energy efficiency, and safety in industrial environments [1]. Despite their importance, electric motors remain vulnerable to mechanical, thermal, and electrical faults—such as bearing wear, insulation degradation, rotor defects, and overheating—which typically originate from subtle changes in vibration, temperature, or electrical patterns [2], [3], [4]. If these faults are not detected early, they can escalate into catastrophic failures, leading to unplanned downtime, costly repairs, and significant production losses.
Conventional maintenance strategies, including reactive maintenance and time-based preventive maintenance, often fall short in addressing the dynamic and nonlinear degradation patterns seen in industrial motors. Reactive maintenance only intervenes after failure, resulting in operational disruptions, while preventive maintenance relies on fixed schedules that may not accurately reflect true motor health, thereby causing unnecessary interventions and increased maintenance expenditure [5], [6]. These limitations have accelerated the shift toward Predictive Maintenance (PdM), which leverages sensor data and analytical models to forecast failures before they occur. When implemented effectively, PdM has been shown to reduce maintenance costs by up to 30%, minimize unplanned downtime by more than 45%, and enhance asset availability [7-14].
Despite its promise, widespread PdM adoption remains limited—particularly among small and medium enterprises (SMEs). Commercial PdM platforms typically require proprietary wireless sensors, expensive gateways, and subscription-based cloud analytics services, placing significant financial burdens on industries with constrained budgets [15], [16], [17], [18]. Additionally, many existing PdM solutions depend on static thresholding, manual feature engineering, or shallow learning techniques that struggle to capture complex temporal dependencies and nonlinear degradation behaviours in real-world operating conditions [19-21]. These challenges highlight the need for affordable, scalable, and intelligent PdM architectures that combine robust data acquisition with advanced diagnostics.
Advancements in Internet of Things (IoT) technologies have created promising opportunities for next-generation maintenance systems. Low-cost microcontrollers—particularly the ESP32—enable multi-sensor data acquisition including vibration, temperature, current, and voltage at a fraction of the cost of industrial-grade systems [22-23]. Lightweight communication protocols such as MQTT support efficient data streaming even in bandwidth-constrained environments [24-29]. Complementarily, rapid progress in machine learning (ML), especially deep learning models such as LSTM, GRU, and attention-based architectures, has significantly improved fault detection, anomaly classification, and remaining useful life (RUL) estimation for rotating machines [30-35].
A major breakthrough in maintenance engineering is the emergence of the Digital Twin (DT)—a virtual representation of a physical asset updated continuously with real-time sensor data. Digital Twins allow immersive visualization, evaluate machine behaviour under different operating conditions, and support operator training and scenario-based simulations [36-39]. However, most DT implementations in industry rely on costly proprietary ecosystems, have limited real-time capabilities, or lack integration with low-cost IoT devices—creating an entry barrier for SMEs and limiting system flexibility.
To address these limitations, this paper implements a highly cost-effective, multi-sensor IoT-to-Digital Twin system for real-time condition monitoring and simulation of industrial electric motors. The system features a cost-optimized multi-sensor IoT edge device built around the ESP32 platform, capable of acquiring vibration, temperature, current, and voltage data, with total hardware cost remaining below $100—representing more than a 90% reduction compared to commercial predictive maintenance system. It also offers, a fully open-source and scalable data pipeline developed using ESP32, MQTT, Node-RED, and InfluxDB to enable low-latency, subscription-free data streaming, processing, storage, and visualization. The Digital Twin is implemented using Three.js and incorporates a dual-mode architecture consisting of an automatic mode for real-time motor health visualization synchronized with live sensor data, and a manual/simulation mode for operator training and what-if scenario exploration.

II. RELATED WORK 
IoT-enabled predictive maintenance has received significant attention in recent years, driven by the increasing availability of low-cost sensors, machine learning model and wireless communication technologies. Several studies have demonstrated the feasibility of integrating distributed sensors with cloud infrastructures for real-time monitoring of industrial equipment. Qin et al. [40] showed that IoT-based vibration and electrical signal acquisition could effectively support cloud-level analytics for machinery health assessment. Their work, however, relied heavily on cloud computing, making it less suitable for environments requiring low-latency local processing. Similarly, Xia et al. [41] explored data-driven condition monitoring using deep neural networks, but their framework required high-performance hardware and did not address deployment in resource-constrained settings.
Deep learning approaches continue to advance the accuracy of fault detection in rotating machinery. Mao et al. [42] applied deep residual networks to vibration signals and demonstrated strong generalization capabilities in fault identification. Li et al. [43] proposed a hybrid CNN–LSTM approach capable of capturing both spatial and temporal features of bearing vibration data, achieving improved diagnostic accuracy over conventional models. While these studies highlight the effectiveness of deep neural architectures, they generally rely on high-fidelity sensors and controlled laboratory datasets, limiting their applicability to low-cost, real-world industrial installations.
In addition to supervised learning, broader predictive maintenance surveys have emphasized the importance of scalable architectures that integrate sensing, communication, and analytics. Bousdekis and Mentzas [44] identified the lack of unified frameworks as a major limitation in current predictive maintenance research, noting that many studies focus either on algorithmic development or sensor deployment without connecting both within a real-time system. Tiboni et al. [45] investigated IoT-based vibration monitoring for industrial motors using embedded sensors, but their system did not incorporate machine learning or digital twin visualization, leaving significant gaps in automated diagnosis and interpretability.
Cost-driven solutions have also been explored using microcontroller-based sensing platforms. Karthik et al. [46] developed an ESP32-based industrial monitoring system that demonstrated the feasibility of low-cost sensor networks for anomaly detection. Their solution, however, provided only threshold-based assessment and did not support predictive modelling or dynamic virtual visualization. Other authors have evaluated lightweight IoT communication protocols for real-time industrial monitoring. Raptis et al. [47] compared MQTT and CoAP and showed that MQTT offers superior performance in terms of latency and reliability, especially under high-frequency data workloads. These insights support its adoption for time-sensitive predictive maintenance systems such as the one developed in this study.
Open-source industrial monitoring platforms are gaining traction in recent literature due to their flexibility and cost-effectiveness. Kamal et al. [48] highlighted the advantages of open-source architectures but noted that many existing solutions lack advanced analytics and real-time virtual representation of machinery. Martínez [44] demonstrated the effectiveness of Node-RED and InfluxDB for rapid integration of industrial data pipelines, though without extending the system toward predictive modelling or real-time animation of machine states.
Digital Twin technology represents another major development in modern predictive maintenance research. Liu et al. [49] provided a comprehensive overview of digital twin-driven manufacturing systems, emphasizing the potential of virtual replicas to support monitoring, control, and optimization. Zheng et al. [50] implemented a Digital Twin for rotating machinery that enabled real-time synchronization with sensor data, but their system required specialized hardware and proprietary simulation tools. Silva [58] explored Digital Twins for operator training, demonstrating the value of simulation environments but without integrating real-time predictive diagnostics. Overall, while Digital Twins have advanced significantly, most existing implementations remain costly, computationally expensive, or dependent on proprietary frameworks.
Deep learning-based fault diagnosis continues to evolve with improved architectures. Chakraborty et al. [51] reviewed the use of advanced neural networks in industrial systems and called for hybrid approaches that combine machine learning with rule-based safety logic to improve reliability in uncertain environments. Nguyen et al. [52] introduced an attention-based deep learning model for early fault detection, showing that attention mechanisms significantly enhance sensitivity to subtle anomalies. Patel [53] demonstrated that GRU-based architectures offer a compelling balance between computational efficiency and predictive performance, making them suitable for embedded applications.
Hybrid fault detection frameworks have also been reported in recent work. He et al. [55] proposed a combined statistical-machine learning system that improved robustness against false alarms, particularly under noisy industrial conditions. Bruno [56] analyzed latency behaviour in MQTT-based industrial pipelines and highlighted the need for low-latency architectures—typically below 100 ms—to maintain accurate synchronization between physical equipment and its digital representation. Hassan and Raman emphasized that low-cost sensor networks and unified IoT-Digital Twin frameworks can democratize predictive maintenance, but indicated that practical implementations remain scarce, especially those integrating deep learning, simulation capabilities, and hybrid safety logic in one cohesive system [59].
In summary, prior studies have made notable progress in IoT-based sensor deployment, deep learning fault diagnosis, and Digital Twin development. However, existing solutions typically suffer from one or more of the following limitations: reliance on high-cost sensors or proprietary platforms [49], lack of real-time visual synchronization [50], absence of integrated machine learning models [45], limited applicability to low-resource industrial environments [41], or lack of unified frameworks combining sensing, analytics, communication, and visualization [44], [48]. To address these gaps, this research implements an end-to-end, low-cost system that integrates multi-sensor data acquisition, low-latency MQTT-based communication, open-source data processing, deep learning-driven predictive modelling, and a real-time Digital Twin, all at a hardware cost below US$100. This combination of affordability, real-time performance, dynamic visualization, and hybrid fault detection distinguishes this research from prior literature and enables its deployment in small and medium-scale industrial settings.
III. System Architecture and Methodology 
The development of the predictive maintenance system followed an integrated methodology that combined hardware design, embedded firmware development, real-time IoT communication, data engineering, digital twinning, and machine learning modelling into a single unified workflow. The overall system architecture was built around a multi-sensor edge device that continuously monitored the operational behaviour of an electric motor and transmitted real-time data to a cloud-integrated digital twin environment. The methodological approach began with the design and construction of a low-cost sensing node based on the ESP32 microcontroller, which served as the primary data acquisition unit. The ESP32 was selected due to its computational efficiency, wireless connectivity, and compatibility with multiple sensor interfaces. It was interfaced with a vibration sensor, a non contact digital temperature sensor, a current sensor, and a voltage monitoring module, enabling comprehensive monitoring of mechanical, thermal, and electrical indicators. The circuit design ensured proper signal routing, electrical isolation for high-voltage measurement, and noise minimization to preserve the integrity of high-frequency vibration and electrical signals.
Firmware for the ESP32 was developed using the Arduino IDE to coordinate multi-rate sensor acquisition, lightweight edge preprocessing, structured data formatting, and MQTT-based communication. An accelerometer-based vibration sensor was interfaced via I²C to capture mechanical vibration signals at a sampling rate of 4–5 kHz, sufficient to detect characteristic fault frequencies associated with bearing defects and mechanical imbalance. Electrical parameters (current and voltage) were sampled at 1 kHz to enable RMS estimation and basic harmonic observation, while temperature measurements were acquired at 1 Hz, reflecting the slower thermal response of industrial motors. Edge-level preprocessing was implemented to reduce bandwidth consumption and improve downstream efficiency. For vibration and current signals, DC offset removal and RMS calculations were performed over 100 ms sliding windows. Peak acceleration values were also extracted to provide time-domain fault indicators. Raw high-frequency data were optionally buffered for short durations to support frequency-domain analysis in the cloud or Digital Twin layer. Each measurement packet was timestamped using the ESP32 system clock synchronized at startup, ensuring temporal alignment across sensing channels. Data were formatted into lightweight JSON structures and transmitted via MQTT over Wi-Fi using QoS level 1 to balance reliability and latency. This structure allowed independent subscription by Node-RED flows, enabling parallel processing for storage in InfluxDB, real-time visualization, and predictive model inference. The firmware also incorporated automatic Wi-Fi reconnection routines and basic fault-handling logic to ensure operational continuity under unstable network conditions.
Upon transmission from the ESP32 edge node, sensor data were received by an MQTT broker and routed to an IoT middleware layer implemented in Node-RED, which functioned as the orchestration engine of the system. Dedicated MQTT-in nodes subscribed to the hierarchical topics and parsed incoming JSON payloads. Validation checks were applied to ensure message integrity, including timestamp verification, null-value filtering, and range validation for each sensor parameter. Within Node-RED, data transformation logic standardized all measurements into a consistent schema before database insertion. For vibration and current signals, additional smoothing was applied using a moving average filter with a configurable window size (10 samples) to reduce transient noise while preserving fault-sensitive features. Processed data were then written to InfluxDB using the InfluxDB-out node with structured measurement naming conventions. Separate measurements were defined for vibration, electrical parameters, and temperature to accommodate their differing sampling frequencies. Each record included timestamp, sensor ID, and computed features as fields, while motor identifier and sensor type were stored as tags to optimize query performance. InfluxDB was configured with custom retention policies to balance storage efficiency and long-term analytics. High-frequency vibration data were stored with a shorter retention window (14 days), while aggregated statistical summaries were retained for extended periods (12 months) to support trend analysis and predictive modelling. Continuous queries were implemented to automatically generate downsampled datasets for visualization dashboards and Digital Twin synchronization.
To enable intuitive monitoring and human–machine interaction, processed data were visualized through two complementary interfaces. The first interface was a Grafana dashboard connected directly to InfluxDB for real-time engineering analysis. Time-series panels were configured for vibration RMS, peak acceleration, motor temperature, current, and voltage, with refresh intervals set to 1–2 seconds to support near-real-time observation. Threshold-based alert rules were implemented within Grafana to visually flag abnormal operating conditions. This interface primarily supported analytical inspection and historical trend evaluation. The second interface, central to the novelty of this work, was a custom Digital Twin developed using the Three.js WebGL framework. The virtual motor model was rendered within a browser-based 3D environment and synchronized with live sensor data via MQTT-over-WebSocket communication. Incoming data streams were mapped to dynamic visual parameters: rotational speed of the 3D shaft was proportional to measured RPM or inferred electrical frequency; vibration intensity was represented using controlled oscillatory displacement of the motor housing; thermal conditions were visualized through real-time color gradients applied to the motor surface materials; and electrical status indicators were displayed using animated overlays and warning states. The Digital Twin operated in two distinct modes. In Automatic Mode, real-time sensor data directly controlled animation parameters, achieving end-to-end synchronization latency below 100 ms between physical measurements and visual updates. In Simulation Mode, control parameters were decoupled from live data, allowing users to manually adjust motor speed, simulate elevated vibration amplitudes, introduce overcurrent conditions, or emulate thermal rise scenarios. These simulated states were generated within the 3D environment without affecting the physical motor, enabling safe exploration of fault conditions and operator training. The dual-mode architecture was implemented using state management logic within the Three.js application, allowing seamless switching between live monitoring and simulation contexts. This approach transformed the Digital Twin from a passive visualization tool into an interactive decision-support and training platform.
The dataset for machine learning was derived from continuous multi-modal sensor streams acquired during controlled normal and induced-fault operating conditions. After preprocessing, a total of approximately 100,000 labeled samples were obtained across four motor condition classes: normal operation, bearing fault, electrical imbalance, and combined fault. To ensure consistency across modalities, vibration, electrical, and temperature signals were temporally aligned and resampled where necessary. Outliers were removed using statistical thresholding, and all features were normalized using min–max scaling to stabilize gradient-based optimization. For sequence-based learning, the synchronized data were segmented into overlapping temporal windows of 150 time steps, enabling the models to capture short- and medium-term temporal dependencies within the motor behavior. Care was taken to prevent temporal leakage by performing dataset segmentation prior to splitting into training (70%), validation (15%), and testing (15%) subsets. The dataset was balanced across all classes to prevent bias toward dominant operational states. Four recurrent neural network architectures were implemented and comparatively evaluated: Long Short-Term Memory (LSTM), Gated Recurrent Unit (GRU), Bidirectional GRU (Bi-GRU), and an attention-enhanced GRU model. Each architecture consisted of stacked recurrent layers with dropout regularization and a softmax output layer for multi-class classification. Hyperparameters—including learning rate (0.0005–0.001), batch size (32–64), hidden unit size (64–128), and sequence length—were optimized through validation-based tuning, with early stopping applied to mitigate overfitting. Among the evaluated models, the attention-enhanced GRU achieved the best performance, attaining a classification accuracy of 98.7% on the independent test dataset, with consistently high precision, recall, and F1-scores across all classes. The incorporation of the attention mechanism enabled the model to dynamically emphasize informative temporal segments, thereby improving sensitivity to subtle fault signatures and enhancing robustness under real-world operational variability.
To enhance reliability under real-time industrial operating conditions, the machine learning inference module was integrated with a Hybrid Fault Detection and Safe Override (HFDSO) algorithm. The HFDSO architecture combined probabilistic model predictions with statistical threshold monitoring and deterministic rule-based safety logic. This hybrid design mitigated the risk of false positives or false negatives arising from transient noise, sensor drift, or model uncertainty. 
Specifically, the attention-based GRU model generated class probability outputs for each temporal window. These predictions were cross-validated against predefined statistical constraints, including vibration RMS thresholds, temperature safety limits, and allowable current imbalance margins. When discrepancies were detected—such as high anomaly probability combined with threshold violations—the system escalated the fault state according to a hierarchical decision logic. Depending on severity, the response included real-time alert generation, operational derating recommendations, or initiation of protective shutdown commands within predefined safety bounds.
This layered validation strategy ensured that critical safety decisions were not solely dependent on neural network outputs, thereby increasing robustness and practical deployability in industrial environments.
The complete system was implemented using cost-efficient hardware and open-source software components. The ESP32 microcontroller performed edge-level data acquisition and preprocessing, while MQTT provided lightweight, low-latency message transport. Node-RED functioned as the middleware orchestration engine, directing validated data streams into an InfluxDB time-series database for structured storage. Grafana dashboards enabled real-time engineering visualization, and a custom Three.js WebGL environment rendered the interactive digital twin. Machine learning models were developed and evaluated in Python prior to deployment within the inference pipeline.
Performance evaluation demonstrated an end-to-end system latency in the low tens of milliseconds, including sensor acquisition, data transmission, model inference, and digital twin synchronization. This latency level satisfied the sub-100 ms requirement for real-time digital representation, ensuring tight coupling between physical motor behaviour and its virtual counterpart.
IV. Results and Discussion
This research evaluated the performance of the developed predictive maintenance system through real-time data acquisition, comparative deep learning analysis, and digital twin validation. The integrated IoT–Digital Twin architecture operated reliably under varying motor conditions, maintaining low latency and high predictive consistency throughout experimental trials.
The real-time monitoring capability is illustrated in Figure 1.1, which presents the Grafana dashboard configured for continuous visualization of vibration, temperature, current, and voltage signals, alongside automated alert generation. Distinct signal deviations were observed when fault conditions were introduced, particularly in vibration amplitude and thermal response. Backend data validation through the InfluxDB Data Explorer interface in Figure 1.2 confirmed continuous, time-stamped storage of sensor measurements without observable data loss. The consistency of the stored time-series data ensured that the machine learning models were trained on complete and temporally coherent datasets. End-to-end latency from sensor acquisition to visualization remained below 50 ms, demonstrating that the implemented architecture satisfied real-time industrial monitoring requirements.
After preprocessing through window segmentation, normalization, and supervised labeling, four recurrent neural network architectures were trained and evaluated: LSTM, GRU, Bi-GRU, and GRU with an attention mechanism. The confusion matrices presented in Figures 1.3–1.6 illustrate the classification outcomes of each model. Across all architectures, classification accuracy exceeded 99%, indicating strong discriminative separation between healthy and faulty motor states.
The GRU model, shown in Figure 1.3, achieved an accuracy of 99.82% with minimal misclassification, demonstrating efficient temporal feature extraction with relatively low computational complexity. The LSTM model (Figure 1.4) achieved slightly higher accuracy (99.87%), reflecting its effectiveness in modeling longer temporal dependencies; however, it required greater training time and computational resources. This highlights the trade-off between representational capacity and computational efficiency in practical deployment scenarios.
Performance improved further with the Bi-GRU model (Figure 1.5), which achieved 99.91% accuracy and improved recall (99.92%). Bidirectional processing enabled enhanced contextual interpretation of temporal sequences, particularly improving sensitivity to gradually evolving mechanical faults embedded within vibration signals.
The highest overall performance was achieved by the GRU-Attention model, as illustrated in Figure 1.6, which recorded 99.94% accuracy, 99.93% precision, 99.95% recall, and a 99.94% F1-score. The confusion matrix indicates the lowest false classification rate among the evaluated models. The attention mechanism adaptively weighted informative segments of the time-series data, improving detection of subtle fault signatures that might otherwise be masked by normal operational fluctuations. Although the numerical improvement over Bi-GRU appears small, even fractional gains in predictive accuracy can significantly reduce cumulative false alarms and missed detections during prolonged industrial operation.
To enhance system robustness, machine learning outputs were integrated with the Hybrid Fault Detection and Safe Override (HFDSO) mechanism. During abrupt electrical disturbances, such as sudden current surges, the threshold-based component of HFDSO responded marginally faster than the neural models. Conversely, slowly evolving mechanical anomalies were more accurately detected by the GRU-Attention architecture due to its ability to capture progressive temporal patterns. The complementary interaction between statistical safeguards and data-driven inference reduced single-point dependency and improved operational reliability.
The digital twin component demonstrated high behavioral fidelity, with real-time synchronization observed between physical measurements and virtual motor representation. Increases in vibration intensity were reflected as amplified oscillatory motion, while temperature elevations appeared as progressive thermal gradients within the virtual model. Electrical anomalies generated immediate visual warnings aligned with physical events. The close temporal correspondence between measured signals and digital twin responses validated the accuracy of the synchronization mechanism. Additionally, simulation mode enabled controlled fault induction without physical risk, supporting both operator training and scenario-based evaluation.
The results demonstrate that this research achieved ultra-low latency monitoring (<50 ms), classification accuracy exceeding 99.9%, robust hybrid fault mitigation, and reliable digital twin synchronization using cost-effective hardware. The progressive improvement observed from LSTM to GRU, Bi-GRU, and GRU-Attention architectures underscores the value of adaptive temporal weighting in multi-modal industrial time-series fault detection. The integration of real-time sensing, deep learning inference, statistical safeguards, and virtual representation establishes a scalable predictive maintenance framework suitable for practical industrial deployment.




Figure 1.1: Real-time Grafana dashboard with sensor visualization and email alert configuration
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Figure 1.2: InfluxDB Data Explorer interface showing stored motor sensor measurements
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Figure 1.3: GRU Model Confusion Matrix 
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Figure 1.4: LSTM Model Confusion Matrix

[image: ]Figure 1.5: Bi-GRU Confusion Matrix
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Figure 1.6.: GRU-Attention Model Confusion Matrix
 
SUMMARY OF MODEL PERFORMANCE
	Model
	Accuracy (%)
	Precision (%)
	Recall (%)
	F1-Score (%)
	Key Observation

	LSTM
	99.87
	99.85
	99.86
	99.85
	Strong long-term dependency learning

	GRU
	99.82
	99.80
	99.81
	99.80
	High accuracy with lower complexity

	Bi-GRU
	99.91
	99.90
	99.92
	99.91
	Improved temporal feature extraction

	GRU-Attention
	99.94
	99.93
	99.95
	99.94
	Best overall performance




V. Conclusion
This work presented the development and evaluation of a cost-effective multi-sensor IoT-to-Digital Twin system designed for real-time condition monitoring and predictive maintenance of industrial electric motors. The research successfully demonstrated that low-cost hardware, when combined with modern IoT middleware, deep learning algorithms, and a dynamic digital twin, can deliver performance comparable to far more expensive commercial monitoring solutions. By integrating vibration, temperature, current, and voltage sensing into a single ESP32-based node, the system captured the multi-dimensional behaviour of electric motors with high temporal resolution. The lightweight MQTT communication protocol and the Node-RED processing pipeline enabled seamless real-time data flow, while the InfluxDB storage engine provided the reliability required for long-term monitoring and model training.
The machine learning experiments confirmed the potential of sequence-based deep learning models for early fault detection, with the GRU-based architectures outperforming traditional designs. The Attention-GRU model delivered the highest accuracy and demonstrated strong capability in identifying subtle temporal patterns associated with emerging faults. When paired with the Hybrid Fault Detection and Safe Override algorithm, the system achieved a high level of reliability, ensuring that operational safety is maintained even in the presence of uncertain or rapidly changing conditions. This hybrid approach allowed the system to detect both gradually evolving mechanical issues and sudden electrical disturbances, reinforcing its suitability for real-world industrial environments.
The digital twin served as a critical component of the overall architecture, providing an intuitive visualization of motor health and enabling interactive exploration of simulated fault scenarios. Its real-time synchronization with live sensor data validated the responsiveness of the IoT pipeline, while the simulation mode proved valuable for operator training and system analysis. Together, these capabilities contributed to a more interpretable and user-friendly predictive maintenance solution.
Overall, this research demonstrates that an integrated IoT, machine learning, and digital twin framework can significantly reduce the cost and complexity traditionally associated with predictive maintenance technologies. The successful implementation of a system costing under one hundred dollars, yet capable of delivering low-latency monitoring and accurate fault detection, highlights its potential for adoption in small and medium-sized industrial settings where budget constraints often limit technological advancement. The system provides a pathway for democratizing predictive maintenance and advancing digital transformation across a broader range of industries.
Future extensions may explore deploying the system on larger equipment fleets, optimizing the digital twin for more detailed physics-based modelling, and integrating cloud-edge hybrid training mechanisms to support continual learning. Nonetheless, the contributions established in this study form a strong foundation for scalable, intelligent, and cost-efficient industrial asset monitoring.
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