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Research Problem: Research Purpose In this research effort and thus generated thesis, we consider the demand of software product reliability and its optimum reliable business as well as functional operation. Some important research goals have been established. These research goals are important for assuring software product reliability in applications. The general research objectives have been divided into two groups: general objectives and particular objectives. General aims are those that are recommended or aimed to achieve as a final or ultimate goal, whereas specialized objectives are those that emphasize the adoption of certain resilient procedures and specific technologies in order to achieve ultimate general objectives. The specific objectives indicate the technical requirements that should be accomplished using the proposed research model in order to achieve the research's final goal. The following are the general as well as specialized objectives:
PROBLEM IDENTIFICATION

The main goal of software growth is to provide super software in a short amount of time. The early growth process contains several stages, each of which has its own significance and trust. Each stage of growth has a specific objective or purpose. It becomes necessary to select the most basic data processing technique in order to complete these objectives quickly. Because software applications are becoming increasingly complex, conventional software dependability approaches are unable to investigate inter component interactions in modular software systems. The number of test cases could also be huge, making it difficult to thoroughly test each software element specified supply constraints. Machine learning techniques have been used to develop prediction about the programmed in order to improve it. 
The amount of experiment suitcases might real particularly enormous, making it difficult to thoroughly analysis every software component against a big quantity of data with limited resources. As a result, it takes longer to predict software problems and insects. Furthermore, it is not taken into account to find dissimilar software modules because each software module contains a large amount of data, and there is a lack of reliability, so there is a problem of getting better software reliability; when we use failure software, the system should go to disaster, so software developers there improve their knowledge day by day, but previous testing tools not efficient for identification of software bugs and insects so they need of new technology for prediction of software failure in software industrial data, there is another problem is it not suitable for identification of dissimilar code and changes of software data in software modules it’s not efficient to find out infarct of software modules, Machine learning approaches have been used to develop predictions about software module failures based on historical data and flaws. Various reliability estimate methodologies and software defect prediction utilizing machine learning techniques are discussed in this study. 
RESEARCH OBJECTIVES: • To develop software reliability oriented system

framework which can detect faults or intrusions using data mining technique to ensure software

reliability • To develop a robust and highly efficient data mining technique which can detect intrusion in huge datasets and can provide quality enriched mining support to software so as to ensure its reliability. Those objectives that if implemented with proposed model, ensure the accomplishment of general objectives. The defined specific research objectives in this thesis are as follows; • To develop machine learning based data mining technique called Evolutionary Support vector machine (ESVM) with intrusion detection system (IDS) facility for supporting software reliability in cyber utilities.
 • To develop a robust data mining scheme for software defect predictions on the basis of metrics associated with software under consideration. • To develop an efficient Support Vector Machine based classifier model to facilitate the approach of automatic internal relevant feature detection and parametric tuning employing evolutionary computing paradigm enriched with estimator of generalization capability. • To develop a mining approach based on Evolutionary Support Vector Machine (ESVM) based data mining system and compare its performance with Neural Network (NN)

based data mining approach with intrusion detection feature for software reliability estimation. 
• To implement various kinds of attacks such as DDoS, replay attacks, sleeps attacks, etc on datasets for evaluating robustness of proposed system while considering detection time and accuracy as critical evaluating factors. 
• To compare the results obtained with ESVM and NN in terms of various

performance parameters such as intrusion detection time and efficiency with varied kinds of attacks on software. The analysis has been done with respect to time consumed in exhibiting malicious data or intrusion detection. In this research effort and thus generated thesis, we consider the demand of software product reliability and its optimum reliable business as well as functional operation. Some important research goals have been established. These research goals are important for assuring

software product reliability in applications. The general research objectives have been divided into two groups: general objectives and particular objectives. General aims are those that are

recommended or aimed to achieve as a final or ultimate goal, whereas specialized objectives are those that emphasize the adoption of certain resilient procedures and specific technologies in order to achieve ultimate general objectives. The specific objectives indicate the technical requirements that should be accomplished using the proposed research model in order to achieve the research's final goal. 
The following are the general as well as specialized objectives. To create an Evolutionary

Support vector machine (ESVM)-based data mining technique with an intrusion detection system (IDS) capacity for supporting software dependability in cyber utilities. To create a reliable data mining echnique for predicting software defects based on parameters connected with the software under examination. Using an evolutionary computing paradigm reinforced with a generalisation estimator, create an efficient Support Vector Machine based classifier model to assist the approach of automatic internal relevant feature recognition and parametric tuning. To build a software reliability estimation strategy based on an Evolutionary Support Vector Machine (ESVM)-based data mining system and

compare its performance to a Neural Network (NN)-based data mining approach with an intrusion detection feature. Stress of the proposed system by implementing various types of assaults on datasets, such as DDoS, replay attacks, steeps attacks, and so on, while keeping detection time and accuracy as essential assessing variables. To compare the performance of ESVM and NN in terms of several performance factors such as intrusion detection time and efficiency with various types of software threats. The study looked at how much time was spent displaying harmful data or detecting intrusions.
 1.4 Proposed methods In light of the need for a highly reliable and efficient system model for software reliability, a data mining-based system model has been proposed in this research work, which allows for not only an improved mechanism of data classification for malicious data, but also an approach to intrusion detection in large data sets. We have suggested an evolutionary support vector machine (ESVM) based data mining system augmented with an intrusion detection system in our proposed research study. 
We took some real data for training the system from KDD (knowledge discovery and data mining), then implemented it to train the system and define all the attacks that may occur from any existing software running in the systems or coming through the network or from the internet, by using the pre-defined windows logs, we can read all events occurring in the system as the system has to report the events occurring in the machine, by mousing over the windows logs, we can read all events occurring in the system, by mousing over the windows logs, The proposed approach works in such a way that the created algorithms first scan the data to be processed for harmful data. The very accurate data classification allows for the precise detection of harmful data, making the detection of malicious datasets simple. The total system is incredibly efficient in avoiding any possibility of attacks on software operation thanks to such exact harmful data detection. 
A parallel system based on neural networks has been constructed in this study work to justify the robust function of the suggested system (NN). A comparison study was conducted between the results obtained with the neural network and the ones obtained with the ESVM. The results were analysed in the context of several types of software attacks. The suggested ESVM approach's uniqueness has been focused on its implementation, which includes characteristics like automatic internal relevant feature recognition and parametric tuning using a genetic approach augmented with a generalization estimator. The built ESVM-based software reliability system in the suggested system has been designed in such a way that it can identify any form of anomaly for maintaining software dependability. The Distributed Denial of Service (DDoS) attack was introduced to test the system's efficiency. The suggested mechanism generates a DDoS dataset for 10 real DDoS attacks. 
There are 14 attributes obtained from the generated packet data in this implementation. Attacks are launched using packet generating programmes, and packet processing procedures are created to extract the necessary parameters from the packet. Attacks are generated in a distributed environment using an experimental test bed, then gathered on the server, and a DDoS dataset is constructed using scripts. Using training and testing, ESVM is used to distinguish attack traffic from normal traffic. A number of attack models, such as distributed denial of service assaults, denial of service attacks, reply attacks, and others, have bee
n considered in order to assess the robustness of the proposed ESVM system. In these cases, the system has been created to detect the intrusion while utilising newly developed mining modules. The created system was implemented for various data sizes, and its performanc was measured using several operational metrics such as intrusion detection time, detection accuracy, and ROC characteristics analysis for sensitivity and specificity, among others.

