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Abstract
The pharmaceutical cold chain presents one of the most safety-critical logistical challenges in contemporary healthcare supply chain management. Temperature-sensitive biologics such as insulin, monoclonal antibodies, and vaccines require uninterrupted cold storage between 2 and 8 °C throughout the supply chain, yet most operators continue to rely on retrospective temperature logging with no automated enforcement. This paper presents Pharma Logistics AI, an integrated, event-driven system that combines four complementary technologies: (i) an IoT sensor simulation layer modelling pharmaceutical-grade hardware (Sensirion STS40, SHT45, u-blox NEO-M9N) that captures twelve-dimensional telemetry readings including temperature, humidity, GPS location, battery status, and vehicle velocity at hourly intervals; (ii) an Isolation Forest machine learning model that performs unsupervised anomaly detection on the sensor readings, achieving a recall of 0.717 and an F1 score of 0.711 on the held-out test set, with false positives mitigated by the downstream BFT business-rules filter; (iii) a five-node Byzantine Fault-Tolerant (BFT) oracle network requiring agreement from at least four of five independent oracle nodes before an anomaly is accepted, eliminating single points of failure; and (iv) a SupplyChainOracle smart contract deployed on the Polygon Amoy blockchain testnet that verifies ECDSA multi-signatures on-chain and automatically computes financial penalties proportional to breach severity. Evaluation on simulated 48-hour pharmaceutical shipments demonstrates successful temperature anomaly detection and automated penalty enforcement. While the initial simulation-based evaluation achieved deterministic smart contract execution with an average gas cost of 124,539 units, the use of a 4,847-reading simulated dataset highlights the need for real-world validation. This research demonstrates a scalable framework for real-time intervention in pharmaceutical logistics, while defining clear pathways for future field testing and algorithmic benchmarking.


1. Introduction
The global pharmaceutical supply chain is increasingly reliant on cold chain logistics to maintain the efficacy and safety of temperature-sensitive biopharmaceuticals. Products such as vaccines, biologics, and insulin typically require strict temperature control within the 2 °C to 8 °C range. Deviations from this optimal window can result in irreversible degradation of the product, posing severe risks to patient safety and causing significant financial losses. Despite stringent regulatory frameworks like the World Health Organisation's Good Distribution Practices (WHO GDP), compliance verification remains largely retrospective [1]-[3]. Traditional temperature loggers record thermal excursions but fail to trigger real-time alerts or automate the enforcement of contractual penalties [4]-[6]. 

To address these critical shortcomings, we propose *Pharma Logistics AI*, a novel architecture that integrates Internet of Things (IoT) sensors, Machine Learning (ML) anomaly detection, Byzantine Fault-Tolerant (BFT) oracle consensus, and decentralized blockchain smart contracts. The system continuously monitors telemetry data generated by simulated logistics hardware, utilizing an Isolation Forest algorithm to detect multi-dimensional anomalies in temperature and environmental conditions [5], [9]. To bridge the "oracle problem"—the challenge of securely feeding off-chain data onto a deterministic blockchain—we implement a decentralized BFT oracle network [18], [21]. This network requires a consensus of four out of five independent nodes before an anomaly is submitted to the Polygon Amoy blockchain, where a smart contract autonomously calculates proportional financial penalties against the responsible logistics provider [29], [31]. 

2. Related Work
Recent advancements in blockchain technology and IoT have sparked significant interest in supply chain transparency. Early implementations focused heavily on traceability, utilizing distributed ledgers to track the provenance of pharmaceutical goods and combat counterfeiting [1]-[4]. However, these systems often lacked real-time environmental monitoring capabilities.

The integration of ML with IoT has enabled proactive anomaly detection at the edge [10], [13]. The Isolation Forest algorithm has proven particularly effective in identifying outliers in high-dimensional sensor data due to its efficiency and ability to handle unlabelled datasets [8], [9]. Federated learning approaches have also been explored to enhance privacy and security in distributed IoT networks [7], [14].

Blockchain oracles play a pivotal role in securely linking external data sources to smart contracts. Decentralized oracle networks mitigate the risks associated with single points of failure, ensuring data integrity before on-chain execution [16], [18]. Previous studies have proposed various consensus mechanisms for IoT-blockchain convergence, emphasising lightweight authentication and zero-knowledge proofs for resource-constrained environments [19], [20], [33].



3. System Architecture
The proposed architecture comprises four primary layers, designed to seamlessly process raw sensor data into immutable, on-chain financial penalties.[image: ]
Fig 3.1: System Architecture 
A. IoT Sensor Simulation Layer
This layer simulates a fleet of transport vehicles equipped with high-precision sensors (e.g., Sensirion STS40 for temperature, SHT45 for humidity, u-blox NEO-M9N for GPS). The telemetry data includes twelve distinct features, captured at hourly intervals, representing a realistic model of a pharmaceutical transit operation.[image: ]
B. Machine Learning Anomaly Detection Layer
An Isolation Forest model, selected for its proficiency with unlabelled, multi-dimensional time-series data, ingests the sensor streams. It evaluates the data against expected norms (2–8 °C) and operational baselines (e.g., normal battery depletion rates, typical transit routes). When an anomaly is detected, it is flagged for consensus verification [5], [8].

C. Byzantine Fault-Tolerant (BFT) Oracle Layer
To prevent a single compromised sensor or malicious actor from triggering unjustified penalties, the BFT oracle layer acts as an intermediary. Five independent validator nodes independently verify the anomaly alert using cryptographic signatures. A strict 4-of-5 consensus ($n \ge 3f + 1$) is required to validate the breach, ensuring high fault tolerance and system integrity [21], [35].[image: ] 
Figure 3.3: BFT Oracle Consensus Flow Diagram


D. Blockchain Smart Contract Layer
Deployed on the Polygon Amoy testnet, the `SupplyChainOracle` smart contract receives the consensus-verified anomaly. It utilizes the `ECDSA.recover` function to validate the multi-signatures [17]. Upon successful verification, the contract autonomously calculates a proportional penalty based on the severity of the temperature deviation and the value of the cargo, permanently recording the event on the distributed ledger [29].
Fig 3.4 Smart Contract State Machine [image: ]

4. Implementation Details
The system was implemented using Python (FastAPI) for the backend micro services and ML pipeline, while Solidity was utilized for the smart contract layer. The Isolation Forest model was trained on historical baseline data to identify deviations effectively [9]. 

The smart contract penalty calculation follows a proportional logic matrix, evaluating the magnitude of the temperature deviation beyond the 2–8 °C threshold. The Polygon Amoy testnet was selected for its high throughput and low transaction costs, making it suitable for enterprise-scale supply chain applications [29].

5. Experimental Evaluation
The system was evaluated using a simulated 48-hour shipment dataset comprising 4,847 sensor readings. The simulation injected targeted thermal excursions at hour 15 to test the detection and consensus mechanisms. 

The Isolation Forest model successfully detected the injected anomalies, achieving a recall of 0.717 and an F1 score of 0.711 on the test set. Following detection, the BFT oracle layer consistently achieved consensus within an average of 450 milliseconds, demonstrating low latency. On-chain execution of the `SupplyChainOracle` smart contract consumed an average of 124,539 gas units per verified anomaly, confirming the cost-effectiveness of the Polygon network for this application.

6. Discussion and System Limitations
While the experimental results demonstrate the technical viability of integrating ML, BFT oracles, and blockchain smart contracts, several critical limitations must be addressed to ensure external validity and practical applicability.

Simulated Data vs. Real-World Operations: The evaluation is fundamentally constrained by its reliance on a simulated 48-hour shipment dataset. While this approach is useful for validating the software architecture and smart contract logic, it does not fully replicate the complex, unpredictable nature of real-world pharmaceutical logistics. Variables such as sensor degradation, physical damage to packaging, and unpredictable weather events are not fully captured in the simulation.

Dataset Size and Variability: The dataset size of 4,847 readings represents a relatively narrow operational window. This volume of data, while sufficient for proof-of-concept simulation, may not adequately represent the vast seasonal, geographic, and logistical variability inherent in global cold chain environments. 

Model Overfitting and Performance: While early testing suggested near-perfect recall, rigorous evaluation on the held-out test set yielded a more balanced recall of 0.717 and an F1 score of 0.711. Despite this adjustment, relying on a simulated and relatively uniform dataset still raises valid concerns regarding potential overfitting. The lack of sufficiently diverse test conditions means the model's ability to generalize to unseen, real-world anomalies remains unproven.

7. Conclusion and Future Work
This paper presents Pharma Logistics AI, a decentralized, automated system designed to enforce WHO GDP compliance in pharmaceutical cold chains. By combining IoT telemetry, Isolation Forest anomaly detection, BFT oracle consensus, and Polygon-based smart contracts, the system eliminates reliance on retrospective auditing and manual penalty enforcement.

To address the limitations identified during the initial evaluation and to advance the system toward enterprise readiness, future work will focus on the following key areas:

1. Real-World Field Testing: We will conduct field testing in operational pharmaceutical cold chain environments. Deploying physical IoT nodes (Sensirion and u-blox hardware) on actual transport vehicles will validate system performance, sensor reliability, and oracle latency under practical conditions.
2. Expanded Dataset Diversity: Future research will incorporate larger, empirical datasets that capture seasonal, geographic, and cross-border logistical variations. This will ensure the ML models are trained and evaluated on data reflecting true global supply chain complexities.
3. Algorithmic Benchmarking: To address concerns regarding Isolation Forest overfitting, we will benchmark the proposed system against alternative machine learning models, including Long Short-Term Memory (LSTM) networks, Random Forests, and deep Auto encoders. This comparative analysis will determine the optimal algorithm for balancing recall and precision in real-world scenarios.
4. Alternative Blockchain Architectures: We will evaluate the performance, throughput, and privacy guarantees of alternative blockchain architectures (e.g., Hyperledger Fabric, enterprise rollups) against the current Polygon implementation to optimise for large-scale enterprise adoption.
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