Title: Adoption of Artificial Intelligence in the Security Services Sector: Opportunities, Risks and Threats.



                                                              
                                   














[bookmark: _GoBack]ABSTRACT
Artificial Intelligence (AI) has transformed the way that economic activities are being done across all disciplines. It presents a future of endless possibilities in the security services sector. Machine learning and Natural Language Processing lead to increased productivity. AI can facilitate the monitoring of suspicious activities and provide quick and efficient processing of data. However the downside of AI to the security industry cannot be ignored. As an emerging technology AI presents opportunities for cyberattakers to manipulate systems and steal valuable data. Issues of unethical conduct and breach of privacy also present challenges. Security firms should therefore explore the opportunities, threats and limitations faced by security companies due to the adoption of Artificial Intelligence to get a better understanding of what they will be dealing with.  Seventeen (17) security companies based in Harare were chosen as the study sample. The study was qualitative and purposive sampling was used to select the respondents. Online interviews were carried out and thematic data analysis was done. The findings of the study were that some security firms have adopted AI systems more than others. Machine Learning helps provide robust resilience against cyberattacks but can be used by attackers to compromise security. The human element of AI chatbots also helps in marketing security services and carrying out market research. AI might also result in unemployment of security personnel in the future as well as unethical repercussions. It is recommended that security companies invest in the protection of their systems, formulate AI policies to protect their stakeholders and advocate for legislation that will protect them.
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Introduction
The world is yet to fully grasp many of the ethical and economic considerations associated with Artificial Intelligence (AI) and big data and its wider impact on human life, culture, sustainability and technological transformation (Duan, Edwards & Dwivedi, 2019, Pappas, Mikalef, Giannakos, Krogstie & Lekakos, 2018).Although the fast development of AI has brought the benefits of innovation, it has also carried significant risks. (Muller & Bostrom, 2016) .The major aim of this study was to find out how AI can be beneficial to businesses in the security sector but also considering its potential downfalls. Objectives of the study include (1) to identify the opportunities of Artificial intelligence to security services (2) to assess the risks associated with artificial intelligence in the security services sector (3) to establish the threats posed by artificial intelligence to the security services sector. (AI) is a key technological advancement that has enabled humans to replace manual work with superior mental capacities and intellectual levels in a variety of industries (Chien et al, 2020, Kumar et al, 2023). In the past the evolution of ICT at high speeds, caused unexpected problems (terrorism, security threat, cybercrime, privacy enfringement etc) (Jeong, 2020). Organizations must realize that security risks and threats are dynamic and firms must be proactive (Nasser et al, 2016)
Artificial intelligence technologies combined with machine learning or deep learning provide solutions to problems.  Different application areas of AI make life easier and these include face recognition for security, automation for industry, natural language processing for translation, robotics for homes, machine learning and vision healthcare (Herath et al, 2022). AI systems that perform face recognition are increasingly used for proof of identity on devices such as smartphones, and are also in testing by police and security services for tasks such as suspect tracking in public spaces and to speed passenger checks on international borders (Caldwell et al, 2020). While there is much excitement about the potential business value that AI can deliver, organizations that adopt AI solutions are facing numerous challenges which prevent them from realizing gains (Chui & Maholtra, 2018). Cybercriminals often use AI for their own purposes including creating new malware and hacking tools, automating phishing attacks, searching for loopholes in security and using deep fake technology and malicious bots to personate people but at the same time businesses can use AI to fight back better than before. (Nibigira et al, 2024).
Literature Review
Artificial Intelligence and Security
Artificial intelligence is defined by Gupta in Enholm et al (2021) as the process of giving the computer, human like capabilities meaning that computers are able to perform tasks that normally require human intelligence. Examples of artificial intelligence technologies include machine learning or deep learning, natural language processing, computer vision, expert systems, planning and scheduling and speech synthesis systems (Afiouni, 2019, Lichtenthalar, 2019, Chen, 2019, Schmidt et al, 2020, Enholm et al, 2021). Among the artificial intelligence technologies, machine learning applications, appear to be a dominating research interest. Machine learning is simply a subset of AI where machines can learn from data and improve their performance without being programmed (Lee and Lee, 2020) .It deals with the problem of extracting features from data in order to solve many predictive tasks; examples of which are forecasting, anomaly detection, spam filtering and credit risk assessment. (Ayodeji et al, 2021). The chatbot can verbally converse with people, as Natural Language Processing (NLP) has advanced (Abdul-Kader, John, 2015)
Brundage et al, (2018), classified security domains into digital security, physical security and political security. The digital security domain includes cyberattacks that exploit vulnerabilities of human or AI systems. The digital security environment also includes cybersecurity which is the protection of digital assets, including data, networks, systems, devices and applications from cyberthreats such as hackers, malware, ransomware and social engineering attacks. (Rikshan et al, 2024).The physical security domain covers physical attacks such as causing autonomous vehicles to crash and controlling thousands of drones. Physical Security refers to the measures and mechanisms implemented to safeguard physical assets such as buildings, equipment and personnel from unauthorized access, theft, vandalism or damage. (Riskhan et al, (2024). The political security domain includes novel threats in profiling, repression and targeted disinformation campaigns. This study focused on digital security and physical security only.
Types of Artificial Intelligence
Machine Learning
Machine Learning (ML) is a myriad of technologies that allow computers to carry out algorithms based on gathered data and distinct orders, providing the machine with capabilities to learn without instructions from humans, adjusting its own algorithm to the situation, while learning and recording itself such as Google and Siri when performing distinct tasks ordered by voice (Hu et al, 2019).  
Deep Learning is the processing of a huge amount of data (pictures, medical information, social media, crime information etc,) to perform medical image analysis, speech recognition and natural language understanding (Albrecht and Stone, 2018).
Neural Networks are composed of a pattern recognition system that a machine/ deep learning operates to perform learning from observational data, figuring out its own solutions such as an auto-steering gear system with a fuzzy regulator, which enables to select optimal neural network models of the vessel paths, to obtain in this way control activity (Sedova et al,2019)
Opportunities of AI
A vast number of opportunities are presented by Artificial Intelligence .Fountaine et al, 2019 note that early reports from leading firms in terms of AI adoption highlight that organizations require a unique blend of physical, human and organizational resources which can deliver value by differentiating it from competitors. AI can complete tasks that have been previously unsolved with even lower cost and labour and these were tasks considered to be impossible to process by people or traditional programs. (Jeong, 2020).
Pariwat (2017) is of the view that machine learning utilizes computational techniques to derive insights from data, identify patterns and generate algorithms for tasks – all without explicit programming. Maimo et al (2019) have proposed the use of machine learning techniques to detect and categorize the spread phase of ransomware propagation by isolating and replacing the infected devices.  
Security monitoring is a process that involves the collection, analysis and presentation of data from a variety of sources with the aim to develop a universal solution to reveal the perpetrator’s mode of operation and intentions (Kaur et al, 2023). Researchers then actively work on processing and correlating data from heterogeneous sources.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                            (Radoglou-Grammatikis et al, 2021). Fuasto et al, 2021 focused on the integration of logs belonging to both the physical and cyber domains and correlated their data together to detect potential anomalies in critical infrastructures. Malware prediction involves methods to predict and block malicious files before they execute their payload completely to prevent malware attacks rather than remedy them. (Kaur et al, 2023), In this direction Rhode et al (2018) developed a malware prediction model based on a recurrent neural networks (RNNs) model to predict malicious behaviour using machine activity data. By automating incident responses using AI-driven tools we can respond to security incidents in real time. This includes isolating affected systems, blocking malicious traffic and implementing predefined response strategies (Nibigira et al, 2024). 
A dark web investigation is a process that monitors internet in the dark web related to cybercrime.  (Kaur et al, 2023). Continuous monitoring of criminal forums and the black market to detect illegal activities and take appropriate measures to minimize risk is done. Researchers perform a dark web investigation by making a sentiment analysis of textual data from dark web forums (Rowaily et al, 2015)
The incorporation of Artificial Intelligence can expedite the identification of risks and augment the monitoring of suspicious activities, swiftly, efficiently and cost effectively acquiring, processing and analysing data. Technologies based on Artificial Intelligence (AI) and machine learning (ML) have seen dramatic increases in capability , accessibility and widespread deployment in recent times and their growth shows no signs of abating (Caldwell, 2020). Access control can be deemed a classic security model that is pivotal to any security and privacy protection process to support data access from different environments, as well as to protect unauthorized access according to a given security policy . (Kayes, 2020).  Multi-factor authentication can be regarded as a technical security aspect yet the same principle can be applied in a physical security environment and can enhance it.  Attackers who might be practised and prepared to attack and pass mechanical locks can now be prevented by facing a second form of authentication such as a pin or password (Moses and Rowe, 2016).
Threats and Risks of AI 
Low quality or untrustworthy data, in particular, provides a significant barrier for enterprises as erroneous or bad data may lead to failures (Boyd &Wilson, 2017). Every AI system is significantly reliant on data for operation and the more diverse the training data the more accurate the machine’s predictions will be (Khassawneh, 2022) Developing a comprehensive and high quality AI system capable of integrating data and managing the interlinkages among data, techniques, and processes is critical, but it also poses a significant obstacle in adopting AI solutions (Alshahrani et al., 2022). Cybersecurity can thus be compromised through the use of artificial intelligence in an organization. Cybersecurity ensures data integrity and confidentiality by guarding against unauthorized access to sensitive information. (Mukiibi, 2019). According to Hamburg and Grosch (2018:45), cybersecurity is a broad term which comprises the protection of critical information infrastructure from hackers as well as elements which are considered critical information infrastructures such as information networks of small to medium sized enterprises or personal computers. A cyberattack is an assault on infrastructure, personal computers or other electronic devices that use computers according to Sucre et al, 2023. Cybercrime is related to cybersecurity because most attack techniques in cybercrime are based on exploiting vulnerabilities of potential target (Tropina and Callanan,  2015).Benefits of cybersecurity include enhancing the company’s work, improving customer happiness, reducing bureaucracy and enhancing cash flow, safety and certainty as proposed by Ghauri F, A (2021). A report by Liquid Intelligent Technologies (Liquid, 2022) on three African countries South Africa, Kenya and Zambia identified email attacks, including spam, phishing and social engineering attacks as the most pressing cybersecurity threats. They also identified data breaches including data leakage, data disclosure and data extortion as being prevalent. Cybercriminals are misusing computers and utilizing techniques such as denial of service attacks, network intrusion and distribution and supply of illicit data to commit acts of both criminal and undesirable behavior (Abdullah and Jahan (2020:219).
Strong encryption is an essential element of our digitized democracies and helps to ensure protection of our most fundamental human rights and security of our digital economy however the utility and effectiveness of these technologies also facilitates significant opportunities for criminals according to Europol (2019). Microsoft (2020) identified emerging threats such as AI - enabled capabilities to commit cybercrime and increased adoption of IoT and teleworking.
A dictionary attack is when a cyberattacker uses well known words or phrases expected to have been used in the password to obtain the password (Wang &Wang, 2015) When creating the dictionary, the social engineering technique obtains victims information from the internet (eg birthday, phone number, address). Adversarial attacks on Machine Learning and Deep Learning models can take the form of tampering with input data to confuse the model and cause it to make a false classification (Khassawneh, 2022). AI has the potential to improve the success rates of phishing attacks by crafting messages that appear more genuine or by faking the style of a trusted party. Kietzmann et al (2018) and Paschen et al (2020) highlight that AI will enhance strategies to scam customers by using the malicious chatbot. AI can be utilized to sharpen techniques to commit traditional cybercrimes such as financial fraud, cyberterrorism, cyberextortion and hackers can use voice phishing to deceive family and friends of victims (Bendel, 2019). Another malicious use of AI is adopting online personas called socialbots that behave like humans whose initial objective was to advocate awareness and cooperation among people yet it has now been used maliciously for phishing, fraud and political infiltration of online social platforms. (Gehl and Bakardjieva, 2016)
Financial feasibility is also important in deploying AI technology and a lack of funds is one of the most significant problems that businesses encounter when launching AI initiatives (Khassawneh, 2022). Whilst numerous benefits have come from usage of machine learning, many of the models in use today are susceptible to a variety of attacks in which potential enemies attempt to circumvent the privacy, security, integrity or accessibility of machine learning techniques by using inputs designed to cause the models to make inaccurate predictions (Bout et al., 2021). Apart from investments in data and technological infrastructure to support AI, organizations need to be able to provide time and financial resources to allow such initiatives to deliver expected outcomes. (Gupta & Milakof, 2021). As AI technologies require infrastructure investments at multiple levels, this proves to be a major obstacle for many organizations, particularly those with less slack resources. (Dwivedi et.al, 2021). For example applications of computer vision require devices with in-built cameras able to capture images at a high-frame rate, high bandwidth, networks and hardware designed specifically for handling the processing complexity of image segmentation, object detection, pattern detection and feature matching. (Nixon & Aguado, 2019)
Jeong, (2020), brings out the concept of AI as tool crime and AI as target crime in his study. AI as tool crime is defined as the expansion of existing crimes, including traditional crime and cybercrime (e.g. advanced phishing, automated hacking, manipulation, fraud etc. AI as target crime is a new area of potential criminal activity against AI system; adversarial attack being a typical example. AI becomes a tool crime due to its dual-use nature. The AI system is developed on digital infrastructure and the risk of cybercrime, including the computer as tool and target crime is embedded within AI security threats. Studies have suggested the ability of AI speech conversation for the common good, such as social therapy (D’Alfonso et al, 2017), education (Clarizia et al, 2018), medical diagnosis (Divya et al, 2017) and health (Montenegro et al, 2019) there are also concerns that AI-supported voice would raise theft and fraud. This is because voice is one of the biometrics which is the irreplaceable measure in security mechanism and can be a great weapon for attackers for example in voice phishing (Bendel,2019)
The AI security threat extends beyond the cyberspace, particularly the widespread use of the Internet of Things (IOT) and this could result in a perpetrator physically attacking a target. (Ashra, 2015).Lin et al, 2017 explain that AI robots can kill people with or without intention. AI systems can cause harm physically and there are arising challenges from difficulties in assigning moral and legal responsibility for the harm. Wirtz, 2019, identifies AI safety as being important and that challenges may come about if undesirable behaviour emanates from AI infrastructure of if it misunderstands its environment. 
Khan et al (2021) highlight that the threat environment is dynamic and organizations must develop dynamic capabilities that will help them sense and promptly respond. In that regard Yang et al, 2023 advocate for data-driven transformation. This is a firm’s process that aims to develop its capabilities through different technologies and data capabilities (Papanagnou et al, 2022). Data-driven transformation can bring about exciting opportunities and create sustainable competitive advantage. (Yang et al, 2023). 
The adoption of AI technology affects people’s motivation and their ability to carry out skills effectively and encouraging development teams to understand user fears has the potential to help organizations avoid ‘oppressive’scenarios. (Edwards and Uren, 2023). Willcocks (2020) predicts that whilst automation will create some jobs, negative themes like unemployment are also prominent. This is supported by Manyika et al (2017) who highlights that work displacement due to automation could result in up to a third of current work activities being impacted by 2030. AI having the capacity to replace many rules –based and repetitive tasks, means that a considerable number of jobs that traditionally would be taken within emerging marketing economies would be lost (Dwivedi et al, 2021). Arasada, 2021, notes that there is an extensive requirement for skilled personnel posing a difficulty for organizations. Organizations face significant financial burdens in recruiting these scarce professionals. (Attaran & Deb, 2018).
Ethical and Legal Considerations
Establishing a set of ethical principles and guidelines is crucial to ensure that the development and use of AI is responsible, fair and safe (Ibrahim et al, 2024). AI concerns primarily revolve around the ethical, legal and social implications associated with the widespread adoption and use of AI technology (Misra et al, 2023). Szymoniak et al, 2023 dwell on Trustworthy Intelligence Systems (TIAs). The main three characteristics of a TIA include legal compliance, compliance with ethical principles and lastly it should be robust.  In terms of legality the TIA must comply with applicable provisions at the international and national levels. Ethically, the TIA must include respect for human autonomy, justice, damage prevention and the possibility of explanation. The system must be robust both in a technical and social point of view. 
Some studies on other sectors focused on privacy issues of AI arising from processing of personal data. Li and Zhang (2017) found out that AI applications in healthcare, finance and education may cause privacy problems.
According to ALT Advisory Africa (2020), in Zimbabwe the Cyber Security and Data Protection Bill was published in the Zimbabwean Government Gazette and is intended to consolidate cyber-related offences and provide for data protection. The Data Protection Act (Chapter 11:22), seeks to “create a technology driven business environment and encourage technological development and the lawful use of technology”. Adaptation and alignment of legal frameworks are often time-consuming and difficult, due to the rapid evolution of the cybercrime threat landscape according to Europol (2019:14). As of January 2018, over 100 countries around the world have enacted comprehensive data protection legislation, and around 40 countries are in the process of enacting such laws (Privacy International, 2018). They go on to say that a data protection framework may have its limitations but it does provide an important and fundamental starting point to ensure that strong regulatory and legal safeguards are implemented to protect personal data. These limitations are brought about by technological advancement including sophisticated profiling and tracking, artificial intelligence and some existing data protection laws are out of date and unfit to deal with processing as it currently functions. As of January 2018, over 100 countries around the world have enacted comprehensive data protection legislation, and around 40 countries are in the process of enacting such laws (Privacy International (2018). They go on to say that a data protection framework may have its limitations but it does provide an important and fundamental starting point to ensure that strong regulatory and legal safeguards are implemented to protect personal data.
Theoretical underpinnings
Progress in AI may also expand existing threats by increasing the willingness of actors to carry out certain attacks (Brundage et al, 2018). This is explained by the Routine Acivities theory (RAT), Cohen and Felson (1979) stated that there must be a motivated offender, a suitable target and the lack of a capable guardian. They articulate that when these three elements converge in time and space then crime occurs. This is to say that when the motivated offender comes in contact with the suitable target in the absence of a capable guardian, that could prevent the offender from committing crime then crime will occur. In this study the motivated offender would be the cybercriminal, the suitable target would be the business’ artificial intelligence                                                                                                                                                        system and the capable guardian would be the system administrators. The systems administrators should be able to come up with effective solutions to prevent the AI systems from being attacked. This would make the systems less vulnerable to attacks by cybercriminals. AI systems can also be made resistant to cyberattacks and become more effective in meeting the needs of organizations.
Method
The study used the qualitative approach. This approach was appropriate as it allowed the researcher to get in-depth information from respondents. Only those respondents who had some experience with AI based applications were chosen. The study sample consisted of seventeen (17) private security companies operating in Harare. Eight (8) of these provide physical security whilst nine (9) provide Digital Security.  Twenty (20) respondents were purposively chosen from these companies and mainly consisted of IT managers as well as other managers. Online interviews were carried out. The data collected was then analysed under different themes mainly emerging from the objectives.
Results
The following results were derived from the interviews:
Physical Security 
Opportunities of AI to Physical Security Providers
Most of the respondents were in agreement that AI has a vast number of opportunities when it comes to the security services sector. They pointed out that AI applications can help them to identify crime hotspots. There are crimes which occur more than others in different residential areas as well at different times. One respondent said, “It is so important in any security work, to know what crimes are familiar in a certain place so that you are always alert and have the right manpower for the job.”. Artificial intelligence has played a pivotal role in criminal profiling as well .Data on the characteristics of criminals like physical features or modus operandi is captured and the application can create a profile. One can actually tell whether the same criminal is committing crime or if there are different people.  Target hardening can also be done through AI. “Face recognition allows only authorised personnel to enter particular premises hence reducing crime”, commented one respondent. AI has even made security services more marketable. Chatbots on the websites of security services companies have helped to improve communication between the business and consumers. They can now ask customers what services they want and tailor make their services to that effect.
Risks and threats of AI to physical security services
AI has also come with risks which cannot be ignored. One respondent lamented on the lack of proper ethical considerations when it comes to AI.  “Robots cannot really relate to how humans feel. Humans have had experiences and exposure to different environments which make them act and respond to stimuli the way they do. So then is it ethical for the two to be treated the same? Most of the respondents also feared for their job safety. “People keep on saying that these machines will replace us one day and we will not be able to fend for our families. Another respondent lamented on the lack of assurance on the safety of robots and machines. “How safe are AI generated machines and what assurance do we have that if they malfunction they will not harm us?” There are a lot of costs associated with repairing malfunctioning software and hardware and most security companies indicated that they could not afford to constantly repair them. This does become a major hindrance in the use of AI technologies.
Digital Space Security
Opportunities for Digital Space Security
One of the respondents was of the view that, “AI applications make work more accurate, faster and easier because of the extracting features from data in order to solve many predictive tasks; examples of which are forecasting. This helps to predict what types of crimes might rise in recent times. It also helps in creating strategies for apprehending criminals as well as equipping customers with more effective techniques on preventing crime.” Computer experts also find AI -powered systems to be highly productive and efficient and they can focus more on complex tasks that require human input. AI applications also provide a robust system for protecting computer systems from cyberattacks.
Threats and Risks associated with AI in digital security
AI applications are vulnerable to cyberattacks and can be manipulated to benefit cybercriminals. “AI softwares need to be constantly updated. Even so cybercriminals are very sneaky and are constantly trying to override security barriers, it is hard to keep up even with the best resources at ones disposal. This means that phishing can occur and people lose money to fraudsters. Lack of liability on the negative implications of using AI was also noted. Questions arose which include who then is liable for the harm caused by AI machines. Would the liability lie with the designer of the system, the person who made the technical and functional specifications, the licensor, distributor or the operator of the system? 
Discussion
The study looked at both the digital and physical space as security services are usually found in those two areas. Artificial intelligence is affecting a lot of disciplines and therefore this study sought to bring out the current issues that come with the adoption of artificial intelligence in the security services sector. There have been other studies in different sectors like health, education and finance but there are still few studies when it comes to security. The results show that AI can play a major role in investigations through criminal profiling, target hardening and identification of hotspots. It also assists in carrying out tasks faster and in analysing data. However the lack of adequate financial resources hinders the adoption of AI by security service providers. AI softwares need constant updating to prevent cyberattacks and this costs money. Employees also fear job displacements and physical injuries which can come about because of AI. The results show that there is still a long way to go when it comes to laying the groundwork for AI adoption in security services.  Companies need to have a better understanding of the AI tools and how they operate so that they can be in a better position to use them. Financially companies need to be ready. Employees need to be sensitized as well on the issues to do with AI so that they do not resist it.  There needs to be a proper ethical and legislative framework to make sure that everything is properly done to avoid unlawful and inappropriate use of AI technologies.
Conclusion and Recommendations
A lot of opportunities are presented by AI technologies for the security services sector. These opportunities come about because of the special features of AI like Machine Learning which offers predictive data analysis, criminal profiling and are efficient and time saving. Natural Language Processing also offers easier communication with clients. However employees fear job displacement by intelligent machines and those measures might help them embrace more AI. There is need for developers of AI softwares and hardware to be more vigilant so that they do not end up hurting the ones they are supposed to protect. The human element should always be preserved when it comes to the use of AI. Whilst machines are strong and appear more intelligent, people are still valuable assets and should be treated fairly.  There is need to create more comprehensive legal frameworks to govern the use of artificial intelligence and to prevent its abuse. Those who abuse AI should be held criminally liable. Businesses should try as much as possible to implement robust technical measures which will protect their systems and they should invest heavily in that otherwise they might not survive. Cybersecurity policies should be implemented by every organization and employees and other stakeholders should be involved in artificial intelligence issues. The adoption of AI technologies presents a formidable opportunity to solve many socio-economic and environmental challenges. This therefore means it is vital to research on how these technologies can be secured.
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