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Abstract——This paper presents the design and implementation of a real-time smart home monitoring and control system using the ESP32 microcontroller integrated with Artificial Intelligence (AI) techniques. The proposed system enables remote monitoring of environmental parameters such as temperature, humidity, gas leakage, and motion detection, while providing intelligent automation through an AI-driven decision engine. The ESP32 communicates over Wi-Fi with a cloud platform, allowing users to monitor and control home appliances in real time via a mobile application. Machine learning algorithms are embedded to predict usage patterns, enhance energy efficiency, and provide anomaly detection for improved security. Experimental results demonstrate that the system achieves reliable real-time performance with low latency, high accuracy in anomaly detection, and significant energy savings. The proposed architecture offers a cost-effective, scalable, and robust solution for modern smart homes.
Index Terms——ESP32, Smart Home, IoT, Artificial Intelligence, Machine Learning, Real-Time Monitoring, Home Automation, Anomaly Detection, Energy Management.
________________________________________________________________________________________________________
I. Introduction
The rapid growth of the Internet of Things (IoT) has transformed the way people interact with their living environments. Smart homes, equipped with interconnected devices and intelligent systems, have emerged as a key application domain within IoT. The ability to monitor and control home appliances remotely, in real time, offers significant benefits including improved convenience, energy efficiency, safety, and security [1].
Traditional home automation systems rely on simple rule-based logic or fixed programmable timers, which lack adaptability and intelligence. With advancements in AI and embedded computing, it is now possible to deploy lightweight machine learning models on resource-constrained microcontrollers, enabling context-aware and predictive home management at the edge [2].
The ESP32, developed by Espressif Systems, is a low-cost, dual-core microcontroller with integrated Wi-Fi and Bluetooth capabilities. Its computational power, rich peripheral support, and low power consumption make it an ideal platform for IoT-based smart home applications. Combining the ESP32 with AI algorithms allows the development of systems that can sense, analyze, and respond to home environments intelligently [3].
This paper proposes a real-time smart home monitoring and control system that integrates the ESP32 with an AI-powered decision engine. The system continuously collects sensor data, processes it locally, and communicates with a cloud server and mobile application for remote access. The AI component employs machine learning for occupancy prediction, energy optimization, and anomaly detection.
The remainder of this paper is organized as follows: Section II reviews related work. Section III describes the system architecture. Section IV details hardware and software components. Section V elaborates on AI integration. Section VI presents the implementation. Section VII discusses results, and Section VIII concludes the paper.
II. Related Work
Several researchers have explored smart home automation systems with varying degrees of intelligence and connectivity. Kolias et al. [4] proposed an IoT-based home monitoring system using Arduino and Raspberry Pi, demonstrating reliable sensor data acquisition but limited real-time AI capabilities. Sharma and Mishra [5] developed a home automation framework employing MQTT protocol for communication and a rule-based engine for control decisions.
More recent studies have integrated machine learning into IoT home systems. Alaa et al. [6] implemented a smart home system with occupancy detection using a decision tree classifier on a Raspberry Pi, achieving 91% accuracy. Zhou et al. [7] explored TensorFlow Lite models on ESP32 for gesture recognition in smart environments, demonstrating the feasibility of edge AI on the ESP32 platform.
Energy management in smart homes has been addressed by multiple studies. Kumar et al. [8] designed an AI-based energy prediction system using LSTM networks, achieving up to 18% energy savings. Anomaly detection using autoencoders was explored by Liang et al. [9], reporting high detection accuracy. However, a unified system on a single ESP32 platform combining all these capabilities has not been sufficiently explored, motivating the current work.
III. System Architecture
The proposed smart home system follows a three-tier architecture: the perception layer, the processing and communication layer, and the application layer. Fig. 1 illustrates the overall system architecture.
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Fig. 1: System Architecture of the Proposed Smart Home System
A. Perception Layer
The perception layer consists of various sensors interfaced with the ESP32 microcontroller. These include a DHT22 sensor for temperature and humidity measurement, an MQ-2 gas sensor for LPG and smoke detection, a PIR motion sensor for occupancy detection, and a flame sensor for fire detection. Relay modules are used to control AC appliances such as lights, fans, and air conditioning units.
B. Processing and Communication Layer
The ESP32 serves as the central processing unit. It collects sensor data, runs lightweight AI inference models, and communicates with the cloud platform using the MQTT protocol over Wi-Fi. The AI decision engine ensures low-latency responses even during network disruptions.
C. Application Layer
The application layer comprises a cloud server (AWS IoT Core) and a Flutter mobile application. The cloud server stores historical data, runs more complex ML models, and provides a RESTful API. Users can monitor real-time sensor readings, receive alerts, and manually control appliances.
IV. Hardware and Software Components
A. ESP32 Microcontroller
The ESP32 is a dual-core, 240 MHz Xtensa LX6 processor with 520 KB SRAM and 4 MB flash memory. It features integrated Wi-Fi (802.11 b/g/n) and Bluetooth (v4.2 and BLE). Its support for SPI, I2C, UART, and GPIO allows easy integration with diverse sensors and actuators [3].
The hardware connection diagram is shown in Fig. 4. All sensors are interfaced via the GPIO pins of the ESP32, while relay modules handle AC load switching.
B. Sensor Suite
The DHT22 sensor provides temperature readings with ±0.5°C accuracy and humidity readings with ±2% accuracy. The MQ-2 sensor detects combustible gases. The HC-SR501 PIR sensor detects human motion within 7 meters. A relay module (5V, 10A) switches AC loads under ESP32 control.
C. Communication Protocol
MQTT (Message Queuing Telemetry Transport) is employed as the primary protocol due to its lightweight publish-subscribe model and low bandwidth consumption. The ESP32 publishes sensor data every 500 milliseconds to the AWS IoT Core broker while subscribing to control topics for actuation commands.
D. Software Stack
The firmware uses the Arduino framework with ESP-IDF libraries. TensorFlow Lite for Microcontrollers deploys ML models on the ESP32. The mobile app is built with Flutter communicating via secure WebSockets. The cloud backend uses Node.js with Express and MongoDB for time-series data storage.
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Fig. 4: Hardware Connection Block Diagram
V. AI Integration
The AI decision engine processes sensor data in real time using three specialized models, as depicted in the flowchart shown in Fig. 3.
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Fig. 3: AI Decision Engine Flowchart
A. Occupancy Prediction
A lightweight Random Forest classifier is trained offline using historical occupancy data (PIR sensor readings correlated with time-of-day and day-of-week features) and converted to TensorFlow Lite for deployment on the ESP32. The model predicts room occupancy in the next 30 minutes with a training accuracy of 94.3% on 10,000 samples.
B. Anomaly Detection
An autoencoder neural network is trained on normal sensor data distributions to detect anomalies such as gas leaks, unusual temperature spikes, or unexpected motion. A high reconstruction error triggers an alert via the mobile application and activates safety measures. The model achieves a precision of 96.8% and recall of 93.5%.
C. Energy Optimization
An LSTM network predicts hourly energy consumption based on historical usage patterns and occupancy schedules. Predictions are used to schedule non-critical appliances during off-peak periods. The LSTM achieves a Mean Absolute Percentage Error (MAPE) of 5.2%, indicating reliable energy forecasting.
VI. Implementation
The hardware prototype was assembled on a PCB with the ESP32 at its core. Sensors were calibrated and tested individually before integration. The ESP32 firmware was programmed using VS Code with PlatformIO, enabling over-the-air (OTA) firmware updates. Fig. 2 presents the Level 1 Data Flow Diagram illustrating data movement across the system components.
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Fig. 2: Level 1 Data Flow Diagram (DFD) of the Smart Home System
The ML models were trained in Python using scikit-learn (Random Forest) and TensorFlow/Keras (autoencoder and LSTM) on a GPU-equipped desktop. After training, models were quantized to 8-bit integers using TensorFlow Lite post-training quantization. The Random Forest model occupies 48 KB, the autoencoder 32 KB, and the LSTM 61 KB of flash memory, well within the ESP32's 4 MB capacity.
The mobile application provides a dashboard with real-time readings of temperature, humidity, gas concentration, and motion status. It includes toggle switches for manual appliance control, a historical visualization graph, and a notification panel for alerts. The system was deployed in a residential environment for four weeks for performance evaluation.
VII. Results and Discussion
The system was evaluated based on response latency, AI model performance, energy savings, and reliability. Fig. 5 summarizes the key performance results.
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Fig. 5: System Performance Results
A. Response Latency
The average end-to-end latency was 210 ms for cloud-mediated commands and 45 ms for local AI-driven decisions. In time-critical scenarios such as gas leak detection, the system shuts off appliances within 50 ms of detecting a threshold breach, demonstrating the key advantage of edge AI processing.
B. AI Model Performance
Table I summarizes AI model performance. The occupancy prediction model achieved an F1 score of 93.7%, the anomaly detection autoencoder achieved 95.1% detection accuracy, and the LSTM energy forecaster achieved a MAPE of 5.2%. These results confirm high performance even after quantization and deployment on the resource-constrained ESP32.
Table I: AI Model Performance Summary
	Model
	Metric
	Value

	Occupancy Prediction (Random Forest)
	F1 Score
	93.7%

	Anomaly Detection (Autoencoder)
	Detection Accuracy
	95.1%

	Energy Forecasting (LSTM)
	MAPE
	5.2%


C. Energy Savings
During the four-week deployment the system achieved an average energy saving of 19.4% compared to baseline. LSTM-based scheduling of non-critical appliances contributed 11.2% and occupancy-based HVAC control contributed 8.2%, consistent with findings in the literature [8].
D. Reliability
The system demonstrated 99.2% uptime over the evaluation period, with only minor interruptions due to Wi-Fi connectivity issues. Local edge-AI processing ensured continued operation even during cloud server unavailability, highlighting the architecture's resilience.
VIII. Conclusion
This paper has presented a comprehensive real-time smart home monitoring and control system integrating the ESP32 microcontroller with AI-powered decision-making. The system demonstrates the feasibility of deploying lightweight machine learning models on the ESP32 for occupancy prediction, anomaly detection, and energy forecasting. Experimental results confirm low-latency real-time control, high AI model accuracy, energy savings of approximately 19.4%, and robust reliability of 99.2% uptime.
The integration of edge AI with IoT hardware on a cost-effective platform represents a practical advancement toward truly intelligent smart homes. Future work will explore federated learning for privacy-preserving model updates, voice control integration, and extension to larger commercial environments.
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