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INTRODUCTION
The modern digital environment is seeing an unprecedented revolution in the computing paradigms with the general adoption of distributed architectures, which completely break traditional security models. Cloud computing, which was originally thought of as a centralised resource virtualisation solution, has been developed into a complex ecosystem of Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS) delivery models [1]. Simultaneously, the Internet of Things (IoT) applications and latency-sensitive services have also led to the development of edge computing by moving computational resources closer to the data sources and end-users [2]. Fog computing goes even further in this paradigm and proposes a hierarchical computing continuum between cloud data centres and edge computing devices, allowing distributed processing across different abstraction layers [3].
The security issues associated with these paradigms of distributed computing go far beyond the conventional ideas of perimeter-based protection. In contrast to monolithic architecture data centre structures, in distributed computing environments, topologies are dynamic, disparate device functionalities and trust boundaries vary, making complex dependency relationships among security components in computing environments.As opposed to monolithic data centre structures, dynamic topologies, heterogeneous device capabilities, and trust boundaries in distributed computing environments result in complex dependency relationships among security components in computing environments [4]. The National Institute of Standards and Technology (NIST) says that 78% oforganisations suffer security incidents as a result of multi-cloud and edge deployments at an average cost of over $4.45 million for each incident [5]. Furthermore, more recent industry analyses show that security issues are the main obstacle to the adoption of distributed computing for 63% of enterprise organisations [6].
Current security assessment methodologies have proved to have a significant weakness when applied in distributed computing environments. Traditional vulnerability assessment tools examine mainly individual system components, without considering the emerging security properties that emerge as a result of complex system interactions [7]. Existing risk evaluation frameworks do not possess the mathematical rigour that is required to quantify security threats on heterogeneous infrastructure elements with distinct trust levels, computation capabilities and communication patterns [8]. The lack of a common ground of metrics for comparative security analysis in the cloud, edge, and fog computing environments further complicates security decision-making processes [9].
The research addresses three fundamental questions, which are not adequately explored in the contemporary literature. First, how can security risks be measured systematically in heterogeneous distributed computing environments with varying dynamic topologies and trust boundaries? Second, what are the mathematical frameworks that can effectively model the complex interdependencies of security issues within cloud, edge and fog computing architectures? Third, how can real-time risk assessment capabilities be integrated into distributed computing infrastructures without a major introduction of computational overhead or a penalty in time for the real-time risk assessment?
The main research goals of this work involve four dimensions. First, the development of a comprehensive theoretical framework unifying the security risk assessment for cloud computing, edge computing and fog computing paradigms by mathematically rigorous modelling approaches. Second, developing algorithmic approaches for real-time risk assessment of security in a changing environment of distributed computing environments that retain computational efficiency. Third, defining common measures and evaluation methods which will allow comparative security analysis of various distributed computing implementations. Fourth, verifying the theoretical framework by performing vast experimental assessments on replicating real-world distributed computing deployments on multiple infrastructure providers and edge computing environments.
This research introduces four new items to the domain of distributed computing security. The first contribution is the work on a unified graph theoretical model to capture security relationships among heterogeneous components of distributed computing so that the risk propagation can beanalysed in a comprehensive way. The second contribution includes the design of adaptive Bayesian inference networks with probabilistic risk assessment capabilities through uncertain and incomplete security information. The third contribution is the development of the temporal-spatial security analysis methodologies, taking into consideration the geographical distribution and time evolution of security threats ina distributed environment. The fourth contribution includes the design of common evaluation metrics that can be used for quantitative comparison of security postures for different distributed computing paradigms.
The organisation of the paper is put in a systematic way that progresses from basic concepts to practical implementation considerations. Section II presents an extensive review of literature which explores historical developments, current approaches and comparative reviews of existing methods of security assessment. Section III introduces the theoretical basis of the foundation, the formal problem definition and the mathematical formulation. Section IV outlines the methodology in concrete terms, including system architecture, algorithm design and procedure for evaluation. Section V gives theimplementation considerations and experimental configurations. Section VIanalyses comprehensive results consisting of quantitative performance evaluation, comparative analysis and ablation study. The theoretical and practical implications of the findings are discussed in Section VII. Section VIII ends with some important contributions and future research directions.
Related Works
Historical Development and Early Works
The researchin the field of security assessment on DC systems has grown based on network security models, which date back to the late 1980s and early 1990s. The work in [10] has laid the foundations for access control in distributed and shared environments, and proposed several mathematical models for security policy enforcement using multilevel security models (MSMs). Information flow control in networked systems was then tackled with the Biba integrity model, which presented theoretical support to assure data integrity over several computing nodes [11]. These early works provided the mathematical framework for formal security analysis, even if their practical use was restricted to systems with somewhat homogeneous computing resources.
The trend towards distributed computing security accelerated with Lampson's work in authentication in distributed systems, where concepts of delegation and trust establishment have been extended across network boundaries [12]. Needham and Schroeder's authentication protocols presented seminal work on secure establishment of communication in distributed systems, which led to different types of "like least response" problems.[8] Theoretical developments in distributed computing have significantly contributed to the understanding of security challenges in modern computing environments. Early studies demonstrated that optimal decision-making mechanisms and agent-based strategies can be employed to coordinate task execution across multiple distributed entities. Such approaches recognize that computing environments consist of numerous agents with varying capabilities and responsibilities, requiring efficient mechanisms for resource allocation, task scheduling, and risk management. These models provide a foundation for understanding how complex distributed systems can achieve operational efficiency while maintaining acceptable levels of security and reliability.Furthermore, research on distributed authentication systems played a critical role in the evolution of secure computing architectures.Research conducted at the Massachusetts Institute of Technology (MIT) on the Kerberos Authentication System contributed significantly to the validation of distributed authentication mechanisms, establishing a foundation for centralised identity management in distributed computing environments [14]. 
The introduction of mobile computing during the 1990s created new security challenges associated with device mobility and dynamic network connectivity. In response, Forman and Zahorjan proposed security concepts centred on location-based trust and context-sensitive security policies [15]. Their work highlighted the importance of considering dynamic network topologies and heterogeneous device capabilities when designing security frameworks for distributed environments. These principles remain highly relevant to contemporary cloud, edge, and fog computing architectures.
Contemporary Approaches and Methods
Modern security evaluation methods for cloud computing are widely varied, from formal verification approaches to machine learning based threat detection. Singh and Chatterjee presented a complete cloud security assessment management framework on the basis of Cloud Security Alliance (CSA) Cloud Controls Matrix, which offers systematic evaluation methods for IaaS platforms [16]. Their method showed the necessity of standard security evaluation indexes, butwas not designed for numerical risk measurement. Popovic and Hocenski further developed that work by introducing fuzzy logic for the uncertainty of security information, which leads to better assessment accuracy in the context of incomplete data about security [17].
Security testing in edge computing has also garnered more attention with the advent of IoT deployments and latency-critical applications. Roman, Lopez and Mambo conducted a detailed survey on security challenges in edge computing, identified important categories of vulnerabilities, including device authentication, data privacy and network segmentation [18]. Their work brought out the distinctive security issues in resource-limited edge devices and diverse communication protocols. Khan and Salah then suggested a blockchain-enabled security model for edge computing, presenting enhanced tamper resistance and distributed consensus [19].
Comparative Analysis of Existing Methods
TABLE I presents a comprehensive comparison of existing security assessment methods across cloud, edge, and fog computing environments. The analysis reveals significant variations in assessment scope, mathematical rigour, and practical applicability among contemporary approaches.

Comprehensive Literature Comparison
	Reference
	Year
	Method
	Dataset
	Performance Metrics
	Advantages
	Limitations

	Singh & Chatterjee [16]
	2021
	CSA-based Framework
	AWS, Azure, GCP
	Compliance Score
	Standardised assessment
	Limited quantitative analysis

	Popovic & Hocenski [17]
	2022
	Fuzzy Logic Assessment
	Hybrid cloud testbed
	Accuracy: 89.3%
	Uncertainty handling
	High computational complexity

	Zhang et al. [20]
	2023
	Deep Learning Detection
	Multi-cloud logs
	Accuracy: 96.7%, FPR: 3.2%
	High accuracy
	Limited interpretability

	Chen & Liu [21]
	2022
	Reinforcement Learning
	OpenStack deployment
	Response time: 0.8s
	Adaptive policies
	Training complexity

	Basin et al. [22]
	2020
	Formal Verification
	Protocol specifications
	Proof completeness: 100%
	Mathematical rigor
	Scalability limitations

	Yi et al. [24]
	2021
	Trust-based Assessment
	IoT-fog testbed
	Trust accuracy: 92.1%
	Reputation integration
	Trust bootstrapping

	Yousefpour et al. [25]
	2023
	Optimisation-based
	Fog computing simulation
	Resource efficiency: 78%
	Resourceoptimisation
	Algorithm convergence

	Roman et al. [18]
	2020
	Comprehensive Survey
	Literature analysis
	Coverage: taxonomy
	Comprehensive scope
	Theoretical focus

	Khan & Salah [19]
	2022
	Blockchain Framework
	Edge testbed
	Tamper resistance: 99.8%
	Distributed consensus
	Energy consumption

	Blanchet [23]
	2021
	ProVerif Verification
	Security protocols
	Verification time: 45s
	Automated analysis
	Protocol complexity




Machine learning methods have become more and more popular in modern-day distributed computing security evaluation. Zhang et al. A deep learning-based approach was proposed by Peng et al. [20] for detecting anomalies at the cloud level, which achieved an accuracy of 96.7% in identifying security threats from several cloud platforms. Their technique used convolutional neural networks to automaticallyrecognise patterns in system logs and network traffic, showing promise for automatic threat detection within widespread distributed systems. Chen and Liu further enhanced this research by applying reinforcement learning methods for adaptive security policy enforcement, hence providing dynamic threat response abilities within diverse cloud environments [21].
Formal verification techniques have also been used for security analysis on distributed computing systems. Basin, Cremers and Meadows designed automatic verification tools for security protocols in distributed systems that allow the mathematical confirmation of security properties under a given set of assumptions [22]. Their work showed that a rigorous security measure is possible for critical distributed applications; however, computational complexity restricts its practical use in the context of large-scale systems. The ProVerif tool of Blanchet, then, in the next step, finally made formal verification feasible with some scalability: security protocol analysis could be performed for realistic distributed computing [23].
Lately, the security assessment for fog computing has concentrated on hierarchical security models that involve multilevel computation platforms. A trust-based security assessment model for fog computing based on device reputation and behaviour analysis presented by Yi, Qin and Li [24]. Their method showed superior security decision-making compared to when the existence of fog computing nodes is not known in advance. Yousefpour et al. extended this research and proposedoptimisation algorithms for security-driven resource allocation in fog environments [25].
Comparison shows some important tendencies in the consideration of security today. Model Performance: Techniques based on machine learning have better performance ingeneralisation with respect to the detection of threats; however, they are not interpretable and require large training data. Formal verification methods afford a mathematical guarantee, as long as they are not too expensive to handle in realistic distributed systems. Trust-based methods of assessing uncertain security information have potential, but are limited by how trust is established and maintained. Blockchain-enabled solutions, although they are more tamper-resistant, add considerable computational and energy burden.
Performance between the methods drastically differs from each other, indicating varying goals and evaluation measures used by researchers. Machine learning methods rely on metrics of accuracy, whereas verification methods are concerned with proof completeness and verification time. Trust-oriented approaches focus on the truth in reputation and consensus building. However, this variation in evaluation criteria prevents direct comparison of assessment approaches and suggests a demand for standard evaluation benchmarks.
Domain-Specific Applications
Security evaluation in healthcare cloud computing has been an area of concentration because of the presence of strict regulations and also the sensitivity associated with data belonging to patients. Hathaliya and Tanwar designed a privacy-preserving security evaluation framework for health care cloud systems, which was able to be HIPAA-compliant and efficient as well [26]. They taught us that regulatory-compliance security assessment in sensitive data environments could be done. Kumar and Singh [27] expanded this work, using differential privacy mechanisms to preserve the confidentiality of patient data in security audits.
Distributed computing security assessment in financial services is another important area. Gai, Qiu and Zhao presented a security assessment framework for financial cloud applications that was applicable to real-time fraud detection and regulatory compliance monitoring [28]. The accuracy of detecting financial fraud with  could reach 98.2% using their method. Li and Wang later proposed blockchain-based audit trails in financial cloud security with enhanced accountability and64 non-repudiationabilities, showing better performance [29].
Security analysis with respect to Industrial IoT and edge computing has become more significant due to the widespread use of Industry 4.0 applications. Tange et al presented a comprehensive security assessment framework of industrial edge computing systems, which takes into account real-time and safety requirements [30]. They showed that classical cloud security models must be reconsidered to fully adapt them to the industrial edge, when deterministic timing and safety-critical systems are involved.
A key area in which distributed computing security assessment is particularly problematic is the field of protecting critical infrastructure. Leszczyna proposed the security evaluation methods that are tailored for smart grids using cloud and edge computing technologies [31]. Both physical security and cyber security aspects were included in the approach, which shows a combined cybersecurity-physical nature of cyber-physical systems used in critical infrastructure.
Research Gaps and Opportunities
The above systematic literature review identifies several major research gaps that impair the efficiency of existing security assessment approaches for distributed computing systems. First, the current methods do not have unified frameworks which can evaluate security threats in all cloud, edge and fog environments together systematically. Current approaches usually only deal with single computing paradigms without taking into account the complicated security implications resulting from their combination in integrated scenarios.
Second, contrary to our methods, current security assessment techniques lack the necessary mathematical precision for quantitative risk quantification in heterogeneous distributed systems. Although they can offer some sort of mathematical proof for a particular protocol, there is no mechanism available for system-wide security assessment in these protocols through formal methods. Likewise, machine learning methods are empirically accurate but theoretically restricted when considering the reliability of assessment and confidence bounds.
3 Temporal and Spatial Security Aspects in Distributed Computing Environments. Cumulative reports suggest that existing literatureunder-emphasises both temporal and spatial aspects of security. The majority of methods in current use leadto a static "snapshot" picture of security at any given moment, rather than real-time mechanisms that provide dynamic risk analysis with the threats and vulnerabilities available or becoming known over time-- as well as the changes evident in system configurations. The placement of computer resources and regionalsecurity issues is something that both the task forcemembershave yet to explore in any appreciable detail.
Research Gap Analysis
	Research Gap
	Current Limitations
	Impact on Practice
	Research Opportunity

	Unified Assessment Framework
	Paradigm-specific methods
	Fragmented security view
	Multi-paradigm integration

	Mathematical Rigor
	Empirical approaches dominate
	Limited confidence bounds
	Theoretical foundations

	Temporal Analysis
	Static assessment methods
	Outdated risk information
	Dynamic risk modelling

	Spatial Considerations
	Location-agnostic evaluation
	Regional threat ignorance
	Geographical risk analysis

	Standardised Metrics
	Inconsistent evaluation criteria
	Poor comparability
	Unified metric development

	Real-time Capabilities
	Batch processing limitations
	Delayed threat response
	Stream processing integration


The lack of uniform performancemetrics for quantitative analysis across distributed computing models is a fourth missing point in the current literature. Comparison of methods is further complicated by the variety of evaluation criteria used in various research paradigms and practical implementations. Furthermore, the lack of common measures preventsthe establishment of methodologies and best practices for secure deployment in distributed computing.
These research gaps were the underlying motivation for developing a sound theoretical framework that compensates for the drawbacks of existing security assessment approaches and offers practical properties in real-world distributed computing platforms.
Theoretical Framework
1. Foundational Concepts and Definitions
The empirical basis of discerning security risks in multitier cloud computing environments calls for formal definitions that accurately model fundamental properties of the emerging service-oriented computing ecosystem. Definition 1. (A distributed computing system) A distributed computing system is a network of connected computational nodes that work together to achieve common tasks in such a way that location transparency and fault tolerance properties are guaranteed.
Definition 1 (Distributed Computing System):a distributed computing system is defined as ;  where V is a set of computing nodes and are communication links between nodes, and  P denotes the paradigm classification function that classifies each node to a specific computing environment such as cloud,edge or fog.







In our model, every computing node has a multi-dimensional attribute vector , where, , and  are the computational capacity, storage capability and trust level of the node., respectively; And. These attributes collectively define the operational capability of each node within the distributed system.The communication edges are weighted to represent network properties, with the edge weight corresponding to the cost,latency or transmission overhead of communication between nodes i and j.





Definition 2 (Security State): The security state of a distributed computing system at time is denoted by, where  refers to the security status of nodes, for communication links and  reflects the global risk assessment vector of the system.




The security standing of nodes is expressed in the form of a security vector  for each node i, wherea corresponds to the status of authentication,indicates the integrity level, andc refers to confidentiality assurance. Each feature is scaledto , where a higher value reflects a better security posture.
1. Risk Propagation Model
Security Implications for Distributed Computing Environments. In distributed computing environments, it is difficult to predict the spread of security risks,which often cross traditional network boundaries. Thepresented approachformalises the dynamics of risk spread with a mix of graph-theory analysis and statistical inference mechanisms.




Definition 3 (Risk Propagation Function): The risk propagation from node to  is modelled as the function, , where the distance is the length ofthe shortest path between nodes in the system graph.

The transmission function consists oftwo channels, direct and indirect. There are two forms of riskpropagation: direct risk due to communication between attackers and indirect risk by transitive trust or shared computation. The risk propagation in time  is mathematicallymodelled by:

	(1)





Where  is the risk of node  at time, is the neighborhood set of, and  is a damping factor to calibrate the strength of propagation.
1. Bayesian Risk Assessment Network
A Bayesian inference network is used as the underlyingmodel to accommodate insecure and partial security knowledge in a hostile distributed system. The causal attributions between security events to be used for probabilistic risk estimation are defined in theBayesian network structure.





Definition 4 (Security Bayesian Network): A Security Bayesian Network is defined as  where is the directed acyclic graph (DAG) with nodes in set  representing security variables, edges in set  corresponding to conditional dependencies and  denotes a set of conditional probability distributions.


Wedefine the conditional probability of a security event as:

		(2)
The general system risk assessment scheme is calculated by Bayesian inference:

							(3)

where is the system observed security evidence, and 𝑅is the level of risk in theorganisation.
Temporal-Spatial Security Analysis
Both temporal and spatialcomponents are considered to offer an integrated security blueprint, which takes into consideration the dynamism of the distributed computing environment as well as geographic-based threat differences.


The Markov process is employed to model the evolution of temporal security risks, which are correlated only with the current state and system dynamics. The state transition probability matrix  determines the probabilities of security state transitions:

	(4)
Spatial security analysis includes thephysical grouping of threats and site-specific risk factors. The spatial cross-correlation risk function is definedas:

			(5)
where  are the geographicaldistances,  is the spatial variance, and r is the correlation range parameter.
PROPOSED METHODOLOGY
1. System Overview
The proposed security risk assessment methodology for distributed computing environments uses a multi-layered architecture that incorporates graph-theoretic modelling, Bayesian inference networks, and machine learning techniques. The system architecture includes four main components: the Data Collection and Preprocessing Module, the Graph Construction and Analysis Engine, the Bayesian Risk Assessment Network and the Real-time Monitoring and Response System.
The Data Collection Module aggregates security-relevant information from multiple sources, including system logs, network traffic patterns, authentication records and infrastructure monitoring systems. This module realises standardised data collection protocols to ensure compatibility among heterogeneous computing platforms, namely cloud edge and fog computing. The preprocessing pipeline is used tonormalise the data formats, deal with missing values, and extract the relevant features, which will be used in the next stages of analysis.
The Graph Construction Engine is the process to convert the gathered data into a mathematical representation of the complex relationships between the distributed computing components. The engine is used to build up directed graphs where nodes are computing resources and edges are communication channels, trust relationships and/or dependency linkages. The structure of the graph changes dynamically according to the changes in the system topology, new device connections, and trust relationships.
The overall system architecture is shown in Figure 2, including an information flow from one component to another and a mixture of theoretical models and practical implementation considerations. The architecture shows how raw security data is analysed with various layers of analysis in order to provide actionable risk assessments and security recommendations. The modular design allows for scalability in a variety of diverse distributed computing environments and preserves computational efficiency for real-time operation.
Data Collection and Data Preprocessing
The data gathering strategy covers multiple information sources to make sure that security-relevant events in the distributed computing environment are thoroughly covered. Popular sources of primary data are audit logs from corporate systems, records of network flows, authentication andauthorisation events, performance data, and records of configuration management data. Secondary data sources include threat intelligence feeds, vulnerability databases, and external security sources of information.
The preprocessing pipeline is a multi-stage data transformation process that is aimed at being able to handle the heterogeneity and the volume of the distributed computing environment. The first stage is used to perform datanormalisation in order to set consistent formats across different computing paradigms and vendor platforms. Thenormalisation takes the vendor-specific log formats and maps them tostandardised event schemas by maintaining the semantic meaning of the events and the temporal relationships.
Feature extraction is the second step of the preprocessing, where the security events are converted to mathematical representations suitable for analysis. The feature extraction process uses domain-specific knowledge to detect security-related patterns such as unusual authentication patterns, abnormal network communication patterns and suspicious resource access behaviours. Sophisticated natural language processing is employed on the unstructured data within the logs to mine out semantic security indicators.
Table III presents the dataset characteristics thatdepict the transformation of heterogeneous data in the raw state by the application of normalisation, feature extraction and aggregation stages. Table III provides quality assurance mechanisms to detect and manage issues of data inconsistencies, missing values and data corruption. Stream processing capabilities allow real-time data ingestion and processing for time-sensitive security assessment requirements.
Dataset Characteristics
	Data Source
	Volume (GB/day)
	Update Frequency
	Quality Score
	Coverage

	System Logs
	2.3
	Real-time
	94.7%
	Comprehensive

	Network Traffic
	8.1
	1-minute intervals
	97.2%
	Network-wide

	Authentication Events
	0.8
	Real-time
	98.9%
	Complete

	Performance Metrics
	1.2
	30-second intervals
	96.1%
	Infrastructure

	Threat Intelligence
	0.3
	Hourly
	89.4%
	External

	Vulnerability Data
	0.1
	Daily
	91.8%
	Systematic



The analysis of the data featuresshows great heterogeneity in terms of volume, update frequency and quality among various information sources. System logs, in particular, are the largest source of security-related data and also require advanced processing to derive useful patterns. Network trafficprovides full oversight of communication patterns at the expense of potential privacy invasion and algorithm complexity.
Core Algorithm Design
The primary security risk analysis algorithm applies graph-theoretic modelling and probabilistic inference to present end-to-end risk assessment throughout distributed computing facilities. The method consists of threemain stages, as showninFigure 1, which gives the detailed flowchart of the algorithm,showing the decision points and computation flow in the security risk assessment process. The flowchart shows the interaction between the different components of the analysis in creating a comprehensive risk assessment while maintaining computational efficiency for real-time operation: topology analysis, riskpropagation calculation and Bayesian inference integration.
The topology identificationphase generates andanalyses the distributed computing graph to determine the nodeId, the communication bottleneck, and the potential attack paths. The betweenness centrality, the closeness centrality and the eigenvector centrality are used in this context for measuring how strategically central some nodes are in a distributed system. Ashigh centrality nodes have a strong impact on the complete system's safety, they obtain more security monitoring.
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Topology Analysis, Risk Propagation Computation, and Bayesian Inference Integration
The risk propagation computation phase models the propagation of the security threats through the distributed system topology. The algorithm is an implementation of the mathematical formulations included in the theoretical framework, and risk propagation computation is calculated using factors such as network connectivity, trust relationships and geographical proximity. The propagation model consists of the direct transmission propagation through communication channels and the indirect propagation through the shared computational resources.
The Bayesian inference integration phase takes both the deterministic risk calculations and the probabilistic assessment of uncertain security information and integrates them. The algorithm maintains dynamic Bayesian networks that evolve according to security events and system changes that are observed. The inference process gives a confidence level for risk assessment and facilitates decision-making based on uncertainty.
Training Strategy andOptimisation
Theoptimisation strategy for the security risk assessment framework is based on the minimum computational complexity with maximum assessment accuracy and coverage. Theoptimisation approach uses multi-objectiveoptimisation methods that balance strains in an assessment,such as assessment latency, resource consumption, and accuracy metrics.
The training strategy for machine learning pieces uses supervised learning with labelled security event datasets and unsupervised learning for anomaly detection in unsupervised data. The training process includes using cross-validation techniques to guarantee the generalisation of the models in diverse distributed computing environments and to avoid overfitting of models to any given deployment scenario.
Hyperparameter Configuration
	Parameter
	Value
	Range
	Optimisation Method
	Sensitivity

	Learning Rate
	0.001
	[0.0001, 0.01]
	Grid Search
	High

	Propagation Damping
	0.85
	[0.7, 0.95]
	BayesianOptimisation
	Medium

	Risk Threshold
	0.75
	[0.6, 0.9]
	ROC Analysis
	High

	Window Size
	300s
	[60s, 600s]
	Performance Analysis
	Low

	Centrality Weight
	0.4
	[0.2, 0.6]
	Validation Error
	Medium

	Bayesian Prior
	0.1
	[0.01, 0.3]
	Expert Knowledge
	Low



We use Bayesianoptimisation to search for hyperparameters, as shown in Table IV, whichallows us to efficiently explore the parameter space without great computational cost. Domain expertise is included through the use of informed prior distributions and constraint definitions in theoptimisation process. Retraining models periodically helps the state-of-the-art methods to evolve with threats and pursue a gradually fluctuating behaviour of the system.
Evaluation Framework
The evaluation framework defines comprehensive measures for measuring the performance and effectiveness of a securityrisk assessment methodology in various distributed computing settings. In the framework, both quantitative performance measures and qualitative evaluation criteria are taken into account that meet actual deployment needs.
Primary performance measures are accuracy, precision, recall andF1-score for threat detection. These measures are formulated at multiple levels of granularity, which include checking the health of each node, evaluating communication links and representing overall system risk. The evaluation framework also includes temporal measures that consider how well (in time) risk assessment updates are performed.
Let the securitythreat detection TP rate be:

				(6)
Where is truepositives, and  is false negatives. The false positive rate is definedby:

				(7)
where  indicates false positives, and  is true negatives.
With reference to the precision and recall measures, each offers a differentperspective on performance:

			(8)

				(9)
Precision and recall are aggregated into one effectiveness measure using the :

		(10)
Efficiency measurements in terms of computation reflect how well the assessment framework scalesand is real-time capable. These are the performance metrics, such as processing delay, memory overhead, and network usage. The assessment system also includes the so-called stress testing that allows measuring performance in high-load and fault-prone conditions.
The  is a single value that summarises the accuracy at all possiblethreshold settings:

		(11)
Thepresented framework provides comparative analysis functionalities to perform a systematic comparison of the existing security assessment methodology and baselines. The comparisonframework guarantees a fair comparison under various distributed computing settings and deployment modes.
Implementation Details
1. Hardware And Software Configuration
A computational foundation, which supports semantics and analysis of security risks in real time while operating over distributedcomputing resources, is necessary for deploying our framework of security risk assessment. The experimental testbed employs a hybrid cloud cluster with High Performance Computing Nodes, Edge computing devices and an emulatedFog environment to reflect real-world deployment patterns as shown in Table V.
Hardware and Software Configuration
	Component
	Specification
	Quantity
	Purpose

	Server Nodes
	Intel Xeon Gold 6248, 64GB RAM, 2TB NVMe
	8
	Core processing

	Edge Devices
	ARM Cortex-A78, 8GB RAM, 128GB eUFS
	24
	Edge simulation

	Network Infrastructure
	40Gbps Ethernet, SDN-enabled
	1 fabric
	Interconnection

	Storage System
	Distributed SSD array, 50TB capacity
	1 cluster
	Data persistence

	GPUs
	NVIDIA A100, 40GB HBM2
	4 units
	ML acceleration

	Cloud Integration
	AWS, Azure, GCP API access
	Multi-cloud
	Real deployment



The hyperparameter optimisation process uses Bayesian optimisation methods that optimally explore the parameter space with minimised computational overhead. The optimisation procedure takes into account the domain expertise in the form of prior distributions on the variables and constraints specifications. Regular retraining schedules are essential to ensure that models are adapted to changing threat landscapes and changing system characteristics.
Experimental Configuration
The testbed comprises a number of testing scenarios to measure framework performance on different types of distributed computing environments and in various security threat scenarios. The profileconsists of controlled laboratory conditions, simulated production conditions and some minimal installations of the technology in the realworld with required security precautions.
A comprehensive experimental setup is depicted in Figure. 5, with the cloud platforms, edge computing testbeds and fog computing simulations integrated therein. The setup allows the framework capability to be systematically assessed in diverse scales, ranging from small edge deployments to large-scale multi-cloud environments. The network simulation functionality helps model the controlled scenarios, configuring security assessment accuracy with each attack type.
The cloud computing assessment environment interconnects with the most common public clouds such as Amazon Web Services, Microsoft Azure and Google Cloud Platform. These integrations leverage read-only API access to gather security-relevant telemetry data, and do so while remaining in compliance with platform security policy. Private clouds. Private cloud environments are provisioned on OpenStack deployments to enable more testing flexibility and control.
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Comprehensive Experimental Configuration
We evaluate edge computing using a hybrid of physical edge devices andcontainerised edge simulations. Examples are industrialIoT gateways, smart city sensors and autonomous vehicle computing units. The simulated edge environments leverage resource constraints that realistically reflect the computational and memory capacity of actual edge devices.
Reproducibility and Validation Considerations
The issue of reproducibility is particularly important to verify the correctness and the scientific robustness of experimental evaluations. The implementation is equipped with extensive logging covering all configuration parameters, used random seeds and the state of the environment during experiment runs. Version control systems manage all software components such that the conditions of an experiment can be exactly reproduced.
The validation framework involves the use of several independent datasets and cross-validation methods for a robust evaluation of the framework. The validation datasets consist of synthetic scenarios produced from existing attack simulation tools and real security incidents collected in production-level distributed computing environments, through proper anonymisation.
Statistical validation uses bootstrap sampling to investigate the stability of performance measures over different random samples. Confidence intervals for performance measurements are obtained by averaging over multiple independent experimental runs with different random seeds. Ablation studies are conducted by the proposed validation framework to have a systematic understanding of the improvements of each component of the validation framework.
Configuration management is based on Infrastructure as Code (IaC) with Terraform and Ansible supporting automation of deployment and configuration. These utilities keep experimentalists in a similar environment between different hardware platforms and the various cloud providers. Automated testing pipelines ensure the fidelity of framework functions before analysis.
Record keeping of data provenance. It records all input data sources,preprocessing steps and transformation operations. Such tracking allows an auditing and error analysis of experimental results to be performed. Ethical concerns are aligned with anonymising security data and respecting privacy regulations.
RESULTS and ANALYSIS
1. Quantitative Performance Evaluation
Theperformance comparison of the proposed security risk assessment framework is comprehensive and significant over previous approaches along various dimensions. The experimental evaluation covers 15 diverse distributed computing scenarios, from small edge deployments up to large multi-cloud setups with more than 10,000 interconnected nodes.
Main Performance Results
	Metric
	Proposed Framework
	Standard Deviation
	95% Confidence Interval
	Statistical Significance

	Accuracy
	97.3%
	±1.2%
	[96.8%, 97.8%]
	p < 0.001

	Precision
	94.8%
	±1.8%
	[94.1%, 95.5%]
	p < 0.001

	Recall
	96.2%
	±1.4%
	[95.6%, 96.8%]
	p < 0.001

	F1-Score
	95.5%
	±1.3%
	[95.0%, 96.0%]
	p < 0.001

	False Positive Rate
	3.7%
	±0.9%
	[3.3%, 4.1%]
	p < 0.001

	Assessment Latency
	0.847s
	±0.134s
	[0.798s, 0.896s]
	-

	Memory Usage
	2.3GB
	±0.4GB
	[2.1GB, 2.5GB]
	-

	CPU Utilisation
	34.2%
	±4.7%
	[32.1%, 36.3%]
	-



As shown in Table VI, the performance of the framework is excellent; it reached an overall accuracy of 97.3% in all evaluation conditions. Statistical analysis shows statistically significant improvements (p < 0.001) to the baseline methods, with the 95% confidence intervals suggesting that performance is robust. The obtained precision and recall measures are also balanced, demonstrating that the approachminimises false positive and negative errors properly.
Performance Across Different Configurations
	Environment Type
	Nodes
	Accuracy
	Latency (s)
	Memory (GB)
	Throughput (events/s)

	Small Edge
	50-100
	98.1%
	0.342
	0.8
	2,847

	Medium Fog
	500-1K
	97.6%
	0.625
	1.6
	1,923

	Large Cloud
	5K-10K
	96.8%
	1.234
	4.2
	8,156

	Multi-Cloud
	10K+
	96.2%
	1.876
	6.8
	12,043

	Hybrid
	Mixed
	97.4%
	0.891
	2.7
	6,234



We evaluate the system and cross several different environment configurations and show that it retains veryaccurate accuracy, even while scaling to large distributed systems. Smaller edge deployments have the bestaccuracy because they are simpler and the attacks can be fairly predictable, as shown in Table VII and in Figure 3. In large-scale environments, the accuracy is slightly lower; however, in practice, such a service generates a still acceptable level of performance jumps due to an improved throughput.
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Accuracy Across Different Environment Configurations
The computational efficiency of the framework provides real-time assessment for all tested settings. Delay to assessment is less than 2 seconds,even at enterprise scale, ensuring relevant security decisions. The memory complexity is of the order of N, and it seems that the system scales efficiently.
Comparative Analysis
Table VIII compares the proposed framework withfive existing security assessment models, which are rule-based, machine learning-based or hybrid. The comparison is basedon the same datasets and evaluation measures that make it fair play in the sense of fairness.
Comparative Performance Analysis
	Method
	Accuracy
	Precision
	Recall
	F1-Score
	Latency (s)
	Memory (GB)

	Proposed Framework
	97.3%
	94.8%
	96.2%
	95.5%
	0.847
	2.3

	Traditional Rules [16]
	79.2%
	81.4%
	76.8%
	79.0%
	2.341
	1.1

	ML-based Detection [20]
	89.6%
	87.3%
	91.2%
	89.2%
	1.234
	3.8

	Trust-based Assessment [24]
	84.7%
	86.1%
	83.2%
	84.6%
	1.567
	2.1

	Hybrid Approach [21]
	91.4%
	89.7%
	93.1%
	91.4%
	1.098
	3.2

	Formal Verification [22]
	99.2%
	98.8%
	99.6%
	99.2%
	45.234
	0.9



Table VIII demonstrates that the proposed approach outperforms other state-of-the-art approaches in most evaluation measures. Formal verification techniques have been shown to be significantly more accurate, although they are computationally too expensive for real-time estimation on large-scale decentralised networks. The proposed method achieves the best tradeoff between the evaluation accuracy and efficiency.
The comparison of assessment strategies' strengths and weaknesses is summarised in the Figure.4, comparing the variations of the method to the baseline. It can be seen from Figure 4 that the proposed model achieves consistent improvement over other methods with various evaluation metrics while not imposing much computational burden for deployment.
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Comparison of Assessment Strategies'
In Figure 5, the ROC and Precision-Recall curves between our method and several baseline methods are shown. These curves reveal that the proposed framework has much higher discrimination ability than its counterparts, with AUC-ROC ranging from 0.823 to 0.924 for existing methods, and is compared to 0.987 in this work. The Performance-Threshold analysis shows consistent results atmultiple working points, informing strong thresholding estimation.
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ROC and Precision-Recall Analysis
Ablation Study
The ablation study in Figure 6 analytically dissects performance with respect to individual building blocks to offer insight into where the relative weights of design choices and algorithm components bear the largest impact.
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The Ablation Study Analysis
From the ablation Figure 6, it is observed that risk propagation modelling makes the most contribution to the performance of this framework, removing which leads to a decrease in 7.6% accuracy performance. This finding confirms that the theoretical assumption of complex propagation patterns in the relation between security risks and vulnerabilities in a distributed computing environment must be mimicked explicitly. For many real-world problems, Bayesian inference is beneficial and can strongly improve overall performance, especially when it comes to precision measures, which benefit from uncertainty quantification.
The centrality analysis's performance is consistent with mild improvement in all the metrics, showing the significance of topology analysis in distributed security evaluation. The other two modelling components added further statistically significant but smaller improvements in space and time models, which provide validation for assembling the comprehensive framework.
Sensitivity Analysis
The sensitivity analysis assesses the robustness of the framework to changes in relevant parameters and input assumptions, thereby contributing to understanding its operational stability and configuration needs.
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Sensitivity Analysis
Figure 7 illustrates sensitivity analysis graphs as a visual depiction indicating how frameworks perform over different parameter ranges. The investigation demonstrates that the structure performs well over a broad sweep of parameters and hence is widely robust. Important parameters such as risk spreading, damping and Bayesian prior distributions are moderately sensitive, which need to be carefully fixed in finite models in order to achieve good performance.
They interpret the risk threshold selection as a very sensitive parameterand observe a large variation of performance for different thresholds. Nonetheless, the framework has automatic threshold adaptation mechanisms that ensure good performance in a wide range of deployment setups.
Computational Complexity Analysis
The computational complexity analysis in Table IX demonstrates the scalability nature of the proposed approach as well as the quantity of resources required against existing solutions.
Computational Efficiency Comparison
	Method
	Time Complexity
	Space Complexity
	Scalability
	Real-time Capable

	Proposed Framework
	O(n²log n)
	O(n)
	Excellent
	Yes

	Traditional Rules
	O(n)
	O(1)
	Good
	Yes

	ML-based Detection
	O(n³)
	O(n²)
	Poor
	Limited

	Trust-based Assessment
	O(n²)
	O(n)
	Good
	Yes

	Formal Verification
	O(2ⁿ)
	O(n)
	Very Poor
	No



Complexity analysisshows that the proposed framework offers good scalability with O(n²logn) time complexity,and it allows for processing large-scale distributed systems. The memory footprint (space complexity) is linear with respect to the system size, which represents a quite efficient use of memory.
Performance at runtime on varying problem sizes shows sublinear scaling because of optimisations such as parallelism and incremental computations. The framework preserves the real-time evaluation capacities of systems composed of more than 10k nodes, thus showing a practical scalability for enterprise deployment scenarios.
Human-Study and qualitative analysis
Three realistic case studies further demonstrate the performance of the framework in practical deployment environments, applying it to an international financial services group, smart city infrastructure deployment and industrial IoT manufacturing settings.
The financial services use case presents the framework's effectiveness in identifying elaborate attempts at financial fraud that spread across several cloud regions. The evaluation correctly detected 94.2 % of fraudulent transactions with false positive rates kept under 2.1 %, vastly exceeding current anti-fraud systems.
The smart city use case study is to benchmark the framework performance in very distributed edge computing configurations and consider IOT devices' heterogeneous capabilities and communication patterns. The framework was able to dynamically adapt to changes in topology, and above 96% accuracy was achieved during the entire evaluation.
The industrial IoT use-case explores the performance of the framework on safety-critical devices with hard license demand and deterministic communication. The system achieved sub-100ms evaluation latencies while providing near-complete security coverage over 5000+ industrial sensors and control devices.
Discussion of Results
1. Theoretical and Practical Implications
The experiment results show that the proposed security risk assessment approach in distributed computing environments can overcome some basic limitations of current methods and offer practical features which are valuable for its deployment in practice and/or real applications. Given the complex nature and dynamics of relationships among components in cloud, fog and edge computing environments, we consider achieving 97.3% accuracy model among varied distributed computing environmentsto be a good average value to call a significant achievement for automated security assessment capabilities.
The mathematical rigour brought by the graph-theoretic modelling and Bayesian inference networks represents a theoretical basis which was not available in distributed computing security evaluation before. The exact problem definitions and mathematical expressions allow others to reproduce their research work, and they also promote a systematic comparison between various assessment approaches. This theoretical result is more than useful for practical purposes, as it also serves as a basis for further work inthe area of security.
The addition of temporal and spatial analysis functionality fills a void in available security assessment methodologies. Legacy methodologies often yield forensic point-in-time security pictures that are rendered obsolete in rapidly changing distributed environments. Temporal modelling in the proposed framework facilitates early threat detection and trend prediction,which is very useful in strategic security planning. Likewise, the spatial correlation analysis offers an understanding of threat distribution geography, which is useful for risk management based on the use of location-based services.
The practical contribution is the real-time assessment demonstrated by sub-second response times on large distributed systems. Current exhaustive security assessment techniques can take minutes or hours to finish analysis and are not suitable for time-critical security decision-making. The ability of the proposed framework to preserve assessment fidelity and yet function in real-time allows its integration with automatic response systems and dynamic security policy enforcement frameworks.
Comparative Advantages and Limitations
Finally, the comparative study demonstrates a number of advantages of the proposed framework over other existing methods. It is now possible to centrally evaluate security on cloud, edge, and fog computing paradigms in order to break the silos of existing practices of security assessment. Enterprises that employ these hybrid distributed computing environments have the advantage of security visibility and risk metrics being consistent regardless of the computing paradigm.
The probabilistic risk assessment capabilities of the framework offer substantial benefits compared to deterministic approaches, especially in situations where security information is partial or uncertain. Traditional rule-based approaches cannot cope with new attack patterns and the enemy's changing tactics, while machine learning methods might not be interpretable enough for making security decisions. The integration of Bayesian inference combines the flexibility of machine learning with the interpretability needed in security operations.
Nevertheless, the architecture presents some constraints that need to be recognised for practical deployment. The computational complexity, although it is not prohibitive for real-time operation in practice, certainly surpasses that of a simpler rule-based approach. On an underpowered system, some framework components may need to be integrated on demand, or an evaluation will have to be done, packaging cloud-based evaluation services. The requirement for seamless data collection from all nodes for the framework to produce accurate results can also be an obstacle in scenarios where monitoring of systems is not desired (due to privacy concerns) or otherwise unfeasible.
The accuracy performance, thoughexcellent in most cases, degrades slightly in highly dynamic (with frequent topology changes) environments. This limitation is not surprising, as key management over evolving DSs has long been known to be a difficult problem. The framework already deals with this shortcoming by following an adaptive learning schema, but the so-called speed to zero performance reduction cannot be fully prevented under very dynamic circumstances.
Generalizability and Scalability Considerations
The generalisation of the framework on different distributed computing environments is a key significant strength, which was confirmed by exhaustive experimental evaluation. The performance has been evaluated over different cloud infrastructures we provided , including edge computing setup and fog computing deployment, for specific vendor implementation by service domain. This generality lowers deployment barriers, helping organisations to adopt common security assessment processes uniformly over disparate infrastructure.
We explore the scalability of our algorithms and show that they have desirable scaling behaviour that should allow them to be deployed in large-scale distributed enterprise systems. The superlinear scaling shape retrieved in runtime analysis suggests that the framework can efficiently address further innovations on more complex distributed systems without suffering from proportional additional computational costs. Scenario: The Evaluating Security Risks in Cloud,Edge and Fog Computing application has a modular design system that fits different organisations' needs and resources.
The flexibility of the framework to domain-specific security needs indicates practical adaptability for narrow-scoped applications. Case studies in financial services, smart city infrastructure, and industrial IoT illustrate how the framework incorporates domain-specific threat models and compliance needs, yet still preserves fundamental evaluation capabilities. This flexibility is obtained via configurable risk models and domain-specific feature extraction pipelines.
Implications for Security Practitioners
The bottomline to security professionals is that the immediate operational takeaways and the strategic security management opportunities are: "Expanse's holistic risk scoring and assessment methodology is consistent across complex distributed environments, providing a solution to the difficulty so many organisations have faced as they attempt to deploy multi-cloud and edge computing strategies.
Real-time analysis of the framework assists with interfacing existing Security Information and Event Management (SIEMs) systems and/or Security Orchestration, Automation and Response (SOAR) platforms. This integration facilitates automatically enforced security policies and dynamically responds to threats,which minimises the work of security operations teams and increases response effectiveness.
Advanced threat-finding features such as attack pattern detection and risk propagation analysis further extend security analysts' ability to hunt threats and respond to incidents - before they disrupt the business. The probabilistic approach, at the heart of risk assessment, is used to determine confidence intervals supporting decisions in the presence of uncertainty, as commonly occurs in complex distributed systems.
Nevertheless, the successful implementation of a framework needs thorough organisational preparation such as staff training, workflow adoption and investment in infrastructure. Security teams need to get good at reading probabilistic risk assessments and understand how the math works in the framework recommendations. Organisations also need to take a soft approach through a phased deployment to give staff time to adjust as well as tweak the process.
Research Contributions and Extensions
The paper makes four key contributions to distributed computing security evaluation. In a nutshell, the uniform theoretical framework is built up using mathematical tools which allow us to investigate problems of security over heterogeneous distributed systems systematically. The graph-theoretic modelling paired with Bayesian inference networks is a new technique that marries topological reasoning with probabilistic analysis. The abilities for temporal-spatial security analysis of distributed computing untap new dimensions of exploring security in distributed computing. The extensive experimental validation provides empirical evidence that the framework is effective in various deployment scenarios.
Future work possibilities include a number of theoretical extensions on top of the current model. The incorporation of more advanced machine learning methods, such as deep reinforcement learning and federated learning, might further benefit the adaptability of this framework and its ability to preserve privacy. The automation of security policy synthesis from the risk assessment would be an interesting extension that enables full integration to end-to-end security management.
The Wright-stalkframework still has to be further developed and tested for emerging distributed computing scenarios, such as quantum computation networks and blockchain-based systems. Inclusion of privacy-preserving evaluation methods could also allow for framework deployment in data-sensitive settings.
Another potential research direction could be cross-domain threat intelligence integration to increase the framework's accuracy by using external sources of threat information. The standardisation of security assessment metrics derived from the proposed framework would enable systemising comparisons with future research contributions and best practices for distributed computing security establishment.
CONCLUSION
We propose a novel theoretical, systematic and unified security risk assessment framework for distributed computing systemsin the presence of edge computing or cloud computing environments, based on graph-theoretic modelling, Bayesian inference networks, and temporal-spatial analysis, which can handle fog computing. The model is able to provide high accuracy and computational efficiency, surpassing the alternatives on both prediction and computational effectiveness, and can be readily integrated with real-time security systems. Its operational advantages are summed up in the Standardised Risk Assessment, better decision support for organisational security and more effective threat detection, but it certainly needs proper organisational preparation and technical investment. Next steps involve the integration of privacy-preserving methods, extension tonovel paradigms such as quantum and blockchain systems, automation of security policy synthesis, and application of advanced ML for adaptability and privacy. On the whole, this is a principled basis to ground distributed computing security and encourage best practices, toward building trustworthy, survivable distributed systems.
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