PERFORMANCE EVALUATION OF DEEP LEARNING MODELS FOR AI-GENERATED VIDEO DETECTION ON SOCIAL MEDIA PLATFORMS
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Abstract
This systematic review of AI-based video detection systems on the leading social media companies and analyzes 12 large detection frameworks and their performance in reality. Their state-of-the-art models achieve 85-96 percent accuracy when acting in controlled laboratory conditions but drop down to 8 -18 percent when deployed on social media platform, with Tik Tok and Instagram offering the most difficult environments. We find that AI generators of the next generation, like Sora-class, avoid detection mechanisms 35-40 times (as opposed to Older GAN-based content at 87-91 times). Multi-modal tracking of visual, audio and metadata analysis reach the top social media accuracy and 88.4, whereas adversarial technique may decrease the efficiency of detection and results by 12-41. Cross platform trained detectors are seen to have good robustness (81-85% accuracy) but architecture trade-offs between processing speed (18-58 fps) and accuracy have not been resolved yet to deploy in practice in large scale. New technologies such as cryptographic watermarking, continuous learning systems and human-AI hybrid solutions (91.4% accuracy) show possible directions to the future but underlying limitations indicate a need to find a way to solution based on multi-layered technical and socio-technical solutions instead of algorithms only.
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I. INTRODUCTION
The spread of AI-generated videos on social media means that issues of content authenticity and trust have become immediately pressing due to the advancement of modern generative models such as Sora, Runway, and Pika to produce highly convincing synthetic content that has been used to perpetrate political disinformation, financial fraud, and influence the opinion of the masses [1, 2, 29, 30]. Although, early deepfake systems in 2017-2018 raised a level of artifact, modern frameworks can utilize state of the art architectures to create content that is frequently difficult to differentiate with original footage, and the 2024 election cycle has shown how synthetic video can spread to millions of people before detection [1, 8, 30]. The social media platforms are especially harsh in the areas of detection, because of the aggressive compression codes, the short-content format, and the sheer scale, and the ongoing arms race in which generator creators specifically train models to avoid being caught by their detection mechanisms [13, 14]. This review makes the analysis of the contemporary situation in detection technologies, its efficiency in various social media settings, and the dynamic cat and mouse game of the generation and detection systems 
II. METHODOLOGY
This comparative review synthesizes research in peer-reviewed articles, technical reports, and empirical studies published between 2017 and 2024 will be based on AI-generated video detection technologies applied or applied in the conditions of social media (YouTube, TikTok, Instagram, Twitter/X, and Facebook). In this review a systematic comparative review process as illustrated in Fig. 1 was used. The search in IEEE Xplore, ACM Digital Library, arXiv, and Google Scholar was systematic and had inclusion criteria based on the presence of quantitative performance values, the focus on video content, the research of impacting realistic datasets, and an understanding of the practical limitations of deploying a specific construct. Architecture Architectural approach (CNN-based, temporal analysis, transformer-based, multi-modal) Detection models were classified by architectural approach, evaluated on many dimensions such as laboratory accuracy, social media accuracy with compression artifacts, processing speed, false positive rates and adversarial robustness with standardized metrics and explicit expression of testing conditions.
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Figure 1: Systematic comparative review process

III. EXISTING DETECTION APPROACHES
The main techniques of modern detection systems are based on deep learning systems that have learned to detect subtle artifacts in AI generated content. CNNs and transformer-based models detect inconsistency with time, artifacts in the spatial domain, and anomalies in statistics, which are indicative of synthetic development [1, 2]. These systems analyze the frame level characteristics such as unnatural motion patterns, lighting discontinuities and physical impossibilities which in the current generators have remained unable to fully remove.
Multi-modal analysis, which uses a mixture of visual inspection and audio forensics as well as metadata analysis, are used as the best detectors [3]. They seek red flags in realistically eye movement, unnatural reflection, time flickering and audio-visual synchronization problems that are commonly found in content created by generation.
Various detection models use the frequency domain analysis of detecting generation signatures. The AIs commonly introduce anomalous structures in the frequency space that do not occur in real-life video capture [4, 5]. The use of specialized frequency-domain methods attains competitive performance and at the same time offer high processing speeds as is shown in Table 1. Methods based on discrete cosine transform, wavelet analysis and spectral analysis have demonstrated a promising role of detecting fine regularities caused by neural network architectures.
Video generators occasionally have difficulties preserving frame-to-frame identities and physics of objects. This weakness has been used by detection systems to analyze the temporal coherence, track object paths and ensure that the movement is in accordance with the natural laws of debate following a physical law [6]. Shadows, reflections and object permanence abnormalities are usually indicators of synthetic origin. 

IV. COMPARISON PERFORMANCE ANALYSIS.

Most recent state-of-the-art detection models have an accuracy of between 85-95% when used on controlled data, but it drops to very low levels when deployed to real-world social media environments [17, 18]. The mean accuracy degradation between the laboratory and social media conditions varies between 8-15 percentage points with a majority of architectures, as shown in Table 1. False positive still haunt, and some valid content can be marked as such because of unnatural shooting conditions, excessive editing or some type of artistic effect.
Table 2 demonstrates that there is a significant difference in the performance of the different generation methods in terms of detection. Older GAN-generated videos are also better caught (87-91% accuracy) and the state-of-the-art models generate content that is near or beyond the stronghold of detecting it. Sora-class generators already generate videos that confuse detection systems more than half the time in social media setting and diffusion models exhibit medium challenge (74-79% detection rates) [19].
According to Table 4, critical trade-offs during the design of a detection system also explain the differences of the performance in Tables 1 and 2. Single-frame detectors such as CNNDetect and FaceForensics++ have real-time processing speed (38-45 fps) but lose temporal resolution that might detect any discrepancy across frames leading to reduced social media accuracy (78-81% as per Table 1). On the other hand, models that examine long time windows such as LSTM-CNN Hybrid and Two-Stream networks are more accurate on more advanced deepfakes (82-83% social media accuracy) but cannot operate at real-time (18-22 fps) which restricts their usefulness in large-volume social media networks.
The size of training data is moderately related with the performance, but it is equally essential that the architecture efficiency should be considered. VideoForensics, which uses a Vision Transformer as a backbone and is trained on 3.2M samples, has a higher accuracy (85.1% on social media) but has a large computational footprint. Comparatively, more focused methods such as frequency domain analyzers perform competitively with smaller data by taking advantage of generator-specific artifacts in the frequency spectrum as it can reject GAN-based content as demonstrated in Table 2.
Multi-modal systems such as AVID are seen to be the most robust to compression (88.4% social media accuracy with a lab accuracy of just 92.8%), as well as adversarial attacks. However, they are more complex, which makes them more difficult to deploy and add more places of failure in case one of the modalities is unavailable or corrupted during social media processing.
The weakness of the current models of detection lies in their inability to be generalized [20]. Trained systems operating on particular generators do not work well with material of other architectures, which more effectively explains the severe loss of performance of Sora-class videos (60-64%) relative to GAN-based material (87-91%) when using Table 2. This forms a game of arms race wherein the detectors need to be continuously retraining to new generation techniques and are always a notch behind the curve. There are also problems with cross-platform generalization. An optimized YouTube model might fail on the Reels because compressions and aspect ratios vary with Instagram, and content behavior on Instagram is generally different [21]. Nevertheless, Table 2 shows that this drawback can be partially mitigated with the help of several different training policies on the cross-platform trained detectors.

TABLE 1: COMPREHENSIVE DETECTION MODELS PERFORMANCE COMPARISON
	Model
	Architecture
	Accuracy (Lab)
	Accuracy (Social Media)
	Processing Speed
	Training Dataset
	Ref

	CNNDetect
	ResNet-50
	93.20%
	78.40%
	45 fps
	1.8M samples
	[7]

	FaceForensics++
	XceptionNet
	95.80%
	81.20%
	38 fps
	1.2M samples
	[8]

	MesoNet
	Custom CNN
	89.40%
	74.60%
	58 fps
	250K samples
	[17]

	Capsule-Forensics
	CapsuleNet
	91.80%
	76.20%
	32 fps
	500K samples
	[16]

	DeepfakeDetector
	EfficientNet-B7
	91.50%
	76.80%
	52 fps
	590K samples
	[9]

	Two-Stream
	Dual CNN
	94.10%
	80.30%
	22 fps
	800K samples
	[6]

	LSTM-CNN Hybrid
	ResNet + LSTM
	95.20%
	82.70%
	18 fps
	1.5M samples
	[15]

	FTCN
	3D CNN + Temporal
	94.70%
	83.60%
	30 fps
	2.1M samples
	[10]

	VideoForensics
	Vision Transformer
	96.30%
	85.10%
	25 fps
	3.2M samples
	[11]

	Multi-Attention
	Attention Network
	95.70%
	84.30%
	28 fps
	2.4M samples
	[27]

	AVID
	Multi-modal
	92.80%
	88.40%
	18 fps
	1.8M samples
	[12]

	Emotion-Detect
	AffectNet + CNN
	90.30%
	83.90%
	35 fps
	450K samples
	[26]



TABLE 2: DETECTION PERFORMANCE BY PLATFORM AND GENERATOR TYPE
	Category
	YouTube
	TikTok
	Instagram
	Twitter
	Facebook
	Common Artifacts
	Ref

	Platform Compression
	4:1 - 8:1
	12:1 - 20:1
	10:1 - 18:1
	8:1 - 15:1
	6:1 - 12:1
	Variable by platform
	[13, 14]

	Accuracy Drop
	-8.20%
	-18.50%
	-16.30%
	-14.70%
	-11.20%
	Compression artifacts
	[13, 14]

	GAN-based
	91.20%
	87.30%
	88.10%
	89.40%
	90.60%
	Spectral anomalies
	[4, 5]

	Diffusion Models
	78.50%
	74.50%
	75.80%
	77.10%
	78.90%
	Temporal inconsistencies
	[19]

	Sora-class
	64.10%
	60.10%
	61.30%
	62.80%
	64.70%
	Physics violations
	[21]

	Runway Gen-2
	73.30%
	69.30%
	70.50%
	71.90%
	73.80%
	Lighting errors
	[18]

	Cross-platform Trained
	82.50%
	83.10%
	84.70%
	81.90%
	83.80%
	Robust to compression
	[17, 18]



V. PLATFORM-SPECIFIC CHALLENGES

Video files posted to social media are processed violently by platform-specific mechanisms that dramatically distort the types of forensic evidence that a detection system can pick up (Fig. 2).The figure depicts the loss of spatial, temporal, frequency, and metadata cues through platform-level processing (compression, rescaling, and re-encoding) to analysis by detection models and subsequent poorer accuracy and success in anti-adversarial real-world social media settings. Compression artifacts may obscure generation signatures and at the same time introduce novel patterns that move detectors astray as seen in Table 2. A good set of filters applied to a high-quality source often breaks down once a video has gone through the compression filters of Tik Tok, Instagram, or Twitter.
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Figure 2. Detection pipeline vs. social media degradation.

The inherent poor quality of social media posts commonly is not identified by the detection models that are trained on clean datasets [14]. This poses a special weakness because advanced forgeries can be revealed as such, but elude detection once processed by the platform. This difficulty is highlighted by the 10 points accuracy differences between lab and social media setup recorded in Table 1.
Applications such as Tik Tok, Instagram Reels produce platforms that focus on short videos, often to the tune of 60 seconds. This time constraint constrained the statistical properties of analysis as well as rendering some skills of generation artifacts less conspicuous to algorithms as well as humans [15]. Detection systems should arrive at sound decisions using very little information.
Social media is at the giant scale and with real-time demands. Millions of uploads have to be processed by any detection system with very less latency [16]. The limitation of this calculation makes the trade-offs between the accuracy of detection and speed. According to Table 1, the most accurate models (VideoForensics 96.3% lab accuracy, AVID 88.4% social media accuracy) run at 18-25 fps, whereas 30+ fps is the typical requirement to run with real-time deployment. Other models such as the MesoNet can do up to 58 fps at the cost of more than 10 percentage points.

VI. ADVERSARIAL ROBUSTNESS

Advanced actors will also be able to use adversarial-based methods to avoid detection as well as well-documented in Table 3 [22, 23]. The data indicate a range of attack dexterities, between basic post-processing strategies and high-tech opposition strategies. The simplest noise addition method, which does not demand a significant level of technical skills, is the Gaussian noise addition that decreases detection accuracy by 12.3%. Areas of 18.7 percent drop in accuracy is attained as a result of JPEG re-compression, which is again widely available, which is quite comparable to the inherent effect of compression in Table 2 on Tik Tok and Instagram, indicating that compression on platforms unintentionally facilitates evasion.
Screen recording attacks achieve accuracy reduction of 24.5 percent and are especially worrying since it needs no special equipment- one just needs a camera to record what is displayed on a screen. This medium-robustness, low-complexity attacker is already present in the wild. More advanced adversarial perturbation, that takes machine learning skills, has accuracy reduction 35.8 percent with high robustness against detection [24].
The worst threat includes GAN-based cleansing methods, which decrease the detection accuracy by 41.2 with meager high robustness. These sophisticated techniques actually causticize synthetic content by further processing with neural networks to eliminate the artifacts that can be detected. Such a 41 percent decline would reduce even the most effective detectors of Table 1 (AVID at 88.4 percent social media accuracy) to around 47 percent accuracy, which is lower than just picking something at random.
Other researchers have also established that just a small amount of noise that is not apparent to the human eye can switch detection votes [24]. This weakness indicates that the more stakes the higher the motivated actors will resort to counter-detection measures. The implication of compressing on the platform (Table 2) and issues with adversarial systems (Table 3) is a relatively difficult situation in which the detection accuracy might worsen by 30-50 percentage points as compared to the laboratory situation.

TABLE 3: ADVERSARIAL EVASION AND EMERGING SOLUTIONS
	Approach
	Type
	Accuracy/Impact
	Robustness
	Complexity
	Status
	Ref

	Gaussian Noise
	Attack
	-12.30%
	Low
	Low
	Common
	[22]

	JPEG Re-compression
	Attack
	-18.70%
	Medium
	Low
	Common
	[22, 23]

	Screen Recording
	Attack
	-24.50%
	Medium
	Low
	Common
	[23]

	Adversarial Perturbations
	Attack
	-35.80%
	High
	High
	Advanced
	[23, 24]

	GAN-based Cleansing
	Attack
	-41.20%
	Very High
	High
	Advanced
	[24]

	C2PA Watermarking
	Defense
	N/A
	Medium
	High
	Early adoption
	[25]

	Blockchain Provenance
	Defense
	N/A
	High
	Very High
	Experimental
	[25]

	Multimodal Analysis
	Defense
	88.70%
	Medium-High
	High
	Development
	[3, 26]

	Continuous Learning
	Defense
	86.30%
	Medium
	Medium
	Pilot programs
	[27]

	Federated Detection
	Defense
	89.10%
	High
	Very High
	Research
	[27]

	Human-AI Hybrid
	Defense
	91.40%
	High
	Medium
	Implementation
	[28]




VII. FUTURE DIRECTIONS

The trend of detection technology is moving towards the use of multi-layered defense mechanisms, which incorporate proactive and reactive methods. Verifiable provenance is property watermarking such as cryptographic watermarking with integrity, and the multimodal watermarking of visual, audio, and metadata verifies results at an incumbent 88.7 percent (Table 3), with the best existing detectors (Table 3) achieving the same performance [25, 26]. Federated detection (89.1% accuracy) and continuous learning (86.3% accuracy) simplify the creation of adaptive learning systems that can be adapted to new types of generators, overcome the generalization challenge, in which the detection rate of Sora-class videos is still 35-40 times lower now [27]. Human-AI hybrid systems prove to be the most defensive as 91.4% (Table 3), which is more than fully automated methods and implies that ambiguous cases cannot be handled without human judgment [28]. The complementary strategies are a needed change to no longer finding a single solution to detection, but rather introduce a more concerted defensive, and targeting the various facets of the problem in tandem.

VIII. CONCLUSION

The creation of AI-detected video shares in social media is still at the critical stage, and there are significant disparities between the laboratory performance and practice. The existing models degrade their accuracy by 8-18% between lab and social media settings because of the platform compressions, and next-generation Sora-class models are avoidance detected in 35-40% of cases relative to the older GAN-based contents (87-91% detection). Adversarial methods can lower accuracy by 12-41 and no existing method will tackle the underlying trade-off between accuracy and processing speed required to deploy them in the real-time. This way forward is to unify multi-layered plans whereby better algorithms, cryptographic authentication, cross platform cooperation, and human control are integrated. With every rise in the quality of generators, the society should initiate new digital literacy models and verification systems that are not limited to technical detection but agrees that such a battle is not only a technological issue but also trust and authenticity and information integrity in a more synthetic media-driven society.
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