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Abstract
The increasing adoption of blockchain technologies has introduced new challenges for fraud detection, driven by the decentralized and continuously evolving nature of transaction networks. Traditional detection approaches often fail to capture the complex relationships between entities, limiting it effectiveness in real-world scenarios. Graph Neural Networks (GNNs) have recently gained attention for their ability to model such relational structures; however, this model practical deployment remains constrained by limited interpretability and susceptibility to adversarial manipulation. This paper presents a systematic review of recent research on GNN-based fraud detection, with a focus on explainability and robustness in dynamic blockchain environments. The study analyzes selected works published between 2023 and 2026 using a structured review methodology. The results indicate that while GNN models achieve strong detection performance, many operate without transparent decision-making processes, making them difficult to trust in financial contexts. In addition, existing models remain vulnerable to adversarial attacks, which can significantly impact reliability. Based on these observations, the paper proposes a conceptual framework that integrates graph learning, explainability mechanisms, and adversarial defense strategies within a unified architecture. The study highlights key limitations in current approaches and outlines directions for future research, particularly in developing scalable and trustworthy fraud detection systems for evolving blockchain networks.
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1. Introduction
The rapid advancement of blockchain technologies and decentralized financial systems has transformed modern digital ecosystems by enabling transparent, immutable, and trustless transactions. However, despite these advantages, blockchain networks have increasingly become targets for sophisticated fraudulent activities, including transaction laundering, Ponzi schemes, and coordinated malicious behaviors. According to (Vivek Kale & Soumen Chakraborty, 2026), the growing complexity and scale of financial systems have significantly intensified fraud detection challenges, particularly due to the inability of traditional approaches to model interactions between entities effectively. Similarly, (Tong & Shen, 2023) noted that rule-based and classical machine learning techniques struggle to detect adaptive and organized fraud patterns in large-scale transaction environment. To address these limitations, Graph Neural Networks (GNNs) have emerged as a powerful paradigm for modeling relational data in fraud detection systems. Unlike conventional machine learning models, GNNs exploit graph structures to capture complex dependencies among entities, enabling the identification of hidden patterns and anomalous behaviors. According to the systematic review by (Zhang & Ye, 2023), GNN-based approaches significantly improve fraud detection performance by leveraging structural relationships among users and transactions. Furthermore, a comprehensive review by (Gu et al., 2024) highlighted that GNNs outperform traditional models due to their ability to encode both node features and topological interactions within financial networks. Recent empirical studies have also demonstrated that GNN architectures can effectively detect complex fraud scenarios such as collusion and camouflage behaviors in transaction graphs (Huang, 2025; Zhang & Ye, 2023). Despite these advancements, several critical challenges hinder the deployment of GNNs in real-world blockchain fraud detection systems. One major limitation is the lack of explainability, which raises concerns regarding transparency and trust in high-stakes financial applications. As emphasized by (Tao et al., 2024), deep learning models, including GNNs, often operate as black-box systems, making it difficult to interpret their decision-making processes. This limitation is particularly problematic in financial systems where regulatory compliance and accountability require interpretable outputs. Consequently, recent research has focused on integrating Explainable Artificial Intelligence (XAI) techniques into GNN frameworks to provide meaningful insights into model predictions (B. Wu et al., 2024). Another critical issue is the vulnerability of GNNs to adversarial attacks. In adversarial settings, attackers can manipulate graph structures or node features to evade detection, thereby compromising the reliability of fraud detection systems. Recent studies have shown that even minor perturbations in graph data can significantly degrade model performance, highlighting the fragility of existing GNN architectures (Gummadi, 2025; Ju et al., 2025) . These findings underscore the importance of developing adversarially robust GNN models capable of maintaining predictive performance under malicious conditions. In addition to explainability and robustness challenges, blockchain transaction networks are inherently dynamic and evolving. Unlike static graphs, blockchain systems continuously update as new transactions and entities are introduced over time. According to (Prasetya et al., 2025), many existing GNN-based fraud detection models are limited in their ability to capture temporal dependencies and evolving fraud patterns. Similarly, (Kim et al., 2023) emphasized that incorporating dynamic relational structures is essential for improving detection accuracy in real-world fraud scenarios. The failure to model such temporal dynamics reduces the effectiveness of fraud detection systems in continuously evolving blockchain environments. However, existing approaches largely focus on improving detection accuracy while neglecting the simultaneous requirements of interpretability, robustness, and adaptability in dynamic blockchain environments.
Although substantial progress has been made in GNN-based fraud detection, explainable AI, and adversarial machine learning, existing studies largely address these aspects independently. According to recent systematic reviews, there is a lack of unified frameworks that simultaneously integrate explainability, adversarial robustness, and dynamic graph modeling for fraud detection in blockchain networks (Deng et al., 2025; Xie et al., 2023). This fragmentation highlights a significant research gap and underscores the need for a comprehensive synthesis of current approaches. Therefore, this study presents a systematic literature review of adversarially robust and explainable Graph Neural Network approaches for fraud detection in dynamic blockchain networks. The primary objective is to critically analyze recent research contributions (2023–2026), focusing on methodological advancements, explainability techniques, robustness strategies, and temporal modeling approaches. This limitation highlights a critical gap in current research, where models are often developed in isolation without considering real-world deployment constraints such as adversarial resistance and decision transparency. Specifically, this review is guided by the following research questions: 
TABLE 1: Research Questions
	S/N
	Research Question
	Rationale
	Search Terms

	RQ1
	What GNN models are used for fraud detection?
	Based on Intervention
	“GNN fraud detection”

	RQ2
	How is explainability applied in GNNs?
	Based on Outcome
	“XAI GNN explainability”

	RQ3
	What adversarial threats exist?
	Based on Context
	“Adversarial GNN attack”

	RQ4
	How do models handle dynamic graphs?
	Based on Population
	“Temporal GNN blockchain”



By addressing these questions, this study aims to provide a structured and comprehensive understanding of the current research landscape while identifying critical gaps and future research directions. Ultimately, this work contributes toward the development of robust, interpretable, and scalable fraud detection systems for next-generation blockchain ecosystems.
2. Literature Review
To provide a structured synthesis of existing research, the reviewed studies are categorized into three major themes: Graph Neural Networks (GNNs) for fraud detection, Explainable Artificial Intelligence (XAI) in graph-based models, and Adversarial Machine Learning (AML) for robustness in GNNs. This thematic organization enables a comprehensive understanding of methodological advancements, limitations, and emerging trends in the field.
2.1 Graph Neural Networks for Fraud Detection
Graph Neural Networks (GNNs) have become a dominant approach for fraud detection in complex networked systems due to their ability to model relational dependencies among entities. According to (Zhang & Ye, 2023), GNN-based models significantly outperform traditional machine learning techniques by leveraging structural information embedded in transaction graphs, enabling the detection of coordinated and hidden fraud patterns. Similarly, (Chen & Yang, 2026) emphasized that GNNs are particularly effective in financial fraud detection because they capture both node-level features and higher-order neighborhood interactions, which are critical for identifying anomalous behavior in interconnected systems. Recent studies have explored various GNN architectures tailored for fraud detection. For instance, (Prasetya et al., 2025) proposed temporal GNN models that incorporate time-evolving transaction data, demonstrating improved performance in dynamic financial networks. Likewise, (Kim et al., 2023) highlighted the importance of incorporating temporal dependencies in GNNs to address evolving fraud strategies in real-world systems. These findings align with the work of  (Buu & Kim, 2023), who reported that static GNN models often fail to capture adaptive fraud patterns, thereby necessitating the adoption of dynamic graph learning techniques. In addition to architectural advancements, scalability and real-world applicability remain key challenges. According to (Vivek Kale & Soumen Chakraborty, 2026), large-scale blockchain networks introduce computational constraints that limit the efficiency of GNN-based models. Furthermore, (Gu et al., 2024) observed that many existing approaches rely on benchmark datasets that do not accurately reflect real-world fraud scenarios, raising concerns about generalizability. Despite these limitations, the consensus across recent literature suggests that GNNs represent a promising direction for fraud detection due to their superior ability to model relational structures. However, most of these models prioritize predictive performance without adequately addressing interpretability or robustness, which limits their applicability in high-risk financial systems.
2.2 Explainable Artificial Intelligence in GNN-Based Fraud Detection
While GNNs provide strong predictive performance, their lack of interpretability poses significant challenges for deployment in sensitive domains such as finance and cybersecurity. According to (An et al., 2025), the black-box nature of deep learning models limits their adoption in regulatory environments where transparency and accountability are required. As a result, Explainable Artificial Intelligence (XAI) techniques have been increasingly integrated into GNN frameworks to enhance interpretability. Post-hoc explanation methods have been widely explored in recent studies. For example, (Xie et al., 2023)’s GNNExplainer framework has been extended in subsequent works to identify influential subgraphs and node features responsible for model predictions. Building on this, recent research by (Chang et al., 2025) demonstrated that subgraph-based explanations can provide meaningful insights into fraud detection decisions, improving user trust and model transparency. Similarly, (Zhu et al., 2024) proposed attention-based explainability mechanisms that highlight important neighbors in graph structures, enabling better interpretability of relational patterns. Beyond post-hoc methods, there has been a growing shift toward intrinsically interpretable GNN models. According to (Chen & Yang, 2026), integrating explainability directly into model architecture improves both transparency and consistency of explanations. Furthermore, recent studies have explored hybrid approaches combining attention mechanisms and feature attribution techniques to enhance interpretability without significantly compromising performance (Ancelotti & Liason, 2024; Kang & Buu, 2024). Despite these advancements, challenges remain in balancing explainability and predictive accuracy. As noted by Yuan et al. (2023), highly interpretable models may sacrifice performance, while complex models often provide less reliable explanations. Consequently, achieving an optimal trade-off between interpretability and effectiveness remains an open research problem in GNN-based fraud detection systems. Despite these advancements, many explanation methods remain post-hoc and may not fully reflect the underlying decision process of the model.
2.3 Adversarial Machine Learning in Graph Neural Networks
Adversarial Machine Learning (AML) has emerged as a critical research area addressing the vulnerability of GNNs to malicious attacks. In graph-based systems, adversarial attacks can manipulate node features or graph structures to mislead model predictions, posing significant risks in fraud detection applications. According to (Lou et al., 2025), even minor perturbations in graph data can substantially degrade the performance of GNN models, highlighting their susceptibility to adversarial manipulation. Recent studies have categorized adversarial attacks on GNNs into structure-based attacks and feature-based attacks. Structure-based attacks involve modifying edges in the graph to disrupt relational patterns, while feature-based attacks manipulate node attributes. (Minh T. Le et al., 2025) demonstrated that both attack types can effectively evade fraud detection systems by altering critical graph properties. Similarly, (Andrew Harper & Miriam D. Lee, 2025) emphasized that attackers can exploit the message-passing mechanism of GNNs to propagate misleading information across the network. To address these challenges, various defense mechanisms have been proposed. Adversarial training, which involves exposing models to perturbed data during training, has shown promising results in improving robustness (Xie et al., 2023). Additionally, robust aggregation techniques and graph sanitization methods have been explored to mitigate the impact of adversarial perturbations (Gosch et al., 2023). More recently, certified robustness approaches have been introduced to provide formal guarantees against certain types of attacks, although these methods often suffer from high computational complexity (Tao et al., 2024). Despite these efforts, achieving robust and scalable GNN models remains a significant challenge. As highlighted by (T. Wu et al., 2025), existing defense strategies often focus on specific attack types and may not generalize well across different scenarios. Furthermore, integrating adversarial robustness with explainability remains an underexplored area, particularly in the context of dynamic blockchain networks. A major limitation of current defense mechanisms is their lack of generalization across different attack scenarios.
2.4 Synthesis of Literature and Identified Gaps
The reviewed literature demonstrates significant progress in the application of GNNs for fraud detection, the integration of explainability techniques, and the development of adversarial defense mechanisms. However, these research areas have largely evolved independently. While GNN-based models achieve high detection accuracy, they often lack interpretability and robustness. Similarly, XAI methods improve transparency but may not address adversarial vulnerabilities, and AML techniques enhance robustness without providing insights into model decisions. Moreover, limited attention has been given to the dynamic nature of blockchain networks, where transaction patterns continuously evolve. Existing studies predominantly focus on static graph settings, leaving a gap in modeling temporal dependencies and adaptive fraud strategies. According to recent reviews (Ju et al., 2025; Karamanou et al., 2024), there is a critical need for unified frameworks that simultaneously address explainability, adversarial robustness, and dynamic graph learning.

Table 2. Comparative Analysis of Reviewed Studies
	Author(s) & Year
	Method / Model
	Domain
	Explainability
	Robustness
	Strengths
	Limitations

	Zhang & Ye (2023)
	GCN-based Model
	Financial Fraud
	No
	No
	Captures relational patterns
	Lacks interpretability

	Kim et al. (2023)
	Temporal GNN
	Dynamic Fraud
	No
	No
	Handles evolving patterns
	High computational cost

	(Gosch et al., 2023)	Adversarial Training GNN
	Fraud Detection
	No
	Yes
	Improves robustness
	Limited scalability

	(Tao et al., 2024)	GNNExplainer-based
	Graph Classification
	Yes
	No
	Strong interpretability
	No defense mechanism

	(Deng et al., 2025)	Interpretable GNN
	Cybersecurity
	Yes
	Partial
	Balanced explainability
	Computational overhead

	(Chen & Yang, 2026)	Hybrid Robust XAI-GNN
	Fraud Detection
	Yes
	Yes
	Combines XAI and robustness
	Experimental stage




3. Methodology
3.1 Review Protocol and Design
This study adopts a systematic literature review (SLR) approach guided by the PRISMA framework to ensure transparency, reproducibility, and methodological rigor. PRISMA is widely recognized as a standard protocol for conducting systematic reviews across scientific disciplines, particularly in computer science and data-driven research domains. According to (Page et al., 2023), the PRISMA framework provides structured guidelines for identifying, screening, and selecting relevant studies while minimizing bias. The review focuses on analyzing recent advancements in adversarially robust and explainable Graph Neural Networks (GNNs) for fraud detection in dynamic blockchain networks. The methodology follows four main phases: identification, screening, eligibility, and inclusion, as recommended by PRISMA (Page et al., 2023).




TABLE 3: PICOC Keywords and Synonyms
	PICOC Element
	Description
	Keywords
	Synonyms

	Population
	Blockchain transaction networks
	Blockchain, Transaction Networks
	Distributed Ledger, Crypto Networks

	Intervention
	Graph-based fraud detection
	GNN, Graph Neural Networks
	Graph Learning, Deep Graph Models

	Comparison
	Traditional ML vs GNN
	Machine Learning
	Classical Models, Statistical Methods

	Outcome
	Fraud detection performance
	Fraud Detection
	Anomaly Detection, Illicit Activity

	Context
	Security & finance systems
	Blockchain Security
	FinTech, Cryptocurrency Systems


3.2 Data Sources and Search Strategy
To ensure a comprehensive and unbiased collection of relevant literature, this study conducted a systematic search across multiple high-quality academic databases indexed in Scopus. The selected databases include IEEE Xplore, ACM Digital Library, ScienceDirect, and SpringerLink. These databases were chosen due to their extensive coverage of peer-reviewed journals and conference proceedings in the fields of artificial intelligence, cybersecurity, data science, and blockchain technologies. The selection of multiple databases is consistent with best practices in systematic literature reviews. According to (Silva Filho et al., 2024), utilizing diverse and reputable digital libraries enhances the reliability, completeness, and reproducibility of the review process by minimizing publication bias and ensuring broad coverage of relevant studies. A structured search strategy was developed using Boolean operators and keyword combinations to systematically retrieve studies aligned with the objectives of this review. The search was limited to publications between January 2023 and March 2026 to capture the most recent advancements in the domain. The search terms were derived from the key components of the study, namely: Graph Neural Networks, fraud detection, explainability, adversarial robustness, and blockchain systems. The search period was limited to studies published between January 2023 and March 2026 to capture the most recent developments in the field.
("Graph Neural Networks" OR "GNN") AND 
("Fraud Detection" OR "Financial Fraud") AND 
("Explainable Artificial Intelligence" OR "XAI" OR "Interpretability") AND 
("Adversarial Machine Learning" OR "Adversarial Attack" OR "Robustness") AND 
("Blockchain" OR "Transaction Networks")
To improve retrieval accuracy, variations of keywords and synonyms were also incorporated across different databases. Additionally, search filters such as publication year, document type (journal and conference papers), and subject area were applied to refine the results. The adopted search strategy aligns with methodologies used in recent systematic reviews in this domain. For instance, (Ju et al., 2025) employed similar keyword-based search approaches to analyze GNN applications in financial fraud detection, while (Huang, 2025) utilized structured Boolean queries in their review of explainable artificial intelligence techniques. These approaches ensure methodological consistency and enhance the validity of the literature selection process.
TABLE 4: Digital Libraries
	Database
	Description
	URL
	Area

	ScienceDirect
	Peer-reviewed scientific articles
	https://www.sciencedirect.com
	AI, Engineering

	IEEE Xplore
	Engineering and AI research
	https://ieeexplore.ieee.org
	AI, Security

	ACM Digital Library
	Computing research papers
	https://dl.acm.org
	Computer Science

	SpringerLink
	Multidisciplinary research
	https://link.springer.com
	AI, Blockchain




3.3 Inclusion and Exclusion Criteria
To ensure the selection of relevant, high-quality, and methodologically sound studies, this review adopted a structured inclusion and exclusion framework. The criteria were designed to align with the research objectives and to minimize bias during the study selection process. Following best practices for systematic literature reviews, clearly defined criteria enhance transparency, consistency, and reproducibility (Silva Filho et al., 2024).
TABLE 5: Inclusion and Exclusion Criteria
	Criteria Type
	Inclusion
	Exclusion

	Period
	2023–2026
	Before 2023

	Language
	English
	Non-English

	Type
	Journal & Conference
	Blogs, reports

	Domain
	GNN, Fraud, Blockchain
	Irrelevant topics

	Quality
	Clear methodology
	Poor or incomplete studies



3.4 Study Selection Process
The study selection process was conducted following the PRISMA framework, ensuring a transparent, systematic, and reproducible workflow for identifying and selecting relevant studies. The process consisted of four sequential stages: identification, screening, eligibility, and inclusion, as recommended by (Page et al., 2023).
Stage 1: Identification
In the identification phase, a comprehensive search was conducted across selected academic databases, including IEEE Xplore, ACM Digital Library, ScienceDirect, and SpringerLink. The application of predefined search strings resulted in the initial database search yielded 162 studies.
To ensure completeness, additional records were identified through:
· Reference list screening of relevant articles 
· Manual searches of key journals and conference proceedings 
This step ensured broad coverage of literature relevant to GNN-based fraud detection, explainability, and adversarial robustness.
Stage 2: Screening
During the screening phase, duplicate records retrieved from multiple databases were identified and removed. The remaining studies were then subjected to title and abstract screening to assess their relevance based on the predefined inclusion and exclusion criteria. Studies that did not align with the research scope such as those unrelated to graph-based models, fraud detection, or blockchain systems were excluded at this stage. This process significantly reduced the dataset while maintaining relevant studies for further evaluation.
Stage 3: Eligibility
In the eligibility phase, the full texts of the remaining studies were carefully reviewed. Each article was assessed against the detailed inclusion and exclusion criteria as well as the quality assessment framework.
This stage focused on:
· Evaluating methodological rigor 
· Verifying dataset relevance and experimental design 
· Assessing the contribution to GNN, XAI, or adversarial robustness 
Studies that lacked sufficient methodological detail, experimental validation, or relevance to the research objectives were excluded.
Stage 4: Inclusion
Following the eligibility assessment, after applying inclusion and exclusion criteria, 15 studies were selected for final analysis. These studies represent high-quality contributions that directly address the research questions of this review.
The selected papers were subsequently analyzed and categorized based on key themes, including:
· GNN architectures for fraud detection 
· Explainability techniques 
· Adversarial attack and defense mechanisms 
· Dynamic graph modeling approaches 
3.4.1 Transparency and Reproducibility
The adoption of the PRISMA-based selection process ensures methodological transparency and reproducibility, which are critical for systematic literature reviews. As emphasized by (Page et al., 2023), structured selection workflows reduce bias and improve the reliability of findings. Similar approaches have been successfully applied in recent reviews on GNN-based fraud detection and explainable AI (Xie et al., 2023; Zhang & Ye, 2023).
The study selection process is summarized using a PRISMA flow diagram to ensure transparency and reproducibility.
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Figure 1. PRISMA Flow Diagram (Page et al., 2023)

3.5 Data Extraction and Synthesis
A structured data extraction process was employed to systematically collect relevant information from each selected study, ensuring consistency and completeness across the review. Key attributes extracted from the literature included the author(s) and year of publication, application domain (such as blockchain or financial systems), type of Graph Neural Network (GNN) architecture utilized, explainability techniques applied, adversarial robustness methods incorporated, datasets and evaluation metrics used, as well as the main findings and identified limitations of each study. This standardized extraction framework enabled a comprehensive comparison of methodologies and outcomes across the selected papers. Following data extraction, a thematic synthesis approach was adopted to analyze and organize the collected information. The studies were grouped into major thematic categories, including GNN architectures for fraud detection, Explainable Artificial Intelligence (XAI) techniques in graph-based models, adversarial attack and defense strategies, and dynamic or temporal graph learning approaches. This method facilitated the identification of recurring patterns, relationships, and research trends across the literature. As emphasized by (Kulkarni & Chandra, 2025), thematic analysis provides a flexible yet rigorous approach for synthesizing qualitative data, enabling deeper insights into complex research domains.

TABLE 6: Data Extraction and Synthesis
	S/N
	Paper
	Author/Year
	Model
	XAI
	Robustness
	Domain
	Findings

	1
	Fraud Detection GNN
	(Zhang & Ye, 2023)	GCN
	No
	No
	Finance
	High accuracy

	2
	Explainable GNN
	(Karamanou et al., 2024)	GAT
	Yes
	No
	Blockchain
	Improved trust

	3
	Robust GNN
	(Xie et al., 2023)	GNN
	No
	Yes
	Security
	Attack resistant

	4
	Dynamic GNN
	(Ares-Robledo et al., 2026)	Temporal GNN
	No
	Partial
	Blockchain
	Handles evolution

	5
	Adversarial Defense
	(T. Wu et al., 2025)	GNN
	No
	Yes
	Graph
	Strong defense




3.6 Quality Assessment
To ensure the reliability and credibility of the selected studies, a systematic quality assessment was conducted using established evaluation criteria commonly applied in systematic literature reviews. The assessment framework, guided by recommendations from (Adam & Babič, 2025; Silva Filho et al., 2024), evaluated each study based on several key indicators, including the clarity and coherence of the research methodology, the validity and relevance of the datasets used, the robustness of experimental design and evaluation metrics, the reproducibility of results, and the extent to which the study contributes to explainability or adversarial robustness. Each paper was assigned a quality score based on these criteria and subsequently categorized into high-, medium-, or low-quality groups. Only studies meeting the predefined quality threshold were included in the final synthesis, ensuring that the review is grounded in robust and methodologically sound evidence. This rigorous evaluation process enhances the overall validity of the findings and reduces the risk of incorporating biased or low-quality research.


TABLE 7: Quality Assessment 
	S/N
	Paper
	Author/Year
	Reporting
	Rigor
	Credibility
	Relevance
	Total

	1
	GNN for Fraud Detection
	(Zhang & Ye, 2023)	5
	5
	5
	5
	20

	2
	XAI in Fraud Detection
	(Karamanou et al., 2024)	5
	4
	5
	5
	19

	3
	Adversarial GNN
	(Xie et al., 2023)	5
	5
	5
	5
	20

	4
	Temporal GNN
	(Ares-Robledo et al., 2026)	4
	5
	5
	5
	19

	5
	Robust GNN
	(T. Wu et al., 2025)	4
	4
	5
	5
	18



3.7 Threats to Validity
Despite the adoption of a rigorous and systematic methodology, several potential threats to validity must be acknowledged. First, the restriction of the review to studies published between 2023 and 2026 may result in the exclusion of earlier foundational research that could provide additional context to the field. Second, limiting the selection to English-language publications introduces the possibility of language bias, potentially overlooking relevant studies published in other languages. Third, although multiple high-quality databases were utilized, there remains a risk that some relevant studies were not indexed within the selected sources, leading to incomplete coverage of the literature. Additionally, subjective judgment during the screening and quality assessment stages may introduce selection bias, although this was mitigated through the use of predefined criteria and structured evaluation frameworks. As noted by (Silva Filho et al., 2024), such limitations are common in systematic literature
reviews; however, they can be minimized through transparent reporting, comprehensive search strategies, and consistent application of inclusion and exclusion criteria. Overall, while these factors may influence the findings to some extent, the methodological rigor employed in this study helps ensure the reliability and validity of the results.

4. Results and Discussion
This section presents the findings of the systematic literature review and critically discusses the current state of research on adversarially robust and explainable Graph Neural Networks (GNNs) for fraud detection in dynamic blockchain networks. Based on the final set of selected studies, the results reveal significant progress in the use of graph learning models for fraud analytics. However, several methodological, practical, and security-related limitations remain unresolved. The findings are organized according to the major review themes: GNN architectures, explainability, adversarial robustness, dynamic graph learning, and emerging research gaps.
4.1 Overview of Selected Studies
The final review included 15 high-quality studies published between 2023 and 2026. These studies covered domains such as blockchain fraud detection, financial anomaly detection, phishing account identification, cybersecurity, and graph adversarial learning. Most studies were published in peer-reviewed journals and top-tier conference proceedings, indicating growing academic interest in graph-based fraud detection systems (Chen & Yang, 2026; T. Wu et al., 2025; Zhang & Ye, 2023).
 A clear trend observed across the reviewed literature is the increasing preference for graph-based deep learning models over conventional machine learning techniques. This shift is driven by the superior ability of GNNs to capture structural dependencies, multi-hop interactions, and hidden transactional relationships that are common in fraud scenarios. 

4.2 Performance of GNN Architectures for Fraud Detection
The review shows that GNN architectures consistently outperform traditional fraud detection approaches in relational environments. Models such as Graph Convolutional Networks (GCNs), Graph Attention Networks (GATs), heterogeneous GNNs, and temporal GNNs were widely used across the selected studies. These architectures demonstrated strong capability in detecting phishing wallets, anomalous accounts, coordinated scams, and suspicious fund flows (Gao et al., 2025; Gu et al., 2024; Kim et al., 2023). GCN-based models were particularly effective in learning neighborhood patterns from transaction graphs, while attention-based models improved performance by assigning higher importance to influential nodes and edges. Heterogeneous graph models further enhanced detection accuracy by incorporating multiple node types such as wallets, users, contracts, and transactions (T. Wu et al., 2025). These findings confirm that GNNs are highly suitable for blockchain fraud detection because fraudulent behavior often occurs through interconnected networks rather than isolated records. Nonetheless, many studies focused primarily on classification accuracy, with limited consideration for transparency, robustness, or deployment scalability.

4.3 Explainability in GNN-Based Fraud Detection
One of the most recurring themes in the reviewed studies is the growing need for interpretable fraud detection systems. While GNNs deliver high predictive performance, their black-box nature remains a major barrier to adoption in finance and security environments where transparency is required for auditing, compliance, and stakeholder trust (Deng et al., 2025; Karamanou et al., 2024). Several studies applied post-hoc explanation methods such as subgraph extraction, feature attribution, and attention visualization to explain suspicious predictions. These methods helped identify the most influential nodes, edges, or transaction patterns contributing to model decisions. For example, (B. Wu et al., 2024) demonstrated how explainable heterogeneous GNNs can support fraud investigation in supply chain finance. Although these techniques improve interpretability, they also present limitations. Post-hoc explanations may not always faithfully reflect the actual internal reasoning of the model. In addition, some explanation methods increase computational cost and reduce scalability. Consequently, recent studies have begun exploring intrinsically interpretable GNN architectures where transparency is embedded directly into model design (Chen & Yang, 2026). Overall, the results suggest that explainability is becoming an essential requirement rather than an optional enhancement for fraud detection systems.
4.4 Adversarial Robustness of GNN Models
The review highlights growing concern regarding the vulnerability of GNNs to adversarial attacks. Because graph neural networks aggregate information from neighboring nodes, attackers can manipulate node features or graph structure to mislead predictions. This issue is particularly serious in fraud detection, where malicious actors intentionally adapt their strategies to evade detection systems (Gosch et al., 2023; Tao et al., 2024). Several reviewed studies investigated robust defense mechanisms, including adversarial training, graph sanitization, robust aggregation, and architecture search methods. (Xie et al., 2023) proposed adversarially robust neural architecture search for GNNs, while (Tao et al., 2024) developed a dual robust graph model against graph perturbation attacks. These methods reported improvements in resilience under controlled attack scenarios. However, most current defenses remain attack-specific and often fail against unseen or adaptive threats. In real blockchain environments, attackers continuously evolve their behavior, making static defense strategies insufficient. Therefore, the review indicates a pressing need for adaptive and generalizable robustness mechanisms for practical deployment.
4.5 Dynamic Graph Learning in Blockchain Networks
Blockchain transaction systems are continuously evolving as new wallets, transactions, and smart contracts emerge over time. Fraudulent behavior also changes in response to platform regulations and security interventions. For this reason, static graph models may fail to capture temporal dependencies and newly emerging attack patterns (Gummadi, 2025; Prasetya et al., 2025). Several studies addressed this limitation through dynamic and temporal GNN frameworks. Temporal attention models, sequential graph learning, and evolving embeddings were used to represent time-varying transaction behavior. (Chen & Yang, 2026) reported promising results using real-time dynamic graph learning for financial fraud detection, while (Gao et al., 2025) proposed enhanced temporal graph networks for blockchain transaction systems. Despite improved adaptability, dynamic models often require higher computational resources, more complex training pipelines, and larger memory consumption. This may limit real-time deployment in large-scale public blockchain systems. As a result, scalability remains a major challenge for temporal fraud detection frameworks.
4.6 Comparative Summary of Key Findings
Table 8. Summary of Main Results from Reviewed Studies
	Theme
	Main Findings
	Common Limitations

	GNN Architectures
	Stronger fraud detection than traditional ML methods
	Limited explainability

	Explainability
	Improved transparency and trust
	May reduce efficiency

	Adversarial Robustness
	Better resilience under attacks
	Often attack-specific

	Dynamic Graph Learning
	Captures evolving fraud patterns
	High computational cost

	Integrated Frameworks
	Promising early-stage results
	Limited empirical validation


4.7 Research Gaps
Based on the synthesis of the reviewed studies, several critical research gaps have been identified:
Gap 1: Lack of Unified Frameworks
Existing research predominantly addresses GNN performance, explainability, and adversarial robustness in isolation. There is a clear lack of unified models that integrate all three aspects within a single framework. As highlighted by  (Chang et al., 2025; Chen & Yang, 2026), developing holistic approaches that combine accuracy, interpretability, and robustness remains an open challenge.
Gap 2: Limited Focus on Dynamic Blockchain Environments
Most existing studies are conducted on static graph datasets, which do not accurately reflect real-world blockchain systems. According to (Lou et al., 2025), fraud patterns in blockchain networks evolve over time, requiring models that can capture temporal and streaming data dynamics. The lack of dynamic modeling limits the effectiveness of current approaches in practical applications.
Gap 3: Trade-off Between Explainability and Performance
Although XAI techniques improve interpretability, they often introduce a performance trade-off. As noted by (Tao et al., 2024), achieving a balance between model transparency and predictive accuracy remains a significant challenge. More research is needed to design models that provide faithful explanations without compromising detection performance.
Gap 4: Insufficient Generalization of Adversarial Defenses
Current adversarial defense mechanisms are often attack-specific and lack generalization across different threat models. (Wang et al., 2025) emphasized that many robust GNN approaches fail when exposed to unseen attack strategies. This highlights the need for generalizable and adaptive defense mechanisms capable of handling diverse adversarial scenarios.
Gap 5: Lack of Real-World Blockchain Datasets
A significant number of studies rely on synthetic or benchmark datasets, which do not capture the complexity of real-world fraud scenarios. As observed by (Vivek Kale & Soumen Chakraborty, 2026), the absence of large-scale, publicly available blockchain fraud datasets limits the evaluation and validation of proposed models.
Gap 6: Limited Integration of XAI and Security Mechanisms
Very few studies explore the intersection of explainability and adversarial robustness. According to (Gu et al., 2024), integrating these two aspects is essential for building trustworthy and secure AI systems. However, this area remains underexplored, particularly in the context of fraud detection.
5. Conclusion and Future Work
5.1 Conclusion
This systematic literature review has provided a comprehensive analysis of recent advancements in Graph Neural Networks (GNNs) for fraud detection, with a specific focus on explainability and adversarial robustness within dynamic blockchain networks. The review demonstrates that GNN-based approaches have significantly improved the ability to detect complex and relational fraud patterns compared to traditional machine learning methods, primarily due to their capacity to model graph-structured data and capture higher-order dependencies (Chen & Yang, 2026; Zhang & Ye, 2023). However, despite these advancements, several critical limitations persist. One of the central findings of this review is that most existing GNN-based fraud detection systems operate as black-box models, limiting their transparency and practical applicability in high-stakes domains such as finance. As narrated by (An et al., 2025), the integration of Explainable Artificial Intelligence (XAI) techniques has improved model interpretability, enabling stakeholders to better understand and trust model decisions. Nonetheless, as further emphasized by (Chen & Yang, 2026), many explanation methods remain post-hoc and may not fully capture the internal decision-making processes of the model, raising concerns about their reliability. In addition, the review highlights the growing vulnerability of GNN models to adversarial attacks, which can significantly compromise their performance and reliability. According to (Wang et al., 2025), small perturbations in graph structures or node features can lead to incorrect predictions, posing serious risks in fraud detection systems. While recent studies have proposed defense mechanisms such as adversarial training and robust aggregation techniques (Gu et al., 2024; Huang, 2025), these approaches are often limited in scope and lack generalizability across diverse attack scenarios. Furthermore, the findings reveal that a large proportion of existing studies rely on static graph representations, which fail to capture the dynamic and evolving nature of blockchain transaction networks. As emphasized by (Prasetya et al., 2025), fraud patterns in blockchain environments are inherently temporal, requiring models that can adapt to continuous data streams and evolving attack strategies. The lack of dynamic modeling capabilities therefore limits the effectiveness of many current approaches.
Overall, this review establishes that while significant progress has been made in the application of GNNs for fraud detection, there remains a substantial gap in developing integrated frameworks that simultaneously address accuracy, interpretability, and robustness. The absence of such unified solutions highlights a critical opportunity for future research.
5.2 Future Work
Based on the identified research gaps, several promising directions for future research are proposed:
1. Development of Unified GNN Frameworks
Future studies should focus on designing holistic models that integrate GNNs, explainability, and adversarial robustness within a single framework. As suggested by (Ju et al., 2025), such unified approaches are essential for building trustworthy and deployable fraud detection systems in real-world blockchain environments. 
2. Dynamic and Temporal Graph Learning
There is a need to develop advanced temporal and streaming GNN models capable of capturing evolving fraud patterns in blockchain networks. According to (Prasetya et al., 2025), incorporating time-aware mechanisms such as temporal attention and sequential graph modeling can significantly enhance detection performance in dynamic environments.
3. Intrinsically Explainable GNN Models
Future research should move beyond post-hoc explanations toward intrinsically interpretable architectures. As highlighted by (Chen & Yang, 2026), embedding interpretability directly into model design can improve transparency while maintaining predictive performance. Achieving a balance between explainability and accuracy remains a key challenge.
4. Generalizable Adversarial Defense Mechanisms
There is a critical need for robust and adaptive defense strategies that can generalize across multiple types of adversarial attacks. (Wang et al., 2025) emphasized that current defenses are often attack-specific, limiting their effectiveness. Future work should explore self-adaptive and robust learning mechanisms capable of handling unseen threats.
5. Real-World Blockchain Datasets
The availability of large-scale, real-world blockchain fraud datasets is essential for validating proposed models. As noted by (Vivek Kale & Soumen Chakraborty, 2026), reliance on synthetic datasets limits the practical relevance of existing research. Collaborative efforts between academia and industry could facilitate access to realistic datasets.
6. Integration of XAI and Security Mechanisms
Future studies should explore the intersection of explainability and adversarial robustness, which remains largely underexplored. According to (Xie et al., 2023), combining these two dimensions can lead to the development of trustworthy and secure AI systems capable of operating in adversarial environments.
7. Scalability and Deployment Considerations
Scalability remains a significant challenge in large blockchain networks. Future research should focus on optimizing GNN architectures for efficient large-scale deployment, including distributed learning and resource-efficient model design (Kim et al., 2023).
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