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Abstract—One of the biggest challenges faced by to-day’s healthcare system is the reliance on legacy systems which rely on paper-based data storage systems. Health practitioners tend to document critical details such as medication, lab reports, and discharge information manually within the current fragmented system. In the absence of an integrated digital system, there would be increased workload among clinicians to enter data manually. Manual data entry is prone to error as the process can be exhausting for clinicians and involves legible writing. To address this persistent challenge within our healthcare system, we present an intelligent system called CareTrack. In essence, the architecture of this prototype levarage the use of multimodal vision transformers along with a large language model. Most notably, it adopts the technique of retrieval-augmented generation (RAG) that supports contextual understanding of the medical record in question instead of basic text recognition. When tested on various medical documents, the results were highly encouraging. In particular, the proposed model was able to score 98.




Index Terms—Named Entity Recognition, Vision Transformers, Healthcare Digitization, Retrieval Augmented Generation, Electronic Health Records, Large Language Models.
I. 
INTRODUCTION


In order for medical treatment to be effective, one of the main prerequisites is access to complete health record information. The availability of correct and accurate patient data allows clinicians to diagnose diseases safely and promptly. Unfortunately, the modern healthcare sector faces a rather interesting paradox. Even though the amount of information recorded about each patient is higher than ever before, the lack of proper structuring makes it very difficult to use. As shown by recent industry studies, around 80The older technologies employed for digitization, however, face obvious limitations. Simple OCR technology could be used to digitize text data, yet it lacks capabilities to analyze any context of the medical records. Thus, for instance, simple OCR cannot detect such associations as “120” and “Blood Pressure”, especially if these terms appear separately in one and the same medical report. Old OCR cannot provide valuable data regarding the medical conditions of a patient from the text of the document, because their algorithms do not support detailed analysis required in modern health-

care. That is why more innovative solutions are needed. The presented research presents an artificial intelligence algorithm named CareTrack. Its main functions include processing of complex medical documents and their further analysis
The main contributions of this research are:
· Advanced Visual Parsing: Our approach uses an innovative vision transformer that can parse complicated layouts in documents much more effectively than conventional OCR technologies. Its spatial analysis abilities allow it to identify medical specifics, even when conventional approaches would have difficulty doing so
· Constrained Semantic Synthesis: We use a technique that helps a massive language model generate clear and patient-focused health summaries while ensuring all generated statements are validated by the corresponding documents, eliminating false clinical conclusions.
· Dynamic Data Persistence: We developed a highly versatile cloud-based NoSQL data storage that would be capable of processing various kinds of data found in personal health records.
· System Prototype Design: We have developed a secure backend using FastAPI to integrate our AI tools and demonstrate how they can work together as a system prototype. The resulting system prototype is a highly effective and secure proof of concept for later implementation in a clinical environment medicine.
The remainder of this document is organized logically. Section II reviews foundational research regarding artificial intelligence in healthcare. Section III outlines the proposed architectural design and methodology. Section IV details the experimental setup and analyzes the early findings. Section V discusses how design choices impact both usability

and data sovereignty. Finally, Section VI recaps the study and suggests specific directions for future research.
II. LITERATURE REVIEW
The chaotic structure of information in clinics is one of the main reasons to conduct research in artificial intelligence for medicine. The basic principles of our proposed framework will be easier to understand when analyzing the recent developments in the field of machine learning and natural language processing.
A. Representation Learning from EHRs
Initially, the majority of medical artificial intelligence frameworks depended heavily on manually defined static rules. Consequently, they failed to manage unexpected complications of real hospital situations. One of the breakthrough discoveries was made by Miotto et al., who applied the Deep Patient architecture [2]. With the use of representation learning technology, the method managed to find implicit patterns in unprocessed EHRs which resulted in significantly better predictive risk assessment.
Further advances allowed the utilization of neural networks for performing clinical procedures in a better way. Si et al. managed to construct detailed patient reports with the help of advanced convolution models [3]. They helped to classify different disease classes according to various signs of symptoms. This approach was further developed with the use of deep clustering methods to study disease dynamics.
B. Processing of Clinical Narratives
Apart from processing numerical data, scientists have used natural language process-ing (NLP) techniques for analysing the notes written by physicians.

The main difficulty in obtaining accurate information from such notes arises from the use of a large number of technical words, abbreviations that do not conform to any established pattern, and other contextual information included in clinical narratives. In general, the structure of clinical documents does not adhere to any conventional linguistics, owing to the limited time available to doctors.
To address data complexity, Yang et al. [8] designed POPDx, a novel model that uses the UK Biobank dataset to classify different disease phenotypes. Rather than using only classical NLP methods, Neuraz et al. [9] presented Medkit, an advanced system which combines classical rules based approach and the state of the art transformers.
C. Large Language Models and Information Retrieved
Despite Large Language Models (LLMs) exhibiting remarkable performance in terms of comprehension and text generation that resembles human speech, these models face some difficulties when applied in medicine. In certain instances, LLMs provide information that seems professional but is inaccurate, an important flaw called hallucination. Even though LLMs have brought about changes in different technical areas, such problems affect their reliability in the field of medicine drastically.
One solution researchers suggested to this problem is Retrieval Augmentation Generation (RAG). As it was proven by Zakka et al. [7], when LLMs generate answers based only on clinically approved notes and not on general knowledge, then the rate of hallucinations is reduced to minimum. Such improvements can be achieved when using LLMs in a close connection with the available evidence. Garcia et al. [10] proved that using RAG improves the accuracy of medical reports produced by AI immensely.
D. 
Detecting the Knowledge Gap
Despite the fact that the existing literature focuses on certain elements such as Vision Transformer models for analyzing layouts or RAG for generating text in a safe way, it still lacks platforms that cater to the unique needs of patients. Most commercially available applications provide nothing more than cloud storage space, whereas sophisticated academic models do not come with any easy-to-use interface that is understandable by people without technical know-how. This is where CareTrack comes in handy.
III. METHODOLOGY AND SYSTEM ARCHITECTURE
Development of a secure platform for trustworthy medical apps involves the design of an architecture that takes into account the need for tight data security despite performing heavy computations. Although computation speed is paramount, it will be useless without appropriate protection mechanisms.
A. Architectural Framework
The CareTrack application is built using a current generation cloud-based infrastructure. It ensures modularity in maintenance and consistency in performance when undertaking diverse operations:
I. Presentation Layer: Built as a web-based application, this module ingests the required documents and renders necessary health analysis data. Its primary role is to insulate the user from the intricate calculations performed in the background.
II. Processing Engine: The main computations are powered by FastAPI due to its inherent ability to perform multiple actions concurrently. It processes the uploaded image data and interfaces with the AI inference model and generates relevant prompts based on the user’s past interactions..

III. Cloud and Inference Layer: Data storage is provided by Firebase Firestore, which uses NoSQL and easily scales with different medical document formats. Computation is supported by integrating with state-of-the-art multimodal AI endpoints, allowing for asynchronous visual interpretation.


Fig. 1. Streamlined conceptual architecture of the CareTrack AI system, illustrating the process flow from unstructured clinical data ingestion to structured record extraction and RAG-based summarization.


B. Dynamic Data Schema
In light of the rigid nature of conventional relational database management systems, which may not be flexible enough for accommodating heterogeneous medical records, CareTrack opts for a document-oriented NoSQL approach. The record is digitally encrypted and linked to a distinct User ID in addition to being divided into three primary categories according to their functions:
1) Baseline Demographics: Age, gender, and recorded allergic reactions among others. These immutable measures establish the foundation against which future clinical observations will be measured.
2) 
Longitudinal Logs: Physiological data presented in the form of time-series arrays. This is accomplished by tagging health metrics with unique timestamps, which in turn creates a chronicle of bodily data for both the machine to study and the user to track over time.
3) Extracted Artifacts: Structured data sets created through analysis of lab results and handwritten prescriptions.
C. Visual Decoding Pipeline
The true engine of CareTrack is its sequential pipeline, engineered to transform degraded images of physical documents into pristine, organized data structures:
1) Image Preprocessing: The system first verifies file integrity and mathematically scales the input to a standardized resolution (e.g., 1024×1024 pixels) without distorting the original aspect ratio. This ensures the AI model receives perfectly consistent visual inputs.
2) Semantic Visual Decoding: The architecture treats image analysis as a Visual Question Answering (VQA) task. Because the Vision Transformer evaluates spatial layout alongside textual content, it correctly associates numerical values in complex tables with their appropriate medical headers.
3) Output Sanitization: Generative models frequently inject superfluous formatting symbols into their responses. A final post-processing script forcefully strips away this noise, yielding a rigorously structured JSON payload containing only the verified clinical entities.
D. Conversational Limits and Safety
Once data extraction is complete, all further processing of information should strictly conform to the clinical safety guidelines set forth by medical

professionals. In response to a user request, the system automatically integrates demographic information with recent physical readings to generate an integrated Context Vector.
In light of these particular parameters, the LLM functions within well-defined limits. While the goal of the LLM is to provide assistance in the interpretation of health-related information, the system cannot provide any form of medical diagnosis. Due to the close relationship between the conversation output and context information by virtue of RAG, the generated information is clinically neutral..
IV. EXPERIMENTAL SETUP AND RESULTS
In order to validate the performance efficiency of our model, we performed extensive tests within the confines of the laboratory. The first objective was the calculation of the extraction accuracy of the algorithm while adhering to the safety limitations in the course of interactive conversational processes.
A. Evaluation Strategy
To create a diverse pool of data, we have collected 50 different medical reports, which included both lab panels typed manually, prescriptions, as well as quickly handwritten clinic notes. In order to avoid the possibility of data leakage and ensure realistic generalization, the pool was divided into three separate parts – 70% went to training of the model, 15% were utilized for tuning of parameters, and the rest 15% served for benchmarking.
B. Extraction Accuracy
The assessment process was specifically tailored to test the efficacy of the architecture using poor quality, off-angle, and blurred images. Considering that real-time uploads made by patients usually do not conform to optimal image specifications, conducting tests on this basis was imperative to evaluate the utility of the architecture.

As can be observed from Table I below, the architecture proved itself very resilient. The architecture had a precision level of 0.98 during the extraction process of numeric values. In addition, despite the unstructured nature of handwritten information, the architecture succeeded in identifying drugs with a precision level of 0.92.
TABLE I
PROTOTYPE EXTRACTION PERFORMANCE METRICS

	Data Type
	Precision
	Recall
	F1-Score

	Vital Statistics (BP, HR)
	0.98
	0.97
	0.97

	Scheduling/Dates
	0.95
	0.92
	0.93

	Pharmacological Entities
	0.92
	0.89
	0.90

	Clinical Urgency Metrics
	0.94
	0.91
	0.92



Additional testing also proved that the model was effective at differentiating between multiple types of documents. This is because it was able to distinguish informal clinical records from formal laboratory records, showing consistent operations within different environments.
C. Latency and Safety Validations
An extensive assessment of the prototype was performed through latency testing, which evaluated the possibility of its practical implementation. When performing simulated user actions within normal network settings, the conversational interface provided answers in about 0.85 seconds. In cases where the system was provided with high-quality images of medical documents, an average time of processing equaling 3.2 seconds was measured.
Importantly, the safety features associated with
the RAG-based protocols functioned perfectly in all stages of experiments. Specifically, the system managed to include relevant information about patients and ensure that no unsupported conclusions regarding the state of health are formed. In case the system received information related to severe symptoms, the system halted further diagnostics and advised contacting a doctor.

V. DISCUSSION AND ARCHITECTURAL
CONSIDERATIONS
Transitioning an artificial intelligence framework from a controlled proof-of-concept into a public-facing clinical application demands an intense focus on human-computer interaction and data sovereignty. Trust is paramount; functionality is meaningless if the system is insecure.
A. System Reliability and User Experience
The CareTrack system was carefully designed with the aim of reducing cognitive burden for users, staying away from the overly complicated and information overloaded design typical of legacy medical systems. CareTrack is a Single Page Application (SPA) that makes switching between the analytics dashboard and the AI interface fluid and almost instantaneous. To avoid any possible crashes in the backend under stress testing condition, we created rate limiting method and idempotent database transactions. In this way, repeated requests by users would result in only one record being created in the health database.
B. Health Data Sovereignty and Security
Due to the nature of the project and the necessity for strong personal health data protection, key security measures have been implemented directly within the architecture. As future iterations will feature Firebase authentication technology, user repositories will be separated strictly, while all data will undergo a thorough inspection by a processing engine. By programmatically detecting any malicious code that could potentially be hiding in image files, this framework mitigates cybersecurity risks before passing the data to the AI engine.
C. Bioethical Considerations
In order to extend the utility of the project and make it easier to manage, an additional Smart Care

Locator feature is being considered for include in the architecture. Specifically, this feature will be responsible for the autonomous merging of users’ GPS location with an AI-based clinical urgency index. Depending on the urgency level and the type of health issues detected, the system automatically determines what nearby clinics are more likely to provide efficient assistance. At the same time, there is an extensive report generating feature that allows users to export the entirety of their health data to a structured PDF format. In accordance with bioethical norms, each generated document prominently.

VI. CONCLUSION AND FUTURE WORK

Currently in the prototype stage, CareTrack is an excellent showcase for the potential that the use of Vision Transformers and Large Language Models holds when applied to the management of personal health data. The architecture allows one to automate the process of extracting unstructured clinical notes and integrate the data into a secure conversational interface. In terms of reliability, the strict implementation of RAG techniques helped to avoid hallucination in the AI output and made the system’s results completely trustworthy.
The present model can be considered a great foundational tool for managing and organizing data and performing preliminary diagnostics. However, future updates will be oriented toward embedding CareTrack models into actual clinical practice. Namely, future versions of CareTrack will involve direct connectivity to wearable IoT physiological monitors and will provide an opportunity for the real-time assessment of crucial physiological data, including heart rate variability and sleep architecture. In other words, by shifting the paradigm of personal health data management from merely storing clinical documents to actively collecting vital

information, one will be able to monitor their health proactively.
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