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Cybersecurity Vulnerabilities, Digital Fatigue, and User Behavioral Patterns in Work-From-Home Environments within Ugandan Universities.



Abstract
The rapid adoption of Work-From-Home (WFH) arrangements in higher education has increased reliance on digital technologies while simultaneously expanding cybersecurity risks. Although technical safeguards remain important, cybersecurity outcomes in remote work settings are strongly influenced by user behavior, usability constraints, and contextual factors. This study investigated cybersecurity vulnerabilities, digital fatigue, and user behavioral patterns among respondents operating in Work-From-Home (WFH) environments within Ugandan universities.
A quantitative cross-sectional design was employed involving 216 respondents drawn from four Ugandan universities. Data were collected using a structured questionnaire measuring cybersecurity practices, digital fatigue, usability difficulty, and Theory of Planned Behavior (TPB) constructs. Reliability analysis yielded a Cronbach’s alpha coefficient of 0.901, indicating excellent internal consistency. Descriptive statistics, correlation analysis, and behavioral clustering techniques were used to analyse the data.
The findings revealed weak cybersecurity performance in password practices (M = 2.45), browser safety (M = 2.07), and device security (M = 2.44), while network behavior demonstrated relatively strong performance (M = 4.10). Perceived Behavioral Control emerged as the most influential behavioral determinant, indicating that respondents’ confidence and perceived capability significantly influenced secure behavior. Usability difficulty (r = −0.41, p < 0.001) and digital fatigue (r = −0.38, p < 0.001) were negatively associated with cybersecurity practices, suggesting that system complexity and cognitive overload contribute to risky security behaviors. Behavioral clustering identified four distinct user segments: Weak Across All Domains, Careless but Confident, Fatigued and Overloaded, and Compliant and Cautious.
The study demonstrates that cybersecurity vulnerabilities among respondents operating in university WFH environments are driven primarily by human-centred and contextual factors rather than technical deficiencies alone. The findings provide empirical evidence for behavior-based cybersecurity interventions and offer a foundation for developing targeted user behavior micro-segmentation strategies in higher education institutions operating under resource-constrained conditions.
Keywords: Cybersecurity, Work-From-Home, Digital Fatigue, User Behavior,
Usable Security, Higher Education, Uganda.

Introduction
In recent years, and particularly following widespread global disruptions, universities across the world have increasingly shifted a significant proportion of their academic and administrative workforce to work from home (Al Mohamed et al., 2024; Atiku & Ganiyu, 2022). Within a relatively short period, this transition fundamentally altered how teaching, research, and institutional operations are conducted.  For universities operating in resource-constrained environments, this shift was not only a response to crisis conditions but also a pragmatic strategy to address long-standing limitations related to physical infrastructure, financial capacity, and staffing resources. As a result, professional and personal domains became increasingly intertwined, with staff performing institutional duties alongside domestic responsibilities under often challenging conditions (Aslam et al., 2023; Shanableh et al., 2022) 
Before the widespread adoption of WFH, it was already well established that cybersecurity practices within organisational settings, including universities, were suboptimal. Numerous studies had highlighted persistent weaknesses in user behavior, limited policy enforcement, and overreliance on technical controls (Mahyoub et al., 2025). Despite on-going investments in awareness programmes and security technologies, attempts to improve cyber hygiene had achieved limited success. Consequently, the rapid expansion of WFH did not introduce cybersecurity problems into an otherwise secure environment but rather intensified pre-existing vulnerabilities within a fundamentally altered operational context (Bispham et al., 2022; Furnell & Shah, 2020; Ringström, 2023) 
WFH environments significantly reshape the role of users in maintaining institutional security. Respondents accessed sensitive university systems from personal devices, shared networks, and unmanaged home infrastructures (Grimm, 2021). Under these conditions, user behaviors, such as password reuse, delayed software updates, and reliance on unsecured wireless networks, exerted a heightened influence on data security outcomes. In university settings, where levels of cybersecurity awareness and compliance vary widely, these behaviors represented a critical risk factor rather than an isolated operational concern (Alqahtani, 2022a; Sivakumar & Venkataraman, 2025)
In addition to behavioral factors, WFH introduced structural and technical vulnerabilities that challenged traditional security models. Home networks typically lacked enterprise-grade protections, endpoint devices were heterogeneous and inconsistently managed, and institutional visibility into user activities were substantially reduced (Alqahtani, 2022b). For resource-constrained universities, these challenges were further compounded by limited access to advanced monitoring tools and skilled security personnel (Prasad et al., 2025). As a result, institutional attack surfaces expanded beyond campus boundaries, increasing exposure to threats such as phishing, ransom ware, and unauthorised access to research and student data (Afolalu & Tsoeu, 2025)
At the centre of these issues was a fundamental security challenge: the erosion of centralised oversight and control. Conventional university security architectures were largely designed around clearly defined network perimeters and on-campus enforcement mechanisms. However, in WFH environments, these perimeters became diffuse, rendering many existing controls ineffective(Kumari et al., 2011; Prasad et al., 2025). Although technical solutions remain necessary, they are insufficient on their own to address the complex interplay between users, technology, and context that characterises remote academic work (Cheng & Wang, 2022; Guo et al., 2023; Talu, 2025)
Despite the growing recognition of these challenges, much of the existing security guidance continues to focus on technical remediation rather than contextual understanding. In particular, limited attention has been paid to how organisational constraints, user practices, and environmental conditions jointly shape security outcomes in university WFH settings (Chrząszcz et al., 2024; Sadok & Bednar, 2015). This gap is especially pronounced in resource-constrained institutions, where security strategies must balance effectiveness with feasibility 
Accordingly, this study sought to identify the contextual factors that contributed to security vulnerabilities in WFH environments within university settings. Rather than isolating technology or users as independent sources of risk, the study examined how behavioral, organisational, and environmental dimensions interact to influence security practices. By grounding this analysis in the realities of resource-constrained universities, the study aimed at informing the development of a context-aware security framework capable of addressing the unique challenges of WFH. In doing so, it sought to contribute to more effective security practice and policy in higher education beyond the immediate circumstances that prompted the widespread adoption of remote work.
Literature Review
Cybersecurity Vulnerabilities in Work-From-Home Environments
The widespread adoption of Work-From-Home (WFH) arrangements has transformed organisational operations while simultaneously expanding cybersecurity risks (Bispham et al., 2022; Furnell & Shah, 2020). Unlike traditional office environments, WFH settings rely heavily on personal devices, home networks, and cloud-based collaboration platforms, many of which lack enterprise-grade security protections. Studies have reported increased exposure to phishing attacks, credential theft, malware infections, insecure remote access, and unauthorised disclosure of sensitive information in remote work environments (Grimm, 2021; Mahyoub et al., 2025). These risks are particularly significant in higher education institutions, where diverse user groups access academic, administrative, and research systems through distributed digital infrastructures (Afolalu & Tsoeu, 2025; Guo et al., 2023). In low- and middle-income countries, cybersecurity vulnerabilities are further exacerbated by infrastructural limitations, inadequate cybersecurity investment, and shortages of skilled security personnel (Prasad et al., 2025; Cheng & Wang, 2022).
User Behavioral Patterns and Cybersecurity
Contemporary cybersecurity research increasingly recognises that security outcomes are influenced not only by technological safeguards but also by user behavior (Mashiane & Kritzinger, 2021; Whitman, 2021). Human actions such as password reuse, delayed software updates, unsafe browsing practices, weak authentication habits, and susceptibility to phishing attacks remain among the leading causes of cybersecurity incidents (Alqahtani, 2022; Sivakumar & Venkataraman, 2025). In higher education environments, these risks are amplified by the heterogeneous nature of users, who often possess varying levels of cybersecurity awareness, technical competence, and risk perception (Keefa et al., 2024). Understanding user behavioral patterns is therefore essential for developing effective cybersecurity interventions that address the human dimension of cyber risk. Existing research suggests that awareness alone is often insufficient to produce secure behavior, particularly when users encounter usability challenges, environmental constraints, or competing work demands (Klein & Zwilling, 2024; Mahyoub et al., 2025).
Digital Fatigue and Usability Challenges
The rapid shift to remote work has increased concerns regarding digital fatigue and its influence on cybersecurity behavior (Klein & Zwilling, 2024; Mahyoub et al., 2025). Continuous participation in virtual meetings, extended screen exposure, and increased dependence on online systems can reduce concentration, impair decision-making, and increase the likelihood of security-related errors. Usability challenges further compound these risks. Security controls that are perceived as complex, time-consuming, or disruptive often encourage users to adopt insecure workarounds in order to maintain productivity (Allafi & Darem, 2025; Maqbool & Herold, 2024). Research in usable security demonstrates that users are more likely to comply with cybersecurity requirements when security mechanisms are intuitive, accessible, and aligned with routine work practices (Parikh & Nimbekar, 2023; Mashiane & Kritzinger, 2021). Consequently, cybersecurity effectiveness depends not only on the technical robustness of security controls but also on their compatibility with users’ cognitive capabilities and work environments.
Research Gap
Although previous studies have examined cybersecurity risks in remote work settings, most have focused on technical vulnerabilities, organisational controls, or general security awareness (Keefa et al., 2024; Afolalu & Tsoeu, 2025). Comparatively limited attention has been given to the combined influence of cybersecurity vulnerabilities, user behavioral patterns, and digital fatigue within higher education institutions, particularly in resource-constrained contexts. Furthermore, existing studies often treat users as a homogeneous group, overlooking variations in behavioral risk profiles and differences in how users respond to cybersecurity challenges (Baltuttis et al., 2024; Whitman, 2021). As a result, many cybersecurity interventions continue to adopt uniform approaches that may not adequately address the diverse needs and vulnerabilities of different user groups. This study addresses this gap by examining cybersecurity vulnerabilities, digital fatigue, and user behavioral patterns among respondents operating in WFH environments within Ugandan universities, thereby contributing context-specific evidence from a resource-constrained higher education setting.
Methodology
This study employed a quantitative descriptive research design to examine cybersecurity vulnerabilities and user behavioral patterns among respondents operating in WFH environments. The choice of a quantitative approach was informed by the need to systematically capture and analyse patterns of behavior, usability challenges, and contextual constraints that influence cybersecurity practices across a distributed academic workforce. By focusing on measurable behavioral and perceptual variables, the methodology supports an evidence-based assessment of security risks associated with remote work in resource-constrained university settings.
Population and Sampling
The study population comprised of students, academic and administrative staff drawn from selected universities in Uganda that had formally adopted remote or hybrid work models. These institutions were selected to reflect the operational realities of universities operating under infrastructural and financial constraints. To ensure adequate representation across the university workforce, a stratified random sampling technique was employed. Stratification was based on key characteristics such as job role, age group, and level of digital engagement, thereby capturing variation in responsibilities and exposure to institutional information systems. 
Instrument Design and Reliability
Data collection was conducted using a structured questionnaire designed to capture both behavioral practices and contextual influences on cybersecurity in WFH environments. A total of 216 valid responses were obtained. This sample size was considered sufficient to support meaningful statistical analysis while reflecting the diversity of roles and experiences within the target population. The sampling approach was intended to enhance the generalisability of findings within comparable higher education contexts.
The instrument comprised five main sections: demographic information, cybersecurity behavioral practices, usability difficulty, digital fatigue, and constructs derived from the TPB, namely attitude, subjective norms, perceived behavioral control, and behavioral intention. All measurement items were operationalised using a five-point Likert scale ranging from strongly disagree (1) to strongly agree (5). Behavioral items assessed routine security practices such as password management, system navigation, and interaction with institutional platforms. Sample statements included “I regularly update my passwords” and “I find university systems easy to navigate.”
The inclusion of TPB constructs enabled the examination of motivational and perceptual factors underlying observed behaviors, thereby supporting a more nuanced interpretation of user actions beyond surface-level compliance. The reliability of the instrument was assessed using Cronbach’s alpha, which yielded a value of 0.901. This result indicates excellent internal consistency and suggests that the instrument was robust in measuring the intended constructs across the study population. 
Data Analysis Procedures
Data analysis proceeded in several stages to provide a comprehensive understanding of cybersecurity behavior in WFH contexts. First, descriptive statistical techniques were applied to assess behavioral performance across key domains, including password practices, safe browsing, device configuration, file handling, network usage, and incident. This initial analysis provided an overview of prevailing security behaviors and areas of potential vulnerability.
Subsequently, correlation analyses were conducted to examine relationships between usability difficulty, digital fatigue, and cybersecurity behavioral outcomes. These analyses enabled the identification of significant associations between contextual and cognitive factors and cybersecurity behavior, thereby illuminating the role of usability and fatigue in shaping user security practices.
To further explore patterns within the dataset, behavioral clustering techniques were employed to group respondents with similar security tendencies. This segmentation facilitated the identification of distinct user profiles, providing deeper insight into behavioral variations and cybersecurity vulnerabilities within Work-From-Home environments. 
Human-Centred and User-Centred Security Design Integration:
 In line with its behavioral orientation, this study was conceptually guided by Human-Centred Design (HCD) and User-Centred Security Design (UCSD) principles. These paradigms emphasise designing and evaluating security mechanisms that align with users’ cognitive abilities, workloads, and contextual realities rather than imposing rigid technical controls. HCD informed the interpretation of behavioral and usability data by focusing on users’ lived experiences in work-from-home settings, while UCSD guided analysis of system-related challenges affecting secure behavior. Incorporating these perspectives ensured that the study remained grounded in user realities and provided design-relevant insights for improving cybersecurity practices in higher-education institutions.
Ethical Considerations
Ethical principles guided all stages of the research process. Participation in the study was voluntary, and informed consent was obtained from all respondents prior to data collection. To protect participant confidentiality, all responses were anonymised, and no personally identifiable information was retained. Data handling and storage procedures adhered to institutional research ethics guidelines, ensuring that the rights and privacy of participants were safeguarded throughout the study.
Results
This section presents the empirical findings of the study, structured to reflect the study objectives and the analytical procedures outlined in the methodology. The results are organised into descriptive behavioral outcomes, relationships between contextual factors and cybersecurity behavior, and behavioral segmentation of university users in WFH. Tables are used to summarise key findings and support interpretive clarity
Demographic Characteristics of Respondents
Table 1 presents the demographic characteristics of the respondents, including gender, age, and university role, and educational attainment, frequency of working from home, and exposure to cybersecurity training. These characteristics provide contextual insight into the composition of the study sample.
Table 1.  Demographic Characteristics of Respondents
	Variable
	Category
	Frequency
	Percentage (%)

	Gender
	Male
	121
	56.0

	
	Female
	95
	44.0

	Age Group (years)
	18–24
	133
	61.6

	
	25–34
	31
	14.4

	
	35–44
	32
	14.8

	
	45–54
	11
	5.1

	
	≥55
	9
	4.2

	Role in University
	Student
	108
	50

	
	Lecturer
	50
	23.4

	
	Administrative Staff
	28
	12.9

	
	Researcher
	15
	6.9

	
	IT Support
	15
	6.9

	Education Level
	Bachelor’s Degree
	153
	70.8

	
	Master’s Degree
	40
	18.5

	
	Doctoral Degree
	16
	7.4

	
	Postgraduate Diploma
	1
	0.5

	
	Other
	6
	2.8

	WFH Frequency
	Rarely
	78
	36.1

	
	Occasionally
	49
	22.7

	
	Weekly
	59
	27.3

	
	Never
	30
	13.9

	Cybersecurity Training
	None
	141
	65.3

	
	Once
	51
	23.6

	
	Occasionally
	18
	8.3

	
	Regularly
	6
	2.8


Source: primary data
 TPB Construct Results
Table 2 summarises the mean scores for the Theory of Planned Behavior (TPB) constructs. Attitude (M = 3.67) and behavioral intention (M = 3.55) were moderately positive, while subjective norms (M = 3.45) reflected moderate social influence. Perceived behavioral control (M = 2.98) recorded the lowest score, suggesting that many respondents lacked confidence in their ability to consistently perform secure cybersecurity behaviors.
Table 2. TPB Construct Results
	Construct
	Mean
	Interpretation

	Attitude
	3.67
	Moderately Positive

	Subjective Norms
	3.45
	Moderate Pressure to Behave Securely

	Perceived Behavioral Control (PBC)
	2.98
	Low Confidence, High Difficulty

	Behavioral Intention
	3.55
	Moderate Intention


Source: primary data
The TPB results provide important insights into the psychological factors influencing cybersecurity behavior in Work-From-Home environments. Respondents generally exhibited positive attitudes toward cybersecurity (M = 3.67) and moderate behavioral intentions to engage in secure practices (M = 3.55), suggesting that most users recognised the importance of cybersecurity and expressed willingness to behave securely.
However, perceived behavioral control recorded the lowest mean score (M = 2.98), indicating limited confidence in respondents’ ability to consistently perform cybersecurity-related tasks. This finding is particularly significant because perceived behavioral control reflects users’ beliefs regarding their capability to execute secure behaviors under prevailing conditions. In remote working environments characterised by usability challenges, digital fatigue, and limited institutional support, users may understand what constitutes secure behavior but still feel unable to implement it consistently.
Subjective norms also recorded only moderate influence (M = 3.45), suggesting that social and institutional pressures to behave securely were present but not sufficiently strong to drive consistent compliance. Collectively, these findings imply that cybersecurity behavior within university WFH environments is influenced less by awareness or intention and more by users’ confidence, capability, and ability to navigate security-related challenges. This observation provides early evidence that behavioral and contextual factors play a central role in shaping cybersecurity outcomes.
Descriptive Analysis of Cybersecurity Behavior
Table 3 presents descriptive statistics for cybersecurity behavior across six key domains: password practices, safe browsing behavior, device configuration, file handling, network behavior, and incident response. The results provide insight into areas of behavioral strength and vulnerability among respondents operating in Work-From-Home environments.
Table 3.  Descriptive Analysis of Cybersecurity Behavior
	Behavioral Domain
	Mean
	SD
	Interpretation

	Password Practices
	2.45
	1.23
	Below average performance. Respondents showed weak password hygiene, with inconsistent use of strong, unique passwords and limited password update habits.

	Safe Browsing Behavior
	2.07
	0.79
	Low engagement in safe browsing practices. Many users did not consistently verify website authenticity or avoid suspicious links.

	Device Configuration
	2.44
	0.81
	Moderate weakness. Devices were often poorly configured, with limited use of antivirus tools or updates.

	File Handling
	3.40
	1.25
	Fairly good behavior. Respondents tended to manage files safely, though some risk persisted due to sharing habits.

	Network Behavior
	4.10
	0.69
	Strong performance. Most respondents adhered to safe Wi-Fi and network-use practices, reflecting institutional influence or familiarity with routine procedures.

	Incident Response
	3.33
	0.73
	Moderate-to-good response capacity. Users could identify and act upon common cybersecurity issues, but speed and consistency varied.


Source: primary data
These findings highlight areas of behavioral strength as well as domains that represent heightened security risk within university WFH settings. Scores were measured on a five-point Likert scale (1 = strongly disagree, 5 = strongly agree). Higher mean values indicate stronger adherence to secure cybersecurity practices. 
Relationship Between Usability Difficulty, Digital Fatigue, and Behavior
To examine the influence of contextual factors on cybersecurity behavior, correlation analyses were conducted between usability difficulty, digital fatigue, and overall behavioral performance. The results indicate that increased usability difficulty is associated with weaker cybersecurity behaviors, suggesting that system complexity and poor user experience act as barriers to secure practice.
Similarly, digital fatigue, reflecting prolonged screen time and cognitive overload—demonstrated a negative association with consistent security behavior. This relationship underscores the importance of considering human cognitive limits when designing and enforcing security controls in remote academic environments.
Table 4 presents the relationships between usability difficulty, digital fatigue, and cybersecurity behavior. The analysis was conducted to determine whether contextual and cognitive factors influence the adoption of secure cybersecurity practices in Work-From-Home environments.
Table 4. Relationship Between Usability Difficulty, Digital Fatigue, and Behavior
	Predictor Variable
	Behavioral Outcome
	Correlation (r)
	p-value

	Usability Difficulty
	Cybersecurity Behavior
	−0.41
	< 0.001

	Digital Fatigue
	Cybersecurity Behavior
	−0.38
	< 0.001


Source: primary data
Negative correlation coefficients indicate that higher usability difficulty and increased digital fatigue are associated with weaker cybersecurity behavior. Correlation analysis was conducted using Pearson’s correlation coefficient.
Correlation Analysis:
The correlation analysis revealed significant negative relationships between usability difficulty, digital fatigue, and cybersecurity behavior. Usability difficulty exhibited a moderate negative association with cybersecurity behavior (r = −0.41, p < 0.001), indicating that respondents who experienced greater difficulty interacting with digital systems were less likely to engage in secure cybersecurity practices. This finding suggests that complex interfaces, cumbersome authentication procedures, and poorly integrated systems may encourage users to adopt insecure shortcuts in order to complete routine tasks efficiently.
Similarly, digital fatigue demonstrated a significant negative association with cybersecurity behavior (r = −0.38, p < 0.001). Respondents experiencing higher levels of fatigue were more likely to exhibit weaker cybersecurity practices, including delayed updates, reduced attention to security warnings, and slower incident reporting. These findings suggest that prolonged engagement with digital technologies can reduce users' ability to maintain sustained attention and impair cybersecurity decision-making.
The results highlight the importance of considering human cognitive and usability factors when designing cybersecurity interventions for Work-From-Home environments. While technical controls remain necessary, their effectiveness may be undermined when users experience excessive cognitive workload or difficulty interacting with security mechanisms. Consequently, cybersecurity strategies that prioritise usability, simplicity, and cognitive sustainability are likely to achieve greater compliance and more consistent security behavior.


Behavioral Implications
The findings suggest that cybersecurity behavior in Work-From-Home environments is influenced by a combination of psychological, usability, and contextual factors. Respondents who experienced greater difficulty using digital systems or higher levels of fatigue were consistently more likely to engage in risky cybersecurity practices. These results reinforce the argument that secure behavior cannot be fully explained by awareness alone and that effective cybersecurity interventions must account for users’ capabilities, cognitive workload, and operating environments.
Behavioral Segmentation of WFH Users
Behavioral clustering analysis was conducted to identify groups of users with similar cybersecurity tendencies. The results reveal distinct behavioral profiles within the university workforce, ranging from consistently security-conscious users to those exhibiting high-risk practices across multiple domains.
This segmentation provides insight into the heterogeneity of WFH security behavior and highlights the limitations of one-size-fits-all security interventions. Instead, the results suggest the need for differentiated strategies that account for varying levels of behavioral maturity, usability tolerance, and contextual constraint.
Environmental Vulnerabilities in Work-From-Home Settings
Working from home introduced a range of environmental cybersecurity vulnerabilities that are largely absent in campus-based work environments. Unlike institutional offices, home settings are characterised by shared devices, limited physical privacy, unstable infrastructure, and reduced access to immediate technical support. These conditions significantly shaped how university staff interacted with digital systems and influenced their security-related decisions.
Shared use of laptops and tablets with family members increased exposure to unauthorised access, accidental data deletion, and malware infection. Many respondents reported working in open domestic spaces, such as living rooms or kitchens, where sensitive information could be viewed by others, weakening confidentiality safeguards. Infrastructural challenges, particularly frequent power outages and unstable internet connectivity encouraged rushed task completion once systems became available, often at the expense of secure practices such as verifying websites, encrypting files, or following secure logout procedures.
Domestic distractions further amplified risk. Interruptions from children and other household activities reduced attention and increased error-proneness, resulting in behaviors such as clicking unsafe links or ignoring security warnings. In some cases, children altered device settings or installed applications, inadvertently disabling antivirus software or introducing malicious programs. The absence of on-site ICT support meant that staff often resorted to self-directed troubleshooting, including disabling security controls or downloading unverified software, thereby compounding vulnerability.
Overall, these findings demonstrate that cybersecurity behavior in WFH environments is strongly conditioned by environmental context. Security risks emerged not from malicious intent, but from routine adaptations to domestic constraints. These insights highlight the necessity of incorporating environmental realities into cybersecurity awareness programmes and segmentation frameworks designed for remote academic work.
Table 5 maps the behavioral, usability, fatigue, and environmental weaknesses identified in the study to corresponding cybersecurity vulnerabilities and their potential impacts. This mapping provides a practical interpretation of how everyday user behaviors translate into organisational cybersecurity risks.
Table 5. Mapping of Behavioral Weaknesses to Cybersecurity Vulnerabilities and Potential Impacts
	Behavioral Domain
	Observed Weakness (from Data)
	Cybersecurity Vulnerability
	Potential Impact

	Password Practices
	Password reuse; weak passwords
	Credential theft; account compromise
	Unauthorised access; data breaches

	Browser Safety
	Ignoring warnings; clicking suspicious links
	Phishing; drive-by malware
	Data exfiltration; ransomware

	Device Configuration
	Failure to update systems or use antivirus
	Unpatched vulnerabilities
	Malware infection; system exploitation

	File Handling
	Storage on insecure drives; lack of encryption
	Data leakage; ransomware
	Loss of institutional records

	Network Behavior
	Use of public Wi-Fi; unverified routers
	Man-in-the-middle attacks
	Credential interception

	Incident Response
	Delayed or absent reporting
	Prolonged breach exposure
	Compounded attack damage

	Usability Difficulty
	Frustration; system complexity
	Security workarounds
	Persistent behavioral vulnerabilities

	Digital Fatigue
	Inattention; multitasking
	Poor security decision-making
	Increased social-engineering success

	Environmental Factors
	Shared devices; unstable power
	Data loss; unauthorised access
	Compromised confidentiality and integrity


Source: primary data
Note: The table synthesises behavioral, usability, fatigue, and environmental findings reported in Section 4, illustrating how everyday practices translate into concrete cybersecurity risks in WFH settings.
Behavioral Segmentation of WFH Users
To further understand variations in cybersecurity behavior, behavioral clustering analysis was conducted to identify groups of respondents exhibiting similar cybersecurity tendencies, usability experiences, and contextual challenges. The analysis revealed that cybersecurity behavior within university Work-From-Home environments is not uniform but instead clusters around distinct behavioral profiles characterised by varying levels of confidence, discipline, fatigue, and risk exposure.
The identification of these behavioral segments demonstrates that users experience and respond to cybersecurity challenges differently. Consequently, generic awareness programmes and uniform security interventions may fail to address the specific needs of different user groups. The segmentation results therefore provide empirical evidence that cybersecurity vulnerability is influenced by behavioral diversity and support the adoption of more targeted and adaptive cybersecurity strategies within higher education institutions.
Segment 1: Weak Across All Domains (Highest-Risk Group)
Users in this segment exhibited consistently weak performance across most cybersecurity domains, including password management, browsing safety, and device configuration. They frequently reused weak passwords, ignored updates, and delayed incident reporting. Low perceived behavioral control, combined with high usability difficulty and environmental stressors, contributed to frustration and reliance on insecure workarounds. This group represents the most vulnerable users and requires simplified systems, hands-on support, and continuous reinforcement to build confidence and routine compliance.
Segment 2: Careless but Confident Users
This segment comprised Users who were technologically confident but inconsistent in following security procedures. Risky behaviors, such as ignoring browser warnings, downloading unverified files, or postponing antivirus updates, were driven primarily by overconfidence and convenience rather than lack of awareness. Behavior in this group was habitual rather than uninformed, suggesting that behavioral nudges, peer influence, and reminder-based interventions are more effective than formal retraining.
Segment 3: Fatigued and Overloaded Users
Users in this group demonstrated moderate technical ability but experienced degraded security behavior under conditions of prolonged workload, stress, and cognitive exhaustion. Extended screen time, continuous virtual meetings, and domestic distractions reduced users' ability to maintain sustained attention, leading to delayed updates and occasional unsafe actions. Their vulnerability stemmed primarily from fatigue rather than intentional non-compliance, indicating the need for fatigue-aware security designs and workload-sensitive policies.
Segment 4: Compliant and Cautious Users (Low-Risk Group)
This segment displayed the strongest and most consistent cybersecurity behavior. Members adhered to recommended practices, including strong password use, timely updates, cautious browsing, and prompt incident reporting. Despite occasional usability frustrations, they remained disciplined and risk-aware. These users represent the lowest-risk group and can serve as internal champions to reinforce secure practices within departments.
Table 6 summarises the behavioral vulnerability segments identified through clustering analysis. The segments highlight variations in cybersecurity behavior, risk exposure, and the underlying factors influencing secure or insecure practices among respondents.

Table 6. Summary of Behavioral Vulnerability Segments
	Segment
	Behavioral Profile
	Risk Level
	Key Drivers of Vulnerability

	1. Weak Across All Domains
	Low capability and confidence across behaviors
	Very High
	Usability difficulty; low PBC; environmental pressure

	2. Careless but Confident
	High confidence with inconsistent secure practices
	High
	Overconfidence; habitual shortcuts

	3. Fatigued and Overloaded
	Moderate ability undermined by fatigue
	Moderate–High
	Digital fatigue; workload pressure

	4. Compliant and Cautious
	Strong, consistent secure behavior
	Low
	High awareness; supportive environment


Source: primary data
The identified segments reveal that cybersecurity vulnerability within Work-From-Home environments is shaped by different combinations of behavioral, cognitive, usability, and environmental factors. While some respondents exhibited vulnerabilities associated with low confidence and capability, others were primarily affected by overconfidence, fatigue, or contextual pressures. These findings demonstrate that cybersecurity risk is multidimensional and cannot be adequately addressed through uniform interventions. Instead, institutions should consider differentiated approaches that align cybersecurity support mechanisms with the specific characteristics and needs of distinct user groups.
Behavioral Determinants of Cybersecurity Practices 
This section consolidates and analytically advances the behavioral findings of Objective One by explaining why observed cybersecurity practices varied among university staff working from home, rather than restating what was observed.
The findings demonstrate that PBC was the most influential determinant of cybersecurity behavior among respondents. Staff who felt confident in their ability to manage security-related tasks, such as recognising phishing attempts, maintaining secure passwords, and reporting incidents, consistently demonstrated stronger cybersecurity practices across multiple behavioral domains. This supports the core premise of the Theory of Planned Behavior, which posits that perceived control is a critical mechanism through which intention is translated into action. In the WFH context, this relationship was particularly pronounced, as users operated with limited institutional oversight and greater autonomy.
In contrast, attitude and subjective norms, while positively associated with secure behavior, exerted a weaker influence. Although most respondents expressed favourable attitudes towards cybersecurity and acknowledged institutional expectations, these factors alone were insufficient to ensure consistent compliance. This gap between awareness and practice suggests that normative pressure and positive intent are easily overridden when users encounter operational constraints, reinforcing the argument that cybersecurity behavior cannot be sustained through policy messaging alone.
Importantly, the dominance of PBC highlights a structural rather than motivational challenge. Many staff members reported knowing what constituted secure behavior but lacked the confidence, resources, or system support required to act accordingly. In resource-constrained university environments, this deficit was amplified by usability barriers, inconsistent ICT support, and fragmented digital platforms. As a result, security behavior became situational rather than habitual, fluctuating in response to workload, fatigue, and system performance.
These findings advance existing cybersecurity behavior literature by demonstrating that confidence and perceived capability, rather than awareness or intention, are the primary drivers of secure practice in remote academic work settings. This insight underscores the need for interventions that strengthen user capability through simplified system design, responsive support structures, and practical skill reinforcement, rather than relying solely on awareness campaigns or policy enforcement.
Usability and Digital Fatigue in Work-From-Home Environments
This section advances the discussion by examining how system usability and digital fatigue shaped cybersecurity behavior among university users working from home, and how these factors interacted with perceived behavioral control to influence compliance outcomes.
The findings indicate that usability difficulty was a critical enabler of insecure behavior in WFH environments. Systems characterised by complex authentication procedures, inconsistent interfaces, and fragmented platforms increased user frustration and cognitive load. Under these conditions, staff frequently adopted coping strategies that prioritised task completion over security compliance, such as password reuse, disabling security prompts, or ignoring browser warnings. These behaviors were not primarily driven by negligence, but rather by sustained interaction with systems that were poorly aligned with users’ operational realities.
Usability challenges were particularly pronounced in contexts where staff relied on personal devices or mobile platforms with limited processing capability. Inconsistent performance across devices, unclear error feedback, and the absence of immediate technical support further reduced users’ confidence in their ability to resolve security-related issues. As a result, perceived behavioral control was weakened, reinforcing the behavioral patterns observed in the results section.
In parallel, digital fatigue emerged as a significant behavioral stressor affecting cybersecurity decision-making. Extended screen time associated with online teaching and learning, administrative tasks, and virtual meetings reduced users' ability to maintain sustained attention and increased the likelihood of security-related errors. Fatigued users were more likely to overlook security cues, delay software updates, and respond reflexively to emails or system prompts without adequate verification. These effects accumulated over time and became more pronounced as workloads increased and work–life boundaries became increasingly blurred in home environments.
Importantly, usability difficulty and digital fatigue did not operate independently. Poor system design amplified fatigue by increasing the mental effort required to complete routine tasks, while fatigue reduced users’ tolerance for complex security procedures. This interaction created a feedback loop in which frustration and exhaustion progressively undermined secure behavior, even among users with positive attitudes toward cybersecurity.
These findings underscore that cybersecurity effectiveness in WFH settings is inseparable from user experience and cognitive sustainability. Technical controls that impose excessive complexity or cognitive demand inadvertently weaken compliance by eroding users’ capacity to act securely. Consequently, improving cybersecurity outcomes requires the integration of usability-centred system design and fatigue-aware security strategies that align protective measures with users’ cognitive limits and working conditions.
Environmental and Contextual Factors Influencing Cybersecurity Behavior
Beyond individual capability and system usability, the study reveals that environmental and contextual conditions inherent to work-from-home arrangements played a decisive role in shaping cybersecurity behavior among university staff. These factors extended the scope of vulnerability beyond technical systems and individual decision-making, embedding security risk within the broader domestic and infrastructural context in which remote academic work occurred.
Home working environments frequently lacked the structural safeguards present in institutional settings. Shared devices, limited physical privacy, and interruptions from domestic responsibilities increased exposure to accidental data disclosure and unauthorised access. Unlike controlled campus offices, home spaces blurred the boundaries between personal and professional use of technology, weakening enforcement of security routines such as session locking, controlled file storage, and restricted device access. These conditions reduced users’ ability to maintain consistent security practices, particularly during periods of high workload or time pressure.
Infrastructure instability further compounded these risks. Intermittent internet connectivity and power disruptions encouraged behavior that prioritised speed and task completion over security verification once systems became available. In such circumstances, users were more likely to bypass authentication steps, ignore security alerts, or store data in insecure locations to avoid potential loss of work. These behaviors reflected adaptive responses to infrastructural constraints rather than deliberate non-compliance, highlighting the contextual nature of cybersecurity risk in resource-constrained environments.
Environmental pressures also interacted with digital fatigue and usability challenges discussed in the preceding section. Distractions within the home environment reduced attentional focus, increasing susceptibility to phishing attempts and social engineering tactics. At the same time, limited access to on-demand technical support meant that users often relied on self-directed troubleshooting, which occasionally involved disabling security controls or installing unverified software. These coping strategies, while practical in the short term, introduced persistent vulnerabilities into the WFH ecosystem.
Collectively, these findings demonstrate that cybersecurity behavior in remote academic work is situated and context-dependent, shaped by a convergence of personal, technical, and environmental factors. Standardised security policies and technical controls designed for campus-based operations are therefore insufficient when applied unmodified to home working contexts. Effective cybersecurity strategies must acknowledge and accommodate environmental variability, particularly in regions where infrastructural reliability and domestic working conditions differ substantially from those assumed in global security frameworks.
Discussion and findings  
Implications for Theory and Practice
The findings of this study carry important implications for both cybersecurity theory and institutional practice, particularly within higher education environments operating under work-from-home arrangements. By foregrounding behavioral, usability, and environmental influences, the study moves beyond technology-centric explanations of cybersecurity vulnerability and provides a more integrated understanding of security behavior in remote academic contexts. This also corresponds with the findings from the studies including (Keefa et al., 2024; Salam et al., 2025)
Theoretical Implications
From a theoretical perspective, this study extends the Theory of Planned Behavior (TPB) by empirically demonstrating that perceived behavioral control is not only a psychological construct but is strongly conditioned by usability, fatigue, and environmental context (Ajzen, 1991). While prior applications of TPB in cybersecurity research have emphasised attitude and intention, the present findings show that these factors are insufficient predictors of secure behavior in WFH settings also as demonstrated by (Klein & Zwilling, 2024) and also states rather that, perceived capability is dynamically shaped by system design and working conditions, which can either enable or constrain secure action and confirmed by (Parikh & Nimbekar, 2023)
The identification of distinct behavioral vulnerability segments further advances cybersecurity behavior theory by challenging assumptions of user homogeneity. Rather than treating users as a single risk category, the study demonstrates that cybersecurity behavior clusters around patterns of confidence, discipline, fatigue, and contextual pressure. This segmentation-based perspective provides a theoretical bridge between behavioral science and adaptive security design, offering a framework for understanding how human-centred factors produce differentiated risk profiles within the same institutional environment (Baltuttis et al., 2024; Mahboubi et al., 2024; Mashiane & Kritzinger, 2021; Whitman, 2021).
Practical Implications
Practically, the findings in the study underscore the limitations of uniform cybersecurity policies and awareness programmes in remote work environments. The observed behavioral diversity indicates that one-size-fits-all interventions are unlikely to be effective. Institutions should instead adopt differentiated, user-focused strategies that align security controls with users’ capabilities and operational realities. The results show that improving system usability emerges as a critical intervention point. Simplifying authentication workflows, harmonising digital platforms, and providing clearer feedback mechanisms can strengthen perceived behavioral control and reduce reliance on insecure workarounds as also confirmed by (Allafi & Darem, 2025; Maqbool & Herold, 2024). In parallel, fatigue-aware security measures, such as adaptive authentication, automated updates, and context-sensitive prompts, can help sustain secure behavior during prolonged periods of digital engagement. 
The environmental challenges identified in this study further suggest the need for institutional policies that explicitly account for home working. Providing guidance on secure device sharing, supporting alternative connectivity options, and strengthening remote technical support can mitigate risks that arise outside traditional campus boundaries. Collectively, these measures shift cybersecurity from a compliance-driven model to a capability-driven approach that supports users rather than penalising them as supported by various studies including (Goel et al., 2024; Nizamuddin, 2025; Pricopoaia et al., 2025)
[bookmark: _GoBack] Conclusion and recommendations 
This study examined cybersecurity behavior among university users working from home within resource-constrained higher education environments, with the aim of identifying behavioral vulnerabilities and their underlying drivers. The findings demonstrate that cybersecurity risk in WFH settings is shaped predominantly by human-centred and contextual factors, rather than by technical deficiencies alone. Although respondents generally exhibited awareness of cybersecurity principles, their ability to apply secure practices consistently was constrained by usability challenges, digital fatigue, and environmental conditions associated with remote work.
A key contribution of the study lies in its identification of perceived behavioral control as the most influential determinant of secure behavior. The results show that confidence and capability, rather than intention or normative pressure, govern whether users act securely when institutional oversight is reduced. Importantly, this perceived capability is not static; it is continually shaped by system design, workload demands, and the environments in which staff operate. Consequently, even well-intentioned users may engage in risky behavior when usability and contextual barriers persist.
By demonstrating that cybersecurity behavior clusters into distinct vulnerability segments, the study challenges uniform approaches to cybersecurity management in higher education. The findings highlight the need for context-aware and user-focused cybersecurity strategies that accommodate behavioral diversity, usability challenges, and environmental realities within Work-From-Home environments.
Overall, the study reinforces the argument that effective cybersecurity in remote academic work requires a balanced integration of technical controls, usable system design, and human-centred policy development. Addressing these dimensions holistically can strengthen institutional resilience and support sustainable secure behavior beyond emergency-driven remote work arrangements.
This study contributes to cybersecurity behavior research by extending the Theory of Planned Behavior through the inclusion of contextual variables such as usability and digital fatigue. Future research should validate this framework across multiple institutions and longitudinally to examine how these behavioral patterns evolve over time.
Limitations and Future Research
Despite its contributions, this study has several limitations that should be acknowledged. First, the findings are based on self-reported data, which may be subject to response bias or inaccuracies in participants’ perceptions of their own behavior. While this approach is common in behavioral cybersecurity research, future studies could incorporate observational or system-level data to triangulate reported practices.
Second, the study focused on respondents within Ugandan higher education institutions, which may limit the generalisability of the findings to other sectors or regions. However, the contextual specificity also represents strength, as it highlights challenges faced by institutions operating under resource constraints. Future research could extend this work by conducting comparative studies across countries or institutional types to assess the transferability of the behavioral patterns identified.
Finally, the cross-sectional design captures behavior at a single point in time and does not account for changes in practices as users adapt to remote work conditions. Longitudinal studies would provide valuable insight into how cybersecurity behavior evolves in response to policy changes, system redesign, or targeted interventions. Further research should also empirically evaluate the effectiveness of segmentation-based security frameworks in improving compliance and reducing risk in WFH environments.
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