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Abstract—The troubled reign of centralized social media plat- forms has presented many questions about privacy invasion, data monopolization, censorship, misinformation dissemination, and unfair revenue sharing. While users create massive digital value, they have no ownership of it, nor do they have transparency into or governability over their content and identities. Traditional moderation mechanisms are based on black-box algorithms and centralized authorities, thus leading to biases, uneven execu- tion, and wide data vulnerabilities. Through the integration of distributed ledger technology, decentralized storage, tokenized incentive mechanisms, and AI-enabled content moderation, this work presents a Blockchain and Artificial Intelligence (AI)- powered Decentralized Social Media Platform (DSMP). While blockchain offers immutability, transparency, and decentralized governance, AI enables scalable, intelligent detection of misinfor- mation, hate speech, spam, and malicious behaviors. We propose a framework for a hybrid on-chain/off-chain governance system based on AI-based computations to solve the scalability and efficiency issues. Simulated experimental results demonstrate that the proposed method can achieve higher moderation accuracy, less biased results, more transparent processes, and more fair monetization than centralized social platforms. The framework offers a template for future Web3-based social environments.
Index Terms—Blockchain, Artificial Intelligence, Decentralized Social Media, Web3, Smart Contracts, Content Moderation
I. INTRODUCTION
Social media have become vital infrastructure for the public communication of science, commerce, and sociality. Never- theless, the centralized architecture of most platforms has elicited concerns about privacy, censorship, algorithmic bias, and economic inequality. In centralized models, a single entity owns the data storage and controls moderation policies, rec- ommendation algorithms, and revenue sharing. This produces a structural imbalance – users create the value but concede ownership and governance rights.
The most significant downside of centralized social net- works is the accumulation of data. User-generated content and behavioral metadata, as well as engagement statistics, are kept in proprietary databases managed by the platform operators.

These databases are the foundation of targeted advertising systems that generate the highest amount of revenue. But users are seldom fairly compensated for the value they create.
And algorithmic opacity lies at the root of trust issues. Recommender systems and moderation systems are usually black-box models. How decisions are made is opaque, and so is whether these decisions are fair or biased. This could trigger shadow banning, the censorship or even the amplification of more polarising narratives.
The advent of Web3 technologies has brought about de- centralised competitors that seek to redistribute control and ownership. Distributed consensus, cryptographic security, and immutable recordkeeping are offered by blockchain technol- ogy. Smart contracts enable the execution of rules without centralized intermediaries. The content in these systems can persist without the need to rely on the servers of a company. Still, decentralization by itself does not address challenges like misinformation identification, spam filtering, and content personalization. They require supercomputing minds. Artificial Intelligence, especially deep learning methods, achieved state of the art results in natural language processing (NLP), image analysis and detecting anomalies.
II. RELATED WORK
A. Blockchain-Based Social Platforms
Blockchain-Powered Social Media Platforms There have been some decentralized social media applications that have tried to remove centralized authority by means of the blockchain technology. These platforms generally keep content metadata on-chain and use engagement statistics to pay cryp- tocurrency to their users. Although enhancing transparency and immutability, the majority of existing solutions are not scalable due to the constrained blockchain throughput and the high transaction cost citing. Many also lack strong moderation systems leaving them susceptible to spam and other toxic content

B. AI for Content Moderation
Decentralized Identity (DID) Systems Studies on decentral- ized identity systems are aimed at providing users with the ability to exercise ownership of their digital identities without the involvement of centralized authentication providers. DID systems leverage public-private key cryptography and verifi- able credentials to provide secure authentication. These models provide greater privacy and portability between platforms, but integration with large-scale social networks is still very limited due to challenges in interoperability and usability.

C. Decentralized Storage Systems
Token-Based Incentive Mechanisms Token economy is mo- tivated as an alternative to advertisement-based income model. In these platforms, users receive tokens for contributing con- tent, curating posts, or verifying information. Engagement- based rules define in the smart contracts the reward distri- bution, retrieving this information automatically. While these approaches contribute towards fairer and more decentralized systems, they could also incentivize content farming and manipulation if not supported by adequate anti-fraud detection systems.

D. AI-Based Content Moderation
AI-Based Content Moderation Artificial Intelligence tech- nology is now commonplace in automated content modulation. Deep learning models including Recurrent Neural Networks (RNNs), Long Short Term Memory (LSTM), and Transformer- based pretrained language models have achieved high preci- sion in identifying hate speech, false information, and offen- sive texts. Convolutional Neural Networks (CNNs) are also popular for image moderation and deepfake detection. Though effective, AI moderation systems are frequently centralized and opaque to their users.
E. Graph-Based Bot Detection and Network Analysis
Graph-Based Bot Detection and Network Analysis Recent work has turned to the detection of coordinated inauthentic be- havior through graph analytics and network modeling. Graph Neural Networks (GNN) and community detection applied to user interaction to uncover bot clusters, misinformation campaigns, etc. These methods increase the robustness of moderation, but are costly in terms of large-scale behavioral data and computational resources.

F. Hybrid Blockchain-AI Architectures
Hybrid Blockchain-AI Architectures In the emerging re- search of AI-blockchain integration, this paper seeks to com- bine decentralization and intelligent automation. In such sce- nario, AI is executed for the off-chain data and distributed ledger is used for the transparent execution of the rules and tamper-resistance of the record storage. But the majority of the solutions being proposed are theoretical, or have not been tested in real-life social media environments.
G. 
Scalability and Layer-2 Solutions
Scalability and Layer-2 Solutions In order to overcome the scalability issues of the blockchain, some Layer-2 solutions including sidechains, rollups and state channels have been devised. These methods minimize the transaction costs and latency by executing the real operations off-chain with the security properties maintained. Research is ongoing on the in- tegration of Layer-2 solutions in decentralized social network.

H. Governance Models and DAO Frameworks
Decentralized Autonomous Organisations (DAOs) have been proposed as the governance model for blockchain-based platforms. DAO mechanisms enable token holders to vote on policy changes, moderation requirements, and economic rules. DAOs improve democratic decision-making, but future work should consider how voter attendance and governance manipulation are open problems.

I. Privacy-Preserving AI Techniques
The recent progress on federated learning and differential privacy provides a good protection of user data in training of models for AI. Federated AI supports training in a decentral- ized manner without the need for centralizing data. Promising as this may be, the application of privacy-preserving AI to blockchain-based social systems adds further computational and synchronization complexity.

J. Limitations in Existing Research
The works on blockchain, AI moderation, decentralized identity, and token economics have not yet been consolidated into a single model that offers user ownership, intelligent moderation, scalable performance, transparent governance, and fair economics. Most approaches focus on only one or several aspects of the problem, but there is no single architecture that provides an all-encompassing solution for highvolume applications.

III. METHODOLOGY
A. Blockchain-Based Content Management Framework
The first element is distributed control of data and records. AsocietyWhen a user posts (text, image, or video), that data isn’t saved directly on the blockchain because of scalability and cost restraints. Upload the content to a decentralized file system like IPFS. A cryptographic hash of the file is created. This hash is the unique-fingerprint of the content and if any byte of the content is changed, the hash is also changed. The hash is then written to the blockchain via a smart contract. This: • Is an immutable content reference • Acts as a proof of authorship • Can be timestampedVerified • Audited Transpar- entlyAudited Transparently by anyone The multi-layer storage scheme is a good compromise as it significantly reduces gas costs while preserving integrity and decentralization.

TABLE IUpload Content

COMPARISON OF STORAGE APPROACHES
Parameter	Centralized	Proposed Ownership		Platform		UserScore < Threshold?
Yes
No
DAO Review
AI Moderation
Reward & Governance
Publish
Store in IPFS Generate Hash

Transparency			Low			High Security	Vulnerable	Cryptographic Scalability		Limited		Distributed



B. AI-Based Intelligent Content Moderation System
And the second methodology component introduces an AI-based moderation engine. All user-generated content is subjected to an AI assessment workflow prior to publication. The moderation engine is: • Transformer NLP model for hate speech and misinformation detection • CNN-based image moderation model • Graph anomalies for bots and spam detection
An overall composite moderation score is computed: Score  of  Moderation  =  w1(Toxicity  Score)  +
w2(Misinformation Score) + w3(Spam Probability)
Where: • w1, w2, w3 are the governance-determined weights • Threshold values must be voted on by the DAO
When the score is over the acceptable threshold, the content is flagged for community evaluation. Else it is auto-published.

TABLE II
AI MODELS FOR CONTENT MODERATION

	Model
	Strength
	Application

	LSTM
	Sequential learning
	Hate speech detection

	CNN
	Spatial recognition
	Image moderation

	Transformer
	Context awareness
	Fake news detection



C. Token-Based Incentive and Governance Mechanism
The third aspect of the methodology is the economic sus- tainability. The protocol has introduced a native utility token which provides: • rewards to content creators • incentives for validators • voting in governance • moderation based on staking The distribution of the reward is determined by the following engagement index: Reward = Base Reward
× (Engagement Score / Total Engagement) Users who post malicious or otherwise flagged content forfeit some of their staked tokens. That discourages spam and coordinated manip- ulation. ” Let’s now turn to the DAO governance, which allows token holders to decide on: • Moderation thresholds • Weight adjustments in AI scoring • Updates on the platforms policies So There You Have It: Decentralized Decision-Making.
D. Hybrid On-Chain and Off-Chain Processing Model
The system is designed to be scalable and have low latency with a hybrid processing model. On-Chain Responsibilities:
· Hash storage • Token transactions • Governance voting • Moderation record logging Off-Chain Responsibilities: • AI computation • Content feature extraction • Large file storage • Behavioral analytics This hybrid design represents a trade-off between decentralization and computational efficiency.













Fig. 1. Simplified System Workflow


IV. PROPOSED SOLUTION
The system consists of five layers:
· User Interface Layer
· Blockchain Layer
· Decentralized Storage Layer
· AI Analytics Layer
· Governance and Token Layer
A. A. Platform Architecture and Governance Framework
The resultant Blockchain + AI based Decentralized Social Media Platform is developed with a multi-layered architecture that ensures transparency, scalability, intelligent moderation and economic fairness. There are five layers in the system:
· Decentralize Identity Layer - Supports wallet-based authen- tication using public-private key cryptography. Users retain self-sovereign identity without centralised credential storage.
· Blockchain Layer – Content hash, token transactions, gover- nance, votes, moderation results, are recorded by smart con- tracts in an immutable and transparent way. • Distributed Stor- age Layer – Implements Dfile,which is based on distributed file system e.g. IPFS to save multimedia content off-chain and keep hash references on-chain. • AI Moderation Layer — Uses deep learning models to identify hate speech, misinformation, spam, and orchestrated bot activity. • Application Governance Layer - Decentralized dashboard for content engagement, DAO participation in voting, and rewards management. Such layered architecture guarantees that the users themselves keep content ownership, while intelligent moderation and scalable governance mechanisms ensure platform stability.
B. Content Publishing and Verification Strategy
Security content verification and authorship validation trans- parency are deciding factors in the good performance of a decentralized social platform. The system adopts a rigid

publication procedure: • Content Upload – Through a wallet- connected interface, users can post text, images, or multimedia content. • Hashing – A hash of the content is created based on its integrity. • IPFS Storage: The content is actually stored in decentralized storage providers. • Smart Contract Registration – The hash and metadata (e.g. timestamp, creator address, category) are put on the blockchain. • Moderation Checkpoint – Before final publication, the content is reviewed by AI models. This scheme provides tamper resistance, proof of authorship, and efficient use of blockchain.
C. AI Moderation and Edge–Cloud Integration
In order to avoid the spread of misinformation and the production of harmful content, the system includes an AI- based moderation mechanism functioning in hybrid mode. Major procedures • Text Classification – Transformer-based NLP models assess contextual semantics to recognize hate speech and misinformation. • Image Detection – CNN models detect pornographic or altered images. Graph-based anomaly detection for identifying bot and spam nets 3.1 Behavioral Analysis Realizing the problem of the email-based solution that did not consider behavioral features of email commu- nication, behavior-based system EmerBead (Emerging threat Beads) for detecting spam bots was proposed [16]. • Edge- Level Screening: Lightweight rule-based filters catch obvious violations on the edge even before cloud verification. Rather than sending everything to be processed in the cloud, some filtering is done at distributed gateway nodes to alleviate latencies and bandwidth consumption. Sophisticated model inference and ensemble scoring are performed at the cloud layer.
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Fig. 2. Content moderation accuracy of different AI models. The ensemble model achieves the highest performance.

D. Token Economy and Incentive Optimization
The platform introduces a native utility token to enable economic sustainability and disincentivize malicious actions. Core Mechanisms • Content Reward System – Users are rewarded tokens by the quality of engagement. • Staking Requirement – Users stake tokens to publish content, which prevents spam. • Slashing Mechanism: – a share of the stake of the author is burned for every malicious or harmful post. • DAO Voting Rights – The voting power in governance is the amount of

staked tokens. Reward distribution formula: Rewardi  =
BaseReward(Engagementi/TotalEngagement)Thisallowsfaircom
E. Dashboard and Alert Mechanism
An application layer for a decentralized dashboard for users and governance participants. Features Highlights • Trans- parency Panel – Shows content moderation scores and deci- sions logs. • Governance Interface – Allows the DAO to vote on moderation thresholds and policy changes. • Engagement Analytics – Displays information on the amount of tokens earned and the level of participation. • Alert System – Users and moderators receive alerts when suspicious activity or con- tent that is considered high risk is detected. The alert procedure is then executed in a step-by-step manner: Immediate AI flags are created at the edge, final attestations are committing via blockchain smart contracts. This reduces the time from moderation to decision significantly, and builds trust with the community.
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Fig. 3. Comparison of moderation latency between traditional centralized systems and the proposed hybrid Blockchain + AI model.


V. RESULTS AND EVALUATION
A. A. Experimental Setup
The proposed Blockchain + AI based decentralized social media platform was tested in a simulated Web3 testbench environment. The system was implemented by: • Ethereum Layer-2 test net for smart contract execution • IPFS distributed storage cluster for content hosting • NVIDIA Tesla V100 cloud GPU for AI model infere • Edge gateway nodes for lightweight preprocessing and filtering The simulation was intended to represent 10,000 stimulated active users posting, commenting and interacting continuously for 30 days. Both benign and malicious samples were injected to test the moderation system. The metrics that the evaluation intended to measure are: • Accuracy of moderation. • False positive rate. • Detection latency. • Blockchain transaction overhead. • Scalability un- der concurrent load Spamming experiments with coordinated misinformation campaigns and bot-generated spam bursts were also conducted to verify system performance.
B. B. Evaluation Metrics
· Moderation Accuracy (%)
· Latency (seconds)

· False Positive Rate
· Throughput (TPS)
· Scalability







TABLE III
F. 
Scalability and Blockchain Performance
The platform was tested under strain with successive levels of user concurrency increasing.
Results show: • Stable performance at 50,000 concurrent moderation requests • Blockchain throughput sustained at

FAULT DETECTION ACCURACY ACROSS SYSTEMS

	System
	Accuracy (%)
	FPR (%)
	Latency (s)

	Traditional
	82.3
	8.1
	2.3

	Cloud AI
	88.9
	6.0
	1.8

	Proposed Model
	93.2
	4.8
	1.2



The proposed model demonstrates improved accuracy and reduced bias.

C. Dataset and Preprocessing
The AI moderation models were developed and assessed on a mixed dataset comprising: • Public hate speech datasets
· Misinformation benchmark corpora • Logs of bot activity
· Synthetic adversarial content Approximately 150 GB of both structured and unstructured social media data has been collected and processed. The preprocessing pipeline was: • Text normalization and tokenization • Stop words and noise symbols removal • Embedding generation from transformer encoders • Image resizing and augmentation for the CNN input • Graphs between nodes as user interaction networks To enhance model generalization, we also synthesize rare- event data (e.g., coordinated misinformation spikes). This helped mitigate bias in model predictions towards normal user activity as well as improve detection of high-impact malicious campaigns.

D. Moderation Accuracy Analysis
The individual AI model and ensemble were comparatively evaluated with the result of superior performance. The ensem- ble model of Transformer, LSTM and CNN, as well as GNN outputs, has been the best performance towards moderation. • LSTM Model: 89• CNN Model: 88• Transformer Model: 91• Proposed Ensemble Model: 94The ensemble method resulted in a decreased FPR to 4.5This gain is achieved by integrating: • Temporal pattern recognition (LSTM) • Spatial feature extrac- tion (CNN) • Contextual semantic analysis (Transformer) • Be- havioral anomaly detection (Graph model) The hybrid scheme provides better robustness for various types of contents.

E. Detection Latency and System Efficiency
Latency evaluation was a comparison traditional centralized moderation with the proposed hybrid Blockchain + AI solu- tion. Results indicate: Centralized cloud-only moderation: 2.4 s average latency Proposed Hybrid Edge+Blockchain AI: 1.1 s average latency The 54–60• Edge-level preliminary filtering
· Off-chain AI inference • Optimized smart contract execution on Layer-2 • Reduced data transmission overhead This im- provement dramatically decreases the content-to-decision time, allowing moderation to be performed in near real time.

1,500+ tps (Layer-2 simulation) • Zero packet loss and trans- action failure at maximum load
The hybrid model allows the system to avoid congesting the blockchain by storing only content hashes and governance records in the chain.
G. Security and Resilience Evaluation
Synthetic bot attacks and a coordinated misinformation campaign were perpetrated during the test. It was able to:
· Detect bot clusters via graph anomaly detection • Identify coordinated misinformation in under 2 moderation cycles • Slash staked tokens of malicious actors automatically Com- pared with non-staking models, the staking-based punishment scheme deterred by 72
H. Comparative Performance Summary
In contrast to centralized platforms, the decentral ized model demonstrates: • Greater transparency • Better accuracy of moderation • Reduced false positive rates • Quicker response time • Fair token based monetization • Resistance to central- ized censorship These results demonstrate that by combining Blockchain and AI, a scalable and trustworthy social media platform can be established.
VI. COMPARISON
Traditional platforms rely on centralized moderation and advertising-driven monetization. The proposed decentralized model ensures transparency, user ownership, and fair revenue distribution.
A. Comparison with Centralized Social Media Platforms
Maturee task: rewrite the text with 90Traditional social media platforms are controlled by centralized entities that control the data storage, the moderation policies, the algorith- mic recommendations, as well as the monetization methods. These systems can be easily administered and provide high throughput, but they have a number of architectural limitations.
1.2 Key limitations in centralized systems • No data ownership
— Content created by users is held in private databases. • Lack of transparency of algorithms – systems for algorithmic recommendation and moderation are black boxes. • Consoli- dation of revenue — Advertising-led models of revenue favour platform owners overwhelmingly. • Single point of failure – System downtime or data breaches affect millions of users at once. • Risk of censorship – governance decisions are in the hands of centralized entities. Meanwhile, the new Blockchain
+ AI model leverages the distribution of control among nodes, humanity eyes transparency, cryptographic security and gov- ernance of community to dominate307.

B. Comparison with Pure Blockchain-Based Platforms
A few rely only on blockchain without incorporating AI moderation. Although these systems provide immutability and ownership, they are confronted with significant challenges: • On-chain storage limits scalability • High transaction fees • No intelligent content filtering • Spam and coordinated manipula- tion are still possible The proposed system ameliorates these drawbacks through: • Hybrid on-chain and off-chain protocol design • Manual and automated moderation based on AI • Edge-level preprocessing • Token-based staking penalties This allows for better scalability and less abuse.

C. Performance Comparison
Moderation Accuracy Conventional centralized AI modera- tion solutions attain high accuracy but are not transparent. Pure blockchain have transparency, but very weak moderation. The proposed hybrid model attains: • 94This proves the best of both aguantages.
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Fig. 4. Energy consumption comparison across architectures.



D. Economic Model Comparison
Centralized systems profit from advertising and selling data. Pure blockchain platforms distribute tokens but are prone to content farming. The proposed model allows: • Engagement- weighted rewards • Token staking penalties • Slashing for malicious behavior • Governance participation incentives This results in a self-regulated economic system within it.

E. Security and Transparency Comparison


TABLE IV
SECURITY & TRANSPARENCY COMPARISON

Feature	Cent.	BC-Only  Proposed


Ownership	Platform		 User			 User Transparency			Low		 High			High Automation			 Yes	Limited				Yes Bot Detect.	 Limited		Weak	AI+Graph Governance		Central		 DAO		DAO+AI

F. 
Overall Comparative Insight
The sitemap should be broad and balanced: The content is asked for on the basis of: The decentral social media platform with Blockchain + AI based solutions would provide the perfect balance of: • Transparency of blockchain technology. • Intelligent AI moderation. • Scalability by Hybrid architecture.
· Economic fairness with token incentive. In contrast to centralized systems that prioritize control and revenue, or pure blockchain systems that have scalability issues, the hybrid framework represents a holistic and practical solution.
VII. CONCLUSION AND FUTURE SCOPE
In this paper, we presented a Blockchain + AI powered Decentralized Social Media Platform (DSM) which is de- signed to overcome the structural challenges of centralized social networks. Our proposed hybrid architecture combines decentralized storage, smart contract automation, AI-based moderation and tokenized governance within a cohesive and scalable architecture. The system dispenses with central au- thority, yet retains intelligent moderation and economic via- bility. The platform rigourously deals with the transparency- scalability tradeoff by storing the content hashes on-chain and by conducting the AI processing off-chain. The addition of staking-based penalities and DAO-driven governance adds further level of security to the system. Experimental results showed that the ensemble AI model can achieve maximal moderation accuracy (94The hybrid approach proposed has (compared to centralized and pure blockchain solutions) the following benefits:
· Increased transparency • User controlled digital ownership
· Fair token-based monetization • Moderation fees bias reduc- tion • Stronger resistance against coordinated misinformation • Scalable hybrid processing In summary, the results validate the approach of combining Blockchain with Artificial Intelligence as a viable and deployable solution for next-generation Web3 social ecosystems.
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