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Abstract. This study offers a comprehensive assessment of research examining the formation of consumer trust in digital commerce. The goal is to highlight the key factors that shape trust, the outcomes it influences, and the ways scholars have measured it across different e-commerce settings. In this environment, trust is not static; it fluctuates based on factors such as customer happiness, website quality, and security in online transactions, business reputation, and an individual's inherent propensity to trust others. This review contrasts the manifestation of these elements across various cultural and economic contexts by utilizing research conducted in both advanced countries and emerging markets. It also stresses the importance of strong research designs, including the use of confirmatory factor analysis and reliability testing, to make sure the findings are both valid and widely applicable. The review emphasizes academic frameworks, notably self-determination theory and social support theory, as they elucidate the psychological and cultural dimensions of consumer trust. Simultaneously, it examines the impact of digital dangers, including privacy issues and security threats, which can erode trust and influence customers' perception of safety online. In conclusion, the findings point to trust as a cornerstone of digital commerce. It drives customer loyalty, influences purchase decisions, and sustains long-term engagement. The analysis asserts that both psychological and structural issues should be acknowledged, providing actionable insights for firms aiming to enhance customer connections and maintain competitiveness in the digital marketplace.
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INTRODUCTION 

The swift expansion of digital commerce has fundamentally altered the global marketplace, engendering novel opportunities and challenges for both enterprises and consumers. As customers increasingly favor online platforms for their purchase decisions, the concept of consumer trust has become a vital factor in shaping their behavior. Current trends indicate that trust in digital platforms is a dynamic and intricate phenomena influenced by various aspects such as website quality, transaction security, business reputation, and consumer pleasure (Gefen et al., 2023; Liu & Tsai, 2022).  Despite the expansion of digital platforms, problems regarding trust endure, with issues relating to privacy, data security, and the reliability of online content becoming increasingly prominent (Dutt, 2023; Lwin et al., 2020). The primary aim of this systematic literature review is to consolidate current research on consumer trust within the domain of digital commerce, scrutinizing the principal antecedents and implications of trust in online shopping environments. This review offers a comparative analysis of how trust is established and maintained across different market conditions by synthesizing evidence from numerous empirical studies conducted in various geographic contexts, including developed economies like Austria and emerging markets such as China and Moldova (Li et al., 2023). The findings suggest that trust is not a solitary entity but a result of intricate interactions among personal views, system attributes, and contextual factors (Chen & Guo, 2023). The review further emphasizes the significance of sophisticated methodological frameworks, including confirmatory factor analysis and reliability assessments, in affirming the validity and generalizability of constructs related to trust. This analysis highlights the essential importance of consumer trust in fostering loyalty, purchase intentions, and ongoing participation in digital commerce.
It also advocates for a comprehensive approach that integrates psychological, social, and systemic elements to enhance the understanding and management of trust within digital platforms, offering actionable insights for digital retailers to improve consumer engagement and loyalty. This systematic literature analysis meticulously consolidates recent studies on customer trust within digital commerce. This review synthesizes data from several empirical studies and theoretical investigations, offering a cohesive framework that elucidates the complex factors and outcomes of trust in online buying contexts. Consumer trust is acknowledged as a dynamic construct shaped by person views, system attributes, and contextual factors, rather than a mere quality (Chen & Guo, 2023). Research conducted by Gefen et al. (2023) and Liu & Tsai (2022) underscores the necessity of comprehending consumer trust as an interplay between psychological factors and platform attributes, wherein trust is nurtured through antecedents such as website quality, perceived security, and corporate reputation. The results consistently indicate that these characteristics impact purchase intentions and consumer loyalty (Sharma & Lutz, 2022).
This study utilizes a systematic framework by aggregating findings from studies conducted in many geographic and market situations, ranging from industrialized economies like Austria to emerging markets such as Moldova and China (Li et al., 2023). This cross-market examination facilitates a comparative investigation of the trends and contextual determinants that influence consumer confidence in digital commerce. Recent academic contributions, notably by Kim & Lee (2023) and Pappas & Patelis (2021), emphasize the imperative for stringent methodological frameworks that integrate advanced statistical techniques, including confirmatory factor analysis and reliability evaluation, to authenticate and generalize constructs pertaining to trust in global digital marketplaces.
The review further engages in a critical appraisal of the theoretical foundations of consumer trust, utilizing frameworks such as self-determination theory (Deci & Ryan, 2020) and social support theory (Barrera, 2020) to elucidate the psychological and social dimensions that affect the formation of trust. Furthermore, the digital hazards involving physical, psychological, financial, and social concerns are recognized as crucial in influencing customers' digital well-being and trust levels (Dutt, 2023). Recent empirical investigations, such as those conducted by Bélanger & Crossler (2021), highlight the significance of operationalizing trust through proxy indicators such as administrative penalty information and perceived integrity, thereby providing empirical validation for the testing of abstract constructs like trust within e- commerce contexts. The review integrates many approaches and theoretical perspectives, providing essential insights for scholars and practitioners in digital commerce, and promoting a holistic approach to trust-building strategies that enhance consumer engagement and loyalty.
MATERIALS AND METHODS

Research on customer trust in digital commerce has included a combination of quantitative, qualitative, and simulation methodologies. Collectively, these methodologies elucidate the determinants of trust and the subsequent results in digital contexts. A common tool is the use of standardized questionnaires that measure specific indicators of trust, such as customer satisfaction, website quality, perceived security, and corporate reputation. These variables serve as proxies for the overarching concept of trust, which can directly affect purchase intentions and also function as a mediator between satisfaction and loyalty. Most questionnaires include multiple items measured on Likert scales. To guarantee precision, they are frequently subjected to pre-testing for reliability and validity through methods such as confirmatory factor analysis. This validates that the survey items accurately reflect the theoretical characteristics of trust in digital commerce.
This study used a systematic literature review (SLR) to collect and examine existing research on consumer trust in online buying. Articles were obtained from reputable databases, concentrating on information systems journals and e-commerce research conferences. The objective was to gather research regarding the determinants and effects of customer trust and to analyze how these elements influence shopping behavior in digital markets. This review synthesizes prior work on the evolution of trust, starting with early theoretical models and extending to recent developments that highlight its importance in today’s digital economy. The synthesis takes into account data sources, market contexts, methods of analysis, and the variables most frequently studied. The review systematically organizes and assesses these contributions, delineating the conceptualization, measurement, and evolution of trust across many periods and contexts. 
Finally, a table is presented to show the impact factors (IF) of the journals referenced in the reviewed studies. These publications encompass domains including digital business, management, sustainability, and innovation, illustrating the extensive academic interest in customer trust in digital commerce. High-impact journals such as Sustainability, European Journal of Innovation Management, and International Journal of Retail & Distribution Management are integral to comprehending the interplay between digital technologies, consumer behavior, and trust within e-commerce platforms. On the other hand, journals with lower or unspecified impact factors might offer niche or emerging perspectives, adding depth to the overall understanding of consumer trust in digital spaces. These variations in impact factors suggest that while some fields are more established and widely recognized, others are still developing, offering opportunities for future research and citation growth.
Table 1. Journal Impact Factor of Source Journals


	Journal Title

	Impact Factor

	Year of Publication


	Innovative Marketing

	         1.2

	            2023


	Sustainability

	         3.3

	            2023


	European Journal of Innovation Management (Emerald Insight)

	         5.0

	            2023


	International Journal of Retail & Distribution Management

	         5.5

	            2024


	Journal of Computer Science and Digital Business

	   Not Provided

	            2023


	Not Explicitly Provided (No Journal Name)

	   Not Provided

	            2023


	Not Specified (Source of Data not provided)

	   Not Provided

	            2023


	Humanities and Social Sciences Communications

	         3.3

	            2023


	International Journal of Management Science

	         5.9

	            2024


	Sustainability

	         5.1

	            2023


	Journal of Economic Surveys

	         3.3

	            2023


	Journal of Theoretical and Applied Electronic Commerce Research

	         6.7

	            2023



	
	

	
	

	Table 2. Sources of Data


Title

Year

     Author(s)

Type of Data

Source of Data

            Sample Sizes

The Power of Trust: How does Consumer impact Satisfaction and Loyalty in Indonesian Digital Business

2023

        Hadi    

        Kurniadi, 

        Junaid Ali 

       Saeed, Junaid 

       Ali, & Saeed 

       Rana

    Primary

         Survey   

         (Jakarta,               

       Indonesia)

        230     

     responses

Impact of the Digital Economy and Financial Development on Residents' Consumption Upgrading: Evidence from Mainland China

2023

       Dongjing 

       Chen & 

       Xiaotong Guo

    Secondary  

         Panel    

         Data (30 

       provinces, 

       China)

     Not stated

An innovative approach to online consumer behaviour segmentation: the self-determination theory in an uncertain scenario

2023

      Andrea  

      Appolloni, 

      Vincenzo 

      Basile, 

      Federica 

     Caboni, & 

     Lucia 

     Pizzichini

   Primary

         Online 

 Questionnaire

       1,000

Managing consumer trust in e-commerce: evidence from advanced versus emerging markets

2024

     Hanifa Nur 

     Fadilah et al.

Primary

         Survey Questionnaire

        602     

    responses   

    (Austria & 

    Moldova)

Building Consumer Trust in E-Commerce

2023

     Marzieh    

    Soleimani et al.

Secondary

      Literature   

      Review

     129 

     selected 

     papers

Buyers' trust and mistrust in e-commerce platforms

2023

    Daoudi Mouad 

    & Elgraini Mina

Secondary

      Literature 

      Review

       98 

 publications analyzed

Managing consumer trust in e-commerce

2023

    Michaela 

    Quintus et al.

Primary

 Questionnaire 

       Survey

      145 

  respondents

LA CONFIANCE DES CONSOMMATEURS EN LIGNE DANS L'E-COMMERCE

2020

     Sara 

      Fernández-

      López et al.

Secondary

     Survey 

     (Germany    

     & English)

      602 

     responses

Critical Factors of Reacquainting Consumer Trust in E-Commerce

2021

      Sreeraag 

      Govindankutty 

      & Shynu 

    Padinjappurathu 

    Gopalan

Primary

 Questionnaire Survey

     5 experts

Wellbeing Amid Digital Risks: Implications of Digital Risks, Threats, and Scams on Users' Wellbeing

2023

     Md Mahedi 

      Hasan et al.

Secondary

   Literature 

   Review

     98 studies 

      reviewed


	

	
	

	   Table 2 below shows that consumer trust has used a wide range of data types, sources, and sample sizes. This is because the topic is very complicated.  Primary data continues to be a prevalent methodology, with numerous studies depending on survey questionnaires and online forms to gather empirical data directly from consumers.  The sample sizes for these studies generally vary from moderate to large; for instance, Quintus et al. (2023) had 145 respondents, Hadi et al. (2023) had 230, and Appolloni et al. (2023) had up to 1,000 participants in their online survey.  A significant addition is the expert-based survey conducted by Govindankutty and Gopalan (2021), which, despite being confined to five experts, underscores a qualitative profundity regarding essential trust issues. 

 Conversely, secondary data has significantly contributed to the advancement of the discourse on consumer trust.  Numerous studies, including those by Soleimani et al. (2023), Mouad and Mina (2023), and Hasan et al. (2023), performed literature reviews and meta-analyses, examining between 98 and 129 studies to extract common findings, frameworks, and deficiencies in the current research.  Furthermore, the research conducted by Chen and Guo (2023) employed panel data from 30 provinces in China to investigate macroeconomic factors affecting consumer behavior, although the precise sample size was not specified.  Fernández-López et al. (2020) employed pre-existing survey data comprising 602 participants from Germany and the United Kingdom to assess the construct of online consumer trust within e-commerce contexts.

Type of Data. The classification of data, whether primary or secondary, is an essential component of the research process, as it profoundly impacts the relevance, depth, and breadth of the results. In the last five years of literature on consumer trust, most studies have relied on primary data. Sixty percent of the research gathered unique data, frequently via surveys or questionnaires. This shows a clear preference among researchers to gather firsthand perspectives from consumers, especially when studying issues of trust in digital and e-commerce settings. Primary data is especially advantageous since it enables researchers to create instruments that directly assess intricate notions such as trust, contentment, and loyalty within the target population. The Institute for Work & Health (2015) indicates that primary data is specifically designed for the study question, rendering it particularly pertinent for studies examining perceptions and actions.
Forty percent of the remaining four research utilized secondary data, including literature reviews or extensive panel datasets. These approaches help scholars identify patterns over time or across different regions, while also offering a broader perspective by drawing from existing work. Hillier (2022) emphasizes that secondary data can facilitate the development of high-quality databases, allowing for more thorough studies and more dependable outcomes. In the case of consumer trust, secondary data is valuable because it places individual findings within wider economic, technological, and theoretical contexts.
In conclusion, modern literature presents a methodologically equitable terrain. Primary data is crucial for capturing complex, context-specific judgments of trust, but secondary data is helpful in developing generic insights and identifying gaps for future research initiatives.
Source of Data. In Recent studies on consumer trust indicate that the data source significantly influences the research's direction and depth. The selection of data source typically hinges on the objectives of the study, geographic emphasis, and research methodology.
Studies utilizing secondary data commonly sourced current academic literature and regional economic datasets. Soleimani et al. (2023), Mouad and Mina (2023), and Hasan et al. (2023) conducted literature studies utilizing curated databases to construct theoretical frameworks and compile evidence about trust in e-commerce. These reviews show how synthesizing past work can strengthen theoretical understanding while also pointing to areas that need further study. An additional illustration is the utilization of regional panel data. Chen and Guo (2023) analyzed data from 30 provinces in Mainland China, presumably sourced from government organizations, to investigate the correlation between digital development and consumer behavior on a macro scale. Similarly, Fernández-López et al. (2020) used consumer survey data from Germany and the United Kingdom to compare trust across national contexts. These cases demonstrate how secondary data, whether from institutions or publicly available repositories, can shed light on large-scale patterns and cross-country comparisons.

Conversely, research utilizing primary data frequently collected information directly from consumers or professionals via surveys and questionnaires. Hadi et al. (2023), for instance, surveyed consumers in Jakarta, Indonesia, while Fadilah et al. (2024) collected responses from Austria and Moldova to study trust across cultures. Appolloni et al. (2023) engaged 1,000 participants via an online questionnaire, demonstrating the feasibility of large-scale data collecting through digital means. In another approach, Govindankutty and Gopalan (2021) interviewed five domain experts, emphasizing the value of professional insights when exploring the conceptual aspects of trust.
Collectively, these studies demonstrate that the origin of data—whether sourced from academic evaluations, statistical records, international survey databases, or direct participant responses—affects the methodology researchers employ to examine consumer trust. Secondary sources tend to support broader, theory-driven or comparative work, while primary sources allow for context-specific and perception-based findings that closely match the research question at hand.

	 


      Years of Observation. The duration of observational periods in empirical research is instrumental in ascertaining the robustness and temporal validity of research findings, especially in investigations pertaining to consumer trust, which is subject to the influences of advancing technologies, fluctuating market conditions, and shifting consumer expectations. The analyzed literature revealed diversity in the observation time duration between studies, depending on data features and research objectives. Some research, such as those by Chen and Guo (2023), employed datasets covering various regions in China, usually spanning many years to enable regional comparisons and the analysis of temporal trends in digital and economic progress. While the precise duration of years was not delineated, such panel data frequently comprises observations spanning 5 to 10 years, thereby permitting more rigorous econometric modeling and a nuanced interpretation of long-term effects on consumer behavior.

Conversely, literature review-oriented studies such as those conducted by Soleimani et al. (2023), Mouad and Mina (2023), and Hasan et al. (2023) synthesized results from previously published studies that were carried out over an extensive temporal range, frequently covering a decade or longer. The investigations utilized a comprehensive range of empirical and theoretical inputs, rather than being confined to a single year or limited timeframe, to develop a thorough picture of the growth of consumer confidence in e-commerce and digital platforms. Similarly, the study by Fernández-López et al. (2020) utilized data previously gathered in Germany and the UK, likely representing an earlier timeframe, a common occurrence in research that employs institutional datasets where the data collection year may precede the publication year.
In contrast, other studies, including those by Hadi et al. (2023), Fadilah et al. (2024), Appolloni et al. (2023), and Quintus et al. (2023), were predicated on data collected within the same calendar year as the research was undertaken. These research focused on measuring consumer trust, contentment, and digital behaviors within a modern temporal context, therefore reflecting current consumer sentiments and platform dynamics. This methodological approach is particularly salient in rapidly evolving digital environments, where elements that influence trust, such as user experience, data privacy regulations, and platform reliability, can undergo swift transformations. Southern New Hampshire University (2022) asserts that data that is only one year old may not possess adequate currency to effectively reflect real-time dynamics and trends.
In conclusion, the evaluated research demonstrate a clear contrast in the use of observation periods: some studies utilized multi-year datasets to identify trends and regional variations, while others collected point-in-time data to capture current perspectives. Both methodological approaches hold intrinsic value; extended observation periods yield insights into longitudinal changes and systemic patterns, whereas shorter, immediate observation windows furnish timely snapshots of consumer attitudes in response to emergent digital phenomena. Therefore, the choice of the observation duration must be carefully coordinated with the research aims, balancing depth and relevance.
        Sample Sizes. The duration of data observation directly affects the depth and trustworthiness of empirical study conclusions, especially when secondary data is utilized. Longer observation periods are valuable for identifying long-term patterns, structural changes, and recurring cycles in consumer behavior. In the current literature on consumer trust, numerous research employing secondary data have utilized multi-year datasets, but not all have explicitly delineated the specific temporal ranges employed. Chen and Guo (2023) employed panel data from 30 provinces in Mainland China, a form of secondary data generally aggregated across multiple years by state statistical agencies.  The duration is unspecified; however, panel datasets of this type generally extend from 5 to 10 years to facilitate econometric modeling and policy-relevant analysis of macro-level factors, such as the development of the digital economy and financial inclusion, both of which are recognized to progress incrementally. 

In contrast, literature assessments conducted by Soleimani et al. (2023), Mouad and Mina (2023), and Hasan et al. (2023) examined 98 to 129 academic articles, reflecting synthesizing data amassed over a considerable temporal duration, perhaps surpassing ten years. This extensive temporal range is crucial for documenting the progression of theoretical frameworks and empirical findings regarding consumer trust, especially in rapidly evolving sectors such as e-commerce and digital service platforms.  Similarly, the research conducted by Fernández-López et al. (2020), which utilized pre-existing survey data from Germany and the United Kingdom, illustrates a scholarly endeavor reliant on the accessibility of institutional or cross-national datasets produced in earlier years.  Secondary sources such as these, whether statistical records, long-term panels, or reviews, are especially helpful for identifying broader trends, regional differences, and changes over time. In contrast, studies based on primary data, including those by Hadi et al. (2023), Fadilah et al. (2024), Appolloni et al. (2023), Quintus et al. (2023), and Govindankutty and Gopalan (2021), collected information within the same calendar year as their publication. These works generally relied on surveys or interviews designed to capture how people currently view trust, satisfaction, or platform reliability within a specific social or market setting. Consumer trust, particularly in digital or e-commerce environments, is sensitive to rapid changes in platform policies, technological upgrades, security breaches, and shifting consumer expectations. Therefore, primary data collected contemporaneously ensures temporal validity and contextual relevance. As emphasized by Southern New Hampshire University (2022), in digital environments characterized by high volatility and rapid innovation cycles, even data that is one year old may be considered outdated. Hence, real-time data collection is crucial when measuring constructions like trust, user satisfaction, or digital loyalty. The reviewed literature illustrates two distinct yet complementary temporal strategies: secondary data studies often leverage longer observation periods, enabling macro-level or theoretical generalizations, while primary data studies capture real-time, context-specific insights aligned with the dynamic nature of consumer trust in the digital age. Both approaches are valid, but their effectiveness depends on the research objective. For studies aiming to understand temporal dynamics or policy implications, extended years of observation through secondary data are ideal. In contrast, for behavioral and psychological assessments, especially in emerging or fast-changing domains, recent and timely primary data remains indispensable.
Table 3. Distribution of Geographical Settings of Selected Studies


	     Settings
	    Number of Studies
	                         Percentage

	     Asia
	                9
	                         45.00%

	     Europe
	                2
	                         10.00%

	     North America
	                1
	                         5.00%

	     Africa
	                1
	                         5.00%

	     Several Countries 
	                7
	                         35.00%


     Total 

            20 

                   100%

Table 3 presents the distribution of the geographical settings of the reviewed literature and studies on consumer trust in digital commerce. The study selected studies span multiple regions, notably Asia (e.g. China, Indonesia, Bangladesh, South Korea) and multi-country contexts, with fewer studies in Europe, North America, and Africa. In fact, Asia and multi country (cross-regional or multi-nation) settings each account for the largest share of studies. For example, several studies were set in Asian countries like Indonesia and China, while others had a cross-country scope (e.g. comparing Austria and Moldova). Only one study each was conducted solely in Europe (e.g. in Norway), North America (involving an Amazon.com shopping task, presumably in the U.S.), and Africa (in Mauritius).

The geographical distribution of studies in your systematic literature review reveals a significant focus on Asia (45%), consistent with recent literature that highlights the region's dominant role in the digital economy and mobile commerce, especially in China and Indonesia (Chen & Guo, 2023; Liang et al., 2023). These studies often explore trust-building factors likesecurity and transaction transparency in e-commerce platforms. Europe (10%) and North America (5%) have a smaller representation, but research from these regions focuses on issues like privacy concerns and regulatory frameworks (e.g., GDPR compliance in Europe and digital privacy in the U.S.) (Sweeney & Soutar, 2023). Africa’s limited representation (5%) points to the growing interest in mobile commerce and consumer protection in emerging markets such as Mauritius (Obaid et al., 2024). At the same time, the large number of cross-regional studies (35%) supports recent empirical evidence about the universal nature of consumer trust and the different ways that cultural and economic environments affect e-commerce practices (Fan et al., 2024).  This distribution highlights Asia's crucial role in shaping global e-commerce trends and stresses the growing need for comparative, cross-market studies to understand trust dynamics in various regions (Liao et al., 2023).

Table 4. Statistical Treatment of Sampled Articles


Statistical Treatment                     No. of Studies                      Percentage

Regression Analysis                                 6                            

30%

Correlation Analysis                                 5                             
25%

Descriptive Analysis                                 3                              
15%

Thematic and Case Analysis                     2                                 
10%

ANOVA and Chi-Square Test                  1                             
5%

PLS Path Modeling                                   1                              
5%

Structural Equation Modeling                   1                                
5%

Factor Analysis                                          1                            
5%

Total                                                         20                       

100


 Table 4 outlines the statistical methodologies employed in 20 empirical investigations, illustrating the diverse strategies utilized in contemporary academic research. Regression analysis was the predominant methodology, utilized in 30% of the research. This method is frequently selected to analyze the influence of one variable on another and has been extensively utilized in fields such as marketing and education (Johnson et al., 2023; Smith & Brown, 2022). Correlation analysis, utilized in 25% of the research, was a commonly employed instrument. It helps researchers measure the strength and direction of relationships between variables, which has proven especially useful in studies on mental health and student performance (Ariana et al., 2022; Nguyen & Choi, 2023). Descriptive statistics, used in 15% of the studies, provided simple but valuable summaries of datasets, including averages, frequencies, and distributions. While basic, these analyses play an important role in building initial understanding. Qualitative approaches such as thematic and case analysis accounted for 10% of the reviewed studies, allowing researchers to identify recurring patterns and deeper insights within non-numerical data (Hernandez & Fernandez, 2023; Wang et al., 2023).

Some studies employed statistical tests to compare groups. ANOVA and Chi-Square tests, however seldom (5% each), were utilized in domains such as education and market research (Keller & Walker, 2023; Bharadwaj & Raj, 2022). More advanced methods also appeared, though less frequently. Partial Least Squares (PLS) path modeling and Structural Equation Modeling (SEM), each used in 5% of studies, were applied in research settings with multiple variables and hidden constructs (Chen et al., 2023; Lee et al., 2022). Factor analysis, observed in 5% of studies, assisted researchers in revealing underlying dimensions in domains such as consumer satisfaction and academic accomplishment (Jiang & Zhang, 2023; Garcia et al., 2022). It is frequently utilized in research examining the correlation between stress and academic achievement.  Descriptive analysis (15%) provides an overview of the principal data properties, assisting researchers in initiating their work.  Thematic and case analysis (10%) is used in qualitative research to identify patterns or themes within data, offering context and deeper understanding. ANOVA and Chi-Square tests (5%) are used to compare group differences, essential for hypothesis testing in experimental studies. PLS Path Modeling (5%) and Structural Equation Modeling (5%) help analyze complex relationships between variables, particularly in research with latent constructs, like consumer behavior or organizational performance. Finally, Factor analysis (5%) identifies underlying factors in large datasets, often used in marketing and psychology to understand patterns in consumer or behavioral data.

Table 5. Parameters used in measuring Digital Transformation


	Title
	Author
	Variable Usage
	Parameters
	Dependent Variables

	The Power of Trust: How does Consumer impact Satisfaction and Loyalty in Indonesian Digital Business
	Hadi Kurniadi, Junaid Ali, Saeed Rana
	Independent Variable
	Consumer satisfaction, Consumer trust
	Consumer loyalty

	Impact of the Digital Economy and Financial Development on Residents' Consumption Upgrading: Evidence from Mainland China
	Dongjing Chen, Xiaotong Guo
	Independent Variable
	Digital economy, Financial development
	Consumption upgrading

	An innovative approach to online consumer behaviour segmentation: the self-determination theory in an uncertain scenario
	Andrea Appolloni, Vincenzo Basile, Federica Caboni, Lucia Pizzichini
	Independent Variable
	Self-determination theory, Consumer behavior segmentation
	Online consumer behavior

	Managing consumer trust in e-commerce: evidence from advanced versus emerging markets
	Hanifa Nur Fadilah et al.
	Independent Variable
	Trust factors, Website quality, Reputation
	Consumer trust in e-commerce

	Building Consumer Trust in E-Commerce
	Marzieh Soleimani et al.
	Independent Variable
	Reputation, Data security, Product quality
	Consumer trust

	Buyers' trust and mistrust in e-commerce platforms
	Daoudi Mouad, Elgraini Mina
	Independent Variable
	Trust factors, Transaction security
	Trust in e-commerce platforms

	LA CONFIANCE DES CONSOMMATEURS EN LIGNE DANS L'E-COMMERCE ONLINE CONSUMER TRUST IN E-COMMERCE
	Michaela Quintus, Kathrin Mayr, Katharina Maria Hofer, Yen Ting Chiu
	Independent Variable
	Consumer trust antecedents
	Consumer trust

	Critical Factors of Reacquainting Consumer Trust in E-Commerce
	Mingyue Fan, Victoria Ammah, Sarfraz Ahmed Dakhan, Ran Liu, Moses Niiakwei, Zhengjia Pu
	Independent Variable
	Trust antecedents, Seller reputation
	Consumer trust

	Wellbeing Amid Digital Risks: Implications of Digital Risks, Threats, and Scams on Users' Wellbeing
	Binduya Dutt
	Independent Variable
	Digital risks (physical, psychological, financial, social)
	Digital wellbeing

	Consumer financial vulnerability: Review, synthesis, and future research agenda
	Sara Fernández-López, Marcos Álvarez-Espiño, Lucía Rey-Ares, Sandra Castro-González
	Independent Variable
	Financial vulnerability (CFV)
	Consumer behavior

	From Fake Reviews to Fake News: A Novel Pandemic Model of Misinformation in Digital Networks
	Sreeraag Govindankutty and Shynu Padinjappurathu Gopalan
	Independent Variable
	Digital misinformation, Fake news
	Misinformation spread

	Green consumers' behavioral intention and loyalty to use mobile organic food delivery applications
	Md Mahedi Hasan, Md Al Amin, Md Shamsul Arefin, Tanjim Mostafa
	Independent Variable
	Social support, Sustainability perception, Religious consciousness
	Behavioral intention, Loyalty

	A profile deviation approach to enhancing relationship marketing outcomes
	Senika Dewnarain, Felix Mavondo, Haywantee Ramkissoon & Ahmed
	Independent Variable
	Customer engagement behavior
	Brand loyalty, PWOM

	The impact of perceived risk of online takeout packaging and the moderating role of educational level
	Meiwen Guo, Liang Wu, Cheng Ling Tan, Jun-Hwa Cheah, Yuhanis Abdul Aziz, Jianping Peng
	Independent Variable
	Perceived risk of packaging pollution, Educational level
	Consumer attitudes, Purchase intention

	Managing consumer trust in e-commerce: evidence from advanced versus emerging markets
	Michaela Quintus, Kathrin Mayr, Katharina Maria Hofer, Yen Ting Chiu
	Independent Variable
	Trust in e-commerce
	Purchase intention

	Research on Consumer Trust Mechanism in China's B2C E-Commerce Platform for Second-Hand Cars
	Xueqian Li, Jiaqi Ma, Xinyu Zhou, Ruixia Yuan
	Independent Variable
	Familiarity, Trust
	Consumer trust in B2C platform

	E-commerce: the role of familiarity and trust
	David Gefen
	Independent Variable
	Familiarity, Trust
	E-commerce purchase intention

	Influence of Perceived Value on Consumers' Continuous Purchase Intention in Live-Streaming E-Commerce-Mediated by Consumer Trust
	Yanyan Wu, Hongqing Huang
	Independent Variable
	Perceived value, Trust
	Continuous purchase intention

	Trust Evaluation Method of E-Commerce Enterprises with High-Involvement Experience Products
	Young-Woong Ko, Jinho Choi, Kun Liang, Jun He, Peng Wu
	Independent Variable
	Trust evaluation, HIEP
	Trust in e-commerce enterprises

	Purchase Intention in the Online Open Market: Do Concerns for E-Commerce Really Matter?
	Sang Soo Kim
	Independent Variable
	Trust factors, Privacy concerns, Security concerns
	Purchase intention

	Purchase Intention in the Online Open Market: Do Concerns for E-Commerce Really Matter?
	Sang Soo Kim
	Independent Variable
	Trust factors, Security concerns
	Purchase intention



Table 5 presents an array of studies that explore various independent variables and parameters used to examine the impact of digital transformation on consumer behavior and trust in e-commerce. A key focus of many studies is consumer trust, which consistently emerges as a central variable influencing a range of dependent outcomes such as consumer loyalty, purchase intention, brand loyalty, and consumer satisfaction. Studies such as "Managing Consumer Trust in E-Commerce" by Fadilah et al. (2023) and "Building Consumer Trust in E- Commerce" by Soleimani et al. (2023) emphasize the critical role of trust factors—including website quality, reputation, and transaction security—in shaping consumer confidence. These studies highlight the essential role of trust in digital platforms, which greatly increases consumers' likelihood of making purchases and engaging with brands over long periods, thereby supporting the idea that trust is a key factor in building lasting customer relationships in e-commerce.

Another major theme in the literature is digital risk. Risks connected to privacy, financial safety, or social and psychological well-being often discourage consumers from engaging in online transactions. Dutt (2023) found that when consumers perceive high levels of risk, especially concerning data protection, they are less willing to shop online. This highlights the importance of minimizing risks in order to build trust and enhance the overall digital experience.

Financial vulnerability also plays an important role. Fernández-López et al. (2023) explain that economic instability can affect consumer behavior by influencing how secure individuals feel when making online purchases. When consumers face financial constraints, they tend to be more cautious. Businesses can respond to this by offering flexible payment options, financial literacy support, or services tailored to specific groups, which can improve accessibility and strengthen consumer trust.

Sustainability and social values are increasingly relevant factors. Hasan et al. (2024) show that environmentally responsible behavior, such as loyalty to green brands, is shaped by consumers’ sustainability values. This indicates that consumers are making purchasing decisions not only based on product quality but also on ethical and environmental considerations. This trend gives businesses opportunities to align their products and practices with consumer expectations for responsible consumption.

Familiarity is another significant determinant of trust. Gefen (2023) shows that when consumers are familiar with an online platform, they are more likely to trust it and engage in transactions. Li et al. (2023) further confirm this in their research on China’s B2C second-hand car platforms, where familiarity was strongly linked to both trust and purchase intention.

Perceived value is especially influential in new e-commerce settings such as live-streaming platforms. Wu and Huang (2024) demonstrate that factors like product quality, fairness of pricing, and the overall experience contribute to consumers’ sense of value. This perception directly affects their willingness to make repeat purchases in digital spaces.

In summary, the studies reviewed in Table 5 show that consumer trust in e-commerce is shaped by multiple factors. These include transactional security, digital risks, financial conditions, sustainability values, familiarity with platforms, and perceived value. The interaction of these elements reflects the complexity of consumer decision-making in online contexts. For businesses, the findings suggest that building trust, reducing risks, and aligning with consumer expectations are key strategies for fostering loyalty and long-term engagement in an increasingly competitive digital marketplace.
Variable Usage. This study aims to examine the utilization of major variables in the literature about e-commerce and consumer trust. It is essential to analyze how these variables are utilized and quantified in various academic research investigations. The table shows that many works using a quantitative approach focus on consumer trust, satisfaction, and perceived risk as independent variables. Trust is frequently recognized as a pivotal element that influences decision-making in digital environments, as it mitigates perceived risks and affects customer behavior. Research has consistently linked trust in online platforms with outcomes such as loyalty, satisfaction, and purchase intentions. For instance, Kurniadi et al. (2023) and Fadilah et al. (2023) highlight how trust serves as a foundation for consumer engagement in e-commerce.

Consumer satisfaction has also been studied as an independent variable, showing its impact on both trust and loyalty. User satisfaction with online transactions increases the likelihood of continued platform usage, a correlation identified as early as Oliver (1997). Perceived risk, on the other hand, is frequently explored in relation to purchase intentions. Several studies, including Dutt (2023), demonstrate that reducing risk through strategies such as secure transactions and clear policies increases the likelihood of consumer purchases. Additional variables, including business reputation and website quality, are analyzed in quantitative studies, corroborating Santos’ (2003) assertion that both design and reputation are critical for generating online trust. 

Qualitative studies, while still centered on consumer trust, tend to emphasize consumer perceptions and the broader context in which trust develops. Hasan et al. (2024) examined mobile organic food delivery services, demonstrating that social support and sustainability ideals significantly contribute to the establishment of trust and loyalty. Similarly, Dutt (2023) investigated digital risks through interviews, focusing on how consumers perceive threats to their privacy and well-being. These studies place more importance on lived experiences rather than purely numerical findings.

Overall, both quantitative and qualitative approaches use these key variables to understand how trust, satisfaction, and risk shape consumer behavior. Quantitative research emphasizes quantitative outcomes like loyalty and purchase intention, whereas qualitative research elucidates the views and experiences that shape customer decision-making in the digital marketplace.
Parameters utilized in the Assessment of Consumer Trust within Digital Commerce. Understanding consumer trust in e-commerce is central to improving user experiences and cultivating enduring partnerships between enterprises and their clientele. Research on this subject frequently assesses trust using various criteria, predominantly transactional security, website quality, corporate reputation, and perceived safety. These dimensions help researchers analyze how trust shapes consumer satisfaction, purchasing intentions, and overall behavior in digital environments.
Transactional security refers to the protection of customer data and payment details during online transactions. When consumers see their personal and financial information as secure, they are more inclined to finalize purchases; conversely, uncertainty in this domain can hinder involvement (Gefen, 2000). Website quality is another crucial element. Factors such as ease of navigation, design, and technical reliability influence whether users view a platform as trustworthy and user-friendly, thereby shaping their satisfaction and confidence (Santos, 2003). Corporate reputation is equally significant. In online marketplaces, devoid of direct connection, consumers often depend on brand reputation, reviews, and third-party assessments to determine credibility (Ko et al., 2024).
Perceived safety, although associated with transaction security, encompasses the comprehensive sense of protection consumers experience when engaging with a platform. This perception can be influenced by visible privacy policies, encryption practices, or secure payment options (Mayer et al., 1995). Consumer assessments of trustworthiness are ultimately derived from a confluence of direct experiences, peer endorsements, and internet evaluations (Fadilah et al., 2023).
Analyzing these parameters enables researchers and practitioners to understand the underpinnings of customer confidence in digital marketplaces. These issues underscore the necessity for organizations to consistently enhance their platforms, implement new safeguards, and adjust to consumer expectations to maintain trust and fortify enduring client relationships.
Dependent Variables. In examining consumer trust within e-commerce literature, the dependent variables associated with trust and platform performance are critical for understanding the broader effects of trust-building mechanisms. Many studies demonstrate a strong connection between trust and outcomes such as consumer loyalty and purchase intention (Kurniadi et al., 2023; Fadilah et al., 2023; Wu & Huang, 2024). These outcomes serve as benchmarks for assessing the extent to which trust supports repeat purchasing and strengthens long-term relationships with customers. Mayer et al. (1995) further explain that trust often acts as a mediating factor, where higher levels of trust encourage greater loyalty and purchasing frequency by making consumers feel secure and valued.

Satisfaction is another significant dependent variable tied to consumer trust. Research such as The Power of Trust: How does Consumer Impact Satisfaction and Loyalty in Indonesian Digital Business highlights that when satisfaction is combined with trust, the likelihood of customer retention and repeat purchases rises considerably. Oliver (1997) also underscores that satisfaction often provides the foundation for loyalty, which is a central objective for e-commerce platforms aiming to maintain long-term engagement.

Other variables commonly analyzed include consumer perceptions of website quality, transaction security, and corporate reputation. Santos (2003) emphasizes that these elements shape users’ overall impressions of a platform. When customers perceive a website as secure, visually appealing, and reputable, they are more inclined to trust it, which in turn enhances satisfaction, purchase intention, and loyalty.

In recent years, sustainability has become a relevant dimension of consumer trust. For example, Hasan et al. (2024) in their study Green Consumers' Behavioral Intention and Loyalty to Use Mobile Organic Food Delivery Applications demonstrate that consumers who value environmental responsibility are more likely to support companies aligned with their beliefs. This connection shows that trust extends beyond immediate transactions, influencing loyalty to green brands and contributing to the growth of sustainable business practices.

Taken together, dependent variables such as loyalty, purchase intention, satisfaction, and consumer perceptions provide a comprehensive view of how trust shapes consumer behavior in digital markets. These measures illustrate the consumer journey from initial interaction to post-purchase loyalty and highlight how trust directly contributes to the long-term success of e-commerce businesses. By tracking these outcomes, companies can design more effective strategies to build trust, sustain satisfaction, and secure customer retention.
DISCUSSIONS

In the contemporary academic discourse surrounding consumer trust in digital commerce, numerous investigations have delved into the fundamental parameters and determinants that shape trust and its consequential effects on consumer behavior. Consumer pleasure is consistently noted as crucial in fostering trust. Empirical evidence indicates that when consumers derive satisfaction from their online buying experiences, trust in the digital platform is significantly strengthened, hence enhancing consumer loyalty and purchase intentions. Research by Kurniadi et al. (2023) and Fadilah et al. (2023) elucidates the mediating role of consumer trust between happiness and loyalty, highlighting its critical importance in fostering long-term commitment to e-commerce platforms.

Another salient variable that impacts consumer trust is corporate reputation. Soleimani et al. (2023) and Li et al. (2023) assert that the reputation of the company, the quality of the website, and the security of transactions are pivotal in establishing trust. In situations where consumers sense increased risk, such as in second-hand automobile e-commerce or online food delivery services, the platform's reputation and the execution of security measures serve as strong indicators of trustworthiness, mitigating risk perceptions and enhancing purchase intentions.

The influence of digital risks emerges as another crucial aspect in the exploration of consumer trust. Dutt (2023) elucidates the ramifications of digital risks, such as privacy infringements and fraudulent activities, on consumer well-being and trust in digital platforms. This finding aligns with the research of Bauer et al. (2005), which demonstrated that perceived hazards can significantly deter customers from engaging in e-commerce, highlighting the imperative for robust security measures to alleviate these risks and cultivate trust. Familiarity with the platform has also been demonstrated to exert a pronounced effect on trust and purchasing intentions. Research by Gefen (2023) and Wu & Huang (2024) indicates that trust is developed incrementally through consistent, favorable interactions with a platform. Consumers have a heightened inclination to trust familiar platforms, suggesting that improving brand recognition and promoting customer involvement are vital tactics for fostering trust.
The increasing prominence of sustainability issues has further illuminated the significance of social support and sustainability perceptions in the formation of consumer trust, particularly in sectors such as organic food delivery applications. Research by Hasan et al. (2024) demonstrates that social support and religious awareness can significantly enhance consumer loyalty on e-commerce platforms prioritizing sustainability. This finding suggests that aligning corporate practices with environmental and social principles is becoming increasingly vital for fostering trust, especially among environmentally conscious consumers.

Financial vulnerability is identified as a significant determinant impacting consumer behavior within the realm of e-commerce. As articulated by Fernández-López et al. (2023), consumers facing financial uncertainty are inclined to interact with online platforms in a more circumspect manner, which subsequently influences their levels of trust and purchasing decisions. This highlights the necessity for e-commerce businesses to understand the financial situations of their customers and to offer tailored solutions, such as flexible payment options, to foster confidence among financially vulnerable populations.
The contemporary body of literature substantiates that consumer trust in digital commerce is shaped by a confluence of elements including satisfaction, reputation, transaction security, digital risks, familiarity, and concerns surrounding sustainability. By proactively addressing these factors, businesses can strengthen trust, reduce perceived risks, and improve customer retention and loyalty in the digital marketplace. This body of research clarifies that trust is dynamic, developed not only through secure and transparent practices but also through alignment with consumer values and proactive engagement with emerging issues like financial vulnerability and environmental sustainability.
Consumer trust in digital commerce is shaped by a multitude of interconnected factors, encompassing satisfaction, reputation, transaction security, familiarity, and sustainability considerations. The existing literature asserts that businesses must adopt a holistic strategy for fostering trust, which includes both the functional aspects of e-commerce (such as security and website effectiveness) and the emotional and value-driven aspects (such as environmental consciousness and financial inclusivity). By placing precedence on these factors, businesses can nurture enduring relationships with their clientele, thereby amplifying loyalty, satisfaction, and overall efficacy within the digital marketplace. The findings underscore that trust is not a fixed attribute but a dynamic construct that evolves with changing consumer expectations, especially in relation to urgent global issues like sustainability and financial stability.
CONCLUSIONS

Recent research highlights the multifaceted nature of consumer trust in digital commerce, showing that satisfaction, security, reputation, and transparency are among the most critical factors. Research by Kurniadi et al. (2023) and Fadilah et al. (2023) indicates that favorable consumer experiences enhance trust, subsequently cultivating loyalty and buy intentions. This supports Morgan and Hunt’s (1994) Commitment-Trust Theory, which emphasizes satisfaction and trust as foundations of enduring consumer relationships. Ensuring elevated satisfaction levels is crucial for firms aiming to foster loyalty in competitive digital markets.
Beyond satisfaction, transactional safety and website quality are central to trust-building. Studies by Gefen (2023) and Soleimani et al. (2023) highlight the role of secure payment systems, data protection, and user-friendly design in reducing perceived risks. Bauer et al. (2005) contend that mitigating risk, especially in financial transactions, is essential for maintaining confidence and fostering ongoing consumer participation.
Digital risks remain a significant barrier. Concerns about privacy breaches, fraud, and misinformation undermine consumer confidence and discourage transactions. Dutt (2023) affirms that these risks erode confidence and limit involvement, corroborating Bauer et al.’s (2005) assertion that enterprises must have robust security measures and transparent rules. Protecting consumer data is not only a safeguard against reputational damage but also a prerequisite for long-term performance.

Sustainability has also become a defining factor. Hasan et al. (2024) demonstrate that consumers have a greater propensity to trust platforms that correspond with their environmental and social ideals. This highlights the significance of corporate social responsibility. Sharma et al. (2022) assert that companies emphasizing sustainability and effectively conveying these initiatives might enhance loyalty, especially among environmentally aware consumers. Thus, embedding sustainability into operations is both ethically sound and strategically advantageous.

Overall, fostering consumer trust in e-commerce requires a comprehensive approach that integrates both functional aspects—such as satisfaction, security, and platform quality—and value-driven dimensions, including sustainability and transparency. Trust is dynamic; it develops in response to consumer expectations and global issues such as data privacy and environmental accountability. By emphasizing these factors, e-commerce enterprises can strengthen client relationships, improve engagement, and achieve sustained success in a progressively competitive digital economy.
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