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ABSTRACT: The rising complexity of today’s networks and the growing popularity of Software- Defined Networking (SDN) have also brought about new security threats, such as spoofing attacks, zero- day attacks, and encrypted trafficbased attacks. Conventional intrusion detection systems are inefficient in dealing with these dynamic attack patterns because of their dependence on fixed rules and signature matching. This paper presents SmartChainGuard, a hybrid AIbased intrusion detection framework that combines Convolutional Neural Networks (CNN), Bidirectional Long Short- Term Memory (BiLSTM), and Attention mechanisms to effectively identify complex cyberattacks in SDN networks. The proposed system utilizes JA3 TLS
Fingerprinting to inspect encrypted traffic without decrypting the payload, thus maintaining privacy while improving
increased the attack surface of contemporary communication infrastructure.
detection precision. To build trust, transparency, and integrity, blockchain technology is used for secure logging of security events and trust values. The proposed system is trained and tested on standard datasets such as UNSW-NB15, CICIDS2017, and BoT-IoT.
Experimental results show high detection accuracy, low false positives, and good generalization performance, making the proposed system an effective choice for real-time and largescale SDN networks.
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1. INTRODUCTION
The growing trend of cloud computing, Internet of Things (IoT), and large-scale enterprise networks has dramatically Software-Defined Networking (SDN) has been widely adopted owing to its centralized control, programmability, and flexibility. However, this centralized control system also poses vital security threats, making the SDN network highly vulnerable to spoofing attacks, zero-day attacks, and complex attacks concealed in encrypted channels.
Conventional intrusion detection systems (IDS) mainly focus on signature-based and rule-based approaches, which are inefficient against unknown attacks and rapidly changing threat patterns. Additionally, the rising trend of TLS/SSL encryption has impeded the effectiveness of payload-based inspection methods, thus reducing the visibility and detection capabilities on conventional security systems.

Recent breakthroughs in machine learning and deep learning have shown immense promise in improving the performance of intrusion detection systems.
Convolutional Neural Networks (CNN) facilitate efficient spatial feature extraction, and Long Short-Term Memory (LSTM) networks model temporal relationships in network traffic patterns. However, the existing deep learning-based IDS approaches are context-unaware and suffer from high false positive rates in dynamic SDN networks.
This paper highlights the significance of joint spatial, temporal, and contextual feature learning for effective intrusion detection in SDN-based networks. Specifically, this paper presents a comprehensive approach to the integration of CNN, BiLSTM, and Attention mechanisms for enhanced intrusion detection accuracy and resistance to


spoofing attacks and zero-day attacks. This paper also emphasizes the significance of privacy-preserving encrypted
traffic analysis, which is achieved through the integration of JA3 TLS fingerprinting without decrypting the payload of the packets.
In addition, this paper emphasizes the importance of trust, transparency, and integrity in security event management. The centralized storage of intrusion logs is still prone to tampering and single points of failure. To overcome this issue, this paper presents the significance of blockchain technology for tamperproof storage of security events and trust scores in SDN networks.
In conclusion, this paper presents Smart Chain Guard, a blockchain-based hybrid intrusion detection framework for SDN networks that integrates deep learning and encrypted traffic analysis. The proposed system is validated using standard datasets such as UNSW-NB15, CIC- IDS2017, and BoT-IoT, which show excellent detection accuracy,
minimized false positives, and real-time applicability for next generation networks.
2. RELATED WORK
Intrusion detection has remained an area of active research for the past few decades, with early solutions mainly focusing on signature- based and rule-based methods. Tools like Snort and Suricata proved successful in identifying known attack signatures but lacked the capability to generalize and adapt to zero-day attacks and new behaviors. These shortcomings have driven the need

for machine learning-based intrusion detection methods that can learn patterns from network traffic data itself.
Support Vector Machines (SVM), k-Nearest Neighbours (KNN), Decision Trees, and Random Forests are some of the earliest machine learning models that have been extensively used for network intrusion detection tasks. Although these methods have shown improvements over signature-based solutions, they are highly dependent on manual feature engineering and lack the ability to model complex temporal relationships in network traffic. Additionally, they are not scalable to high-speed and large-scale Software-Defined Networking (SDN) environments.
With the development of deep learning, researchers have proposed Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN) for intrusion detection. CNN-based methods are very effective in extracting spatial features from traffic flow maps, while Long ShortTerm Memory
(LSTM) networks have the ability to learn sequential traffic patterns. However, some research studies have shown that CNN alone or LSTM alone does not have enough contextual understanding, resulting in a higher false positive rate for the detection of complex and stealthy attacks.
Hybrid deep learning models that combine CNN and LSTM have been proposed to overcome the limitations of individual models. These models have shown better performance by learning both spatial and temporal features. However, most of the existing hybrid models have not been able to give sufficient emphasis to critical traffic features or time points, making them less effective for spoofing attack based intrusions and encrypted traffic-based intrusions. Moreover, most of the existing models have been tested on a single dataset, which raises concerns about their ability to generalize well in different network environments.
Analysis of encrypted traffic has recently become a major challenge owing to the increasing use of TLS/SSL protocols. Some works have used flow- level statistics or side-channel information, while others have used partial decryption, which is a privacy issue. JA3 TLS fingerprinting has been proposed as a simple and privacy-preserving method for detecting malicious encrypted traffic based on the characteristics of the TLS handshake. However, its integration with deep learning based intrusion detection systems in SDN networks is still limited.
Blockchain technology has recently received attention in network security research owing to its ability to support decentralized, immutable, and tamper-proof data storage. Some previous works have explored blockchain-based access control, trust management, and secure logging in SDN and IoT networks. However, blockchain integration is still considered a separate module and is not often combined with sophisticated deep learning-based intrusion detection systems for real-time spoofing and attack detection.
Unlike previous works, this paper focuses on a unified framework that encompasses hybrid deep learning, encrypted traffic analysis, and blockchain trust management in an SDN framework. The proposed Smart Chain Guard framework combines CNN, BiLSTM, and Attention techniques with JA3 TLS fingerprinting and blockchain-based secure logging to overcome the shortcomings of previous works and offer a scalable, accurate, and trustworthy intrusion detection system for the SDN environment.
3. 
METHODOLOGY
This section introduces a comprehensive description of the proposed methodology used in Smar tChain Guard,
A Blockchain-based hybrid intrusion detection framework for Software-Defined Networking (SDN). The proposed methodology aims to overcome the limitations of traditional intrusion detection systems by incorporating intelligent detection using deep learning techniques, analysis of encrypted traffic, and trust management using blockchain technology. The proposed methodology has several steps, including traffic collection, preprocessing, encrypted traffic fingerprinting, hybrid attack detection using deep learning techniques, secure logging using blockchain technology, and mitigation using SDN.
A. SDN-Based Traffic Monitoring and Data Acquisition In the proposed architecture, the SDN controller is the key component for traffic monitoring. OpenFlow switches
provide periodic flow statistics to the controller, allowing
the system to have a global understanding of network traffic. In contrast to traditional packet-level monitoring, flow-level monitoring has lower processing complexity with adequate traffic visibility for anomaly detection.
The traffic information collected includes source and destination IP addresses, transport layer ports, protocol types, packet and byte counts, flow duration, and interarrival times. The centralized and programmable traffic acquisition mechanism enables the system to identify attacks that are hard to detect by distributed security systems.
B. Data Preprocessing and Traffic Representation
Traffic data may be noisy, have missing values, and have unbalanced class distributions. To mitigate these problems, data preprocessing techniques like data cleaning, normalization, and feature transformation are employed. Missing and inconsistent values are discarded or replaced, and numerical attributes are normalized to facilitate robust model training.
Traffic patterns are represented in a structured format amenable to deep learning. The temporal relationships are maintained to facilitate sequence analysis, which is essential for
detecting spoofing attacks and multi-step intrusion actions. This phase ensures that both statistical and behavioral properties of traffic patterns are properly modeled.
C. Privacy-Preserving Encrypted Traffic Analysis Using JA3 Fingerprinting
Attacks have evolved to use encrypted communication sessions to avoid detection. Rather than decrypting the traffic, which is privacy and computationally expensive, the proposed approach uses JA3 TLS fingerprinting to analyze the encrypted traffic.
JA3 fingerprints are derived from the TLS handshake parameters, including cipher suites, extensions, elliptic curves, and protocol versions. JA3 fingerprints are used as distinct behavioural markers for client and server applications. The addition of JA3 features to the traffic model enables the detection of malicious encrypted traffic while maintaining confidentiality and privacy.

D. Hybrid Deep Learning Architecture for Intrusion Detection
1. Convolutional Neural Network (CNN) Module
The CNN module is tasked with extracting spatial and structural patterns from traffic feature representations. The convolutional filters learn correlations between traffic features automatically, allowing for the detection of local anomalies and attack signatures without manual feature engineering. This module improves the system’s capability to detect subtle changes caused by spoofing and obfuscation attacks.
2. Bidirectional LSTM (BiLSTM) Module
Network attacks tend to have temporal dependencies, where malicious activities are carried out over time. The BiLSTM module processes traffic sequences in both forward and backward passes, allowing for the detection of long-term dependencies and context relationships. This bidirectional processing of traffic sequences improves the system’s capability to detect slow and stealthy attacks that tend to evade traditional detection systems.
Attention Mechanism
Not all traffic features and time steps are equally important for intrusion detection. The Attention mechanism assigns dynamic weights to the most important features and time steps.
By filtering out
unimportant patterns and suppressing irrelevant information, the Attention mechanism improves the system’s interpretability and reduces false positives significantly.

The output from these modules is fed into a fully connected classification layer, which classifies traffic as normal or malicious.
E. Blockchain-Based Secure Logging and Trust Management
To mitigate trust and integrity issues, the proposed approach incorporates blockchain technology for secure logging of events. Every intrusion event that is detected, along with their corresponding metadata and trust values, is stored as a transaction in the blockchain. The decentralized and tamperproof property of blockchain ensures that security logs cannot be tampered with or deleted, thus providing trustworthy auditability.
The trust values associated with network entities are updated dynamically based on their past behavior and detection results. This trust-management mechanism enhances decision-making and allows for long-term behavioral analysis of network entities.
SDN-Driven Real-Time Mitigation and Enforcement
After the detection of malicious traffic, the intrusion detection module interacts with the SDN controller to trigger the mitigation process. The SDN controller dynamically changes the flow rules to drop, isolate, or redirect malicious traffic. Model Training, Validation, and Generalization
The proposed deep learning model is trained and tested on the benchmark datasets UNSW-NB15, CIC-IDS2017, and BoT-IoT. The datasets include varied attack scenarios and simulate real- world traffic. The performance of the model is tested using various metrics such as accuracy, precision, recall, F1-score, and false positive rate. Crossvalidation is used to validate the generalization ability of the proposed framework.

In conclusion, the proposed methodology encompasses SDN- based traffic monitoring,
privacy-preserving encrypted traffic analysis, hybrid deep learning-based intrusion detection, blockchain- based trust management, and real-time mitigation. The proposed methodology will make Smart Chain Guard capable of efficiently identifying complex cyberattacks while maintaining scalability, transparency, and trust in the SDN environment.

4. ARCHITECTURE
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Result Findings and Discussion
This section will discuss the experimental results of the proposed SmartChainGuard framework and shed light on the important findings related to the detection accuracy, robustness, and real- time applicability of the proposed framework in the Software-Defined Networking (SDN) domain. The performance of the proposed hybrid intrusion detection system is evaluated using various benchmark datasets, such as UNSW- NB15, CIC-IDS2017, and BoTIoT, to test the generalization capability of the proposed system in different attack scenarios.
A. Performance Evaluation Metrics
The performance of the proposed system is measured using the conventional intrusion detection performance metrics, such as Accuracy, Precision, Recall, F1-score, and False Positive Rate (FPR).
B. Detection Accuracy and Classification Performance
The experimental results show that the proposed CNNBiLSTM-Attention model	has	high
detection accuracy for all tested datasets. The combined model outperforms traditional machine learning models and pure deep learning models by successfully identifying spatial, temporal, and contextual patterns of traffic.
The Attention component is essential for improving the accuracy of classification by emphasizing the most important traffic patterns and time points. This leads to a substantial decrease in the number of false positives, especially for complex spoofing attacks
and multi-stage intrusions, which have a subtle behavioral pattern.
C. Encrypted Traffic Detection Analysis
One of the most important findings of this research is that the JA3 TLS fingerprinting method is highly effective in detecting malicious encrypted traffic. The addition of JA3 features allows the proposed system to detect malicious encrypted

traffic without decrypting the traffic payload, thus ensuring user privacy while maintaining high detection capability. Compared to the analysis of flow features alone, the JA3- extended model shows better recall for encrypted attack cases, which makes it more suitable for today’s network environment where encrypted traffic is dominant.
D. Cross-Dataset Generalization Results
To assess robustness and generalization capabilities, the proposed approach is trained on one dataset and tested on other datasets. The results indicate that SmartChainGuard achieves consistent performance on datasets with varying traffic patterns and attack distributions. This result validates that the proposed hybrid deep learning model prevents overfitting on a particular dataset and is effective in adapting to diverse SDN traffic patterns.
E. Impact of Blockchain-Based Trust Management
The inclusion of blockchain technology for secure logging and trust management does not cause noticeable performance degradation. Security incidents and trust values are stored as unalterable blockchain transactions, which are tamper-proof and auditable. Experimental results suggest that blockchainbased logging improves trust and transparency in intrusion detection outcomes, particularly in distributed SDN networks where centralized logging is susceptible to malicious manipulation.
F. Real-Time Applicability and SDN Mitigation
The seamless interoperation between the intrusion detection module and the SDN controller facilitates real-time attack mitigation. Malicious traffic is automatically suppressed or segmented by updating flow rules.
Experimental assessment verifies that the proposed automated response strategy is effective in constraining attack spread while preserving network availability and performance.
In summary, the experimental results prove the efficacy of the proposed SmartChainGuard framework in identifying spoofing attacks, zero-day attacks, and encrypted trafficbased attacks in SDN
networks. The results show that the combination of hybrid deep learning, JA3 fingerprinting, blockchain trust management, and SDN programmability leads to a scalable, accurate, and trustworthy intrusion detection system for next- generation networks.
Future Work
Although the proposed SmartChainGuard framework shows promising results in spoofing attack detection, zero-day attacks, and encrypted traffic-based attacks in the SDN network, there are a few areas that can be explored to further improve its capabilities and practicality.
The future work will concentrate on the online and continuous learning approach to make the intrusion detection model dynamic and capable of adapting to the changing attack patterns without having to retrain the model from scratch.
Another area that can be explored is the application of federated learning to make it possible to train the model together on multiple SDN domains without having to share the traffic data. This will help improve the accuracy of the detection model while preserving the privacy of the users.
Although the proposed SmartChainGuard framework shows promising results in spoofing attack detection, zero- day attacks, and encrypted traffic-based attacks in the SDN

network, there are a few areas that can be explored to further improve its capabilities and practicality.
The future work will concentrate on the online and continuous learning approach to make the intrusion detection model dynamic and capable of adapting to the changing attack patterns without having to retrain the model from scratch.
Another area that can be explored is the application of federated learning to make it possible to train the model together on multiple SDN domains without having to share the traffic data. This will help improve the accuracy of the detection model while preserving the privacy of the users.
Conclusion
This paper proposed an AI-based Smart Intrusion Detection System, which incorporates hybrid deep learning technologies to boost cybersecurity defense systems. This system adopts powerful feature extraction mechanisms, realtime network flow monitoring, and intelligent classifiers to effectively identify and classify various types of cyber threats, including malware, DDoS, ransomware, and Advanced Persistent Threats (APTs).
Unlike the traditional signature-based intrusion detection system, which fails to address the detection of zero-day attacks, the proposed hybrid deep learning-based model showed improved results in increasing the rate of accurate detection with less occurrences of both false positives and false negatives. In addition, it reflected improved adaptability in dynamic environments with the help of neural networks.
This architectural feature ensures scalability, efficient processing of the data, and the integration of existing network infrastructures. Experimental results reveal that the proposed model has the capacity for better performance in comparison to other conventional machine learning-based IDS models.
Accordingly, this research contributes to the development of intelligent, automated, and reliable intrusion detection mechanisms to effectively address the South African ICT cybersecurity challenges. The integration of AI-based security solutions indeed marks a major milestone toward the development of a resilient cybersecurity framework to address futuristic network environments
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