Video Steganography for Cybersecurity Applications: A Systematic Review of Classical, Hybrid, and AI-Driven Techniques





ABSTRACT
Machine Learning (ML) and Deep Learning (DL) have transformed modern computational systems by enabling machines to learn patterns, make predictions, and perform complex tasks without explicit programming. This paper provides a comprehensive overview of ML and DL, their real-world applications, challenges, and future research directions. The study includes comparative analysis, conceptual diagrams, and structured tables to support understanding. The rapid growth of digital communication, cloud computing, Internet of Things (IoT), and intelligent surveillance systems has increased the demand for secure and covert information exchange. Video steganography has emerged as an effective information-hiding technique that enables confidential data trans-mission while concealing the existence of communication. Compared with im-age-based approaches, video steganography offers higher embedding capacity and improved imperceptibility due to the availability of multiple frames and temporal redundancy.
This paper presents a systematic review of video steganography techniques for cybersecurity applications. Existing approaches are categorized into classical spatial-domain methods, transform-domain techniques, hybrid models, and re-cent Artificial Intelligence (AI)-driven approaches. Major techniques including Least Significant Bit (LSB), Discrete Cosine Transform (DCT), Discrete Wave-let Transform (DWT), Random Pixel Selection (RPS), Huffman coding-based embedding, and deep learning-based methods are analyzed and compared. The review also examines commonly used benchmark datasets and performance metrics such as Peak Signal-to-Noise Ratio (PSNR), Mean Square Error (MSE), Root Mean Square Error (RMSE), embedding capacity, and robustness.
Furthermore, the study discusses applications in cybersecurity, healthcare, military communication, cloud environments, and smart surveillance systems. Key challenges and emerging research directions, including AI-assisted adaptive embedding, blockchain-enabled security, and quantum-resilient steganography, are highlighted. The review indicates that hybrid and AI-driven techniques provide improved security and robustness, making them promising solutions for next-generation secure multimedia communication systems.
Keywords: Video Steganography, Cybersecurity, Information Hiding, Multimedia Security, Deep Learning, Artificial Intelligence.

INTRODUCTION

The widespread adoption of digital technologies has transformed the way multimedia information is generated, transmitted, and stored. Videos have become one of the most dominant forms of digital content due to their extensive use in online communication, social media platforms, smart surveillance systems, healthcare services, military operations, and cloud-based applications. While these advancements have improved accessibility and connectivity, they have also increased concerns related to data confidentiality, unauthorized access, cyber espionage, and multimedia tampering [10], [7].

Conventional security mechanisms such as cryptography protect the content of a message by converting it into an unreadable format. However, the presence of encrypted communication may itself attract attention from potential attackers. Steganography addresses this limitation by concealing secret information within a digital carrier, thereby hiding the existence of communication. Depending on the carrier medium, steganography can be classified into text, image, audio, and video steganography [1], [8].

Among these categories, video steganography has gained significant research interest because videos contain a large number of frames and substantial temporal redundancy, enabling higher embedding capacity and improved imperceptibility compared with image-based approaches [16]. Over the years, researchers have proposed a wide range of techniques, including spatial-domain methods, transform-domain approaches, hybrid embedding schemes, and more recently, Artificial Intelligence (AI)-based frame-works. The emergence of deep learning has further enhanced the capability of steganographic systems by enabling adaptive embedding, intelligent frame selection, and improved resistance to steganalysis attacks [9].

Despite the growing volume of research, existing studies are often fragmented across different embedding domains, performance metrics, datasets, and application areas [2]. Furthermore, the rapid development of AI-driven approaches has created a need for an updated review that systematically analyzes both traditional and modern video steganography techniques from a cybersecurity perspective [12], [7].

This paper presents a systematic review of video steganography techniques and their applications in secure multimedia communication. The study examines classical, hybrid, and AI-driven approaches, compares their strengths and limitations, analyzes commonly used datasets and evaluation metrics, and identifies emerging research trends and future directions for cybersecurity-oriented multimedia protection.

Contributions of This Review
The major contributions of this paper are summarized as follows:
1.	A systematic classification of video steganography techniques into classical, hybrid, and AI-driven categories.
2.	A comparative analysis of widely used embedding approaches based on security, robustness, visual quality, embedding capacity, and computational complexity.
3.	A review of benchmark datasets and performance evaluation metrics used in contemporary video steganography research.
4.	An examination of major application domains, including cybersecurity, healthcare, military communication, cloud computing, and intelligent surveil-lance systems.
5.	Identification of current research challenges and emerging directions such as AI-assisted embedding, blockchain-enabled security, and quantum-resilient steganographic frameworks.

FUNDAMENTALS OF VIDEO STEGANOGRAPHY

Video steganography is a multimedia security technique that conceals secret information within a digital video while preserving its visual quality and minimizing the possibility of detection. The primary objective is to establish covert communication by embedding confidential data into a video stream in such a way that the modifications remain imperceptible to human observers and resistant to steganalysis attacks [9], [10].

A typical video steganography system consists of five major components: the cover video, secret message, embedding algorithm, stego video, and extraction mechanism. The cover video serves as the carrier medium in which confidential information is hidden. Depending on the application requirements, the secret message may contain textual data, images, audio content, encrypted files, authentication credentials, or sensitive medical information [16], [9].
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During the embedding phase, a steganographic algorithm selects suitable frames and modifies specific pixel values or transform coefficients to insert the secret information. The resulting output is referred to as the stego video, which visually resembles the original video while carrying the hidden payload. At the receiver side, the extraction process retrieves the embedded information using the corresponding extraction algorithm and, when applicable, a secret key [8], [10].

The effectiveness of a video steganography system is generally evaluated using sever-al performance criteria, including embedding capacity, imperceptibility, robustness, security, and computational efficiency. An ideal steganographic framework should maximize payload capacity while maintaining high visual quality and strong resistance against compression, noise, frame manipulation, and statistical steganalysis attacks.

CLASSIFICATION OF VIDEO STEGANOGRAPHY TECHNIQUES

Video steganography techniques have evolved significantly over the past two decades, ranging from simple pixel modification methods to sophisticated Artificial Intelligence (AI)-driven frameworks. Based on the embedding strategy and computational characteristics, existing approaches can be broadly categorized into spatial-domain, trans-form-domain, hybrid, and AI-driven techniques. Each category offers different trade-offs in terms of embedding capacity, imperceptibility, robustness, computational complexity, and resistance to steganalysis attacks. Figure 2 presents the taxonomy of video steganography techniques discussed in this review.
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Spatial-Domain Techniques

Spatial-domain techniques represent one of the earliest and most widely used approaches in video steganography. These methods embed secret information directly into the pixel values of selected video frames without transforming the video into another domain. Due to their simplicity, low computational requirements, and high embedding capacity, spatial-domain techniques remain popular in applications where real-time processing and implementation efficiency are important.

The Least Significant Bit (LSB) method is the most commonly adopted spatial-domain technique. In LSB-based embedding, the least significant bits of pixel values are modified to store secret information while producing minimal visual distortion. The meth-od offers high payload capacity and fast execution; however, it is generally vulnerable to statistical steganalysis, compression operations, and image processing attacks [11], [8].

To improve security, researchers have proposed Random Pixel Selection (RPS) techniques, where embedding locations are selected using predefined keys or randomization strategies. By distributing hidden information across different regions of video frames, RPS-based methods increase unpredictability and reduce the likelihood of successful detection by attackers [1].

Parity-based approaches constitute another category of spatial-domain methods. These techniques embed information by manipulating the parity of pixel groups rather than directly altering individual pixel values. Such methods typically provide improved resistance against simple detection mechanisms while maintaining acceptable visual quality [8], [16].

Despite their advantages, spatial-domain techniques generally offer lower robustness against compression, noise addition, frame manipulation, and advanced steganalysis attacks compared with transform-domain and AI-driven approaches. Consequently, they are often employed in applications that prioritize embedding capacity and computational efficiency over long-term robustness.

Transform-Domain Techniques

Transform-domain techniques embed secret information into the frequency components of video frames rather than directly modifying pixel values. These approaches first transform the frame data into a frequency domain and then insert hidden information into selected transform coefficients. As a result, transform-domain methods generally provide improved robustness against compression, noise, filtering operations, and various signal processing attacks.

Among the most widely used transform-domain approaches, the Discrete Cosine Transform (DCT) technique embeds secret data into selected DCT coefficients. Since DCT is extensively utilized in image and video compression standards, including JPEG and MPEG formats, DCT-based steganography offers a suitable balance be-tween imperceptibility and robustness. However, the embedding process is computationally more complex than conventional spatial-domain methods [17].

The Discrete Wavelet Transform (DWT) is another popular technique that decomposes video frames into multiple frequency sub-bands. Secret information can be embedded within specific sub-bands to achieve improved resistance against compression and image processing operations. DWT-based methods are particularly effective in maintaining visual quality while providing enhanced security and robustness [17], [10].

In addition to DCT and DWT, several frequency-domain approaches utilize transform coefficients to optimize embedding locations and reduce perceptual distortion. These methods often exploit the characteristics of human visual perception to conceal information more effectively while preserving the quality of the cover video.

Although transform-domain techniques require greater computational resources than spatial-domain methods, they generally achieve superior robustness and security. Consequently, they are widely employed in multimedia protection, secure communication systems, and cybersecurity applications where resistance to attacks and data integrity are critical requirements [9], [10].

Hybrid Techniques

Hybrid video steganography techniques combine two or more embedding strategies to overcome the limitations of individual methods and achieve improved security, robustness, and embedding performance. By integrating the advantages of different domains, hybrid approaches aim to provide better resistance against attacks while maintaining high visual quality and payload capacity.

One of the most widely adopted hybrid approaches combines Discrete Wavelet Trans-form (DWT) and Discrete Cosine Transform (DCT). In these methods, video frames are first decomposed using DWT, and secret information is subsequently embedded into selected DCT coefficients. The combination of spatial-frequency characteristics enhances robustness against compression, filtering, and signal processing attacks while preserving imperceptibility [17].

Another important category involves the integration of cryptography and steganography. In such systems, the secret message is encrypted before the embedding process. Even if hidden information is detected, encryption provides an additional layer of protection, thereby strengthening overall communication security. These approaches are particularly useful in military communication, healthcare systems, and cybersecurity applications where data confidentiality is critical [8], [10].

Multi-level embedding techniques further enhance security by distributing hidden information across multiple frames, frequency bands, or embedding layers. This strategy increases the difficulty of unauthorized extraction and improves resistance against steganalysis attacks. Some advanced frameworks also employ adaptive embedding mechanisms that dynamically select embedding locations based on frame characteristics and security requirements [10], [14].

Although hybrid techniques generally require higher computational resources and implementation complexity, they offer a favorable balance between embedding capacity, visual quality, and robustness. As a result, they have become increasingly popular in modern secure multimedia communication systems and cybersecurity-oriented applications.


AI-driven Techniques

The rapid advancement of Artificial Intelligence (AI) and deep learning has significantly transformed the field of video steganography. Unlike traditional approaches that rely on predefined embedding rules, AI-driven techniques can automatically learn optimal embedding and extraction strategies from large datasets. These methods im-prove security, adaptability, and resistance to steganalysis while maintaining high visual quality.

Convolutional Neural Network (CNN)-based approaches are widely used for intelligent feature extraction and adaptive data embedding. CNN models can identify suitable regions within video frames for information hiding, thereby minimizing visual distortion and enhancing imperceptibility. Furthermore, CNN-based systems have demonstrated improved resistance against statistical detection techniques compared with conventional steganographic methods [15], [6], [20].

Generative Adversarial Networks (GANs) have emerged as another promising solution for secure video steganography. A GAN consists of a generator and a discriminator that operate in a competitive learning framework. The generator attempts to create stego content that is visually indistinguishable from the original video, while the discriminator attempts to detect hidden information. This adversarial process enables the development of highly secure and difficult-to-detect steganographic systems [4], [19].

Autoencoder-based frameworks have also gained considerable attention in recent years. These architectures learn compact feature representations and can simultaneous-ly optimize embedding and extraction processes. By leveraging end-to-end learning, autoencoder models achieve improved embedding efficiency and enhanced robustness against various multimedia attacks [2], [12].

Despite their advantages, AI-driven techniques face several challenges, including high computational complexity, extensive training requirements, and dependence on large annotated datasets. Nevertheless, their ability to provide adaptive embedding, im-proved security, and strong resistance to modern steganalysis methods makes them a promising direction for next-generation video steganography research [12], [7].

Emerging Trends in Video Steganography

Recent advancements in video steganography are increasingly focused on intelligent and secure multimedia communication. AI-based adaptive embedding techniques dynamically select embedding locations according to video characteristics, thereby improving imperceptibility and robustness. Blockchain-assisted steganography pro-vides enhanced integrity verification, authentication, and secure access control for multimedia data. In addition, cloud-IoT environments have created a demand for lightweight steganographic solutions capable of supporting secure real-time communication with limited computational resources. Researchers are also exploring quantum-resistant steganographic frameworks to ensure long-term security against future quantum computing threats. These emerging directions are expected to significantly influence the next generation of secure video steganography systems [10], [7], [6].

DATA SETS USED IN VIDEO STEGANOGRAPHY RESEARCH

The performance and reliability of video steganography algorithms largely depend on the datasets used during experimentation and evaluation. Different datasets provide varying levels of scene complexity, motion characteristics, frame quality, and environmental conditions, enabling researchers to assess the effectiveness of embedding and extraction techniques under diverse scenarios. The selection of an appropriate dataset is essential for evaluating imperceptibility, robustness, embedding capacity, and resistance to steganalysis attacks [9], [10].

Several benchmark datasets have been widely adopted in video steganography re-search, ranging from human activity datasets and surveillance videos to medical and multimedia video collections. Table 1 summarizes commonly used datasets and their characteristics.
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Table 1. Commonly Used Datasets in Video Steganography Research
	Sr. No.
	Dataset Name
	Type
	Resolution
	Total Videos
	Application Area
	Features

	1.
	UCF101
	Human Action Videos

	320×240
	13,320 videos
	Action recognition & steganography
	Diverse motion patterns

	2.
	HMDB51
	Human Activity Dataset
	Various
	6,766 videos
	Video security research
	Complex scene variations

	3.
	Kinetics-400
	Large-scale video dataset
	256×256
	400 classes
	Deep learning steganography
	High diversity

	4.
	Hollywood2
	Movie video clips
	Various
	3,669 clips
	Multimedia hiding
	Real-world scenes

	5.
	DAVIS Dataset
	Object segmentation videos
	480p/1080p
	150 sequences
	Frame-based embed-ding
	High-quality frames

	6.
	UCID Dataset
	Uncompressed frames
	512×384
	1,338 images
	LSB and DCT methods
	Bench-mark dataset

	7.
	BOSSBase
	Image/frame dataset
	512×512
	10,000 images
	Steganalysis testing
	High-quality grayscale data

	8.
	VIRAT Video Dataset
	Surveil-lance videos
	HD
	12+ hours video
	Smart surveil-lance
	CCTV footage

	9.
	Medical Video Dataset
	Medical videos
	Various
	Multiple sequences
	Healthcare security
	Sensitive medical content


















The choice of dataset depends on the objectives of the steganographic system and the target application domain. Human activity datasets such as UCF101 and HMDB51 are frequently employed for evaluating general-purpose video steganography methods due to their diverse motion patterns and scene variations. Surveillance datasets are commonly used for cybersecurity and intelligent monitoring applications, whereas medical video datasets support research related to secure healthcare communication. Large-scale datasets with substantial visual diversity are particularly valuable for training and evaluating modern AI-driven steganography frameworks [10], [14]. The increasing adoption of deep learning techniques has further emphasized the need for high-quality and diverse datasets capable of supporting robust model training and comprehensive performance evaluation.

COMPARATIVE ANALYSIS OF VIDEO STEGANOGRAPHY TECHNIQUES

Different video steganography techniques exhibit distinct characteristics with respect to security, embedding capacity, robustness, computational complexity, and visual quality. Consequently, selecting an appropriate technique depends on the specific requirements of the target application. For instance, applications requiring high pay-load capacity may prefer spatial-domain methods, whereas security-sensitive environments often rely on transform-domain, hybrid, or AI-driven approaches.

To provide a comprehensive understanding of existing methods, a comparative analysis of major video steganography techniques is presented based on commonly used evaluation criteria. These criteria include security level, computational complexity, robustness against attacks, embedding capacity, and imperceptibility. The comparison highlights the strengths and limitations of different approaches and assists researchers in selecting suitable techniques for various cybersecurity and multimedia protection applications [9], [10].


Table 2. Comparative Analysis of Video Steganography Techniques
	Sr. No.
	Technique
	Security
	Complexity
	Robustness
	Embedding Capacity
	Visual Quality

	1.
	LSB
	Medium
	Low
	Low
	High
	High

	2.
	DCT/DWT
	High
	High
	High
	Medium
	High

	3.
	Random Pixel Selection
	High
	Medium
	Medium
	Medium
	High

	4.
	Huffman Coding
	Medium
	Medium
	Medium
	High
	Medium

	5.
	Parity-based Methods
	Medium
	Low
	Medium
	Medium
	Medium

	6.
	AI-assisted Methods
	Very High
	High
	High
	High
	Very High









The comparative analysis reveals that spatial-domain techniques offer high embedding capacity and low computational complexity but are generally more susceptible to steganalysis and signal processing attacks. Transform-domain approaches improve robustness and security by embedding information within frequency components, although they require greater computational resources. Hybrid techniques attempt to balance security, visual quality, and embedding performance by combining multiple embedding strategies. In recent years, AI-driven methods have demonstrated significant improvements in imperceptibility, adaptive embed-ding, and resistance to detection. Despite their promising performance, these approaches often require extensive training data and substantial computational resources. Therefore, the choice of a steganographic technique should be guided by the desired trade-off among security, robustness, payload capacity, and implementation complexity [17], [10], [20].

PERFORMANCE PARAMETERS

The effectiveness of a video steganography system is evaluated using a set of quantitative and qualitative performance metrics. These parameters help researchers assess the quality of the stego video, the amount of information that can be embedded, and the system’s resistance to various attacks. An ideal steganographic framework should maintain high visual quality while providing sufficient embedding capacity, robust-ness, and security. The most commonly used evaluation metrics in video steganography research are discussed below.

Peak Signal-to-Noise Ratio (PSNR)

PSNR is one of the most widely used metrics for evaluating the visual quality of a stego video. It measures the difference between the original and modified video frames after the embedding process. Higher PSNR values generally indicate better visual quality and lower perceptual distortion between the original and stego video frames [8], [9].

Mean Square Error (MSE)

MSE quantifies the average squared difference between the original and stego video frames and is commonly used to evaluate embedding distortion. A lower MSE value indicates that the embedding process introduces minimal distortion into the cover video [8].

Root Mean Square Error (RMSE)

RMSE is derived from MSE and provides a direct measure of reconstruction error between original and stego frames. Lower RMSE values indicate better preservation of visual quality after the embedding process. RMSE is commonly used to compare the performance of different steganographic techniques [8].
Embedding Capacity

Embedding capacity refers to the amount of secret information that can be embedded within a video without significantly affecting its visual quality. Higher embedding capacity is desirable for secure multimedia communication; however, excessive pay-load may increase the risk of detection and visual distortion [9], [10].

Robustness

Robustness represents the ability of a steganographic system to preserve hidden in-formation when the stego video undergoes various processing operations or attacks. A robust system should successfully recover the embedded message even after compression, noise addition, filtering, frame manipulation, or steganalysis attempts.

The combined evaluation of PSNR, MSE, RMSE, embedding capacity, and robust-ness provides a comprehensive assessment of video steganography performance. Since no single metric can fully represent system effectiveness, researchers often analyze multiple parameters simultaneously to determine the suitability of a technique for specific cybersecurity and multimedia security applications.

RESULT ANALYSIS OF EXISTING VIDEO STEGANOGRAPHY METHODS

The effectiveness of video steganography techniques can be evaluated through various performance indicators, including PSNR, MSE, RMSE, embedding capacity, and robustness. These metrics provide valuable insights into the trade-offs between visual quality, security, payload capacity, and resistance to attacks. Table 3 presents an ap-proximate comparison of representative video steganography techniques based on commonly reported performance characteristics in the literature.

Table 3. Performance Comparison of Existing Video Steganography Methods
	Sr. No.
	Technique
	PSNR (dB)
	MSE
	RMSE
	Embedding Capacity
	Robustness

	1.
	LSB-based Method
	42–48
	0.20–0.45
	0.44–0.67
	High
	Low

	2.
	DCT-based Method
	38–44
	0.35–0.70
	0.59–0.83
	Medium
	High

	3.
	DWT-based Method
	40–46
	0.25–0.60
	0.50–0.77
	Medium
	High

	4.
	RPS-based Method
	41–47
	0.22–0.50
	0.46–0.70
	Medium
	Medium

	5.
	Huffman Coding Method
	43–49
	0.18–0.40
	0.42–0.63
	High
	Medium

	6.
	Parity-based Method
	39–45
	0.30–0.65
	0.55–0.80
	Medium
	Medium

	7.
	CNN-based Steganography
	45–52
	0.10–0.28
	0.31–0.53
	High
	Very High

	8.
	GAN-based Steganography
	46–54
	0.08–0.25
	0.28–0.50
	High
	Very High

	9.
	Hybrid DWT-DCT Method
	44–50
	0.15–0.35
	0.38–0.59
	Medium
	High











The comparative analysis demonstrates that different video steganography techniques offer distinct trade-offs among security, robustness, embedding capacity, and visual quality. Spatial-domain approaches such as LSB provide high payload capacity and low computational complexity but exhibit limited resistance to compression and steganalysis attacks. Transform-domain methods, including DCT and DWT, improve robustness and security by embedding information within frequency coefficients. Hybrid techniques further enhance performance by combining multiple embedding strategies, resulting in improved reliability and attack resistance. AI-driven approach-es, particularly CNN- and GAN-based frameworks, achieve superior visual quality, adaptive embedding, and stronger resistance to detection. Overall, hybrid and AI-assisted methods currently represent the most promising solutions for cybersecurity-oriented video steganography applications [17], [10], [6], [20].



CHALLENGES AND FUTURE RESEARCH DIRECTIONS

Despite significant advancements in video steganography, several challenges continue to limit the effectiveness of existing approaches. One of the primary concerns is resistance to steganalysis attacks, as modern statistical and AI-based detection techniques can identify hidden information with increasing accuracy. Video compression standards such as MPEG and H.264 may also distort embedded data, reducing extraction reliability and overall system performance [12], [7].

Another major challenge is the computational complexity associated with advanced hybrid and AI-driven techniques. Deep learning-based models often require extensive training datasets, high processing power, and significant memory resources. Further-more, achieving an optimal balance among embedding capacity, imperceptibility, robustness, and security remains a difficult task, as improvements in one parameter may negatively affect another.

Future research is expected to focus on AI-assisted adaptive embedding strategies capable of dynamically selecting optimal embedding locations based on video content and security requirements. The integration of blockchain technology may enhance data integrity, authentication, and access control in multimedia communication systems. In addition, the development of lightweight steganographic frameworks for cloud and IoT environments will support secure real-time communication with limited computational resources. Emerging areas such as quantum-resilient security mechanisms, intelligent steganalysis resistance, and hybrid multimedia protection frame-works are also expected to play an important role in the next generation of secure video steganography systems [10], [7], [6].


CONCLUSION

Video steganography has emerged as an important research area in cybersecurity and multimedia security due to its ability to provide covert and secure communication. Compared with conventional image-based approaches, video steganography offers higher embedding capacity, improved imperceptibility, and enhanced robustness by utilizing the spatial and temporal characteristics of video data.

This paper presented a systematic review of video steganography techniques, covering classical spatial-domain methods, transform-domain approaches, hybrid frameworks, and recent AI-driven solutions. Widely used techniques, benchmark datasets, performance evaluation metrics, and application domains were analyzed to provide a com-prehensive understanding of the current research landscape. A comparative assessment of different approaches highlighted the trade-offs among security, robustness, computational complexity, embedding capacity, and visual quality.

The review indicates that traditional methods such as LSB-based embedding remain attractive because of their simplicity and high payload capacity, whereas transform-domain and hybrid techniques offer improved robustness against compression and signal processing attacks. Furthermore, AI-driven approaches, including deep learning-based frameworks, have demonstrated significant potential in enhancing adaptive embedding, imperceptibility, and resistance to steganalysis.

Despite these advancements, several challenges remain, including computational complexity, real-time implementation constraints, and the continuous evolution of steganalysis techniques. Future developments are expected to focus on intelligent embedding strategies, blockchain-assisted security, lightweight cloud-IoT frameworks, and quantum-resilient multimedia protection mechanisms. Overall, video steganography continues to be a promising technology for next-generation secure multimedia communication and cybersecurity applications.
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