The Expanding Scope of Artificial Intelligence and the Need for Effective Regulation in India


Abstract
Artificial Intelligence (AI) has emerged as one of the most transformative technologies of the twenty-first century, influencing almost every sphere of human activity. Rapid advancements in AI technologies, including Generative AI systems such as ChatGPT and DeepSeek, have significantly enhanced efficiency, productivity, and innovation across diverse sectors, including healthcare, education, agriculture, transportation, infrastructure development, smart cities, and governance. By enabling data-driven decision-making and automation, AI offers unprecedented opportunities for economic growth and social development.

Despite its numerous benefits, the widespread adoption of AI has also raised significant legal, ethical, and societal concerns. The misuse of AI technologies through deepfakes, data breaches, cybercrimes, misinformation campaigns, and terrorist activities pose serious threats to individual rights, public safety, and national security. Furthermore, AI-generated outcomes often reflect existing human biases, leading to concerns regarding discrimination, fairness, and accountability. The increasing automation of tasks has also generated fears of unemployment and widening economic inequality.

These challenges highlight the urgent need for a balanced and human-centric approach to AI governance. Effective regulation is essential to ensure that AI technologies are developed and deployed in a manner that respects fundamental rights, promotes transparency, safeguards privacy, and prevents misuse. Recognizing these concerns, several jurisdictions, including the United States and the European Union, have initiated regulatory measures through executive orders, policy frameworks, and comprehensive legislation to govern AI systems.

India, initially reluctant to adopt a dedicated regulatory framework for AI, has recently acknowledged the need for oversight and governance. Ongoing discussions concerning AI regulation, ethical guidelines, and legislative interventions reflect the country's evolving approach toward addressing the risks associated with AI while fostering innovation. Recent incidents involving AI misuse have further intensified demands for a robust regulatory framework that can protect citizens and ensure responsible AI development.

Introduction 
At present, more than 90-crore Indians are equipped with Internet connectivity and by 2026, that figure will touch 120 crores, making India the largest connected and digitized country in the world.[footnoteRef:1] Undoubtedly, we are living in the age of new technological inventions, including Artificial Intelligence which has gradually encompassed almost every sphere of human activity. Governments and the policymakers across the world are just obsessed with AI witnessing the growth of new technologies like ChatGPT etc. The year 2023, in particular, is perceived to be a period in which artificial intelligence made a significant impact on social and economic relations. It happened due to the apparent success of large language models (LLMs), a family of generative models, in solving complex tasks.[footnoteRef:2] However, amidst this excitement, there are simultaneous voices of concern too. Geoffrey Hinton, a pioneer of AI, has emphasized its potential to surpass human intellectual capabilities. He says that ‘AI will be comparable with the industrial revolution.’ At the same time, he has warned that ‘we also have to worry about a number of possible bad consequences, particularly the threat of these things getting out of control.’[footnoteRef:3] That implies that the new technologies can prove to be disruptive for societies and economies.  [1:  Rajeev Chandrasekhar, Reaching out with AI, The Indian Express, Nov 18, 2024.]  [2:  Anupam Guha, An AI for the people, The Indian Express, Dec 29, 2023.]  [3:  Anand Sharma, Shimpy Sharma and Alexandra Celestine, Raise the guardrails, The Indian Express, Dec 12, 2024.] 

    The negative concerns about the AI expressed by the experts are coming to be true in many cases. There are numerous examples of rampant AI misuse. It has become a pliant tool for more sophisticated forms of fraud, generally known as cyber fraud. AI-generated images, videos and audio clips are being manipulated to create realistic but false representations of events and individuals. Deepfakes are fake videos made with AI-powered tools which are being used in political campaigns and social media to spread misleading information, undermining public trust. Moreover, with the help of AI, governments and institutions can monitor social media, track individuals or suppress certain types of content which may result in curtailment of free speech. Besides that, there are other important issues such as ethics and bias in the use of AI. This widespread malaise of AI misuse is threatening social stability and rules-based order. The alarming upsurge in cases of cybercrime, digital frauds and abuse of social media, in particular, have successfully led to reputation destroying, targeting and shaming vulnerable people and triggering suicides even. The victims are deprived of their privacy and dignity. Unfortunately, in the present situation, there are no guardrails to protect citizens. The service providers have not been able to redress the grievances of the victims in a timely and effective manner.  In short, India is lacking in this regard-there is no robust enactment yet to stem the tide of AI misuse which is growing exponentially day by day. 

Global Situation to Regulate AI 
1. European Union 
       In order to provide a healthy ecosystem for the judicious use of AI and to mitigate the risks, the European Union passed a law on AI in December 2023, which came into force on August 1, 2024. This legislation is known as the Artificial Intelligence Act, 2024. This Act classifies AI's potential risks under different categories imposing certain obligations upon developers. It remains the only such law in the world. The Act prohibits arbitrary and real-time remote biometric identification in public spaces for law enforcement. It bans emotion detection, which is now recognized to be harmful pseudoscience, in workplaces. It prohibits authorities from using AI systems to generate social scores/credits. However, critics have pointed out certain gaps in the law. To begin with, emotion detection is outside the regulatory ambit so far as it is not used in workplaces, which leaves scope for the use of this harmful and fraudulent tech. Secondly, the law does not address virtual assistants and chatbots with the potential for damage. One common example, which is harmful too, is apps using chatbots to give physical and mental health advice. Thirdly, while regulations are being made, there is no mention of industrial policy on AI. Consequently, the provisions like who owns AI, how it impacts labour and wage, and where the proceeds go, cannot really be altered. Vague frameworks of "trust” and "responsible AI” fill this vacuum.[footnoteRef:4] The European Union has taken a predictably tougher stance as compared to other countries including US and UK, ‘by proposing a regulation that segregates AI as per use case scenario, based broadly on the degree of invasiveness and risk.’[footnoteRef:5] [4:  Anupam Guha, An AI for the people, The Indian Express, Dec 29, 2023.]  [5:  Anil Sasi, PM Modi a co-chair of Paris AI summit: What's on the agenda?, The Indian Express, Jan 28, 2025.
] 

0. United States of America 
  In July 2023, it was announced by the US government that it had persuaded the companies OpenAI, Microsoft, Amazon, Anthropic, Google, Meta, etc. to abide by “voluntary rules” to “ensure their products are safe". These rules, however, did not mention anything about the political-economic factors influenced by AI deployment. Therefore, the rules reduced the problem to one of safety testing, nor did they help self-regulations become enforceable in any manner. By October 2023, the US Congress showed no inclination towards drafting a regulation on AI. Consequently, the US administration signed an “Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence", though the challenges mentioned above largely uncovered.[footnoteRef:6] The US has also proposed the Algorithmic Accountability Act, 2023 to assess the impact of AI in high-stakes areas like employment, housing and credit.[footnoteRef:7] The US approach is expected to see further deregulation.  [6:  Anupam Guha, An AI for the people, The Indian Express, Dec 29, 2023.]  [7:  Anand Sharma, Shimpy Sharma and Alexandra Celestine, The Indian Express, Dec 12, 2024.] 


0. UK 
The United Kingdom (UK) has shown a decidedly “light-touch” approach that aims to foster, and not stifle, innovation in this burgeoning field.[footnoteRef:8]  [8:  Anil Sasi, PM Modi a co-chair of Paris AI summit: What's on the agenda?, The Indian Express, Jan 28, 2025.] 



0. China 
         China has released its own set of measures to regulate AI.[footnoteRef:9] China has developed one of the most advanced and comprehensive regulatory frameworks for Artificial Intelligence (AI), focusing on balancing technological innovation with national security, social stability, and public welfare. Instead of enacting a single AI law, China regulates AI through a series of measures, including the Provisions on Algorithmic Recommendation Services (2022), Deep Synthesis Provisions (2023), and Interim Measures for Generative Artificial Intelligence Services (2023). These regulations require transparency in algorithmic decision-making, mandatory labeling of AI-generated content, protection of personal information, and accountability of AI service providers for harmful or unlawful content. China's AI governance is further supported by the Personal Information Protection Law (PIPL), Data Security Law, and Cybersecurity Law, which establish strict standards for data protection and cybersecurity. While China's approach has been praised for proactively addressing AI-related risks, it has also faced criticism for extensive government control and restrictions on freedom of expression. Nevertheless, China's regulatory model serves as a significant example of how governments can establish legal safeguards to ensure the responsible and secure development of AI technologies. [9:  Ibid.] 




0. India 
         At present, there is no separate law to regulate artificial intelligence related issues in India. Though AI governance cannot be separated from the data governance and there are specific laws like the Data Protection Act (DPDP), the Information Technology Act (IT Act), and the Right to Privacy judgment which has accorded fundamental right status to this right, the need has arisen to enact law to cover certain aspects of AI which are proving harmful to human beings. India has so far adopted a pragmatic approach towards the regulation of AI. India's position has well-articulated by the Union Minister of Electronics and Information Technology, Ashwini Vaishnaw in these words: “As India builds a future-ready workforce, its AI regulatory framework must foster innovation while ensuring responsible deployment. Unlike the “heavy-handed regulatory framework which risks stifling innovation, or the “market-driven governance”, which often concentrates power in the hands of a few, India is following a pragmatic techno-legal approach. The government is investing in techno-legal safeguards to address AI-related risks. The government is financing AI-driven projects at top universities and IITs to develop tools to tackle deepfakes, privacy concerns, and cybersecurity threats.”[footnoteRef:10] [10:  Aswini Vaishnaw, The Digital path to a developed India, Hindustan Times, Feb 6, 2025.] 

The Government of India is reportedly open to bringing in a law on AI to secure its vision for the tech. It is necessary to deal with irresponsible AI and its potential to stir up xenophobia, which in turn could slow down AI's spread. The job of ensuring ethical behaviour both by technology developers and their business clients falls naturally on the government. This is also the approach of the EU, which has put people at the centre of the societal response to AI-as opposed to the US response, which is using collaboration between the administration and Big Tech to drive ethical use.’[footnoteRef:11] [11:  Editorial, GoI, Appoint a Minister for AI, The Economic Times, Dec 28, 2023.
] 

     Here, it would be pertinent to discuss the issue of ethics and bias in the context of AI, which also needs a regulatory framework. Ethics is involved with algorithmic bias, discrimination in AI applications, consent over data, surveillance and monitoring (invasion of privacy) and finally, legal accountability. It raises a basic question-how to fix ethical responsibility for AI.[footnoteRef:12] In this context, the Government of India is working on a set of voluntary codes of conduct and ethics for companies to follow for the work they do with AI or generative AI. Ministry of Electronics and Information Technology has developed this that will be akin to “informal directive principles” for companies, especially those working to build their large language models (LLMs) or using data to train AI and machine learning models. The voluntary code of conduct is expected to be released early next year (2025). Prior to that in March 2024, the IT ministry had issued an advisory asking all platforms to ensure that “there computer resources do not permit any bias or discrimination or threaten the integrity of the electoral process” by the use of AI, generative AI, LLMs or any such other algorithm. This advisory was later withdrawn and requirements for companies to register their AI or LLM before deployment were also dropped.[footnoteRef:13] [12:  Mohan Kumar, French-Indian tango over the future of AI, Hindustan Times, Feb 2, 2025.]  [13:  Aashish Aryan, MeitY Readying Voluntary Ethics Code for AI Firms, The Economic Times, Nov 18, 2024. ] 

   There is no doubt AI will transform society, and there is a big need to safeguard against improper use. However, at the same time everybody should pay heed to the words of wisdom uttered by Yoshua Bengio, Professor of Computer Science at the University of Montreal in Canada and founder of Mila-Quebec Artificial Intelligence Institute, in an interview. He said: “To safeguard the public, governments need to take seriously a wide range of possible scenarios identified by experts and adopt regulatory frameworks at national and international level. Regulations should always prioritize public safety and be agile to adapt to AI’s rapid evolution (principles-based regulations that set high-level goals are a great way to achieve this). Given AI's global nature, international coordination is also essential to establish common standards, regulatory fragmentation and put international treaties in place.”[footnoteRef:14] [14:  Kanika Saxena with Yoshua Bengio, ‘We Need to Achieve Both Innovation & Safety in AI', The Economic Times, Jan 5, 2025.] 



    Conclusion
Artificial Intelligence has emerged as a transformative technology with the potential to revolutionize various sectors, including healthcare, education, agriculture, governance, transportation, and business. Its ability to enhance efficiency, innovation, and decision-making presents significant opportunities for India's economic and social development. However, the rapid growth and widespread adoption of AI also give rise to serious concerns relating to privacy, data protection, cybersecurity, accountability, bias, discrimination, misinformation, and employment displacement.
In the absence of a comprehensive regulatory framework, the misuse of AI technologies can undermine individual rights, public trust, and national security. Therefore, it is essential for India to develop a balanced and forward-looking legal framework that encourages innovation while ensuring ethical and responsible AI development. Such regulation should be based on principles of transparency, fairness, accountability, human oversight, and protection of fundamental rights.
As India moves towards becoming a global leader in digital innovation, the establishment of an effective AI governance framework is no longer an option but a necessity. A well-regulated AI ecosystem will not only mitigate risks but also foster public confidence, promote sustainable technological advancement, and ensure that the benefits of AI are distributed equitably across society. Thus, regulating Artificial Intelligence is crucial for achieving inclusive, secure, and human-centric development in India.
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