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ABSTRACT
This paper presents Pharma Chain Oracle, an integrated real-time monitoring architecture designed for pharmaceutical cold chain logistics. The system combines Internet of Things (IoT) sensor telemetry, an Isolation Forest machine learning model for unsupervised anomaly detection, a Byzantine Fault-Tolerant (BFT) decentralized oracle network comprising five geographically distributed nodes, and a Solidity-based smart contract deployed on the Polygon Amoy blockchain testnet. Temperature excursions outside the mandated 2 to 8 degrees Celsius pharmaceutical storage range are detected with a weighted consensus mechanism requiring agreement from at least four of five oracle nodes, satisfying the classical two-thirds BFT threshold. Verified anomaly reports are permanently recorded on-chain via ECDSA multi-signature validation, triggering automated financial penalties proportional to the confidence score. Experimental evaluation over simulated 48-hour pharmaceutical shipments on the Mumbai-to-Delhi corridor demonstrates successful detection of temperature excursions at hour 15, BFT consensus formation by hour 18, and blockchain transaction confirmation on Polygon Amoy within one to three seconds. The Isolation Forest model trained on 4,847 readings achieves a recall of 1.0, ensuring zero missed anomaly events critical to patient safety.
Index Terms—Blockchain, Byzantine Fault Tolerance, Cold Chain Logistics, Isolation Forest, IoT, Oracle Network, Pharmaceutical Supply Chain, Polygon, Smart Contract, Anomaly Detection
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The global pharmaceutical cold chain market is valued in excess of 21 billion US dollars annually and is governed by stringent regulatory requirements mandating unbroken temperature integrity during drug transportation. A single temperature excursion during shipment of insulin, vaccines, or biologics can render entire batches therapeutically ineffective, resulting in substantial financial losses and risks to patient safety. Existing cold chain monitoring solutions remain largely reactive, centralized, and susceptible to data tampering, creating an urgent need for transparent, tamper-evident, and automated enforcement systems.
Blockchain technology provides an immutable distributed ledger well-suited to recording supply chain events, yet bridging the gap between real-world sensor readings and on-chain records requires a trusted intermediary known as an oracle. Centralized oracles represent single points of failure and trust, a problem addressed in this work through a five-node BFT oracle network in which each node independently validates sensor data before cryptographically signing a consensus payload. The aggregator submits the multi-signature proof to the SupplyChainOracle smart contract on Polygon Amoy, where ECDSA signature recovery verifies authenticity on-chain without trusting any single entity.
The anomaly detection layer employs an Isolation Forest model, an unsupervised ensemble algorithm effective for high-dimensional IoT time-series data where labelled anomaly datasets are scarce. The model operates on a twelve-dimensional feature vector incorporating temperature statistics, humidity, geolocation, velocity, and battery state, providing detection capability beyond simple threshold rules.
The main contributions of this paper are: (1) a fully integrated IoT-to-blockchain pipeline for pharmaceutical cold chain monitoring; (2) a weighted BFT oracle consensus protocol using ECDSA multi-signatures verifiable on-chain; (3) an Isolation Forest anomaly detection system with domain-informed feature engineering; (4) automated smart contract penalty enforcement with a state-machine-based Solidity contract; and (5) a real-time Next.js monitoring dashboard with WebSocket telemetry streaming.
II. RELATED WORK
Research on blockchain-integrated IoT supply chain monitoring has grown significantly. Islam et al. proposed an IoT-based cold chain logistics system leveraging blockchain to record food condition data, establishing the foundational sensor-to-ledger pipeline pattern [1]. Agbo et al. demonstrated blockchain feasibility in pharmaceutical supply chain management by analysing drug traceability requirements [2]. The smart contract architecture by Jamil et al. addresses pharmaceutical domain specifics with contract state transitions for shipment status tracking [3]. Zhang et al. developed a blockchain-based cold chain information platform emphasising tamper-evidence and multi-stakeholder transparency [4].The systematic review by Alrubei et al. on blockchain-IoT convergence identifies ECDSA-signed data payloads and consensus mechanisms as key design requirements for production-grade systems [5]. Kumar et al. extended pharmaceutical blockchain to include multi-party drug provenance verification [6]. Pharma Chain by Raza et al. provides a provenance verification system whose smart contract penalty pool design informs the present work [7]. Hafid et al. applied serious game methodology to validate blockchain smart contract logic for supply chain scenarios [8].
On anomaly detection, Gupta et al. demonstrated Isolation Forest for surveillance video analysis, motivating its applicability to temporal IoT streams [9]. Su et al. proposed a federated Isolation Forest for IoT network traffic, showing scalability without centralising raw data [10]. Guo et al. addressed anomaly detection for Industrial IoT using unsupervised approaches enabling root cause analysis without labelled datasets [11]. Kaviani et al. developed a framework for supplier performance anomaly detection in high-tech supply chains [12]. The Shapley index extension by Puggini et al. provides interpretability for Isolation Forest applicable to forensic post-detection analysis [13]. Parizi et al. demonstrated ML for smart contract vulnerability detection [14].
Regarding BFT consensus and oracle trust, Pasdar et al. introduced the asymmetric Byzantine quorum approach for decentralized oracle trust, directly informing the threshold design of the present oracle network [15][16]. Hwang et al. proposed blockchain-based secure cloud-connected IoT using ECDSA device authentication [17]. Nakamura et al. proposed BFT consensus for IoT critical [image: image3.png]Isolation Forest Anomaly Detection — Feature Analysis and Model Performance

Isolation Forest — Feature Importance ML Model Performance
(12-Dimensional Feature Vector) Metrics (Test Set, n=970)

Training Configuration

Algorithm: Isolation Forest
n_estimators: 100
contamination: 0.10

Train samples: 3,877

1.0 F ooy ————————————————— Test samples: 970
Features: 12

Scaler: StandardScaler

temp_change - 0.8

P_ : 06
: o
| 3
rumicity_%% -] s
0.4
0.2
longitude -- 0.12
Il High Impact (>0.70)
loc variance —. 0.05 N Medium Impact (0.45-0.70)
- : N Low Impact (0.20-0.45)
I Minimal Impact (<0.20)
- 0.0 T T T T
0.0 0.2 0.4 0.6 0.8 1.0 Recall Precision F1 Score Accuracy BFT Filter

. (Business) Effectiveness
Relative Feature Importance Score



infrastructure protection [18]. Goyal et al. analyzed blockchain-based IoT network security with emphasis on key management [19]. Ali et al. introduced BCPriPIoT for privacy-preserving IoT device management on blockchain [20].
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The PharmaChain Oracle system is organized into five layered subsystems: the IoT sensor layer, the FastAPI backend processing layer, the ML anomaly detection layer, the BFT oracle consensus layer, and the blockchain persistence layer. A Next.js frontend provides real-time operator visualization. The architecture follows an event-driven design in which IoT readings are streamed via WebSocket, processed through ML inference, validated by the oracle network, and finalized on-chain.
Fig. 1. System architecture of Pharma Logistics AI Oracle: IoT-to-blockchain five-layer pipeline.
A. IoT Sensor Layer and Data Model
Simulated IoT sensors transmit readings every hour for a 48-hour Mumbai-to-Delhi pharmaceutical shipment (approximately 1,400 km). Each reading contains: temperature in degrees Celsius, humidity percentage, GPS latitude and longitude, battery percentage, vehicle velocity in km/h, a SHA-256 evidence hash, temperature and humidity deltas from the previous reading, and a UTC timestamp. The cold chain SLA mandates storage between 2 and 8 degrees Celsius throughout transit. The backend exposes a WebSocket endpoint at /ws/sensor/{shipment_id} that streams live readings to connected clients via Redis pub/sub.
B. FastAPI Backend and Staggered BFT Flow
The backend is implemented using FastAPI with an asyncio event loop. The simulation engine implements a four-phase state machine: (1) normal operation with ML inference on each reading; (2) anomaly streak counting requiring three consecutive ML-flagged readings before oracle activation; (3) BFT consensus triggering after streak threshold is met; and (4) blockchain transaction submission two readings after consensus confirmation. This staggered design prevents premature on-chain writes from transient sensor spikes while ensuring all sustained excursions are recorded.
C. Isolation Forest Anomaly Detection
The anomaly detection module uses a trained Isolation Forest model with contamination parameter 0.1, corresponding to an expected anomaly rate of ten percent. The model was trained on 4,847 readings from 100 synthetic pharmaceutical shipments. The twelve-dimensional feature vector is listed in Table I. Readings are normalized using a StandardScaler fitted on training data. Detections are propagated to the oracle only when temperature is outside the 2 to 8 degree SLA range and ML confidence exceeds 70 percent.
Feature Vector for Isolation Forest Anomaly Detection
D.BFT Oracle Network
Five oracle nodes operate as independent processes communicating via Redis pub/sub. Each node subscribes to the consensus_requests channel and independently validates incoming sensor readings by applying business logic: temperature outside SLA range, ML confidence above 70 percent, and battery above 10 percent. Upon validation, each node constructs an ABI-packed payload using eth_abi.packed with schema [string, bytes32, uint256, uint256] representing shipment ID, keccak256-hashed anomaly type, confidence score, and Unix timestamp. The node signs the keccak256 hash of this payload using EIP-191 standard and [image: image5.png]Gas Units
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publishes its signed vote to a Redis list.
TABLE II
BFT Oracle Node Configuration
	Node ID
	Location
	Reputation Score
	Status

	oracle_mumbai_1
	Mumbai, MH
	0.95
	Active

	oracle_bangalore_2
	Bengaluru, KA
	0.92
	Active

	oracle_delhi_3
	Delhi, DL
	0.88
	Active

	oracle_chennai_4
	Chennai, TN
	0.91
	Active

	oracle_kolkata_5
	Kolkata, WB
	0.94
	Active


The oracle aggregator polls vote lists and waits up to five seconds for all nodes to respond. Consensus is evaluated using weighted reputation scoring; the minimum threshold of 0.66 corresponds to the classical two-thirds BFT requirement. Once consensus is achieved, the aggregator submits the collected ECDSA signatures to the SupplyChainOracle smart contract.
E. SupplyChainOracle Smart Contract
The SupplyChainOracle.sol contract is implemented in Solidity 0.8.20 and deployed on Polygon Amoy (chain ID 80002). It imports OpenZeppelin's ECDSA library for signature recovery and ReentrancyGuard for protection against re-entrancy attacks. The contract enforces BFT threshold on-chain by requiring at least ceil(5 x 0.66) = 4 valid unique authorized oracle signatures per anomaly report. Penalty calculation uses the formula: penalty = (insuredValue/100) x (confidence/10) / 10, with a 2x multiplier for temperature excursions and 3x for tampering events. The contract maintains a four-state lifecycle: Created, InTransit, Completed, and Disputed.
IV. IMPLEMENTATION
A. Technology Stack
TABLE III
Technology Stack Summary
	Component
	Technology
	Details

	Backend API
	FastAPI + Uvicorn
	Python 3.11, async WebSocket, asyncio

	ML Framework
	scikit-learn
	Isolation Forest, StandardScaler, joblib

	Blockchain Network
	Polygon Amoy
	Chain 80002, EIP-1559 transactions

	Smart Contract
	Solidity v0.8.20
	OpenZeppelin ECDSA, ReentrancyGuard

	Oracle Signing
	eth_account + eth_abi
	ECDSA, EIP-191, eth_abi.packed

	Web3 Library
	web3.py
	Polygon Amoy RPC, gas estimation

	Frontend
	Next.js 14
	App Router, TypeScript, Tailwind CSS

	Mapping
	React-Leaflet
	Route visualization, danger zone overlays


B. Oracle Signature Protocol
Payload encoding follows a deterministic scheme replicated identically in Python oracle nodes and the Solidity contract. Each node encodes the payload using eth_abi.packed with types [string, bytes32, uint256, uint256], where the anomaly type string is first hashed to bytes32 using keccak256. The resulting packed bytes are hashed again with keccak256 to produce a 32-byte payload hash. The EIP-191 prefix is prepended before signing using eth_account.sign_message(encode_defunct(payload_hash)). The Solidity contract reproduces this encoding in reportAnomalyWithConsensus() using keccak256(abi.encodePacked("\x19Ethereum Signed Message:\n32", payloadHash)), enabling ECDSA.recover() to verify oracle identities against the on-chain authorizedOracles mapping.
C. Frontend Dashboard
The Next.js 14 frontend uses the App Router pattern. TelemetryContext maintains a global WebSocket connection and a rolling buffer of 100 sensor readings. The LayoutWrapper renders a sidebar with a live SystemStatusBadge showing three states: SYSTEM OPTIMAL (green pulse), CONNECTING (amber pulse), and ANOMALY DETECTED (red ping animation). The Leaflet map visualises the 1,400 km Mumbai-to-Delhi route with cyan safe segments and dashed red danger segments overlaid with circular anomaly zones. The TemperatureChart renders a Recharts ComposedChart with temperature area fill and a dashed red ReferenceLine at 8 degrees Celsius marking the SLA limit. The MetricCards display live temperature, humidity, truck speed, and accumulating MATIC penalty with animated value interpolation.
V. EXPERIMENTAL RESULTS
A. Cold Chain Scenario Evaluation
The system was evaluated using two 48-hour pharmaceutical shipment scenarios. The SHIP-DEMO-SAFE scenario simulated normal refrigeration at 5 degrees Celsius throughout with no anomalies. The SHIP-DEMO-TEMP scenario simulated a refrigeration failure beginning at hour 15, with temperature rising quadratically and reaching 25 degrees Celsius at hour 18, remaining elevated through hour 36. Backend logs confirm BFT consensus triggered at hour 18 and sixteen successful blockchain transactions on Polygon Amoy.
TABLE IV
Detection and Consensus Timeline (SHIP-DEMO-TEMP Scenario)
	Hour
	Temperature (°C)
	ML Flag
	BFT Consensus
	Blockchain Tx

	15
	14
	Yes (streak 1/3)
	Not triggered
	—

	16
	20
	Yes (streak 2/3)
	Not triggered
	—

	17
	25
	Yes (streak 3/3)
	Triggered
	—

	18
	25
	Yes
	Reached (4/5 nodes)
	Confirmed (cd6fdf1a...)

	19
	25
	Yes
	Sustained
	Confirmed (c6427c4f...)

	20-36
	25
	Yes
	Sustained
	Confirmed (14 more)


B. ML Model Performance
The Isolation Forest model was trained on 3,877 samples and evaluated on 970 held-out samples. The model achieves a recall of 1.0 on the test set, meaning every true anomaly was detected, which is the critical metric in pharmaceutical safety applications where missed detections carry unacceptable patient risk. The precision of 0.088 indicates a high false positive rate, which is mitigated by the BFT oracle business rules layer that filters ML detections through temperature range and confidence threshold checks before oracle voting is triggered.
C. Blockchain Transaction Performance
All sixteen anomaly-triggered transactions from the SHIP-DEMO-TEMP evaluation were successfully confirmed on Polygon Amoy. Gas consumption for reportAnomalyWithConsensus() was limited to 500,000 gas units with EIP-1559 parameters of maxFeePerGas 35 Gwei and maxPriorityFeePerGas 30 Gwei. The createShipment() function consumed approximately 300,000 gas units per registration. Average transaction confirmation time was one to three seconds, well within operational requirements.
TABLE VI
Smart Contract Function Performance on Polygon Amoy
	Function
	Gas Limit
	Max Fee (Gwei)
	Avg Confirmation
	Success Rate

	createShipment()
	3,00,000
	35
	2–4 seconds
	100%

	reportAnomalyWithConsensus()
	5,00,000
	35
	1–3 seconds
	100% (16/16)

	completeShipment()
	~80,000
	35
	2–4 seconds
	On-demand


D. Comparative Analysis
TABLE VII
Comparison with Related Systems
	System
	Blockchain
	ML Detection
	BFT Oracle
	On-Chain Penalty
	Real-Time

	Islam et al. [1]
	Yes
	None
	None
	None
	No

	PharmaChain [7]
	Yes
	None
	None
	Partial
	No

	Su et al. [10]
	None
	Federated IF
	None
	None
	Yes

	Pasdar et al. [15]
	Yes
	None
	Asymm. BQ
	None
	No

	Proposed System
	Polygon Amoy
	Isolation Forest
	5-node BFT
	ECDSA verified
	Yes (WS)


VI. CONCLUSION
In conclusion, this paper introduced the Pharma Chain Oracle, a complete system that bridges IoT devices and blockchain technology to monitor pharmaceutical cold chains. The design pairs an Isolation Forest machine learning model—used to detect unusual activity—with a five-node BFT oracle network and a Solidity-based smart contract operating on the Polygon Amoy network.During our experiments, the system proved highly reliable. It successfully identified temperature drops starting at the 15-hour mark. By the 18th hour, after confirming the anomaly three consecutive times, the network reached a consensus and permanently recorded the issue on the blockchain within just one to three seconds. Furthermore, the smart contract includes an automatic penalty system. This feature ensures transparent financial accountability by issuing fines based on the severity of the anomaly, which any user on the network can verify. For future research, the goal is to place oracle nodes in major global shipping hubs to make the network even more secure. Additionally, we plan to use IPFS for storing cold chain documents and apply federated learning to the machine learning model so that competing logistics companies can keep their data private. Ultimately, we aim to run a live trial with real medicine shipments on the Polygon mainnet.
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