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ABSTRACT
Elections are one of the most crucial parts of any democratic country. These elections are held every year or so and then the voting result decide who will be the leader of the state or a country. But even after such a long time, to creating trust between people, having a secure voting process, removing complicity and election processing time is still a serious concern in modern digital era.  Whether they are paper based or electronic based, the process of conducting elections is still held by a single authority to manage and verify the votes. This creates lot of problems among the citizens around trust, security and transparency. So, the resolution of all these issues is blockchain because of its property like immutability, transparency, decentralized and distributed. So, this paper presents “TrustVote, a voting system prototype” which is built on the Ethereum Blockchain using smart contracts (Solidity). The core idea is that all the critical elections process like voter Registration, no double votes, and fair result computation is to move onto the blockchain to handle so that no single authority or centralized organization can modify the votes up to final result. This system is built and tested on a local Ganache blockchain using React.js for the user Interface and hardhat for the deployment. After testing, it is confirmed that the smart contract successfully prevents double voting, any alteration within and during the process and restricts the candidate management only to the admin and stores voter identity and records immutably.
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INTRODUCTION
 The power to vote for your country is an important part of any democratic country. For a long time, different ways are opted for elections taking from paper ballots to manual counting, which are time taken, expensive and are not very reliable either. Countries like India, Brazil and Belgium have moved on to Electronic Voting System also called EVMs to speed up the things and it did help to make the elections much easier than counting or using paper ballots [4]. But these systems still have limitations and faced a lot of criticisms too. These Electronic Voting System use a single centralized authority to manage the votes which can potentially lead to mismanaging the database by whoever controls and manages the authority [6].
The core problem with any central authority is trust. Voters are basically having no choice but to trust this centralized authority to be fair with their votes. There is no way for these voters to know how their votes are handled, whether it went to their right leader whom they vote for or not. So, this lack of transparency is the biggest issue for the voters.
       Now here comes the Blockchain technology to give them the satisfaction these voters deserve. Blockchain technology offers a very interesting way to address this problem. Since blockchain technology records are distributed among different nodes and cannot be removed once written and there is no single authority that controls the blockchain so it removes the need for a central authority overall. Nofer et al. described blockchain as a shift from trusting people to trusting mathematics [7], which is exactly what a good voting system needs.
   This paper introduces TrustVote, a blockchain based decentralized voting system which is built as a prototype. The goal is removing all the limitations that comes with the traditional voting system and provides all the features a fair and good elections need, giving the voters their level of satisfaction with their votes. TrustVote is not build for a production ready system but to explore whether a genuinely decentralized voting system can be feasible for today’s election system. TrustVote is built by already existing tools like Ethereum, Smart Contracts using Solidity and React.js. The rest of the paper is organized as follows: Section II reviews related work, Section III describes the system design, Section IV covers implementation, Section V presents the results and discussion and Section VI concludes the overall paper.

LITERATURE REVIEW
There has been tremendous increase in applying blockchain to voting system over the past few years. Some of the relevant works are discussed below.
Alvi et al. [2] proposed DVTChain, a system that built on Ethereum 2.0. It uses voter hashing and time-lock encryption to keep votes hidden until the election ends. As TrustVote uses only one smart contract for simplicity, their system uses three smart contracts and a detailed gas- cost analysis.
Ben Ayed [8] proposed a conceptual design for blockchain voting, mainly focusing on four key requirements which is anonymity, accuracy, authentication and verifiability. TrustVote uses these requirements as design goals, although it does not implement the full anonymity since TrustVote is a prototype and it focuses more on the transparency of the system and smart contract enforcement.
 Fusco et al. [5] presented the concept of Cryptovoting, which takes a different approach using permissioned blockchain and Shamir’s Secret Sharing for privacy. Their system focuses on anonymity more, making it more complex than TrustVote and it also shows that different design trade-offs are possible depending on what the system prioritizes.
  Furthermore, Pathak et al. [9] reviewed many blockchain-based voting systems and it also got confirmed that Ethereum is the most commonly used Platform among different systems, appearing in over 40% of implementations. For small to medium level elections, their gas cost analysis showed that any smart contract based voting systems is more cost-effective. 
   A comprehensive review by Berenjestanaki et al. [11] covering 252 papers found that transparency, security and decentralization are the three most mentioned benefits of blockchain voting but it still also have some challenges which is still unsolvable and i.e., Scalability and Privacy. TrustVote addresses the first three benefits and at the same time recognizes the scalability limitation as future work.

SYSTEM DESIGN

Architecture Overview
TrustVote works on a three-layer architecture. The frontend is made using React.js that provides an interface for the voters and the admin. The second layer and the most important layer is a Solidity smart contract which is deployed on the Ethereum blockchain. The data layer is a local Ganache blockchain that stores all the records permanently.
The frontend and the smart contract are communicated through ethers.js using a direct JsonRpcProvider connection to the Ganache node at http://127.0.0.1:7545. Using JsonRpcProvider turned out to be more reliable for a local prototype environment.

Smart Contract Design
  The smart contract is the core part of TrustVote. It mainly stores two Solidity structs – Candidate and Voter, along with the mapping of voter addresses to Voter data and a dynamic array of all the voter addresses for record purposes. 
 The contract discloses the following key functions: registerVoter() for on-chain voter registration, vote() for casting a vote that comes with the built-in double vote prevention and addCandidate() which is only prohibited to admin through an onlyAdmin modifier. Functions like getCandidate() and getVotersCount() that are read only, allows the frontend to get the election data without sending the transactions.
User Roles
To be precise, TrustVote supports two roles. The first one is Voters, who can register through the interface, can view candidates, cast their vote and can view the results also. The other one is Admin who can log in through a password-protected dashboard, can add candidates, can view registered voters and can monitor live vote counts. The admin role is cryptographically imposed, only the wallet address that deployed the smart contract can call admin-related functions.
Figure 1: TrustVote three-layer system architecture
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IMPLEMENTATION
Technology Stack
The following tools were used to build TrustVote:
Table 1: TrustVote Technology Stack
	Technology
	Purpose

	Solidity
	Smart Contract Language

	Hardhat
	Compile and deploy framework

	Ganache
	Local Ethereum Blockchain Simulator 

	React.js
	Frontend user Interface

	Ethers.js
	Blockchain Communication Library


              
Deployment Workflow
The deployment process happens through a custom deploy.js script. When we run this, the script deploys Voting.sol to Ganache with the number of opening set of candidates and automatically then writes the new contract address to the frontend’s contractAddress file.
Key Implementation Challenges
During the process of developing TrustVote, three notable challenges were faced. First one is that Metamask reported the wrong chain ID while connecting to Ganache, which caused a BAD_DATA error in ethers.js. This was fixed when we switched to a direct JsonRpcProvider connection. Secondly, Mapping in solidity cannot be iterated natively, so a separate voterAddresses array was added to the contract to enable voter list display in the admin panel. Third, putting on several voters in a single browser session required adding an account selector dropdown that lets the user switch between Ganache accounts, each account representing a different voter.
RESULTS AND DISCUSSION
TrustVote was tested against overall twelve test cases covering from voter registration, vote casting, all the admin functions and different edge cases. All these twelve test cases are passed successfully and by reviewing those test cases, we can proudly say that smart contract rejects the concept of duplicate voter registration, prevented double voting and blocked non-admin addresses from adding candidates other than the admin itself.
	TC#
	Test Case
	Expected Result
	Status

	1.
	Voter Registration (Valid)
	Voter stored on-Chain
	Pass

	2.
	Voter Registration (Duplicate)
	Contract rejects, error shown
	Pass

	3.
	Cast Vote (Valid)
	Vote recorded
	Pass

	4.
	Cast Vote (Double)
	Contract rejects, blocked
	Pass

	5.
	Cast Vote (Unregistered)
	Contract rejects, not recorded
	Pass

	5.
	Add candidate (Admin)
	Candidate added on-Chain
	Pass

	6.
	Add Candidate (Non- Admin)
	Rejected
	Pass

	7.
	Admin Login (correct)
	Dashboard access granted
	Pass

	8.
	Admin Login (Wrong)
	Access denied, error shown
	Pass

	9.
	View Results
	Live counts shown, sorted
	Pass

	10.
	Voter Data Retrieval
	Names and address displayed
	Pass

	11.
	Contract Redeployment
	New address written to frontend
	Pass


       
Voter can view the live result dashboard right below the candidate options and the result dashboard shows live vote counts that is fetched directly from the blockchain and it got confirmed that the data shown is always precise and temper-proof. When a voter casts its vote, that vote was immediately taken as a count and get updated once the transaction was confirmed by Ganache.
   TrustVote is simpler in terms of cryptographic complexity if compared to an existing work like DVTChain [2]. It does not implement vote anonymization or encryption but to demonstrate the purpose of blockchain’s core properties, TrustVote achieves its goal. Being simple make TrustVote easier to understand and demonstrate, which is suitable for an academic prototype.
   One limitation is worth mentioning here is that admin password is currently hardcoded in the frontend. In a real-world deployment, this would need a proper cryptographic authentication. At the same time, right now voter identity is simulated using Ganache wallet addresses rather than real identity verification, which would be essential for any real election.
CONCLUSION AND FUTURE WORK
This paper presented TrustVote, a blockchain-based decentralized voting system prototype that uses smart contracts to impose election rules in a decentralized and transparent manner. This system was successfully built and passed all the test cases and it demonstrated that core voting requirements like preventing fraud with votes, ensuring transparency and removing the need for a single centralized authority, can be implemented using existing blockchain development tools.
TrustVote still has clear limitations which includes the need of real identity verification as it clearly lacks it. It also lacks voter anonymity and no scalability for large elections. These limitations are recognized for future work. Possible improvements include integrating zero-knowledge proofs for voter privacy, adding a biometric or Adhaar based identity verification and deploying on a public Ethereum testnut and exploring solutions for better scalability.
Overall, TrustVote manages to show that blockchain based voting system is technically feasible with a solid foundations and direction and with improvement, can be implemented in a real-world election. 
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