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Abstract

Customer citizenship behavior (CCB) is a voluntary, extra-role actions such as providing feedback, assisting other users, and positive word-of-mouth behavior that is critical for the success of digital service platforms. In the rapidly expanding Chinese medical beauty app industry, which relies on sensitive biometric and personal data, fostering CCB has become increasingly difficult due to rising privacy concerns. Drawing on the Antecedents-Privacy Concerns-Outcomes (APCO) framework and Privacy Calculus Theory, this study investigates how privacy concerns influence CCB directly and indirectly through perceived privacy benefits, perceived privacy risks, and trust. Using a survey of 393 medical beauty app users from first- and second-tier Chinese cities, data were analyzed via partial least squares structural equation modeling (PLS-SEM). Results indicate that privacy concerns significantly reduce perceived privacy benefits and trust, while increasing perceived privacy risk. In turn, perceived privacy benefits and trust positively affect CCB, whereas perceived privacy risk negatively affects CCB. Mediation analyses confirm that perceived privacy benefits, perceived privacy risk, and trust serve as significant mechanisms linking privacy concerns to CCB. These findings extend privacy research into the context of medical beauty apps and offer practical insights for platform managers seeking to balance data collection with user engagement.
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1.0 Background of study
Customer citizenship behavior (CCB) refers to voluntary, extra-role actions performed by customers that extend beyond core service transactions and contribute meaningfully to the successful operation of service organizations (Groth, 2005a). These behaviors include assisting other customers, offering constructive feedback to the firm, promoting the service provider through positive word-of-mouth (Yi et al., 2011), and demonstrating tolerance in service encounters (Assiouras et al., 2019).
In service-oriented industries such as hospitality and retail, CCB manifests through activities like recommending services to others, helping fellow customers, and providing actionable feedback. Such behaviors directly enhance customer satisfaction, service quality, and brand loyalty (Bove et al., 2009). In the healthcare sector, CCB may involve patients sharing information to improve service delivery or engaging in health-promoting behaviors, ultimately contributing to better patient outcomes and greater efficiency within healthcare systems (Sweeney et al., 2015). Across industries, CCB strengthens customer-company relationships while simultaneously improving organizational performance by driving customer loyalty, lowering operational costs, and amplifying brand promotion.
The ongoing digital transformation has further diversified the manifestations of CCB, particularly within online platforms and mobile applications, where customers actively participate through reviews, recommendations, and community support (Araújo et al., 2023) Eigenraam et al., 2018). These voluntary, extra-role behaviors are essential for the vitality and sustainability of digital service ecosystems. In the context of medical beauty apps which rely heavily on user-generated content and trust customer citizenship behaviors become a valuable asset, directly influencing platform credibility and user acquisition (Blazevic et al., 2013; Sanjaya et al., 2022).
The medical beauty industry in China has undergone rapid digitalization and remarkable market expansion, with the market scale exceeding RMB 300 billion and maintaining a high growth trajectory (Ma, 2023; Wu, 2022). A pivotal feature of this digital shift is the industry’s reliance on advanced technologies, such as AI-driven skin analysis and virtual try-on tools, which necessitate the collection of highly sensitive user data, including biometric information and personal health records. Consequently, while this operational model drives growth, it also intensifies critical concerns regarding data privacy and security (Elder et al., 2021).
Although digital platforms offer unprecedented convenience and personalized experiences, they simultaneously demand extensive personal and biometric data, leading to significant privacy concerns among users. Empirical evidence underscores the severity of this issue: reports indicate that over 40% of users uninstall medical beauty apps on the same day of installation, with privacy issues such as excessive permission requests and opaque data handling practices that is being a primary driver (Zhang et al., 2026). Within this high-stakes context, the very behaviors that platforms seek to foster are being stifled. When users are preoccupied with the potential misuse of their personal data, their willingness to voluntarily contribute to the community and the brand diminishes substantially. This creates a critical impediment to building the trust and engagement necessary for long-term success (Georgievskaya et al., 2025; Kröger et al., 2021).
This study selected residents from three major Chinese cities as the research population, as urban residents constitute the primary consumer base of China’s medical beauty market. Residents in first-tier cities such as Beijing, Shanghai, and Guangzhou possess high disposable income, a strong pursuit of aesthetic enhancement, and mature consumption awareness regarding medical beauty(Zhao et al., 2015) . In second-tier cities such as Chengdu, Nanjing, and Hangzhou, demand for medical beauty is also growing rapidly, driven by rising living standards and information dissemination. Although the overall income level of residents in third-tier cities is lower than that of first- and second-tier cities, the medical beauty market in these areas is expanding due to the decreasing cost of medical beauty procedures and increasing public awareness. Therefore, selecting residents of first- and second-tier cities as research subjects allows for a more accurate reflection of the main consumption trends and behaviors in China’s medical beauty market (Timberlake et al., 2014; Zhao et al., 2015)
While these digital platforms offer unprecedented convenience and personalized experiences, they also demand extensive personal and biometric data, leading to significant privacy concerns. Empirical evidence underscores the severity of this issue: reports indicate that over 40% of users uninstall medical beauty apps on the same day of installation, with privacy issues such as excessive permission requests and opaque data handling practices being a primary driver (Haggag et al., 2022). However, within the high-stakes context of medical beauty apps, the very behaviors that platforms seek to foster are being stifled. When users are preoccupied with how their personal data might be misused, their willingness to voluntarily contribute to the community and the brand diminishes substantially. This creates a critical impediment to building the trust and engagement necessary for long-term success.

2.0 Literature Review
This chapter reviews the theoretical and empirical foundations underpinning the research model. The literature review begins with an examination of information privacy in mobile applications, followed by a detailed discussion of the APCO (Antecedents → Privacy Concerns → Outcomes) framework and Privacy Calculus Theory. Subsequently, the review synthesizes prior work on customer citizenship behavior (CCB) and privacy concerns, culminating in the development of the conceptual framework and hypotheses.

2.1 Information Privacy in Mobile Apps
Information privacy in mobile applications is defined as the ability of users to control the personal data they share with these platforms (Hong & Thong, 2013). Organizations’ data management practices have been shown to raise notable privacy concerns among consumers (Mols et al., 2026). Prior studies indicate that privacy concerns span multiple facets, including individuals’ understanding of how their personal information is collected and used, the data handling practices employed by organizations, and the nature of users’ interactions with systems that request their data. Each of these dimensions plays a crucial role in shaping users’ trust in how their privacy is safeguarded and the level of control they perceive over their personal information (Balapour et al., 2020).
Personal privacy beliefs significantly influence behavioral and attitudinal outcomes such as trust, willingness to use an application, intention to adopt, and information-sharing tendencies. The privacy paradox suggests that individuals who advocate for transparency in data handling may, paradoxically, be less inclined to share their personal information (Balapour et al., 2020). This paradox is particularly salient in high-sensitivity contexts such as medical beauty apps, where users simultaneously desire personalization and fear data exploitation.

2.2 The APCO Framework (Antecedents → Privacy Concerns → Outcomes)
The “Antecedents → Privacy Concerns → Outcomes” (APCO) framework has been extensively referenced and recommended by prior researchers investigating information privacy (Buck, 2017; N. Shen et al., 2019; Sun et al., 2019a; Yuan et al., 2022). The APCO model posits that various antecedents such as past experiences, personality traits, and situational factors influence individuals’ privacy concerns, which in turn shape behavioral outcomes like disclosure intention, trust, and citizenship behavior. Past experiences, whether involving data breaches, misuse of personal information, or privacy violations, contribute to a deeper awareness of the potential risks associated with sharing information online (Trepte et al., n.d.). Consequently, individuals with such experiences tend to be more cautious and vigilant when interacting with platforms that require personal data, as they are more sensitive to potential privacy threats (E. Y. Huang & Lin, 2005). This heightened concern often results in a more critical evaluation of how their data is managed and protected (Fernandes & Costa, 2023; Lappeman et al., 2023; F. Zhang et al., 2023). The APCO framework thus provides a robust theoretical lens for examining the mechanisms through which privacy concerns shape customer behaviors in digital environments, including the medical beauty app context.

2.3 Privacy Calculus Theory
Privacy calculus theory has gained increased importance in the contemporary digital environment, as it serves as a critical framework for understanding individuals’ decision-making processes regarding the sharing of personal information, particularly in the context of social media and mobile app engagement (Cloarec et al., 2024). The theory posits that users engage in a cognitive cost-benefit analysis: they weigh the perceived benefits of disclosing personal data (e.g., personalized services, convenience, social rewards) against the perceived risks (e.g., data misuse, identity theft, surveillance). In a variety of digital contexts such as mobile applications (Jahari, Hass, Idris, et al., 2022), social media platforms (Hayes et al., 2021), and other digital technologies (Scarpi et al., 2022) researchers have employed privacy calculus theory to investigate consumer behavior. A consistent finding is that consumers demonstrate a higher willingness to share personal information and perform customer citizenship behaviors for a company when they believe the perceived benefits of personalization outweigh the perceived costs associated with privacy risks (Ackermann et al., 2022; Wanjugu et al., 2022). In the medical beauty app context, this calculus becomes especially pronounced due to the highly sensitive nature of biometric and health-related data.

2.4 Customer Citizenship Behavior (CCB)
The concept of customer citizenship behavior (CCB) evolved directly from the concept of organizational citizenship behavior (OCB) in organizational psychology. The introduction of OCB revealed that individuals within an organization have the potential to engage in proactive, voluntary cooperation with others, thereby achieving mutually beneficial outcomes (Gong & Yi, 2021; Groth, 2005). CCB can be described as customers voluntarily performing good deeds for businesses in various ways, even when such deeds are not explicitly requested by the business. Three significant characteristics define customer citizenship behavior. First, customer behavior is autonomous, spontaneous, and voluntary not coerced or mandated by the service provider. Second, the behavior is helpful and beneficial to the business, often contributing to improved service delivery, cost reduction, or brand promotion. Third, such behavior frequently benefits other customers within the service ecosystem, such as by aiding or sharing useful information. In summary, customer citizenship behavior represents a positive, proactive, and attitude-driven set of actions taken by customers that extend beyond transactional expectations. In digital environments such as medical beauty apps, CCB includes writing detailed reviews, sharing before-and-after photos with consent, answering questions from prospective users, recommending the app to peers, and providing constructive feedback to developers. These voluntary actions are essential for community building and platform growth.

2.5 Privacy Concerns
Privacy concerns refer to individuals’ apprehensions regarding organizational information privacy procedures, including how personal data is collected, stored, used, and shared (Ozdemir et al., 2017; Smith et al., 1996). Privacy researchers typically explain privacy-related behaviors by operationalizing privacy concerns as a latent construct and measuring its manifest indicators (Jeff Smith et al., 2011). Many scholars treat privacy concerns as a multidimensional construct encompassing several distinct but related dimensions: collection of personal data, improper access, unauthorized secondary use, and errors in data management. In the context of medical beauty apps, privacy concerns are particularly acute because users are required to submit highly sensitive information, including facial images, skin condition data, and sometimes personal identification details. When users perceive that the platform’s data handling practices are opaque or excessive, their privacy concerns intensify, which in turn negatively affects their trust, perceived benefits, and willingness to engage in citizenship behaviors.
The literature reviewed demonstrates that privacy concerns are a multidimensional construct with well-established antecedents and outcomes. The APCO framework provides a robust theoretical structure for modeling how past experiences and situational factors shape privacy concerns, which then influence behavioral outcomes. Privacy calculus theory complements this perspective by emphasizing the cognitive trade-off between perceived benefits and perceived risks. Finally, customer citizenship behavior that is a voluntary, extra-role set of actions has been shown to be sensitive to users’ privacy evaluations. Integrating these three theoretical streams, the present study proposes a model in which privacy concerns affect CCB directly and indirectly through perceived privacy benefits, perceived privacy risks, and trust. This integrated framework is particularly relevant to the high-stakes context of Chinese medical beauty apps, where data sensitivity and user engagement are closely intertwined.

3.0 Methodology
3.1 Research Design and Approach
This study adopted a quantitative, cross-sectional survey design to examine the relationships among privacy concerns, perceived privacy benefits, perceived privacy risk, trust, and customer citizenship behavior (CCB) in the context of Chinese medical beauty apps. A positivist research philosophy guided the inquiry, and hypotheses were tested using partial least squares structural equation modeling (PLS-SEM), which is well-suited for complex predictive models and theory development (Hair et al., 2017).

3.2 Sampling and Data Collection
The target population comprised users of medical beauty mobile applications in China. A purposive sampling strategy was employed, focusing on residents of first-tier cities (Beijing, Shanghai, Guangzhou) and second-tier cities (Chengdu, Nanjing, Hangzhou), as these regions represent the most active consumer segments in China’s medical beauty market (Mihailovic et al., 2017; Zhang et al., 2026).
Data were collected through an online questionnaire distributed via major medical beauty app communities and social media platforms (e.g., WeChat, Xiaohongshu). Screening questions ensured that only respondents who had used at least one medical beauty app within the past six months were included. A total of 450 responses were received, and after removing incomplete or invalid responses, 393 valid samples remained, yielding a response rate of 87.3%.
 
4.0 Profile of Respondent
As shown in Table 1, the sample was predominantly female (73.3%, n = 288), reflecting the gendered nature of the medical aesthetics market. Most respondents (45.0%, n = 177) reported an annual income between 150,000 and 300,000 RMB, followed by those earning below 150,000 RMB (41.7%, n = 164). In terms of education, 68.4% (n = 269) held an associate or bachelor’s degree, and 95.2% (n = 374) resided in urban areas. The age distribution was concentrated in the 20–30 age group (63.6%, n = 250), with the remaining 36.4% (n = 143) aged 30–40. All 393 respondents (100%) reported having used a medical beauty app, confirming their eligibility for the study.





Table 1：Profile of Respondents
	Variables
	Categories
	Frequency
	Percentage %

	Gender
	Male
	105
	26.7

	
	Female
	288
	73.3

	Income level
	Below 150,000 yuan
	164
	41.7

	
	150,000 - 300,000
	177
	45

	
	300,000 - 450,000
	41
	10.4

	
	More than 450,000
	11
	2.8

	Education background
	Below high school
	2
	0.5

	
	Associate degree or bachelor's degree 
	269
	68.4

	
	Master's degree
	108
	27.5

	
	PhD
	14
	3.6

	Residence
	Urban area
	374
	95.2

	
	Rural area
	19
	4.8

	Age（20-40）
	Yes
	392
	99.7

	
	No
	1
	0.3

	Specific age group
	20-30
	250
	63.6

	
	30-40
	143
	36.4

	Usage of Medical Beauty Apps
	Used
	393
	100



The demographic profile of the 393 respondents delineates a distinct consumer archetype within the medical aesthetics market. A significant gender disparity was observed, with female users constituting an overwhelming majority (73.3%, n=288) compared to their male counterparts (26.7%, n=105), a difference that is statistically significant (χ²=85.92, p<0.001). This distribution, which aligns with industry reports, underscores the societal pressures and gendered marketing strategies that position women as the primary drivers of consumption, while the absolute number of male users still presents a valuable avenue for inquiry. Income data reveals a spindle-shaped distribution centered on the middle class: respondents earning between ¥150K and ¥300K annually form the core consumer base (45.0%, n=177), supporting the notion of medical aesthetics as a form of social competition, as posited by Maslow's Hierarchy of Needs. Furthermore, the substantial cohort earning less than ¥150K (41.7%, n=164) corroborates the democratization of the market through more affordable "light" procedures. In contrast, the underrepresentation of high-income brackets (≥¥450K; 2.8%, n=11) is likely an artifact of data capture limitations rather than a lack of consumption, as this demographic frequently utilizes privacy-focused payment methods that evade platform tracking. The user base is characterized by a highly educated, urban-centric profile, with 68.4% (n=269) holding junior college or undergraduate degrees and 95.2% (n=374) residing in urban areas. This concentration reflects the higher digital literacy and greater service accessibility in cities, which facilitate the adoption of digital health services. Finally, an age analysis identifies the 20-30 age group as the primary consumers (63.6%, n=250), driven by the developmental pressures of identity construction and early-career social competition, while the 30-40 demographic (36.4%, n=143) is more likely motivated by anti-aging concerns and the maintenance of social status.


4.1 Common Method Variance
Researchers, particularly in survey-based studies, have widely acknowledged the issue of common method variance (CMV), especially when data are collected from a single respondent (Podsakoff, MacKenzie, & Podsakoff, 2016). To statistically assess the presence of common method bias, the study applied the full collinearity assessment recommended by Kock (2015). This approach evaluates whether the variance inflation factor (VIF) values of the studied constructs fall below the recommended thresholds of 3.3 or 5.0 (Kock, 2015). Following this procedure, all constructs were regressed against a common variable using IBM SPSS version 30. The results, as presented in Table 2, indicate that all studied constructs yielded VIF values below 3.3, suggesting that common method bias is not a serious concern in the present study. Consequently, the findings are unlikely to be substantially influenced by single-source measurement bias.

Table 2. Full Collinearity Testing
	Constructs
	VIF

	Collection
	2.976

	Customer Citizenship Behavior
	2.319

	Errors
	1.604

	Improper Access
	1.944

	Perceived Privacy Benefits
	2.094

	Perceived Privacy Risk
	2.499

	Trust
	2.914

	Unauthorised Secondary Use
	1.665




4.2 Results and Analysis
The research model of this study was validated using SmartPLS version 4.1.1.6 (Cheah et al., 2026; Margalina et al., 2026). In line with the two-stage analytical approach recommended by (Anderson et al., 1988), the analysis first evaluated the measurement model to establish reliability and validity, followed by an assessment of the structural model to examine the hypothesized relationships.

4.3 Measurement Model
The assessment of the measurement model focused on evaluating both the reliability and validity of the constructs. Internal consistency reliability was examined using composite reliability (CR), while indicator reliability was assessed through the outer loadings of the measurement items. Convergent validity was evaluated using the average variance extracted (AVE), with values exceeding the recommended threshold indicating adequate construct validity. In addition, discriminant validity was assessed to confirm that the constructs were empirically distinct. This was primarily evaluated using the heterotrait–monotrait (HTMT) ratio of correlations, which offers a more stringent and robust criterion than traditional discriminant validity measures. A reliability analysis was performed to assess the extent to which the observed indicators consistently represent their respective latent constructs (Jia et al., 2024). Internal consistency reliability was evaluated using composite reliability (CR). As reported in Table 3, the CR values ranged from 0.791 to 0.938, exceeding the recommended threshold of 0.70 (Hair et al., 2017). These results provide strong evidence of internal consistency across all constructs. Overall, the composite reliability findings indicate that the measurement model demonstrates satisfactory reliability, thereby supporting the suitability of the constructs for subsequent analysis. According to Hair et al. (2017), higher outer loadings indicate that the indicators strongly represent the constructs they are intended to measure. While a loading of 0.708 is generally recommended as the benchmark (Hair et al., 2017), prior studies have suggested more flexible cut-off values, such as 0.70 (Hair et al., 2010) or 0.60–0.50 in exploratory research contexts (Byrne, 2016). As presented in Table 2, the outer loadings in this study ranged from 0.667 to 0.941, thereby satisfying the minimum acceptable thresholds proposed by Byrne (2016) and confirming adequate indicator reliability.
Convergent validity was assessed using the average variance extracted (AVE) for each construct. An AVE value exceeding 0.50 indicates that a construct explains more than half of the variance in its indicators, thereby demonstrating adequate convergent validity (Hair et al., 2017). As reported in Table 3, the AVE values ranged from 0.559 to 0.792, all of which surpassed the recommended threshold. From Figure 1, we have conceptualized privacy concern as a second-order construct. This study employed the type I hierarchical latent variable model referring to Becker, Klein & Wetzels (2012) for modelling reflective-reflective second-order construct in PLS. In addition, a two-stage approach was used to estimate the hierarchical latent variable model as suggested by Becker et al. (2012). Table 3 shows that the measurement model results exceed the recommended threshold values, thereby indicating adequate convergent validity (see Figure 1).
Discriminant validity was assessed using the heterotrait–monotrait (HTMT) ratio, as recommended by Henseler et al. (2015). Both the HTMT threshold criterion and HTMT inference using bootstrapping were applied. Following Ramayah et al. (2014), all HTMT values were below the recommended threshold of 0.90, indicating adequate discriminant validity (see Table 4). In addition, the bootstrapping results in Table 5 showed that the 95% confidence intervals for all HTMT values did not include 1.0, further confirming discriminant validity (Henseler et al., 2015). Therefore, the measurement model satisfies the requirement for discriminant validity.


Table 3. Measurement Model
	First-Order Constructs
	Second-Order Constructs
	Items
	Loadings
	CR
	AVE

	Improper Access
	
	ACC1
	0.893
	0.832
	0.713

	
	
	ACC2
	0.792
	
	

	Collection
	
	COL1
	0.913
	0.918
	0.789

	
	
	COL2
	0.862
	
	

	
	
	COL4
	0.890
	
	

	Errors
	
	ERR1
	0.768
	0.791
	0.559

	
	
	ERR2
	0.777
	
	

	
	
	ERR3
	0.694
	
	

	Unauthorised Secondary Use
	
	USE1
	0.815
	0.899
	0.689

	
	
	USE2
	0.823
	
	

	
	
	USE3
	0.847
	
	

	
	
	USE4
	0.836
	
	

	
	Privacy Concern
	Collection
	0.886
	0.84
	0.573

	
	
	Errors
	0.602
	
	

	
	
	Improper Access
	0.823
	
	

	
	
	Unauthorised Secondary Use
	0.684
	
	

	Perceived Privacy Benefits
	
	PB1
	0.749
	0.867
	0.621

	
	
	PB2
	0.799
	
	

	
	
	PB3
	0.866
	
	

	
	
	PB4
	0.731
	
	

	Perceived Privacy Risk
	
	PR1
	0.931
	0.930
	0.771

	
	
	PR2
	0.941
	
	

	
	
	PR3
	0.940
	
	

	
	
	PR4
	0.667
	
	

	Trust
	
	TR1
	0.878
	0.938
	0.792

	
	
	TR3
	0.879
	
	

	
	
	TR4
	0.918
	
	

	
	
	TR5
	0.885
	
	

	Customer Citizenship Behavior
	
	CCB1
	0.838
	0.925
	0.607

	
	
	CCB2
	0.797
	
	

	
	
	CCB3
	0.701
	
	

	
	
	CCB4
	0.782
	
	

	
	
	CCB5
	0.798
	
	

	
	
	CCB6
	0.803
	
	

	
	
	CCB7
	0.786
	
	

	
	
	CCB8
	0.718
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Figure 2. The PLS algorithm results


Table 4.  Discriminant Validity (HTMT)
	
	Constructs
	1
	2
	3
	4
	5

	1
	Customer Citizenship Behavior
	 
	
	
	
	

	2
	Perceived Privacy Benefits
	0.755
	 
	
	
	

	3
	Perceived Privacy Risk
	0.454
	0.410
	 
	
	

	4
	Privacy Concern
	0.355
	0.247
	0.680
	 
	

	5
	Trust
	0.766
	0.776
	0.590
	0.457
	 





4.4 Structural Model
Following the establishment of the measurement model’s adequacy, the structural model was subsequently evaluated to examine the hypothesized relationships among the constructs. This evaluation involved assessing the path coefficients, coefficients of determination (R²), and effect sizes (f²), thereby providing a comprehensive assessment of the proposed research model.
To estimate the relationships within the structural model, a bootstrapping procedure was employed to test the hypothesised linkages among the constructs. Specifically, 5,000 bootstrap resamples were generated to assess the statistical significance of the path coefficients. The analysis was conducted using a one-tailed test with a significance level of 0.05.
Table 5 presents the results of the structural model analysis. The findings indicate that privacy concern has a significant negative effect on perceived privacy benefits (β = −0.240, p < .001). In contrast, privacy concern exerts a strong positive effect on perceived privacy risk (β = 0.678, p< .001), explaining a substantial proportion of variance in the construct (R² = 0.460). In addition, privacy concern was found to have a significant negative relationship with trust (β = −0.462, p< .001).
Regarding the outcome variable, perceived privacy benefits exert a positive and significant influence on customer citizenship behavior (β = 0.329, p<.01), while perceived privacy risk shows a significant negative effect on customer citizenship behavior (β = −0.067, p< 0.05). Furthermore, trust demonstrates a strong and significant positive effect on customer citizenship behavior (β = 0.448, p< .01). Overall, the results provide empirical support for all proposed hypotheses; therefore, H1, H2, H3, H4, H5, and H6 were supported.
This study examined the constructs’ coefficient of determination (R2 value) to assess the model’s predictive capability. Based on Table 5, the results indicate that 55.9% of the variance in customer citizenship behavior is explained by perceived privacy benefits, perceived privacy risk, and trust, reflecting a substantial level of predictive power. Privacy concern explains 46.0% of the variance in perceived privacy risk, indicating strong predictive accuracy. In addition, 21.3% of the variance in perceived privacy benefits is explained by privacy concern, suggesting a moderate level of predictive accuracy. However, privacy concern accounts for only 5.8% of the variance in trust, reflecting a weak level of predictive accuracy.
In addition, multicollinearity was assessed using variance inflation factors (VIF). As shown in Table 5, all VIF values were below the recommended threshold of 3.3 or 5, indicating that multicollinearity was not a concern in the model.
The effect size (f²) of each hypothesized relationship was assessed in this study. As reported in Table 5, privacy concern exhibits a large effect on the R² of perceived privacy risk and a moderate effect on the R² of trust. Trust, in turn, demonstrates a moderate effect on the R² of customer citizenship behavior. Privacy concern shows a small effect on the R² of perceived privacy benefits. In contrast, perceived privacy risk has no effect on customer citizenship behavior.

4.5 Assessment of the Mediation Analysis
In addition to the direct effects, the mediating effects of perceived privacy benefits, perceived privacy risk, and trust on the relationship between privacy concern and customer citizenship behavior were examined. The mediation analysis employed the bootstrapping procedure proposed by Preacher and Hayes (2008) to test the significance of indirect effects. This nonparametric resampling method is considered robust and suitable for mediation analysis as it does not assume a normal distribution of the indirect effects (Hayes, 2009).
Table 6 presents the indirect relationships and hypothesis testing results. The bootstrapping analysis identified three significant indirect effects: Privacy Concern → Perceived Privacy Risk → Customer Citizenship Behavior (β = −0.045, p <.05), Privacy Concern → Perceived Privacy Benefits → Customer Citizenship Behavior (β = −0.079, p<.01), and Privacy Concern → Trust → Customer Citizenship Behavior (β = −0.207, p<.01). The corresponding 95% bias-corrected bootstrapped confidence intervals [LL = −0.086, UL = −0.007], [LL = −0.109, UL = −0.052], and [LL = −0.258, UL = −0.159] did not include 0, indicating the presence of mediation effects. Overall, the findings confirm that perceived privacy risk, perceived privacy benefits, and trust significantly mediate the relationship between privacy concern and customer citizenship behavior. Accordingly, H7, H8, H9, and H18 were supported.
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Table 5. Hypothesis Testing Direct Effects
	Hypothesis
	Relationship
	Std. Beta
	Std. Error
	t-values
	p-values
	Decision
	R2
	f2
	BCI LL
	BCI UL
	VIF

	H1
	Privacy Concern -> Perceived Privacy Benefits
	-0.240
	0.043
	5.587
	p<.001
	Supported
	0.058
	0.061
	-0.305
	-0.165
	1.000

	H2
	Privacy Concern -> Perceived Privacy Risk
	0.678
	0.031
	21.909
	p<.001
	Supported
	0.460
	0.851
	0.621
	0.724
	1.000

	H3
	Privacy Concern -> Trust
	-0.462
	0.034
	13.433
	p<.001
	Supported
	0.213
	0.271
	-0.512
	-0.397
	1.000

	H4
	Perceived Privacy Benefits -> Customer Citizenship Behavior
	0.329
	0.054
	6.103
	p<.001
	Supported
	0.559
	0.137
	0.226
	0.405
	1.791

	H5
	Perceived Privacy Risk -> Customer Citizenship Behavior
	-0.067
	0.035
	1.918
	0.028
	Supported
	
	0.007
	-0.124
	-0.010
	1.487

	H6
	Trust -> Customer Citizenship Behavior
	0.448
	0.053
	8.406
	p<.001
	Supported
	
	0.197
	0.358
	0.532
	2.310



Table 6. Hypothesis Testing Indirect Effects
	Hypothesis
	Relationship
	Indirect Std. Beta
	Std. Error
	t-values
	p-values
	Decision
	BCI LL
	BCI UL

	H7
	Privacy Concern -> Perceived Privacy Risk -> Customer Citizenship Behavior
	-0.045
	0.024
	1.890
	0.029
	Supported
	-0.086
	-0.007

	H8
	Privacy Concern -> Perceived Privacy Benefits -> Customer Citizenship Behavior
	-0.079
	0.018
	4.445
	P<.001
	Supported
	-0.109
	-0.052

	H9
	Privacy Concern -> Trust -> Customer Citizenship Behavior
	-0.207
	0.03
	6.845
	P<.001
	Supported
	-0.258
	-0.159




5.0 Summary of key findings
This study examined how privacy concerns influence customer citizenship behavior (CCB) within Chinese medical beauty apps, drawing on the APCO framework and Privacy Calculus Theory. The results provide empirical support for all six direct hypotheses (H1–H6) and three indirect mediation hypotheses (H7, H8, H9).
First, consistent with H1, privacy concerns negatively affect perceived privacy benefits (β = −0.240, p < .001). Users who worry about how their biometric and personal data are handled are less likely to perceive value from personalized services or app features. This finding aligns with previous research (Balapour et al., 2020; Hong & Thong, 2013) and suggests that heightened privacy vigilance diminishes users’ evaluation of potential gains.
Second, privacy concerns strongly and positively influence perceived privacy risk (β = 0.678, p < .001), supporting H2 and explaining 46% of its variance. This large effect size (f² = 0.851) underscores that in the sensitive context of medical aesthetics where users share facial images, skin analysis data, and health records privacy concerns are a primary driver of risk perceptions. This echoes the privacy calculus literature (Cloarec et al., 2024; Jahari et al., 2022).
Third, privacy concerns significantly reduce trust (β = −0.462, p < .001, H3). Although the variance explained in trust (R² = 21.3%) is moderate, the path coefficient is substantial. This indicates that opaque data practices and excessive permission requests erode users’ confidence in medical beauty platforms, consistent with prior findings (Elder et al., 2021; Fernandes & Costa, 2023).
Regarding CCB, perceived privacy benefits (H4: β = 0.329, p < .001) and trust (H6: β = 0.448, p < .001) positively predict CCB, while perceived privacy risk (H5: β = −0.067, p < .05) negatively predicts CCB, though with a very small effect size (f² = 0.007). The strong influence of trust suggests that when users feel confident about platform integrity, they are more willing to engage in voluntary behaviors such as writing reviews, assisting other users, and recommending the app. The weak effect of perceived privacy risk implies that risk alone does not strongly deter CCB unless accompanied by low benefits or low trust a nuance consistent with the privacy paradox literature (Balapour et al., 2020).
Finally, mediation analyses (H7–H9) confirm that perceived privacy risk, perceived privacy benefits, and trust all significantly mediate the privacy concern → CCB relationship. Notably, the indirect effect via trust (β = −0.207) is the strongest, indicating that restoring user trust is the most powerful mechanism to counteract the negative impact of privacy concerns on CCB.

5.1 Theoretical Contributions
This study makes several theoretical contributions. First, it extends the APCO framework (Smith et al., 1996; Sun et al., 2019) to the underexplored context of medical beauty apps, which involve highly sensitive biometric data. Second, it integrates privacy calculus theory with CCB, showing that users engage in a cognitive cost-benefit assessment before voluntarily contributing to the platform. Third, by modeling privacy concern as a second-order reflective-reflective construct (comprising improper access, collection, errors, and unauthorized secondary use), the study provides a nuanced operationalization that future researchers can adopt. Fourth, the identification of trust as the strongest mediator advances understanding of how privacy concerns translate into behavioral outcomes beyond direct effects.

5.2 Practical Implications
For medical beauty app developers and marketers, the findings offer actionable insights. First, reducing privacy concerns requires transparent data collection policies, simplified consent mechanisms, and granular permission controls. Second, enhancing perceived privacy benefits such as clearer explanations of how personal data improves AI-driven skin analysis or personalized recommendations can offset privacy fears. Third, building trust is paramount: third-party certifications, data encryption notices, and responsive customer support can signal reliability. Fourth, given that over 40% of users uninstall apps on the day of download due to privacy issues platforms should implement “privacy onboarding” tutorials that demonstrate data stewardship before requesting sensitive information.

5.3 Limitations and Future Research
Several limitations should be acknowledged. First, the sample is predominantly female (73.3%) and urban (95.2%), limiting generalizability to male or rural users. Future research should explore gender-based differences in privacy calculus. Second, the cross-sectional design cannot establish causality; longitudinal studies are needed. Third, the R² for trust explained by privacy concern was only 21.3%, suggesting other antecedents (e.g., platform reputation, regulatory knowledge) influence trust. Fourth, self-reported data may introduce social desirability bias; future studies could combine surveys with behavioral trace data. Fifth, the study focused on Chinese users; cultural comparisons (e.g., with individualistic societies) would be valuable.

5.4 Conclusion
This research investigated the mechanisms through which privacy concerns affect customer citizenship behavior in the context of Chinese medical beauty apps. Drawing on the APCO framework and Privacy Calculus Theory, a second-order privacy concern construct was modeled and tested alongside perceived privacy benefits, perceived privacy risk, trust, and CCB. The results demonstrate that privacy concerns significantly reduce perceived privacy benefits and trust, while increasing perceived privacy risk. In turn, both perceived privacy benefits and trust act as positive drivers of CCB, whereas perceived privacy risk exerts a weak negative influence. Crucially, trust emerged as the strongest mediator, indicating that privacy concerns undermine CCB primarily by eroding user trust, rather than solely through risk or benefit calculations. 
From a practical standpoint, medical beauty platforms that wish to foster voluntary, citizenship-oriented behaviors must move beyond mere compliance and actively communicate the value of data use, minimize perceived risks, and invest in trust-building mechanisms. The privacy paradox where users claim to value privacy yet continue using apps can be resolved when trust and perceived benefits outweigh risks.
In conclusion, as China’s medical beauty market continues its rapid digital expansion, the sustainable growth of app-based platforms depends not only on technological innovation but also on respecting user privacy and cultivating trust. Without these, the very citizenship behaviors that drive platform vitality will remain suppressed.
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