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[bookmark: Abstract]Abstract
The fast growth of information technology has changed the healthcare industry dramatically that has resulted in the necessity of effective, safe and integrated digital healthcare solutions. The paper is a presentation of the design and development of a web-based Hospital Management System meant to simplify the operations of the hospital and improve the overall healthcare experience of the patient, doctors, and the administrators in the hospital. The suggested system offers a single platform on which patients can enroll, obtain medical records, make reservations, order laboratory examinations, and buy medications online. Patient records are safely reviewed by doctors and they can give the patient timely feedback, whereas patient data and documents are effectively administered by the administrators as well as operations by the system. The modules that have been included in the system are user authentication, appropriate scheduling of appointments, lab tests and medicine management, specialist search, and dissemination of health information. The proposed solution facilitates efficient operations through fewer manual interventions, increased access to and communication of data which improves operational effectiveness, safety of information and patient engagement. The system proves the potential of digital platforms in providing patient-centric healthcare services and enhances the decision-making in the contemporary healthcare setting.
[bookmark: I.Introduction]I.INTRODUCTION
The reason is that the healthcare industry is changing in a drastic manner due to the swift developments of information and communication technologies. There is a growing trend of hospitals and health facilities moving towards digital management of high patient databases and to orchestrate medical services and enhance the quality of care provided. Nevertheless, numerous healthcare systems continue relying

on manual systems, or even a piece-meal set of software, which tend to lead to workflow inefficiencies, data duplication, slower patient care, and more administrative burden.
Hospital Management System (HMS) is a crucial tool that helps to handle these problems by centralizing all of the hospital functions on a digital platform. These systems help facilitate the effective handling of patient history, booking appointments, laboratory business, pharmacy business, and inter-stakeholder communication of healthcare. An HMS improves the efficiency of the actions carried out by any hospital because it automatizes the routine and ensures the accuracy of the data and minimizes errors in making clinical decisions.
In this paper, a web-based Hospital Management System has been proposed to enhance matter of accessibility, transparency and coordination amongst the patients, doctors and administrators. The system will enable patients to easily access medical reports, make appointments, order lab tests, and shop medicines online at the safety of the system. The doctors are given real-time access to patient information to look up reports and to provide feedback effectively, whereas administrators can take care of records, documents, and other operations on the system using a secure interface. The proposed system will reduce the routes to manual intervention, increase data security, and provide the patient with a patient-centric healthcare experience..
[bookmark: A.PROBLEM_STATEMENT]A.PROBLEM STATEMENT
Even with the high-technology improvements in healthcare, most of the hospitals and medical institutions still face the challenge of utilizing manual processes or a disjointed legacy system to manage the information about the patient and the operation of the hospital. Such conventional methods usually cause ineffective data management, lags in receiving medical records, lack of coordination between caregivers and

healthcare institutions, as well as the overburden of administrators. This has led to patients spending longer time in waiting areas, having fewer options to their medical records as well as struggling to make appointments or order the necessary medical services.
Also, the lack of a combined online platform poses a problem with ensuring accuracy of information and security of the information and the possibility of real time communication between the patients, doctors, and the administration. The employees of healthcare organizations encounter challenges of reviewing patient records in a timely manner and delivering timely feedback to patients, whereas administrators have to cope with the necessity to work with great amounts of paperwork and consistency of the systems. Such constraints increase the inefficiency in operations and adversely affect the quality of healthcare services in general.
[bookmark: B.SCOPE_AND_MOTIVATION]Hence, it is highly urgent to find a safe, centralized, and convenient Hospital Management System that would combine patient records management, appointments booking, lab tests, pharmacy, and healthcare information distribution. This system ought to reduce the component of manual functionality, ensure the higher level of data security, the better communication between stakeholders, and offer a patient-centered care delivery model.
B.SCOPE AND MOTIVATION
I. The need to establish the proposed Hospital Management System is necessitated by the growing need to have efficient, secure and accessible healthcare services. The traditional methods of hospital management are associated with manual records keeping, unconnected software systems that cause data duplication, failure in communication, and delayed patient care. As the number of patients increases and the healthcare functions become complicated, such restrictions prevent an efficient and quick decision-making process and lower the quality of offered services in general.
The proposed system scope will involve the design and deployment of a web-based Hospital Management System that consolidates the basic activities of the hospital into one platform. The system accommodates several user groups, and they include patients, doctors, and administrators, where each user role has functionalities. Patients will have the ability to enroll, to access medical records and scans, to make appointments, order laboratory tests, and to order drugs online. Patients Doctors can conveniently access patient-level records, view diagnostic reports, and give feedback. Administrators handle the user accounts and uploading documents about patients as well as system data integrity.
II. [bookmark: II._LITERATURE_REVIEW]LITERATURE REVIEW
The use of the Hospital Management Systems has been greatly examined as an appropriate way of enhancing the
delivery of healthcare services by utilizing information technology. The initial research involved computerized hospital information system to develop replacement of manual record keeping to increase the accuracy and efficiency of retrieving data. These systems proved to be efficient in administration with little scopes of scalability and ease of use. Later studies focused on web based healthcare management systems which allow real time access to medical records and facilitate various user functions. Some of the studies mentioned the advantages of centralized databases in lessening the data redundancy and enhancing the coordination of health care providers. Nevertheless, a great number of these
systems did not have all the features and were usually limited to scheduling appointments or electronic medical records only and did not include lab and pharmacy services.
Current literature has also examined the application of the secure authentication and role-based access control to secure sensitive medical information. It has been found that the use of encrypting and access control, which improves data security and patient privacy, can be achieved through the implementation of encryption and access control. However, other systems continue to experience issues of complex system, lack of user interfaces and adequate features of patient engagement.
In other researches, other services included are the booking of lab tests online, e-pharmacy modules and the health information portals. Although these characteristics enhanced the convenience of the users, it was noted that integration problems and performance restrictions were experienced in large-scale deployments. Moreover, the current systems do not have sufficient features to ensure smooth interactions between the patient and the doctor.
Judging by literature reviewed, it can be observed that there is a requirement of an inclusive, safe, and easy to use Hospital Management System that incorporates the process of patient management, physician contact, administrative oversight, lab work as well as pharmacy activities into one platform. The given system solves these constraints because the proposed solution is an integrated, scalable, and patient-centric system that can help to optimize health-related processes and enhance the quality of services..

III. SYSTEM DESIGN
The recommended system architecture is a secure, blockchain-based hospital management system consisting of a smart medical cards, edge computing, cloud server, and wireless base station-enabled hospital management system to provide the required levels of confidentiality, integrity, and availability of medical data. The platform has four main layers, including User Layer, Edge Layer, Blockchain Layer, and Cloud Layer.
At the User Level, patients and doctors interface at the system with a Smart Medical Card. The card is used as a secure authentication device and interface to access data which allows patients to store encrypted medical identifiers and doctors to gain access to authorized records of patients. This will provide access control and avoid of uncontrolled disadvantages of data leakage.
The Base Station facilitates wireless communication with security between the edge infrastructure and the cloud server. It helps to have a high level of internet connectivity to have access to remote data synchronizing and real-time updates.
The Cloud Server Layer is a large-scale analytics, storage, and backup of services. It stores the medical records encrypted and aids in high-scale analysis of healthcare data and is highly available and scalable

[bookmark: Fig_.1_System_Architecture]


The suggested Hospital Management System is based on the organized datasets which are stored in a relational database so that they can facilitate handling of the data about healthcare. The data will consist of patient registration, medical reports and scans, appointment,
laboratory test, medicine inventory, physician, and order history. All information is stored within a central database to be consistent, intact and to have accessibility. The datasets are created dynamically by the actions of the users and the administrators, in order to simulate real-time hospital data, in a controlled setting.
The system is created on the basis of web technologies with Java to guarantee robustness and scalability. The core backend framework is Spring Boot which offers RESTful and security to the application. Hibernate and JDBC are used when communicating with the database and mapping to objects. MySQL is the relational database, on which healthcare data is stored. Front-end interfaces have been developed with HTML, CSS and Thymeleaf which is rendered on the server. Secure authentication is applied with the help of Spring Security and JSON Web Tokens (JWT). Code testing and development are done with IntelliJ IDEA, Apache Tomcat and Postman.

[bookmark: .Modules_Description]    Modules Description
A. User Authentication Module
The User Authentication Module provides safe system registration and the provision of system users with a secure system entry. It uses stateless authentication using JSON Web Tokens (JWT) as it allows to manage securely the sessions and control access based on the roles. Encryption of passwords and validation of the token is performed on each request to prevent access and session theft..
B. [bookmark: B._Doctor_Module]Doctor Module
Doctor Module allows authorized medical practitioners to get access to patient reports, to get access to results of the diagnostic results, and to give medical feedback. Physicians are able to do booking, amend treatment prescriptions, and dispose prescription electronically. This module is efficient and preserves the confidentiality of patient data.
C. Admin Module
Admin Module is used in the centralized control of the whole system. It helps in the support of user management, document uploading, system monitoring and the enforcement of access control. Administrators control operational integrity, operate roles, and provide adherence to healthcare data security policies.
D. Patient Module
Patient Module allows the patient to gain access to medical reports, prescriptions, and healthcare interactions in a secure way. Patients will be able to make-ups and follow up on medical history in addition to receiving updates on the part of the doctor, thereby enhancing the transparency and overall engagement of those in charge of healthcare.


[bookmark: C._Admin_Module]

E. [bookmark: E._Lab_Test_Module]Lab Test Module
Lab test Module will enable patients to research on the available tests of diagnosis, add the tests that are favored to a cart and order the lab test online. It simplifies the way the diagnostic process takes place and offers quality processing of orders based on safe data transfer.
F. [bookmark: F._Medicine_Module]Medicine Module
The Medicine Module helps to access online prescribed medicines. Customers will be able to access information on medicines, shop carts, and make an order online. This module makes sure that the prescription is valid and assists in effective pharmaceutical order management.
G. [bookmark: G._Find_Doctor_Module]Find Doctor Module
[bookmark: H._Health_Articles_Module]Find Doctor Module gives the patient an option in the search of medical specialists; in terms of specialization, availability, and department. It allows booking of appointments seamlessly; thereby increasing access to healthcare professionals.
H. Health Articles Module
The Health Articles Module offers quality education in terms of its healthcare content that is trustworthy to the user. News stories pertaining to disease prevention, wellness, and treatment protocol are posted to encourage health awareness and preventive treatment.
I. [bookmark: I._Order_Details_Module]Order Details Module
The Order Details Module enables one to observe, monitor and manage placed orders like lab tests and medicines. It has real-time order status updates, which makes the process more transparent and satisfies the customers.
J. [bookmark: J._Logout_Module]Logout Module
The Logout Module provides security in the removal of the session by responding to invalid JWT tokens and destroying the active sessions. This will discourage the use of credentials by unauthorized persons and enhance security of the entire system.


3.1 Performance Analysis
The proposed secure hospital management system has been tested on its ability to perform on the several measures of latency, throughput, scalability, security overhead, and reliability. Combining edge computing with blockchain and cloud infrastructure greatly improves the effectiveness of the system without violating data security..
A. Latency Analysis
Time-sensitive requests are taken by edge servers and this includes authentication of users, scheduling an appointment and access to medical records. The system reduces the
communication delay by processing the data neer to the users in comparison to traditional architecture cloud-only systems. Experimental results show that the system does not require much time to respond to experimental work, which is why experimental work proves to be more acceptable by healthcare programs utilizing the system in real-time.


    


B. [bookmark: 3.1_Performance_Analysis][bookmark: B._Throughput_Analysis]Throughput Analysis
The tool makes use of practice JWT-based stateless authentication allows the effective management of parallel user requests without server-side session management. This enhances throughput as the system is capable of supporting various doctors, patients and administrators at any given time. The modular design will make sure that the requests of the services are met simultaneously; thus eliminating any bottlenecks.
C. [bookmark: C._Scalability_Analysis]Scalability Analysis
Elasticity in resource distribution is offered by the cloud layer in order to support dynamical scaling as the demands of the users rise. System performance is not impacted when it comes to the addition of new users, hospitals, and healthcare services. The blockchain layer is used to make distributed transactions valid which increases the scale and robustness of the system..
D. [bookmark: D._Security_Overhead_Analysis]Security Overhead Analysis
The effect of blockchain encryption and JWT authentication has a computation overhead, but this effect is reduced by loading the validation functions to edge servers. The security-performance is well balanced so that data integrity and confidentiality are preserved without major impairment of the system response time.
E. [bookmark: E._Reliability_and_Fault_Tolerance]Reliability and Fault Tolerance
The architecture is distributed which enhances reliability because it does not have single points of failure. And edge servers are used to enable local functionality in case of cloud service disruption. The replication of data using blockchain technology performs data consistency and eliminates illegal changes.
F. [bookmark: F._Comparative_Performance_Evaluation]Comparative Performance Evaluation
The proposed architecture has better response time, increased data security, and improved system availability compared to the traditional centralized hospital management systems. Together, edge computing and blockchain mitigate the latency and provide tamper-proof storage of the medical data
3.2 [bookmark: 3.2_.Classification].Classification
Definite secure hospital management system could be categorized according to application domain, architecture of the system, one or other security mechanism, data processing model.

IV. System Configuration
A secure hospital management system was proposed and tested within the flow of a multi-level computing environment that comprised of client devices, edge servers, blockchain node, and a cloud infrastructure. The suggested system settings are as below.






A. [bookmark: A._Client-Side_Configuration]Client-Side Configuration
· The patients, doctors and administrators access the system using client devices including desktops and mobile devices.
                   Processor: Intel core i5 / ARM based or better.
· RAM: 8 GB minimum
· Operating System: Android 10+, windows 10/11, iOs 14+
· Browser:	Mozilla	Firefox,	Google	Chrome, Microsoft edge.
· Network: Wi-Fi / 4G / 5G connectivity.
B. [bookmark: B._Application_Server_Configuration]Application Server Configuration
· The system uses the application server, where there is the backend services, the authentication modules and the business logic.
· Processor: Intel Xeon / AMD EPYC (4–8 cores)
· RAM: 16–32 GB
· Operating System: Ubuntu 20.04 LTS / 22.04 LTS
· Backend Framework: Django / Node.js
· Authentication: JWT-based security
· Web Server: Nginx / Apache
· 
C. [bookmark: C._Edge_Server_Configuration]Edge Server Configuration
Edge servers do operations on healthcare that are latency sensitive, and local data validation..
· Processor: Quad-core CPU (Intel i7 / ARM Cortex- A)
· RAM: 8–16 GB
· Storage: 256 GB SSD
· Operating System: Linux-based OS
· Functions:	Data	preprocessing,	encryption, blockchain interaction
[bookmark: D._Edge_Server_Configuration][bookmark: E._Blockchain_Network_Configuration]

D. Blockchain Network Configuration
· The blockchain layer guarantees stable and non- editable transactions of data.
· Blockchain Type: Private / Consortium Blockchain
· Consensus Mechanism: Proof of Authority (PoA) / Practical Byzantine Fault Tolerance (PBFT)
· Nodes: 3–7 distributed nodes
· Smart Contracts: Medical record access and audit logging
E. [bookmark: F._Cloud_Server_Configuration]Cloud Server Configuration
The cloud server offers storage, analytic services, and backup systems which are scalable.
· Platform: AWS / Azure / Google Cloud
· Instance Type: Medium to Large Compute Instances
· Storage: Encrypted Object Storage (≥ 1 TB)
· Database: PostgreSQL / MongoDB
· Backup: Automated daily backups
F. Database Configuration
Structured and unstructured healthcare information is stored in the database.
· Type: Hybrid (SQL + NoSQL)
· Security: AES-256 encryption at rest
· Replication: Master–slave replication
· Indexing: Optimized for fast retrieval
· G. Network and Security Configuration
· Protocol: HTTPS (TLS 1.3)
· Firewall: Application-level and network firewalls
V. RESULTS AND DISCUSSION
The system had low response time to critical business operations like user authentication, making an appointment, and accessing medical report. Edge-level processing was shown to be very beneficial in terms of communication delay, as compared to cloud-only. The authentication system using JWT was efficient with concurrent login requests, and the system throughput had no significant deviations. Integration into blockchain also provided immutable logging of transactions in acquiring and updating medical data. The blockchain successfully recorded all modifications in patient records which is transparent and audit able. Cloud storage was also able to successfully handle heaps of encrypted dashboard contains the main options like Home, Book Appointment, and Logout, which allow navigating the site easilyand having a sense of securityand safety of the session. 

                                                                                                              
              
                                     



	Parameters
	Proposed System (Edge + Blockchain + Cloud)
	Traditional System

	Latency (Response Time)
	
Low
	High

	Throughput
	High (handles multiple users efficiently)
	Moderate

	Scalability

	High (dynamic cloud scaling)
	Limited

	Security
	Very High (JWT + Blockchain)
	Moderate

	Reliability
		High (no single point of failure)



	



	Low

	Fault Tolerance
	High
	Low


                     Table 1: Performance Comparison
   The main part of the page comprises a friendly healthcare- oriented design that consists of informative graphics and brief texts that underline the care of patients and the quality of provided services. An eminent Login to Book Appointment button is also offered to assist the users to make appointments with a dentist or a doctor in an efficient manner. The given call-to-action makes the process of booking an appointment a lot easier, shorter and less complicated in terms of time and intricately compared to the experience of visiting a hospital. In terms of usability, the dashboard has a clean, responsive and minimal design, thus making it easy to access using all types of devices and screen resolutions. The interface allows of the user engagement and at the same time, the interface is understandable thus suitable to users of varying technical capabilities. Practically, this dashboard will serve as the entry
point into the realm of the shared core patient services enhancing the patient experience.
             
CONCLUSION
To determine the most relevant issues in contemporary healthcare settings, this paper offered a secure and scalable hospital management to incorporate the edge computing, blockchain technology, and cloud infrastructure to pinpoint core challenges in the contemporary healthcare setting. The given architecture provides effective processing of data, low latency, and high levels of security of sensitive medical contents.

                  
[bookmark: 4.1_Web_page_preview]
[bookmark: CONCLUSION]JWT based authentication and role based access controls have enabled secure user management whereas blockchain ensures data integrity, transparency, and tamper resistance. Through edge computing, the response time of critical healthcare processes is minimized, and cloud computing provides a storage and system upgrade at scale.
The experimental analysis and findings reveal that the system records a better performance, reliability, and security as opposed to the traditional centralized hospital management solutions. The modular structure also enhances the extensibility of the system and maintenance.
In general, the presented system provides a sensible and valid solution to intelligent healthcare management because it could support the rising expectations of the e-health in digital hospitals and future e-health related software.
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