Decentralized Emergency Communication Systems: A Comparative Study of Secure Messaging and Mesh Networking Approaches

Decentralized communication systems have received considerable attention because of the shortcomings of the conventional centralized networking model, particularly in the context of disaster communication systems and secure messaging apps. This detailed survey examines sixteen research papers related to blockchain-based secure messaging systems, wireless mesh networking, Bluetooth Low Energy (BLE) communication, LoRabased communication systems, network optimization algorithms, and smart emergency communication systems. The surveyed research papers examine different techniques to enhance the reliability, security, scalability, and energy efficiency of communication systems in infrastructure-less networks. Blockchain-based messaging systems show improved data integrity, security, and decentralized authentication mechanisms, while mesh networking and optimization algorithms show improved network robustness and performance in dynamic environments. Moreover, research papers related to cross-technology interference, network slicing, and multi-hop wireless communication systems illustrate the opportunities and challenges associated with efficient decentralized communication. Although significant performance gains have been achieved, some of the proposed solutions have added complexities related to increased computational requirements or energy consumption. The survey analysis shows that the most balanced performance gains have been achieved by hybrid solutions that integrate lightweight security protocols with adaptive networking solutions.
