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Abstract 
Anomaly detection is a critical task in network security. This study investigates two machine learning techniques for detecting anomalies in large-scale IP networks: Artificial Neural Networks (ANN) and Support Vector Machines (SVM). The Levenberg–Marquardt algorithm was used to train the ANN, while a one-class SVM with a Radial Basis Function (RBF) kernel was employed for anomaly detection. The dataset originates from the American Internet2 network, known as Abilene network. To simulate anomalies, normal traffic data were subjected to random deformations. The SVMs demonstrated high sensitivity to these anomalies. Meanwhile, the ANN was trained to learn the typical behaviour of network traffic and detect instances where traffic volumes are exceeding predefined thresholds. Both algorithms were implemented and tested on the same dataset, yielding high detection rates: the ANN achieved over 99.95%, and the SVM attained 99.90%. The false alarm rates were approximately 0% for ANN and 0.6% for SVM. In terms of processing time, the SVMs were significantly faster, with a learning time of 0.5 seconds, compared to 39 seconds in the worst-case scenarios for ANNs. Finally, efficiency analysis based on ROC curves and AUC metrics indicated that the ANN technique outperformed the SVM in overall detection performance.
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1.   INTRODUCTION:
The traffic matrix (TM) plays a crucial role in IP networks, serving various purposes such as traffic engineering, sizing, and network planning. It provides an accurate representation of the network's state and offers insights into the behavior of inter- exchanged traffic between nodes (Origin Destination OD). Typically, TM is utilized by telecommunications operators for anomaly detection. However, these operators often encounter malicious attacks originating from various sources, including Denial of Service (DoS) and Distributed DoS (DDoS) attacks, port scans, propagation worms, instantaneous Crowds, alpha streams, and more [1]. The problem addressed in this work is the reliable detection of anomalies and intrusions in large-scale IP networks, where high traffic volumes and evolving attack strategies overwhelm traditional rule-based approaches. The challenge lies in designing scalable and adaptive detection mechanisms capable of distinguishing malicious activities from benign irregularities in real time while maintaining low false alarm rates.

 Numerous techniques have been employed to detect and filter these anomalies [2, 3]. However, the field of anomaly detection remains fertile ground for research due to two primary factors. Firstly, IP networks are highly complex and continually expanding, incorporating new networks and sub- networks. Secondly, there is a lack of a universally accepted optimal solution for   anomaly detection.

The issue of network anomaly detection has been widely studied since the early 2000s by numerous researchers, including A. Lakhina [4], Mahboub[5] made a survey on detection methodologies of DoS and DDoS attacks,  in parallel, researchers such as A.Javaid [6] and Dewaele et al. [7] N.Yoshimura[ 8], have explored the use of (ANN) and (SVM) for intrusion detection, demonstrating their effectiveness, J.Vaarandi et al.[9] also have explored the use of Artificial Neural Networks (ANN) and Support Vector Machines (SVM) for intrusion detection, demonstrating their effectiveness in identifying abnormal traffic patterns and potential security threats.
L.Van Efferen et al. [10] Uses a multilayer perceptron (MLP) on flow-level data (flow-based / high-throughput settings) and compares MLP to other Machine Learning (ML) classifiers for flow-based anomaly detection attempted to address whether an Artificial Neural Network (ANN) can accurately classify normal traffic and detect both known and unknown attacks without relying on large training datasets. Sheikhan et al. [11] optimized with a modified gravitational-search algorithm for flow-based anomaly detection in high-throughput links; explicitly designed for sampled / high-speed (large-scale) environments. However C.BENHAMED et al.  [12] presented a comparative study of learning algorithms for neural networks. The study highlighted the superiority and efficiency of the Levemberg Marquardt algorithm compared to other algorithms such as BFGS quasi-Newton and Bayesian regulation. Also They(c.BENHAMED et al.)[13]   introduced a novel approach for detecting traffic anomalies in large-scale IP networks. Their approach involved preprocessing the initially processed data using genetic algorithms. The main focus was on developing and implementing a Support Vector Machines (SVM) algorithm able of detecting anomalies. The research utilized data from the US IP/MPLS Abilene Network (internet2).
As related work, on one hand for the SVM, Cao et al. [14] employed a support vector machine (SVM) in conjunction with wavelet analysis to address the problem of detecting Distributed Denial of Service (DDoS) attacks and flash event anomalies in IP networks. Meanwhile Sarhan et al. [15] evaluated multiple ML models on the NF-UQ-NIDS dataset, focusing on NetFlow features, Vaarandi et al.[16] proposed NetFlow-based anomaly detection using supervised SVM classifiers combined with histogram feature modeling. Their work demonstrated that using aggregated flow vectors improves online detection of botnet and Domain Generation Algorithm (DGA) anomalies in Internet Service Provide (ISP-scale) datasets. When  G.Gonzalez-Granadillo  et al. [17]applied one-class SVMs on large NetFlow collections to detect novel anomalies and heavy-hitter flows. They highlighted the effectiveness of unsupervised approaches in the absence of labelled anomalies, providing a practical pipeline for operational backbones. On another side  Campazas-Vega et al. [18] integrated clustering-based pre-processing with SVM classifiers on sampled NetFlow traces. Their study showed that combining temporal flow windowing with clustering significantly improves anomaly detection performance for botnets and scanning activities.. Their results confirmed that SVM achieves strong detection accuracy when coupled with feature selection, reinforcing its role as a reliable baseline. Recent surveys emphasize the continued use of SVM as a standard baseline in anomaly detection studies. While newer deep learning approaches dominate, SVM remains valued for interpretability and efficiency.
On the other hand for the ANN, Al-Turaiki et al. [19] explored convolutional neural networks for intrusion detection, transforming flow-level features into image-like representations. Their experiments confirmed CNNs significantly outperform traditional ML classifiers on benchmark NIDS datasets, particularly for multi-class attack classification. Adli et al. [20] applied shallow artificial neural networks on real-world NetFlow data. Using a multi-layer perceptron architecture with engineered NetFlow features, they demonstrated that lightweight ANN models can effectively detect botnets and DoS anomalies while maintaining scalability. Their results highlighted that hybrid architectures achieve strong recall rates, particularly for distributed denial-of-service (DDoS) attacks and botnet detection. Hens, many works explored recurrent and autoencoder-based models for anomaly detection in traffic time series. Long Short-Term Memory (LSTM) networks and autoencoders excel in capturing sequential dependencies, making them suitable for detecting stealthy or temporally extended anomalies.
A new era where authors are interested in machine learning and deep learning techniques for anomaly detection. Among others we find Almamouni et al. [21] utilized artificial neural networks to enhance intrusion detection accuracy by modeling complex attack behaviors in network traffic. Earlier, Shon and Moon [22] combined support vector machines with artificial neural networks to create a hybrid intrusion detection model, improving detection rates across diverse attack types. Shenfield et al. [23] proposed a deep autoencoder-based framework capable of learning compact representations of normal traffic for effective anomaly identification. Similarly, Chalapathy and Chawla [24] provided a comprehensive study of deep learning approaches for anomaly detection, emphasizing unsupervised feature learning and representation power. Kwon et al. [25] applied recurrent neural networks to detect anomalies in system logs through temporal pattern analysis, while Hu et al. [26] introduced a semi-supervised SVM approach for network anomaly detection under limited labeled data. More recently, Naseer et al. [27] explored ensemble-based deep learning models for robust intrusion detection, and Roy et al. [28] along with Rafik et al. [29 ] advanced the field using transformer-based architectures, highlighting improved adaptability and accuracy in detecting sophisticated and evolving cyber threats.

Here after we dress a table comparing previous methods against our’s
Table.1 Related work comparative study
	Reference
	Scale/Dataset
	Features
	Method
	Targets
	Key Takeaways

	Dewaele et al., [7](2007)
	ISP backbone traces (real traffic)
	Flow-level stats (duration, packet size, inter-arrival)
	Supervised ANN (MLP) vs. statistical baselines
	Traffic anomalies incl. DoS/DDoS, scanning
	ANN achieved high detection rate, but required careful feature normalization

	Zhang et al., [2](2009)
	Backbone NetFlow (large enterprise/ISP)
	Aggregated flow-level features
	SVM classifier
	DDoS, worms, abnormal flows
	SVM outperformed traditional statistical thresholding; scalable with kernel tuning

	Almomani et al., [21](2016)
	Backbone/campus NetFlow
	Packet/flow statistical descriptors
	ANN with backpropagation
	Botnet & flooding anomalies
	ANN provided high detection with fewer false alarms compared to signature-based IDS

	Niyaz et al., [1](2015)
	NSL-KDD + real NetFlow
	Connection/flow features
	Deep ANN (stacked autoencoder)
	Multiple anomaly classes
	Deep ANN captured non-linear patterns; improved over shallow ANN/SVM baselines



	Cao et al., [14](2016)
	Large ISP NetFlow
	Time-series + flow attributes
	SVM + wavelet preprocessing
	Anomaly traffic detection (DDoS, flash events)


	Wavelet transform boosted SVM accuracy by denoising traffic series

	G.Gonzalez-Granadillo [17](2019)
	Large NetFlow collections / production traces
	NetFlow aggregates (bytes, pkts, ports)
	One-class SVM (unsupervised SVM)
	Novel/unknown anomalies, heavy hitters
	One-class SVM useful when labelled anomalies are scarce; practical pipeline for NetFlow.

	Vaarandi / Ristov et al. [9](2013)
	NetFlow / ISP/campus flows
	Histograms / aggregated flow vectors
	Classical supervised SVM / histogram models
	DGA, botnet-like behaviours, flow anomalies
	Demonstrates NetFlow feature vectors + SVM/histogram modeling for online detection on realistic flow data.

	Sarhan et al. [15](2020)
	NF-UQ-NIDS (NetFlow) dataset
	Selected NetFlow features (8 / 12)
	SVM (and other ML baselines)
	Variety of NetFlow-centric anomalies
	Comparison shows SVM can perform strongly with good preprocessing + feature selection on NetFlow datasets.

	Al-Turaiki et al. [19](2021)
	Public NIDS corpora / flows
	Flow/connection features transformed to image-like inputs
	Convolutional Neural Network (CNN)
	Attack classification (binary & multiclass)
	CNNs and other DL models offer significant gains over classical ML on labelled intrusion datasets.

	Campazas-Vega et al. [18](2023)
	Sampled NetFlow / backbone traces
	Time-windowed flow attributes, clustering features
	SVM used alongside clustering baselines
	Botnet, DoS, scanning detection
	Shows SVM remains competitive when combined with good feature windows and clustering pre-processing.

	Adli et al.[20]
(2023)
	NetFlow / production traces
	NetFlow features (standard set)
	Shallow ANN (MLP) / backprop
	Flow anomalies, botnet, flooding
	Shallow ANNs remain useful for NetFlow when engineered features & preprocessing are applied.

	Our Work
	Abilene Backbone (real traffic) large NetFlow collection
	-Ingress and egress traffic rates (bytes/sec, packets/sec

- Time-windowed averages of traffic volumes.


	one -classe SVM (supervised SVM, SMO), ANN with backpropagation, Levenberg–Marquardt training


	DoS, DDoS Anomalies
	ANN yielded high detection rates over 99.95%, the SVM  99.90%.
false alarm rates 0% for ANN and 0.6% for SVM


In addition to the introduction, this article is structured into four main sections. The second section provides an overview of artificial neural networks (ANN) together with our contribution using this approach. The third section presents support vector machines (SVM) and outlines the strategy we employed in their application. The fourth section is devoted to simulation and the discussion of the obtained results. Finally, the article concludes with a summary of our findings 

2.   ARTIFICIAL NEURAL NETWORKS: PRINCIPLES AND CONTRIBUTIONS
Neural networks are highly intricate mathematical systems comprising numerous interconnected processing units, known as neurons. They were initially inspired by the information processing model of nerve cells, reflecting various fundamental aspects of human brain functioning.

Presently, neural networks are widely regarded as effective tools for handling imprecise and ambiguous information processing tasks, as well as for modeling nonlinear statistical data that involve complex relationships between inputs and outputs.Artificial Neural Networks (ANN) offer several advantages, with their most prominent feature being the ability to learn from observed datasets through their systems. Nonlinear dynamic learning is a notable strength of ANN, allowing them to approximate random functions and arrive at solutions while defining calculation functions or distributions.

let, [image: image2.png]


  be the number of input samples from the neural network, [image: image4.png]


 is the number of outputs, and N is the number of weights. The [image: image6.png]


 vector elements are computed with:  

                                                    [image: image8.png]


                  (1)

In this context, [image: image10.png]
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 represent the desired output and the current output of the neural network, respectively, at the output neuron m when the input comprises p samples. This can be exemplified through Figure 1:
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2.1. ANN strategy: we have been used to estimate the traffic matrix 
To conduct traffic matrix estimation, we employed dynamic neural networks with multiple layers. This approach necessitated the determination of both the number of hidden layers and the quantity of neurons within each layer. Following the computation and optimization of least-squares errors, we determined that a neural network architecture consisting of two hidden layers was most effective. The first layer comprises 17 neurons, while the second layer has 10 neurons. The choice of activation function for defining the neural network architecture was linear, as it facilitated the desired convergence of results.

In the training phase, we adopted the Levenberg-Marquardt algorithm, which offers numerous advantages over alternative learning algorithms [14]. The described procedure led to the following outcomes
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Fig.2 Traffic estimation of OD # 27

The signal representing the estimated data closely follows the dynamics of the actual data, albeit with certain quantifiable errors that will be computed. To validate the results of our estimation algorithm and ensure its robustness, we employ error metrics to assess the accuracy of our estimates. Therefore, we will now review the definitions of these metrics, which include Mean Square Error (MSE), Root Mean Squared Error (RMSE), and Normalized Mean Square Error (NMSE) as specified in equations (2), (3), and (4) respectively:
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Table.2 provides a summary of error calculations for various OD traffic scenarios.
It is worth highlighting that our estimation method attains highly satisfactory error rates, underscoring the superb accuracy achieved by our algorithm.

2.2. ANN Detection Principle
To maximize the likelihood of accurate detection and minimize false alarms, we employed the Neyman-Pearson test [17], selecting assumptions based on parameters specified by the telecommunications operator to meet certain quality of service requirements. The Test Hypothesis leverages prior knowledge of statistical data descriptions to make decisions among a set of candidate populations. In our problem setup, we consider two hypotheses: H0: No anomaly, and H1: Presence of an anomaly in the traffic. The conditional probability density when hypothesis Hi is true is denoted as p (x | Hi) for i = 0, 1. We assume that the observations are independent and identically distributed {[image: image19.png]X



, k = 1, 2, ...}  , drawn from one of the two probability distributions. With these assumptions and two decision choices, there are four possible scenarios; however, we focus on two specific cases.

A false positive (FP), also known as a false alarm, occurs when the algorithm selects H1 when H0 is true. Choosing H0 when H1 is true is referred to as a false negative (FN). The probabilities of these scenarios are detailed in reference [17]
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Equations (5) and (6) serve as the means to define the criteria for the sequential performance detection test. The Bivariate Parameter Detection Mechanism (BPDM) employs the Sequential Probability Ratio Test (SPRT) [17] for the swift detection of attacks. The SPRT is implemented using the likelihood ratio. Considering N independent and identically distributed observations, denoted as x = {x1, ..., xN}, the likelihood ratio LN(x) is defined as follows:
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The likelihood ratio is juxtaposed against two thresholds, denoted as A and B (as illustrated in Fig.3), corresponding to the selection of H0 or H1, respectively. Within this context
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        Such as:
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In accordance with this initial approach, when the error signal surpasses the threshold of B=0.4836, as exemplified in the case of OD#27, an anomaly is promptly indicated. However, this does not consistently reflect reality. This is attributed to the possibility of a robust network operation resembling a legitimate anomaly rather than an actual DDoS attack, which necessitates accurate detection. To mitigate false alarms, we need to confirm the sustained overload on the link. Specifically, the presence of an unauthorized anomaly is declared when three consecutive samples surpass the threshold (where three samples equate to a 15-minutes interval). Subsequently, we outline the algorithm below :

[image: image27.emf] 

ANN  Algorithm   Extraction of  OD  Data from traffic Matrix  X( i,j);   Extraction of data from the routing matrix  A(i, j);   Calculation of the links loads matrix Y    For i=1 to 144 do        Call ANN (Levenberg - Marquardt) training       Calculation of learning errors (MSE)       Threshold calculation (B)       For j=2 to 2015 do          Abnormal (i,j)= false;          If (X(i,j - 1) > Threshold and X(i,j - 1) >          Threshold and X(i,j - 1) > Threshold)          Then   Abnormal (i,j)= true;          End if        End For      End For   ANN Anomaly Detection Algorithm  


3.  Principles and contributions on SVM Method: 

3.1.  Notions on SVM
A Support Vector Machine (SVM) represents a statistical and computational framework encompassing a group of interconnected supervised learning techniques designed to analyze data and identify patterns. SVMs are employed for tasks involving both classification and regression analysis. When provided with a set of training examples, each annotated as part of one of two categories, an SVM learning algorithm creates a model that can categorize new examples into one of these categories
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The Hyperplane: denotes the partitioning plane that separates one data class from another. The margin:  refers to a distance equal to twice the separation between the hyperplane and the nearest point. The support vectors: These are the data points in closest proximity to the decision hyperplane, and they play a crucial role in defining the hyperplane.
There are two types of SVM

Linear Support Vectors Machines: linear Support Vector Machine (SVM) carries out classification by identifying a linear hyperplane that optimizes the margin between two distinct classes. In a vector space, a point can be represented as a vector originating from the origin to that point. The vectors defining the hyperplane are termed support vectors. When the data is linearly separable, multiple hyperplanes can entirely segregate the vectors into two classes.

yi(wTxi+b) ≥1.    (10)
Non-Linear Support Vectors Machines : In situations where the data lacks linear separability, a new variable, denoted as[image: image29.png]


, representing the classification error, is introduced into the optimization problem. Consequently, the decision equation takes on the following form :

                yi​( wTxi+b )≥1−ξi​,ξi​≥0,∀i     (11)
where: ξi\xi_iξi​ are slack variables, w is the weight vector, b is the bias and yi∈{−1,+1}y_i \in \{-1, +1\}yi​∈{−1,+1} are class labels.
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3.2.  Implementation of SVM Method:
To train the support vector machine effectively, an essential preliminary stage involves extracting feature vectors from the traffic matrix. In this process, we employ genetic algorithm techniques such as crossover and mutation, alongside considerations of distance, temporal dimensions, and variance features.

3.2.1.  The processes of the genetic algorithm:
· The crossover 

Crossing involves taking multiple parent solutions and generating a child solution from them, as depicted in Figure 6.

· The mutation 

Mutation alters one or more irritation values within a chromosome from its original state. We incorporate mutation to enhance the classifier's performance, as it enables us to introduce anomalies within our training dataset, thereby achieving a balance between normal and abnormal traffic, as illustrated in Figure 6.
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Fig.6  OD#1 Traffic Data after crossing and mutation 
3.2.2. SVM Strategy Statistical used tools: 

Our methodology is geared towards differentiating between the normal and abnormal classes within the mutated traffic, which serves as input for the support vector machines. The anomalies we aim to detect are volume anomalies associated with Denial of Service (DOS) or Distributed Denial of Service (DDOS) attacks. These anomalies persist over time and exhibit a degree of pseudo-stability. To extract them, we employed:

• Utilizing three temporal dimensions to ascertain that the link overload persists continuously for a 15-minute period (the duration of a DOS attack) to classify it as an anomaly. Given that measurements are captured every 5 minutes, each sample is defined by three intervals:

D-1: represents the distance from the preceding measurement at time t-1 to the moment to be classified.

D : represents the distance from the moment to be classified at time t.

D+1 : indicates the distance from the moment to be classified at time t+1 to the subsequent measurement.

• Variance Calculation: The variance of the three temporal dimensions is computed for each sample. By contrasting the sample's variance with the mean variance of the corresponding day, the variance can portray the pseudo-stability of the anomaly.

Table 2 presented below consolidates several results from our pre-processing phase, showcasing the four dimensions (distances and variances) of specific samples along with their corresponding classifications.
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3.2.3. SVM Learning: 

The SVM learning phase involves determining the separating hyperplane between normal and abnormal samples, which is essentially a decision function. This process utilizes the learning dataset established in the previous step along with specific learning parameters. In our methodology, we employed binary (one-class) classification with SVM, designating anomalies as the class (-1) and normal traffic as the class (+1). Given the nonlinearity of our data, we utilized the radial basis function (RBF) kernel.

The learning parameters are determined through a Sequential Minimal Optimization (SMO) learning algorithm. This algorithm takes as input all N training data, including distances and variances (xi), along with the target vector (Yi), which indicates the membership class of each measurement (either +1 or -1). Figure 7 illustrates an SVM machine trained using a learning dataset constructed from the #OD 1 data traffic of our Traffic Matrix (TM). However, Figure 8 displays the Receiver Operating Characteristic (ROC) curve of SVM detection in comparison to those achieved by the ANN approach. This curve showcases sensitivity (True Positive) as a function of 1-specificity (False Positive), calculated using TP=TP/(TP+FN) and FP=FP/(FP+TP), and plots decision thresholds of TP and FP at various points. When TP: is True Positive, FN: is False Negative, FP: is False Positive.
The Area Under Curve (AUC) indicates the precision of classification; in our case, AUCSVM = 99.5% and AUCANN = 97.1%, see Fig.8, both demonstrating excellent accuracy for both approaches. 
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4.   Simulation, results and discussion:
Regarding anomaly detection, the existing traffic data lacks anomalies. To showcase our method, we will deliberately introduce Denial of Service (DoS) anomalies by randomly increasing the flow volume in the traffic matrix, thus simulating a DoS attack. Both ANN and SVM will be applied to the modified data in a consistent manner. Referencing specific figures (Fig.7 for OD#16 with three attacks, Fig.20 for OD#88 with four attacks, and Fig.22 for OD#142 with four attacks), we demonstrate the occurrence of anomalies. Subsequently, we utilize various metric indicators to facilitate a comparison between the two methods. Let's proceed with anomaly detection using the two approaches on several ODs traffic data as depicted in the aforementioned figures.

4.1. Detection Using ANN Method

The detection process with the ANN method involves establishing a threshold after estimating the traffic matrix and computing the disparity between the estimated data and the data modified to introduce error, as depicted in Fig.9 and Fig. 10. In the analysis of OD#16 data, a threshold B=0.9290 resulted in the detection of two anomalies. Moving on to OD#88 data in Fig. 23 and Fig. 24, a threshold B=0.8787 identified four attacks, of which three were classified as Denial of Service (DOS) attacks. For OD#142 data, as shown in Fig. 25 and Fig. 26, with a threshold B=0.6573, only three out of four attacks were categorized as DOS attacks. Any traffic errors surpassing the specified thresholds are designated as anomalies. 
The determination of the threshold, following the Neyman-Pearson criterion, represents the final step in this process.
The Receiver Operating Characteristic (ROC) curves generated by the ANN detection method are plotted alongside the Support Vector Machine (SVM) curves in the same graph.
4.2 Detection using SVM Method:
The second approach for anomaly detection is applied to the same dataset. Here, we utilize the SVM-based algorithm to identify the same anomalies detected by ANN across various ODs cases. The results achieved are presented in figures (Fig.11, Fig.14, Fig.18, Fig.24, and Fig.27), illustrating the separator hyperplanes derived from the learning dataset. These hyperplanes delineate the classification of two traffic types (normal and abnormal) for multiple OD datasets.

In the aforementioned figures, normal samples from the learning dataset are depicted in green, while abnormal samples are highlighted in red. The circular samples represent support vectors utilized to guide the machine in determining the hyperplane separator curvilinear line, which is depicted in black. Normal samples from the OD traffic data under analysis are portrayed in sky blue, whereas detected anomalies are shown in purple.

The inclusion of traffic data alongside the learning dataset in the same figure enables a visualization of how the hyperplane segregates normal traffic from anomalies.

The SVM algorithm successfully identifies all simulated anomalies in several OD cases, providing an advantage over ANN, which may overlook some anomalies leading to false negatives. However, it is noted that ANN may falsely alert the presence of non-existent anomalies in samples representing normal traffic, potentially attributing blame to this algorithm.

Examining the ROC curves in figures (Fig.8, Fig.13, Fig.16, Fig.19, Fig.22, and Fig.28) reveals that both ANN and SVM techniques yield satisfactory outcomes. For instance, in the case of OD#1 traffic data, the ANN method achieves perfection with TP=1 at a threshold of 0.02 FP, while the SVM method reaches TP=0.98 at FP=0.3 threshold. In the case of OD#16, the ROC curve of the ANN method demonstrates nearly 100% TP at a threshold of less than 0.05 FP.

The computed ROC curves and Area Under Curve (AUC) indicate that the ANN method is the most successful technique, as illustrated in Table 3 below:
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To evaluate and compare the performance of the two anomaly detection approaches, a confusion matrix was constructed to illustrate the classification outcomes.
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Both approaches were developed using a laptop equipped with an Intel i3 processor, and the implementation was carried out in MATLAB R2015.

Both algorithms exhibit exceptionally high detection accuracy, achieving a rate surpassing 99% across all data samples in our study. Perfect detection is observed for OD#132, OD#49, and OD#92 with the ANN method, and for OD#49, OD#67, OD#113, and OD#122 with the SVM method. There is a minor error rate observed for both methods, with less than 0.8% for OD#92 in the case of the SVM method and predominantly zero for the ANN method.

The SVM method still exhibits a slightly higher false alarm rate, not exceeding 1%, while the ANN-based method does not produce any false alarms.
5. Conclusion

Malicious attacks in core IP networks, such as DoS, DDoS, port scans, and worms, necessitate robust anomaly detection mechanisms. This paper showcases the capabilities of two methods—Artificial Neural Networks (ANN) and Support Vector Machines (SVM)—for detecting traffic anomalies in such networks. We have taken advantage of the well-established database of the American Abilene network to implement both ANN and SVM algorithms. The results demonstrated that both methods effectively detect anomalies with high accuracy. To compare their performance, we applied both methods to the same modified dataset, where volume anomalies were injected. The ANN method detected anomalies by monitoring threshold violations in the datasets. It achieved high accuracy and low false alarm rates, as evidenced by Receiver Operating Characteristic (ROC) curves with Area Under the Curve (AUC) values ranging from 97% to 99.5%. This underscores its excellent performance in anomaly detection. SVM, in contrast, employed a Radial Basis Function (RBF) kernel and Sequential Minimal Optimization (SMO) for training. It performed binary classification to distinguish normal traffic (+1) from abnormal traffic (-1). The hyperplane was optimized to classify anomalies effectively, as visualized in traffic data figures. SVM successfully identified anomalies in all cases, achieving high detection accuracy with AUC values exceeding 9.5%. In summary, the ANN method proved highly accurate, with minimal false alarms and robust performance against complex traffic patterns corresponding ODs volume traffic variations. Meanwhile, the SVM method demonstrated faster training and detection times, making it effective for large-scale datasets. Addressing false alarms, however, may require field verification, which is preferable to missing real anomalies. In the future, we plan to explore additional methods to further enhance anomalies real time detection capabilities. To attain this goal, work is in progress to develop protecting algorithms that will be embedded in the network. Declarations Conflict of interest: The authors declare no conflict of interest. Funding: Any funding agency had no role in the design of the study; in the collection, analyses, or interpretation of data; in the writing of the manuscript, or in the decision to publish the results. 
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Fig.1 Diagram of learning
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4 performances (MSE, Execution Time,  


   regression …)


5 Selection of NN on function of its  


  performances 


Procedure of ANN TM estimating





TABLE.2 Calculation of  estimation errors in different OD traffic scenarios


OD�
MSE�
RMSE�
NMSE�
�
20�
��
��
��
�
27�
��
��
��
�
88�
��
��
��
�
93�
��
��
��
�
132�
��
��
��
�
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Fig.3 Anomaly Detection principle





�


         Fig.4 threshold determination for OD # 27, threshold B=0.4836 
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 Fig.5  Optimal Hyperplan, Support vectors, Maximal margin


In linear case 








SVM Anomaly Detection Algorithm


Data Extraction from Traffic Matrix X(i, j):


For each #OD (i) from 1 to 144:


   - Implement Data Crossing 


   - Generate Mutation (random traffic flux between the mean traffic of the day and twice the maximum traffic flux of the OD link) 


   For each time step (t) from 1 to 2016:


      - Compute distances (dt-1, dt, dt+1) and variance 


      - If (dt-1 > 0 and dt > 0 and dt+1 > 0 and VAR < variance of the traffic  


           ofthe day): 


            - Declare as normal traffic 


            - Train SVM (SMO)


      - Else: 


            - Declare traffic as abnormal 


            - Train SVM (SMO) 


      - Call the classifier f(x) 


      - If f(x) = -1:


            - Set Abnormal to true 


   End If 


End For 


End For


Procedure of SVM Anomaly Detection Model








TABLE.3 Result of pretreatment


Distance1�
Distance2�
Distance3�
Variance�
�
-1416460�
-1607885�
-1027193�
8,7563E+10�
�
852191�
-699818�
-519717�
7,2055E+11�
�
-699818�
-519717�
852191�
7,2055E+11�
�
-519717�
852191�
-723251�
7,3426E+11�
�
852191�
-723251�
-564265�
7,5227E+11�
�
-723251�
-564265�
-667938�
6,51E+09�
�
-564265�
-667938�
-683984�
4,22E+09�
�
-667938�
-683984�
-1440643�
1,9498E+11�
�
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Fig.7 Shows support vectors on  non linear hyperplane                          Fig.8 OD#1 ROC curves of  SVM & ANN Anomalies 


 and the classification model in the OD#1 traffic case                                                   Detection





Table 4. illustrating the (AUC) for various analysed ODs.


OD�
�
Method�
AUC�
�
1


�
ANN


SVM�
0,995�
�
�
�
0,971�
�
16


�
ANN


SVM�
0,995�
�
�
�
0,972�
�
27


�
ANN


SVM�
0,994�
�
�
�
0,967�
�
42


�
ANN


SVM�
0,976�
�
�
�
0,971�
�
136


�
ANN


SVM�
0,971�
�
�
�
0,967 �
�
88


�
ANN


SVM�
0,973�
�
�
�
0,956�
�
142


�
ANN


SVM�
0,990�
�
�
�
0,978�
�
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Fig.9 where, three simulated anomalies are depicted at various time points for OD #16 (at t=300 minutes, t=1700 minutes, and t=2000 minutes, respectively).


�


Fig.10 the error traffic data for OD#16, along with the threshold.








�


Fig.11 OD#16 SVM classification model


�


Fig.12 OD#16 Data after crossing and mutation
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Fig.13 OD#16 SVM & ANN Anomaly detection ROC curves                      Fig.15 OD#27 Traffic data with injected anomalies


�       �


               Fig.14 OD#27 SVM classification model                                      Fig.16 OD#27 SVM & ANN Anomaly detection ROC curves


�       �


Fig.17 OD#42 Traffic data with injected anomalies                               Fig.18 OD#42 SVM classification model
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Fig.19 OD#42 SVM & ANN Anomaly detection ROC curves            Fig.21 OD#136 Traffic data with injected anomalies


�        �


Fig.20 OD#136 SVM classification model                                        Fig.22 OD#136 SVM & ANN Anomaly detection ROC curves


�           �


Fig.23 OD#88 Traffic data with injected anomalies                                 Fig.24OD#88 Error traffic data with threshold











�      �


Fig.25 OD#142  Traffic data with injected anomalies                            Fig.26--OD#142 Error traffic data with threshold


�       �


Fig.27 OD#142 SVM classification model                                             Fig.28 OD#142 SVM & ANN Anomaly detection ROC curves








TABLE.5 The confusion matrix and the validation metrics for both methods


OD�
Method�
True Negative Rate (%)�
False Negative Rate (%)�
Detection accuracy (%)�
Learning time (S)�
score time (S)�
�
16�
ANN�
97.87�
0�
99.95�
34.8815�
0.0021�
�
�
SVM�
100�
0.1016�
99.90�
17.9844�
0.5452�
�
42�
ANN�
97.14�
0�
99.95�
32.8996�
0.0022�
�
�
SVM�
100�
0.1010�
99.90�
19.2099�
0.4857�
�
88�
ANN�
99.05�
0�
99.95�
27.4622�
0.0024�
�
�
SVM�
100�
0.3665�
99.65�
17.9470�
0.7756�
�
132�
ANN�
100�
0�
100�
30.4693�
0.0021�
�
�
SVM�
100�
0.3577�
99.65�
19.5323�
0.5036�
�
31�
ANN�
97.14�
0�
99.95�
34.0487�
0.0021�
�
�
SVM�
100�
0.2019�
99.80�
22.1044�
0.4846�
�
49�
ANN�
100�
0�
100�
28.9277�
0.0023�
�
�
SVM�
100�
0�
100�
9.5189�
0.4450�
�
53�
ANN�
97.87�
0�
99.95�
34.5853�
0.0022�
�
�
SVM�
100�
0.3066�
99.70�
24.1316�
0.4892�
�
67�
ANN�
99.05�
0�
99.95�
29.9033�
0.0026�
�
�
SVM�
100�
0�
100�
21.7009�
0.5489�
�
76�
ANN�
97.87�
0�
99.95�
38.6432�
0.0028�
�
�
SVM�
100�
0.4599�
99.55�
13.1109�
0.5844�
�
92�
ANN�
100�
0�
100�
34.8066�
0.0041�
�
�
SVM�
100�
0.8176�
99.20�
20.2031�
0.5463�
�
113�
ANN�
97.14�
0�
99.95�
31.0962�
0.0021�
�
�
SVM�
100�
0�
100�
12.6386�
0.4536�
�
122�
ANN�
97.87�
0�
99.95�
39.6180�
0.0027�
�
�
SVM�
100�
0�
100�
11.8757�
0.5752�
�
136�
ANN�
96.66�
0�
99.90�
34.3012�
0.0021�
�
�
SVM�
100�
0.6135�
99.40�
16.7137�
0.4461�
�
142�
ANN�
98.30�
0�
99.95�
32.3478�
0.0022�
�
�
SVM�
100�
0.2044�
99.8016�
18.9117�
0.4746�
�
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