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Introduction 
Digital technology has become an essential part of everyday life. While this era of digitalization has provided widespread access to smart devices and networks, it has simultaneously introduced escalating challenges to public safety and systemic security. As the digital ecosystem grows, the frequency of offenses such as financial scams, hacking, phishing, and app-based fraud has increased exponentially. Notably, cyberbullying and online harassment have emerged as major concerns, with research indicating that women and children are particularly vulnerable to these types of digital abuse. Although several studies have explored cybercrime trends in Bangladesh, limited research has examined how cybercrime awareness and knowledge of cyber laws influence online behavior among young users.
Cybercrime is defined as criminal activity that targets computers or networks to disrupt or damage them, or to use their data in illegal ways (Rady, F., 2024). In Bangladesh, people are not aware of cybercrimes. They are not familiar with these types of crimes. There are several types of cybercrime that have occurred in Bangladesh, such as identity theft, cyberstalking, online harassment, phishing, and ransomware attacks (Tamang, S.,2024).   
Cybersecurity awareness is the level of understanding achieved by users regarding the significance of information security, their associated responsibilities, and a series of acts to practice an adequate degree of information security control, safeguarding organizational data and networks (Zwilling et al., 2022).  
Study purpose and hypothesis
Objectives of the study
This study explores how legal knowledge influences respondents' online behavior and decision-making, while identifying the most common types of cybercrimes students commit and experience. However, the specific objectives were:
· To assess the level of cybercrime awareness 
· To evaluate understanding of existing national cyber laws and regulations.
· To examine the influence of legal awareness on respondents' online behavior 
· To identify the most common types of cybercrimes experienced by respondents
Hypotheses
     The following two null hypotheses were developed and tested:
H1: There is no significant difference in cybercrime awareness among different age groups.
H2: Cybercrime awareness does not influence online behavior.
Literature review
Cybercrime has emerged as a significant transnational threat, undermining national security, economic stability, and individual rights across the globe. The rapid evolution of cyber threats, including ransomware attacks, deepfake technology, cyber espionage, and AI-generated fraud, demands more flexible and adaptive legal instruments (Gray & Goodman, 2019). These instruments must accommodate emerging technologies and varied cybercrime ecosystems.  
Challenges in Defining Cybercrime
Defining cybercrime presents significant challenges due to its complex and continuously evolving nature, impacting efforts to develop effective legal and policy responses globally. The lack of a universally agreed-upon definition and classification scheme hinders effective measurement, management, and international collaboration in combating digital offenses (Donalds & Osei-Bryson, 2019; Chandra, A., 2020).  
Growth of Internet Use and Digital Transformation in Bangladesh
The rapid growth of internet use and digital transformation in Bangladesh has brought significant benefits but also introduced new challenges, especially in cybersecurity and cybercrime (Milon et al., 2024). This change is part of the country's larger effort toward digitization, aiming to use information and communication technology (ICT) for development (Cyber Security Awareness and Cyber Crime in Bangladesh, 2023). However, the quick digital shift has also increased the country's vulnerability to cyber threats, making it a crucial area for assessment (Babu, 2023).

Cybercrime Awareness and Digital Literacy
      Cyber Security Awareness (CSA), which includes knowledge of threats like malware and social engineering, is a primary driver of digital preparedness. Cybercrime awareness is a crucial element in safeguarding individuals, organizations, and national infrastructure in the rapidly evolving digital landscape, particularly within developing economies like Bangladesh that are undergoing significant digital transformation (Mamun et al.,2021). Digital literacy skills and demographic characteristics are influential factors in shaping students' awareness levels (Bipasha et al. 2025)
      In Bangladesh, the concepts of cybercrime awareness and digital literacy are central to understanding the nation's capacity to navigate the challenges of its rapid digital transformation. The confluence of increased internet use and digital initiatives has brought forth significant benefits but also exposed critical vulnerabilities to cyber threats (Milon et al., 2024). The lack of awareness is a critical barrier to preventing widespread victimization, as even the most basic cyber hygiene practices are often overlooked (Shahjahan, Haque, & Jahan, 2024; Purvi, Rahman, & Ahmed, 2025). 
Impact of Cybercrime Awareness on Online Behavior
    A consistent finding is that low cybercrime awareness is significantly correlated with higher cybercrime rates (Mupila et al. 2023). This indicates a direct causal link where a lack of understanding about cyber threats translates into behaviors that increase an individual's susceptibility to attacks. The absence of foundational digital literacy—the ability to find, understand, appraise, and apply information from electronic sources—limits an individual's psychological capacity for safe online practices (Bipasha et al. 2025). Without this, individuals are less inclined to adopt protective behaviors, regardless of the perceived threat (Mahmud et al.2020).

Cyber and Digital Security Legislation in Bangladesh

	Law
	Year
	Core Focus & Features
	Key Concerns and Criticisms

	ICT Act
	2006 (Amended 2013)
	Provided legal recognition for digital signatures, electronic records, and asymmetric cryptography. Modeled after UNCITRAL standards.
	Section 57 was widely criticized for being overly broad and used to suppress freedom of expression.

	Digital Security Act (DSA)
	2018
	Consolidated a range of offenses including hacking, cyber terrorism, and "propaganda". Replaced Section 57.
	Criticized for vague language that led to a "chilling effect" on investigative journalism and free speech.

	Cyber Security Act (CSA)
	2023
	Intended to replace the DSA, lowering some penalties while maintaining the core framework for digital security.
	Described by many as a "rehash" of the DSA that still lacks mature frameworks for data protection and independent oversight.

	Personal Data Protection Act (Draft)
	2023
	Aims to define user rights, ensure transparency, and mandate consent in the use of personal data.
	Concerns exist regarding government surveillance powers and broad exemptions for national security and investigations.


**Source: Author's own work
Methodology
      After completion of the literature review, the data were collected from both secondary and primary data, which were used to examine the level of awareness of university students for cybercrimes and means of cybersecurity. A quantitative research approach with descriptive analysis was used to explore the digital experiences, behaviors, and awareness levels of young people.

   The study was conducted in different universities in Bangladesh. Because young people in both urban and semi-urban settings actively use digital platforms for communication, education, and social interaction. A simple random sampling method was used to select respondents from the young population of the selected areas. The total sample size :
 Cochran Sample Size Formula

Where:
· n₀ = required sample size
· Z = Z-value for confidence level (1.96 for 95% confidence)
· p = estimated proportion of the population (0.5 used when unknown)
· e = margin of error (0.05 or 5%)
 Initial Sample Size,

So, the ideal sample size = 384 respondents.

In social science surveys, researchers usually adjust the sample, assuming that about 3% responses may be incomplete or invalid.

Therefore, the final sample size used in this study is 372 respondents.

Data were collected through a questionnaire containing closed-ended questions. The survey method was used to gather information on cybercrime awareness, legal knowledge, and online behavior. Likert scale items were also used to measure respondents’ attitudes. The collected data were coded and processed using SPSS and Microsoft Excel. Coding allowed the responses to be converted into numerical values for easier statistical analysis..
 
Result and Discussion
     The primary target respondents were the young generation who were aware of various computer-related crimes and security issues within their educational institution. 
      Table 01: Socio-Demographic Characteristics 
	Criteria
	Frequency
	Percent

	Age 
	18 to 23
	222
	59.7

	
	24 to 28
	150
	40.3

	
	Total
	372
	100.0

	Gender
	Male
	238
	64.0

	
	Female
	134
	36.0

	
	Total
	372
	100.0


     The demographic Table 1 presents the characteristics of the respondents involved in this study. Out of the total 372 respondents, the majority were male, accounting for 64%, while 36% were female. With reference to age distribution, 59.7% of the respondents fall within the 18–23 years age group, whereas the remaining 40.3% belong to the 24–28 years category. Then, when using digital platforms, it was found that 18.3% of the respondents use smartphones. Laptop or computer users constituted 13.2% of the respondents. A considerable proportion, 30.4%, reported using tablets, while the highest percentage of respondents, 34.1%, indicated that they use smart TVs. The remaining 4% of the respondents reported using gaming consoles.
    Figure 01: Awareness of Cybercrime Law


     Figure 1 illustrates the level of respondents’ awareness of cybercrime law, categorized into three groups: low, medium, and high. The chart presents both frequency and percentage distributions of respondents across these categories. The results indicate that the majority of respondents fall within the medium level of awareness. This group represents the highest frequency among the participants, accounting for the largest proportion of the sample. This suggests that most students possess a moderate understanding of cybercrime laws, implying that they are somewhat familiar with legal provisions related to cyber offenses but may lack comprehensive knowledge.
[bookmark: _Toc196513640][bookmark: _Toc196513710][bookmark: _Toc196687999]   Figure 02: Personal Experiences with Online Threats and Cybercrime
[bookmark: _Toc196509946][bookmark: _Toc196687759][image: ]In Figure 2, the data shows that many respondents have encountered online threats or cybercrimes. 62.9% of respondents have received emails from fake accounts, and 57.5% have encountered fake websites that closely resembled legitimate ones. 50.5% experienced online fraud during an online purchase, while 37.9% faced financial loss due to online scams or fraud.39.2% have had malware installed on their devices, and 37.4% received phishing emails attempting to steal personal or banking information. Additionally, 30.6% have been victims of cyberbullying, and 25.3% have experienced identity theft, such as hijacked social media or WhatsApp accounts.
    A smaller percentage, 28.2%, unknowingly shared personal details with a fake account or scammer, indicating that while many participants have faced significant online threats, there is still a degree of vulnerability and awareness needed regarding online security.
   Figure 03: Online Misconduct Behaviors Influenced by Cybercrime Exposure

     Figure 3  illustrates the percentage of participants who reported engaging in different types of online misconduct. Creating fake online accounts (26.9%) and attempting to hack websites (25.0%) were more commonly reported, whereas spreading false information to harm others’ reputations was less frequent (15.6%).

      Table 02: Group Statistics of Gender
	
	N
	Mean
	Std. Error Mean
	Statistic

	Gender
	372
	1.36
	.025
	.481

	Awareness
	372
	2.4785
	.02756
	.53156



Table 2 presents the descriptive statistics of the main variables used in the study. A total of 372 respondents participated in the survey. For the gender variable, the mean score was 1.36 with a standard error of 0.025 and a standard deviation of 0.481. This indicates that the sample consisted of both male and female respondents, with the distribution slightly leaning toward one category depending on the coding of the variable.
Regarding awareness, the mean score was 2.4785 with a standard error of the mean of 0.02756 and a standard deviation of 0.53156. The relatively small standard error suggests that the sample mean is a reliable estimate of the population mean. The results indicate a moderate to relatively high level of awareness among the respondents included in this study. Overall, these descriptive statistics provide an initial understanding of the sample characteristics and the general level of awareness before further statistical analysis is conducted.
     Table 03: ANOVA
	
	Sum of Squares
	df
	Mean Square
	F
	Sig.

	Between Groups
	.993
	2
	.497
	2.070
	.128

	Within Groups
	88.523
	369
	.240
	
	

	Total
	89.516
	371
	
	
	



   Table 03 shows the results of the ANOVA test conducted to examine whether there is a significant difference in cybercrime awareness among different age groups. The significance value is p = 0.128, which is greater than the standard significance level of 0.05. Therefore, the null hypothesis cannot be rejected. This indicates that there is no statistically significant difference in cybercrime awareness among respondents from different age groups.

   Table 04: Correlation Between Cybercrime Awareness and Responsible Online Behavior
	Variables
	Cybercrime Awareness
	Responsible Online Behavior

	Cybercrime Awareness
	1
	0.312**

	Responsible Online Behavior
	0.312**
	1


Note: Correlation is significant at the 0.01 level (2-tailed).
    The Pearson correlation test was conducted to examine the relationship between cybercrime awareness and responsible online behavior among respondents. The results indicate a positive correlation (r = 0.312, p < 0.01) between cybercrime awareness and responsible online behavior. This suggests that individuals with higher levels of cybercrime awareness are more likely to engage in safe and responsible online practices. Since the p-value is less than the significance level of 0.05, the null hypothesis is rejected. Therefore, it can be concluded that cybercrime awareness significantly influences responsible online behavior among respondents.

Conclusion

     With the rapid development of emerging technologies, society is evolving into a new form that combines both digital and physical environments. This transformation has significantly enhanced communication systems and enabled advanced human–machine interactions while generating massive volumes of data. At the same time, technological advancement has led to the rapid growth of cybercrime, which is increasing in new and complex forms every day. The use of computers, smartphones, the Internet, and social media platforms has become a part of everyday life. While these technologies bring convenience and efficiency, they also expose individuals and organizations to various cyber threats. Therefore, awareness of cybercrime has become an essential factor in ensuring cyber safety. The research also utilized statistical techniques such as ANOVA testing, descriptive analysis,  analyze the collected data. The results highlight the importance of considering socioeconomic factors in predicting cybersecurity risks. Furthermore, cybersecurity awareness among young people and students remains a major concern. Studies show that the young generation in Bangladesh has a below-average level of awareness regarding cybersecurity threats and online privacy. Since young people are among the most active users of social media and digital platforms, they are particularly vulnerable to cyber risks.
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Frequency	Low	Medium	High	Awareness of cybercrime law	153	205	14	Percent	Low	Medium	High	Awareness of cybercrime law	41.1	55.1	3.8	



Online  Misconduct of Respondent

Frequency	Yes	No	Yes	No	Yes	No	Created a fake online account to spy or manipulate others	Spread false information online to harm someone’s reputation	Attempted to hack a website for fun or learning	100	272	58	314	93	279	Percent	Yes	No	Yes	No	Yes	No	Created a fake online account to spy or manipulate others	Spread false information online to harm someone’s reputation	Attempted to hack a website for fun or learning	26.9	73.099999999999994	15.6	84.4	25	75	
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