LEGAL LIABILITY OF DIGITAL PLATFORMS IN PERSONAL DATA PROTECTION: A COMPARATIVE STUDY OF VIETNAM AND SINGAPORE AND RECOMMENDATIONS FOR LEGAL REFORM
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In the context of the rapidly evolving digital economy, digital platforms have become central to business activities and social interactions, while simultaneously driving the large-scale collection, processing, and exploitation of personal data. However, the growing data power of these platforms raises significant challenges for the protection of privacy, particularly where legal frameworks governing platform liability remain insufficiently defined.
This article seeks to examine and clarify the theoretical foundations of platform liability in personal data protection, while critically assessing the current legal framework in Vietnam through a comparative analysis with the more developed regulatory model of Singapore. Employing a combination of doctrinal legal analysis, comparative methodology, and an interdisciplinary approach, the study identifies key gaps and limitations in Vietnam’s existing regulations, especially in relation to the allocation of obligations, enforcement mechanisms, and sanctions applicable to digital platforms.
Building on these findings, the article proposes a set of legal and policy recommendations aimed at strengthening the protection of personal data in the context of ongoing digital transformation.
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1. INTRODUCTION
Over the past decade, the rise of the digital economy has fundamentally transformed the structure and operation of global markets, with digital platforms emerging as central intermediaries in facilitating, distributing, and controlling data flows. Platform-based business models—from e-commerce and social media to digital financial services—have become increasingly reliant on the collection, analysis, and exploitation of personal data as a core economic resource for value creation. In this context, personal data is no longer merely an object of protection but has evolved into a key determinant of market power and competitive advantage for platform-based enterprises.
At the same time, this concentration of data power has given rise to significant risks to privacy and personal data security. Large-scale data breaches, the use of data beyond its original purposes, and the opacity of algorithmic processing have exposed the limitations of traditional legal frameworks. Within platform environments, the boundary between “intermediary” and “data controller” has become increasingly blurred, giving rise to ongoing scholarly debates regarding the need to reconceptualize platform liability.
From an academic perspective, platform liability has been examined through multiple lenses. Some scholars emphasize the importance of traditional intermediary liability regimes in limiting platform obligations in order to foster innovation. In contrast, more recent approaches advocate a shift toward models of “accountability” and “duty of care,” under which platforms are expected to proactively manage risks associated with data and content. Nevertheless, much of the existing literature focuses on the European Union and the United States, while in-depth analyses of developing economies—particularly from a comparative legal perspective—remain relatively limited.
In Vietnam, the legal framework for personal data protection has seen notable progress with the adoption of specialized regulations in recent years. However, the regulatory approach remains largely administrative in nature and has yet to clearly define the legal status and responsibilities of digital platforms within the data ecosystem. In contrast, Singapore—through its Personal Data Protection Act 2012 (PDPA)—has developed a regulatory model grounded in accountability and flexible, risk-based governance, widely regarded as one of the more advanced frameworks in the Asian region. This divergence highlights the need for a comparative study to derive contextually appropriate policy insights for Vietnam.
Against this backdrop, this article pursues three main objectives. First, it seeks to develop and systematize the theoretical foundations of platform liability in personal data protection, emphasizing the transition from traditional intermediary liability toward proactive, risk-based responsibility models. Second, it analyzes and evaluates Vietnam’s current legal framework in comparison with Singapore’s approach, identifying key similarities, differences, and limitations. Third, based on these findings, it proposes legal and policy recommendations aimed at strengthening platform accountability and enhancing the effectiveness of personal data protection in Vietnam.
To achieve these objectives, the study employs a combination of methodological approaches. Doctrinal legal analysis is used to examine the substance and structure of existing legal provisions. Comparative legal analysis is applied to assess the regulatory frameworks of Vietnam and Singapore against selected criteria. In addition, the study adopts an interdisciplinary perspective, integrating insights from law, technology, and data governance in order to capture the complexity of the research problem in the context of digital transformation.
In terms of contribution, the article not only adds to the growing body of literature on platform liability from a comparative legal perspective but also offers an analytical framework that may be applicable to other developing countries in designing personal data protection policies. Furthermore, the proposed recommendations aim to assist policymakers and regulators in Vietnam in developing a legal framework that strikes an appropriate balance between fostering innovation and safeguarding fundamental rights in the digital environment.
The remainder of the article is structured as follows. Section 2 outlines the theoretical framework; Section 3 examines Vietnam’s legal regime; Section 4 analyzes Singapore’s framework; Section 5 provides a comparative analysis; and Section 6 sets out recommendations for legal reform.
2. THEORETICAL FRAMEWORK: PLATFORM LIABILITY AND DATA GOVERNANCE
2.1. The Emergence and Characteristics of the Platform Economy
The platform economy has become a central topic of interdisciplinary research over the past decade, reflecting a shift from linear business models to data-driven digital ecosystems built upon network effects. According to Srnicek (2017), digital platforms are not merely technological infrastructures but represent a new mode of capitalist accumulation, in which data functions as a core resource. Similarly, Van Dijck et al. (2018) conceptualize platforms as “social infrastructures” capable of shaping user behavior through algorithmic design and internal governance mechanisms.
A key point of convergence in the literature is the central role of personal data in generating economic value. Zuboff (2019) characterizes this phenomenon as “surveillance capitalism,” whereby behavioral data is extracted and utilized to predict and influence user actions. However, this perspective has also been critiqued for overemphasizing corporate control while underestimating the agency of users as active participants capable of choice and interaction (Cohen, 2019).
Overall, while existing studies provide a strong theoretical foundation for understanding the role of personal data in the platform economy, they remain limited in directly linking these dynamics to concrete questions of legal responsibility, particularly across diverse legal systems.
2.2. Theoretical Models of Platform Liability
A central debate in contemporary legal scholarship concerns the scope and nature of platform liability. Traditionally, legal frameworks have treated platforms as intermediaries, granting them limited liability in order to foster innovation and the free flow of information (Balkin, 2018). This approach is reflected in “safe harbour” regimes, under which platforms are generally not held liable for third-party content or data unless specific conditions are met.
However, the evolution of the data economy has challenged the underlying assumptions of this model. Klonick (2017) argues that major platforms have moved beyond passive intermediation and increasingly function as “private governors,” exercising significant authority in setting and enforcing rules. From this perspective, broad liability exemptions risk creating an “accountability gap.”
In response, scholars have proposed alternative models. Finck (2018) and Busch (2021) advocate for an “accountability-based” approach, whereby platforms must demonstrate compliance with legal obligations related to data governance. In parallel, the concept of a “duty of care” has emerged, requiring platforms to proactively assess and mitigate risks posed to users.
Nonetheless, these models remain contested. Some scholars caution that expanding platform liability may increase compliance costs and hinder innovation, particularly for small and medium-sized enterprises. The key challenge, therefore, is not simply whether to increase liability, but how to calibrate it in a way that balances competing policy objectives.
2.3. Personal Data Protection and the Shift toward Accountability-Based Governance
In the field of personal data protection, a notable trend in both scholarship and practice is the shift from rule-based regulation toward accountability- and risk-based governance. Solove (2006) laid the groundwork for this approach by categorizing privacy harms, while more recent scholarship emphasizes accountability as a core principle of modern data governance (Cohen, 2019).
Within this framework, tools such as “data protection by design” and “data protection impact assessments” (DPIAs) have emerged as key mechanisms for shifting responsibility from the state to data-processing entities. These instruments encourage proactive risk management rather than reactive compliance. However, their effectiveness depends heavily on enforcement capacity and the level of organizational compliance, which varies significantly across jurisdictions.
Moreover, existing research highlights that even well-designed regulatory frameworks face challenges in addressing cross-border data flows and the activities of global platforms (Greenleaf, 2014). These challenges are particularly pronounced in developing countries, where institutional capacity for regulation and enforcement may be limited.
2.4. Research Gaps and the Approach of This Study
Despite a growing body of literature on the platform economy, platform liability, and personal data protection, several important gaps remain. First, much of the existing research focuses on Western legal systems, while Southeast Asia—characterized by distinct institutional and developmental contexts—remains underexplored. Second, prior studies often examine platforms, data, and liability in isolation, lacking an integrated analytical framework that connects these dimensions. Third, there is a scarcity of in-depth comparative studies within the region that could yield actionable policy insights.
Against this backdrop, this article contributes to the literature by developing an integrated analytical framework for platform liability in personal data protection and applying it to a comparative analysis of Vietnam and Singapore. In doing so, the study not only advances theoretical understanding but also offers concrete policy recommendations tailored to the context of a transitioning digital economy such as Vietnam.
3. VIETNAM’S LEGAL FRAMEWORK 
3.1. Overview of the Legal Framework
Vietnam’s legal framework on personal data protection has made notable progress with the adoption of Decree No. 13/2023/ND-CP on Personal Data Protection, which establishes key principles governing data processing and the rights of data subjects.¹ In addition, relevant provisions are dispersed across instruments such as the Law on Cybersecurity 2018 and the Law on Electronic Transactions 2023.²
Despite these developments, the fragmented nature of the legal framework becomes particularly evident when examined against real-world data breach incidents. Between 2020 and 2022, multiple Vietnamese user databases—including account credentials, email addresses, and phone numbers—were reportedly offered for sale on online forums.³ These incidents suggest that, although legal provisions exist, their coordination and enforcement remain inconsistent, thereby undermining their practical effectiveness.
3.2. Legal Status of Digital Platforms
The absence of a clear legal definition of “digital platforms” creates significant challenges in identifying liable actors in data breach incidents. This issue is particularly visible in cases involving online services, where user data is often collected, stored, and processed across multiple entities.
For example, several reported data breaches involving online education and e-commerce platforms exposed the personal information of hundreds of thousands, and in some cases millions, of users.⁴ However, assigning legal responsibility has proven difficult due to the lack of clear distinctions between “data controllers” and “data processors.”
This ambiguity results in what can be described as an “accountability gap,” whereby platforms may invoke their intermediary status to limit liability, despite exercising substantial control over user data in practice.
3.3. Legal Obligations of Platforms in Personal Data Processing
Vietnamese law imposes basic obligations on entities processing personal data, including requirements for obtaining user consent and ensuring data security.⁵ However, these obligations remain insufficient to address the risks observed in practice.
A notable example is the 2016 data breach involving a major Vietnamese airline, in which the personal information of hundreds of thousands of passengers was publicly exposed online.⁶ The incident revealed significant deficiencies in system design and security safeguards, as well as the absence of effective risk assessment mechanisms prior to the breach.
Moreover, in several other cases, user data has been collected and shared beyond its original purpose without meaningful consent, indicating that the principle of consent is often implemented in a formalistic manner.⁷ This reflects a broader limitation of the current legal model, which does not require platforms to proactively manage data-related risks.
3.4. Enforcement Mechanisms
Data breach incidents in Vietnam also highlight weaknesses in enforcement. In many cases, regulatory responses have been limited to investigation and warnings, while sanctions have not been sufficiently strong to produce a deterrent effect.⁸
For instance, following data breaches involving major online systems, enforcement measures have largely focused on technical remediation, without imposing comprehensive legal responsibility, including compensation for affected users.⁹
This indicates that the current enforcement model remains reactive rather than preventive, with limited emphasis on proactive risk governance.
3.5. Key Limitations of the Current Framework
The case studies discussed above reinforce several structural limitations of Vietnam’s legal framework.
First, the absence of a clear liability model makes it difficult to assign responsibility in large-scale data breaches.
Second, the framework does not require platforms to adopt advanced risk management mechanisms, resulting in a predominantly ex post regulatory approach.
Third, existing sanctions are not proportionate to the scale of harm or the economic value derived from data exploitation, thereby limiting their deterrent effect.
Fourth, the protection of data subject rights remains weak in practice, particularly due to the lack of effective complaint and compensation mechanisms.
Taken together, these limitations suggest that data breach incidents in Vietnam are not merely enforcement failures but reflect deeper structural deficiencies in the legal framework. This underscores the urgent need to reconceptualize platform liability and strengthen data governance in the digital economy.
4. SINGAPORE’S LEGAL FRAMEWORK
4.1. Overview of the Legal System
Singapore is widely regarded as one of the leading jurisdictions in Asia in developing a comprehensive legal framework for personal data protection, anchored in the Personal Data Protection Act 2012 (PDPA). The PDPA establishes a relatively coherent regulatory system governing the collection, use, disclosure, and protection of personal data, while clearly defining the responsibilities of organizations throughout the data lifecycle.¹
Unlike fragmented regulatory approaches, the PDPA adopts a unified framework based on the principle of accountability, under which organizations are required not only to comply with legal obligations but also to demonstrate such compliance when necessary.² This approach enables Singapore’s legal system to remain adaptable to rapidly evolving technologies and platform-based business models.
4.2. Legal Status and Liability of Digital Platforms
A distinctive feature of Singapore’s legal framework is its functional approach to regulation. Rather than defining “digital platforms” as a separate legal category, the PDPA applies broadly to any “organization” that controls or processes personal data.³
Under this approach, any platform that determines the purposes and means of data processing is treated as a primary responsible entity. This allows the law to capture the substantive realities of data control while preventing platforms from evading liability by invoking their intermediary status.
In practice, this model has proven effective in addressing data breaches. The SingHealth incident, for example, demonstrated that organizations involved could not disclaim responsibility based on technical or organizational divisions, but were held accountable according to their level of control over the data system.⁴
4.3. Legal Obligations in Personal Data Processing
The PDPA establishes a comprehensive set of obligations for organizations processing personal data, including requirements relating to:
· lawful collection and use based on valid consent; 
· data security and protection; 
· purpose limitation; 
· data accuracy; and 
· appropriate retention and disposal. 
Recent amendments to the PDPA have further strengthened this framework by introducing key obligations such as mandatory data breach notification, the appointment of a Data Protection Officer (DPO), and enhanced accountability in data governance.⁵
These developments reflect a clear shift toward a risk-based regulatory model, under which organizations are expected to design and implement data protection measures proportionate to the sensitivity and scale of data processing activities.
The SingHealth case provides a concrete illustration of how these obligations operate in practice. The official investigation report revealed that the breach resulted not only from technical vulnerabilities but also from governance failures, including inadequate access controls and insufficient system monitoring.⁶
4.4. Enforcement Mechanisms and the Role of the Regulator
Singapore has established a centralized enforcement mechanism through the Personal Data Protection Commission (PDPC), which is responsible for supervising, investigating, and sanctioning data protection violations.⁷
Beyond enforcement, the PDPC plays an active role in issuing guidelines, developing technical standards, and promoting awareness among organizations. This contributes to a proactive and cooperative data governance ecosystem involving both public and private actors.
In the SingHealth case, authorities conducted a comprehensive investigation, published a detailed report, and implemented appropriate corrective measures. More importantly, the incident prompted broader regulatory reforms and systemic improvements in data governance across the healthcare sector.⁸
4.5. Overall Assessment and Lessons Learned
From a scholarly perspective, Singapore’s legal framework represents a modern regulatory model characterized by three key features.
First, it reflects a clear shift from administrative control toward accountability-based governance, placing organizations at the center of data protection responsibility.
Second, it effectively integrates legal rules with robust enforcement mechanisms, ensuring that regulatory obligations are translated into practice.
Third, it demonstrates an ability to “learn from breaches,” using data incidents as opportunities to refine legal frameworks and strengthen governance standards.
These features stand in sharp contrast to the current Vietnamese framework and provide an important empirical foundation for the comparative analysis in the following section.
5. COMPARATIVE ANALYSIS: VIETNAM AND SINGAPORE
5.1. Regulatory Approach: Administrative Control vs. Accountability-Based Governance
A fundamental divergence between Vietnam and Singapore lies in their respective regulatory approaches to personal data protection and platform liability. In Vietnam, the current legal framework remains largely grounded in an administrative control model, where the state plays a central role in rule-making and enforcement. This approach emphasizes formal compliance but places limited focus on the proactive responsibility of data-processing entities.
By contrast, Singapore adopts an accountability-based governance model, under which organizations are required to actively design and implement data governance systems and to demonstrate compliance throughout the data lifecycle. This reflects a broader shift from passive compliance toward proactive risk management.
This divergence is particularly evident in the handling of data breach incidents. In Singapore, the large-scale healthcare data breach involving SingHealth triggered a comprehensive investigation, clear attribution of responsibility, and subsequent regulatory reforms. In Vietnam, by comparison, data breach incidents involving online platforms have typically resulted in warnings or administrative sanctions, without generating structural changes in the legal framework.
5.2. Defining Platform Status and Scope of Liability
Vietnamese law does not provide a clear legal definition of “digital platforms,” resulting in fragmented regulation and ambiguity in determining liability. Platforms are often regulated under multiple overlapping roles, which blurs the allocation of responsibility—especially in complex data processing chains involving multiple actors.
Empirical evidence from data breach cases in Vietnam illustrates the difficulty of identifying the ultimate responsible party, as data may be collected by one entity, stored by another, and exploited by several others. This fragmentation gives rise to an “accountability gap,” where responsibility becomes diffuse and difficult to enforce.
In contrast, Singapore adopts a functional approach, under which liability is determined based on the degree of control over personal data rather than formal legal classification. In the SingHealth case, organizations could not rely on intermediary roles to evade responsibility; instead, they were held accountable in proportion to their control over the data system and their failure to implement adequate safeguards.
5.3. Legal Obligations: From Formal Compliance to Risk-Based Governance
In Vietnam, legal obligations imposed on platforms primarily focus on obtaining user consent, ensuring data security, and refraining from unlawful data use. While these requirements are necessary, they remain largely reactive and do not impose a duty on platforms to proactively manage data-related risks.
This limitation is reflected in practice, where many data breaches are only identified after harm has occurred, and where mechanisms such as risk assessment or data audits are not systematically implemented.
Singapore, by contrast, establishes a more comprehensive and forward-looking framework of obligations, including accountability, data protection by design, and mandatory data breach notification. The SingHealth case illustrates how these obligations operate in practice: beyond sanctioning violations, authorities required organizations to strengthen security infrastructure and governance processes, demonstrating a preventive and iterative regulatory approach.
5.4. Enforcement and Sanctions: Reactive Administration vs. Strategic Enforcement
The divergence between the two systems is also evident in enforcement mechanisms. In Vietnam, enforcement remains fragmented, with no single specialized authority possessing comprehensive powers over personal data protection. Sanctions are primarily administrative and often lack sufficient deterrent effect.
In contrast, Singapore operates a centralized enforcement model through a dedicated regulatory authority with powers to investigate, sanction, and issue detailed guidance. The SingHealth incident underscores the strategic role of enforcement, not only in addressing violations but also in driving systemic reforms.
By comparison, large-scale data breaches in Vietnam have rarely led to corresponding legal or institutional reforms, highlighting a limitation in translating enforcement experience into policy development
5.5. Comparative Summary
The comparative analysis reveals a structural gap between Vietnam and Singapore across three core dimensions: regulatory approach, allocation of liability, and enforcement effectiveness. While Vietnam’s framework remains predominantly reactive and administratively driven, Singapore’s model reflects a more advanced shift toward accountability, risk-based governance, and adaptive regulation.
These differences are not merely technical but reflect deeper variations in regulatory philosophy and institutional capacity. As such, they provide a critical foundation for the policy recommendations advanced in the following section.
5.5. Comparative Matrix
	Criteria
	Vietnam
	Singapore

	Regulatory approach
	Administrative, compliance-based
	Accountability-based, risk-oriented

	Legal status of platforms
	Unclear, fragmented
	Functional, control-based

	Allocation of liability
	Diffuse, difficult to trace
	Based on degree of data control

	Legal obligations
	Basic, largely reactive
	Comprehensive, proactive

	Risk governance
	Underdeveloped
	Widely implemented

	Enforcement mechanism
	Decentralized, limited effectiveness
	Centralized, effective

	Response to violations
	Administrative handling
	Investigation combined with systemic reform

	Policy impact of case studies
	Limited
	Drives regulatory improvement


This comparative matrix highlights a structural divergence between the two systems, not only in legal design but also in regulatory philosophy and institutional capacity.
5.6. Policy Implications from Comparative Analysis and Case Studies
The integration of doctrinal analysis with empirical case studies demonstrates that the divergence between Vietnam and Singapore extends beyond formal legal provisions to the operational logic of their regulatory systems.
First, Vietnam should move from a “reaction to violations” model toward a “learning from breaches” approach, in which data incidents serve as catalysts for legal and institutional reform. This shift would allow the regulatory framework to evolve dynamically in response to emerging risks.
Second, there is a need to establish a clear liability framework based on the degree of control over personal data. Such an approach would address the current fragmentation of responsibility within platform ecosystems and reduce the existing accountability gap.
Third, strengthening enforcement capacity is essential. This includes the establishment of a specialized regulatory authority capable of integrating supervision, sanctioning, and compliance guidance. A more coordinated and proactive enforcement model would significantly enhance the effectiveness of personal data protection in practice.
Taken together, these implications underscore that improving platform liability in Vietnam requires not only legislative reform but also a broader transformation in regulatory governance.
6. RECOMMENDATIONS FOR LEGAL REFORM
6.1. Clarifying Platform Liability
A core limitation of Vietnam’s current legal framework lies in the absence of a clear definition of digital platforms and their corresponding scope of liability. This ambiguity leads to fragmented responsibility and significant challenges in attributing liability in data breach incidents.
To address this issue, it is necessary to introduce a legal definition of “digital platforms” based on a functional approach, similar to the model adopted under the Personal Data Protection Act 2012. Under such an approach, liability should be determined according to the degree of control over personal data rather than formal organizational structure.¹
In addition, platforms should be classified according to their functions and risk levels (e.g., social media platforms, e-commerce platforms, data service providers), forming the basis for differentiated legal obligations. The Singaporean experience demonstrates that avoiding rigid definitions while clearly assigning responsibility to data-controlling entities can effectively prevent liability evasion, as illustrated by major incidents such as SingHealth.²
6.2. Adopting a Risk-Based Approach to Data Governance
Vietnam’s current framework largely follows a “one-size-fits-all” model, despite the fact that data processing activities vary significantly in terms of risk.
A shift toward a risk-based approach is therefore essential. Under this model, legal obligations are calibrated according to the level of risk posed to individual privacy. This approach has been institutionalized in the General Data Protection Regulation (GDPR), particularly through mechanisms such as Data Protection Impact Assessments (DPIAs) for high-risk processing activities.³
Adopting this model would allow Vietnam to allocate regulatory resources more efficiently, focusing on high-risk sectors such as large-scale platforms and data-intensive services, while reducing unnecessary compliance burdens for low-risk actors.
6.3. Strengthening Platform Obligations
(i) Data protection by design and by default
Vietnam should require platforms to integrate data protection measures into system design from the outset. This principle, widely recognized under the GDPR, has proven effective in preventing data breaches rather than merely responding to them.⁴
(ii) Mandatory data breach notification
Given that many data breaches in Vietnam are not promptly disclosed, a clear obligation to notify authorities and affected individuals within a specified timeframe (e.g., 72 hours) should be introduced, in line with international standards and Singaporean practice.⁵
(iii) Algorithmic transparency and automated decision-making
As platforms increasingly rely on algorithms for data processing and decision-making, there is a growing need for transparency obligations. These should apply particularly to decisions that significantly affect users’ rights and interests.
Recent scholarship highlights that a lack of transparency in automated processing may increase risks of discrimination and privacy violations, underscoring the need for regulatory intervention.⁶
6.4. Enhancing Enforcement Capacity
The effectiveness of any legal framework ultimately depends on its enforcement. Singapore’s experience demonstrates the importance of a dedicated regulatory authority such as the Personal Data Protection Commission (PDPC), which combines supervisory, investigative, and enforcement functions.⁷
Vietnam should therefore consider establishing a specialized data protection authority with clearly defined powers, including inspection, sanctioning, and compliance guidance. In parallel, proactive regulatory tools—such as data audits and periodic risk assessments for high-risk platforms—should be strengthened.
Empirical evidence suggests that jurisdictions with centralized and specialized authorities achieve significantly higher levels of enforcement effectiveness compared to fragmented models.⁸
6.5. Strengthening Sanctions and Civil Liability
One of the key weaknesses of Vietnam’s current regime is that sanctions remain relatively low compared to the economic benefits derived from data exploitation. To enhance deterrence, penalties should be calibrated in proportion to the turnover of violating entities, following the approach adopted in the GDPR.⁹
In addition, civil liability mechanisms should be strengthened to enable data subjects to claim compensation for damages. This would not only improve individual protection but also create stronger incentives for corporate compliance.
6.6. Promoting International and Regional Cooperation
Given the inherently cross-border nature of digital data, national legal reform must be complemented by international cooperation. Vietnam should actively participate in regional frameworks, particularly ASEAN initiatives aimed at harmonizing data protection standards.¹⁰
At the same time, aligning domestic law with international standards—such as OECD privacy principles and GDPR benchmarks—would enhance legal interoperability and facilitate cross-border trade and investment.¹¹
Singapore’s experience illustrates that proactive alignment with global standards not only strengthens data protection but also enhances competitiveness in the digital economy.

CONCLUSION
In the context of the rapidly expanding platform economy, defining the legal liability of digital platforms in personal data protection has become an urgent issue both theoretically and practically. This study demonstrates that traditional liability models are no longer adequate, as platforms have evolved from passive intermediaries into powerful data-controlling entities.
The analysis of Vietnam’s legal framework, particularly the Decree No. 13/2023/ND-CP on Personal Data Protection, reveals important progress but also persistent limitations, including the absence of a clear legal classification of platforms, the lack of a risk-based regulatory approach, and weak enforcement mechanisms. In contrast, Singapore’s model under the Personal Data Protection Act 2012 reflects a more advanced approach grounded in accountability and risk-based governance, as evidenced in practice.
Building on these findings, the study argues that Vietnam should transition toward an accountability-based data governance model, in which digital platforms bear proportionate responsibility based on their level of control over personal data. This transition should be accompanied by strengthened legal obligations, more effective enforcement mechanisms, and deeper international cooperation.
From a scholarly perspective, the article contributes to the literature by developing an integrated analytical framework linking platform liability and personal data protection in a regional context. It also provides a foundation for future research on data governance in the digital age.
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