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Abstract—The study has been developed to produce a single software program that will allow the user to encrypt and decrypt electronic files and to provide a method to communicate securely via email by using encryption techniques and the Advanced Encryption Standard (AES) algorithm. The project will use the advanced encryption algorithm AES in Counter Mode (CTR), which will provide a method for encrypting digital data securely. This project will evaluate the use of the encryption process and reliability during the decryption process and evaluate whether or not the secure email function has been implemented correctly. The project's goal is also to support ongoing efforts to improve security surrounding the transmission of digital communication using current state-of-the-art cryptographic systems.
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I. INTRODUCTION

Given that the internet has become ubiquitous, with electronic communication dominating as the primary way people share information, it is more vital than ever to have appropriate protections in place for sensitive information. The purpose of the "Data Encryption & Security" project is to address this urgent need. The project provides a solid solution to the problem through a new means of storing secure, encrypted files and retrieving those files utilizing a single, comprehensive platform. The means by which we will achieve these goals is by using the latest (AES256) Counter Mode Encryption algorithm; this algorithm has never been used to encrypt files with the level of confidentiality provided by this project. In addition to giving users the ability to encrypt files, the overall goal of the project is to provide users with the ability to send and receive encrypted emails and share encrypted files within a single secure email system; therefore, this project provides an all-encompassing solution for users to safeguard their sensitive information. Protecting confidential information is the most important part of living in a digital society. The aim of the project is to develop a way to achieve this by combining file encryption and secure email communications into one application leveraging a new implementation of the advanced encryption standard (AES) algorithm in counter mode, with a simultaneous focus on both security and efficiency. In addition, the research intends to produce an overall solution for end-users to use to ensure that their data is kept secure during transmission over the Internet and while being stored in order to enhance the security of electronic mail (e-mail).
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A. Graphical User Interface (GUI) Development
The application uses a GUI (Graphical User Interface) that is built using the Python library Tkinter. The Tkinter library gives developers a convenient method of creating interactive user interfaces that will provide users with a very pleasant experience because it contains a number of tools that they can use to help guide them through their process of sending an e-mail, encrypting and decrypting files, among many other functions the interface provides them with. In addition, the implementation of the cryptography functions within the application use AES (Advanced Encryption Standard) for its implementation. 

    B. AES Algorithm in CTR Mode
AES (Advanced Encryption Standard) is one of the most widely used algorithms for encrypting and decrypting files due to its well-established reliability and ability to perform at a high speed. The AES algorithm has been chosen in CTR(Count) mode, because of its ability to be performed in parallel and its ability to resist various forms of cyber-attacks. The implementation of AES is done using Crypto. Cipher Python module which allows developers to use the functionality of AES in their applications without making changes to their applications. The Secure E-mail Sending Feature within the application allows a user to send an encrypted file through his or her application using the protocols provided by the Simple Mail Transfer Protocol (SMTP). SMTP will provide the user with a secure and reliable connection to transmit confidential information. In order to send an encrypted file by e-mail from an application using SMTP as the means of communication, the smtplib Python library can be utilized.
A. Authentication and Registration User Authentication
A strong user authentication system verifies users before allowing them access to the functionalities available in the application. The application queries a SQLite database (DB) for a match between the user-entered username/password and the matching username/password in the database. The application provides a user registration process for managing users more effectively. When users attempt to log in (i.e., click the log in button), they will be prompted to enter a username/password. The system will search for an existing user with the same username to ensure no duplicate usernames are being used; it will then save the newly created username/password in the DB for future user authentication. The methodology that has been applied for management of the SQLite used to include user credentials is Database Management; the information about users' names and hashed passwords are stored in this DB. User credential information is stored in a DBMS where the data integrity and confidentiality of this information has greater security for the application; therefore, all these components are integrated together to provide an overall approach to application development that will lead to an application that is both secure and easy for users to use. The GUI creation uses Tkinter, AES is used for all cryptographic functions, STMP is used for protecting e-mails, and user authentication and registration are accomplished through a single holistic approach.

LITERATURE SURVEY
A. Overview
A comprehensive literature review was done for an informed decision on selecting the best type of cryptographic algorithm, protocol, and implementation method to secure data (for the “Data Protection and Security” project) in an attempt to compile information from sources of modern novels, such as: information security and cryptography to provide guidance in making that choice.

B. Encryption Algorithms and Protocols
An in-depth literature survey of various types of encryption algorithms and their benefits, shortcomings, and end use applications was performed. Cryptographic techniques were researched in was classical algorithms like DES and RSA and contemporary algorithms such as AES, with a good volume of cryptographic research helping in the understanding of cryptographic techniques. AES was selected for focus due to its accepted reputation for being a good, safe and strong standard of security encryption [1].

C. Selection of AES Algorithm with CTR Mode
The AES algorithm was selected and fully developed using information provided by various published sources that defined reputable cryptographic authors as the developers of the AES algorithm with the CTR mode of operation. The AES algorithm in CTR mode received endorsements from the National Institute of Standards and Technology (NIST). CTR mode was chosen because of the ability to perform parallel operations as well as offering resistance to certain types of attacks, therefore meeting the project's requirements [2].

D. Secure Email Communication
     The literature review looked at existing research in secure email communications and examined existing protocols and mechanisms that ensure the confidentiality and integrity of the contents of emails. Secure email transmission protocols (e.g. STARTTLS and non-table protocols such as PGP) were included in the literature review. The use of secure email communications and cryptographic techniques are now central to maintaining the end-to-end security of all digital communications [3].

E. Integration of Cryptographic Techniques
Based on the findings of the literature review, this project was designed to implement cryptographic techniques when securing the transmission of email without negatively impacting the transmission process. In particular, the project was designed to ensure that both the content of email messages and the attachments were transmittable, in enclaved form, in a secured manner. The findings of the literature review were instrumental in determining which cryptographic techniques to use to improve the overall security of the application. The literature review also provided considerable information about data security, encryption algorithms, cryptographic protocols, and their uses, which were critical for justifying the use of the AES algorithm in CTR mode for encrypting and decrypting files in the project, "Data Encryption and Security". The literature review also documented the use of secure email communications and embedding cryptographic techniques to create a comprehensive method of securing digital communications [4].
IV PROBLEM STATEMENT

The increasing speed of development in the cyber space presents a very serious challenge to the protection of our electronic information. Because of the speed and nature of cyber threats, they have outpaced the ability of current encryption technologies to be able to protect our data, and as such, the ability to thoroughly investigate and improve existing encryption technologies to address these new vulnerabilities will be difficult. To assist in reducing this problem, the Data Encryption and Security (DE&S) project will work on three major challenges:

A. Evolving Cyber Threats
Due to the ever-changing nature of cyber threats such as malware, ransomware and phishing attacks, traditional encryption methods can no longer hold up to these evolving threats. Therefore, the increasing amount of these complex cyber threats means a proactive approach is necessary for securing all electronic information so that it is not subject to unauthorized access or compromise (5).

B. Resilience of Encryption Methods
While encryption is traditionally one of the most fundamental means to secure information; due to the continuing changes and new forms of cyber threats it is imperative that organizations evaluate how effective their current encryption methods are at protecting themselves from evolving cyber threats. As a result, the project has determined that certain types of encryptions may no longer be effective at protecting from some types of the many more sophisticated cyber threats in existence. Therefore, one of the primary objectives of this project will be developing new types of encryptions that can continue to adapt and respond to the evolution of cyber threats as they continue to develop and evolve over time.

C. Holistic Data Security
Traditional data protection technologies often consist of separate, isolated solutions to encrypt files, decrypt files and securely transmit electronic communications. The use of different products may lead to potential exposure to security breaches because of their inability to communicate with each other. Consequently, the project will develop a single, easy-to-use solution that will provide the combined functionality of all three services (i.e., secure electronic mail, file encryption, and file decryption).

V. PROJECT SOLUTION

The project "Data Encryption and Data Security" provides a comprehensive end-user solution to the challenges posed by the increasing frequency of cyber-attacks. This project is designed to provide the following comprehensive functionalities: 

A. Robust Encryption and Decryption
The Advanced Encryption Standard (AES) algorithm is used in CTR mode to provide the strongest level of security when encrypting files and the AES algorithm is used to provide the strongest level of security when decrypting files. By implementing a strong encryption method and a strong decryption method within the project, the confidentiality and integrity of sensitive data are provided, decreasing the chances that unauthorized access will occur.
B. Secure Email Communication
The project recognizes the importance of email as a dominant method of communicating and utilizing a digital medium and secure email capability. In order to ensure the secure handling of email messages and attachments, all emails and files sent via email will be sent in an encrypted manner providing use with a secure end- to-end email experience. The integration being applied to the project is aimed at increasing the confidentiality of any information exchanged via email particularly when the sender and receiver are exchanging files containing sensitive information.
C. Quality User-interface
      The project emphasizes that the application will be readily available to users and that the interface of the application will not impede the user's ability to use the application due to the security features in place. The application was developed with a goal of providing intuitive access to the file system for all users allowing them to manage files that are as secure as using the Internet while still providing a user-friendly experience. In conclusion, the “Data Encryption & Security” project recognizes the need for an all-encompassing solution to address the continual growth and evolution of cyber threats as well as improve the security of digital data by providing solutions to the weaknesses present in current encryption techniques, ensuring that all files are protected by using strong data encryption methods, ensuring secure email communication, and creating a user-friendly application.
VI. MOTIVATION
This initiative is being pursued because of the necessity to improve upon how secure digital information is, as data breaches and cyber threats continue to be an increasing reality. There are multiple reasons for pursuing this line of research [7]:
A. Critical Need for improved Security
The amount of digital data that we handle is vast and includes everything from our daily lives to our most important sensitive information, so the demand for security solutions has never been higher in relation to how many different types of cyber threats are being encountered today [8]. This initiative will demonstrate that as new vulnerabilities to data security become apparent, they can be resolved through the establishment of more secure data security solutions.
B. Enhanced awareness of Encryption Methodologies
     In addition to improving our ability to develop more secure data security solutions, there is also a desire to improve our awareness of how various types of cryptographic techniques function. This has been accomplished by getting into details regarding the design aspects of various cryptographic techniques, which contribute to theoretical knowledge and describes how these theories have a direct relationship to implementing them successfully for protecting sensitive data [9]. Consequently, a greater understanding of these issues is critical in developing more secure and flexible encryption methods to counter future data security threats.
C. Equipping Users with Extensive Tools
   An important aspect of this project is to provide a complete tool set for secure management of data. The purpose of this project is to produce tools that will enhance the security of digital assets through improved encryption methods while ensuring that the tools are simple and effective for users. Our user-centric design philosophy creates security tools that are both secure and simple to use so that users are more likely to incorporate secure practices for handling data [10].
D. Secure Email Communication integration
In addition to providing a complete tool set for secure management of data, secure email integration is also an important driver of this project. E-mail is an important part of communication today and through this project we will provide a comprehensive software package that will provide powerful file encryption capabilities and secure email capabilities to allow users to have a single source solution for providing encrypted electronic communications [11].
D. Versatility in Digital Communication Security
One of the motivations for this research project is to develop a versatile solution for securing digital communications. This project intends to create a comprehensive system that addresses the security concerns of users regarding digital communication by providing the means to communicate via secure email and encrypting/decrypting files. The goal of this research project is to promote secure practices in digital security. This project seeks to provide a safer and more secure digital environment by increasing user knowledge and resources, developing the users of this project to be more knowledgeable about encryption, and through support for secure email communication in this project. 
VI. CONCLUSION
This research project is a significant effort to resolve pressing issues concerning the security of digital data by providing users with an easy-to-use and effective solution. Cyberattacks are on the rise in both their frequency and complexity; as such, the aim of the project will be to assist in the development of a secure method to manage digital data and to create best practices for managing digital data. The need for improved security in the digital realm is also evident through the need for a reliable method of implementing encryption. One of the project's objectives is to help users understand the various cryptographic techniques as well as to enhance users' familiarity with managing their digital data in a secure manner.
A major part of this study is developing a user-centered approach by creating secure tools and ensuring those tools are user-friendly. This research will also include implementing secure email communications into the final output of the study to show the significance of email usage today. The flexibility of this project allows users to protect their digital communications using one product line from file encryption through email security to decryption. Additionally, this project will continue to foster a more secure and resilient digital environment throughout the transition of digitization. By offering all available tools to help empower users to meet their expectations concerning a variety of security needs, this research will be a valuable contribution to the ongoing body of knowledge regarding digital data security. This summary presents an overview of the research's ongoing commitment towards achieving continuing digital security advancements, highlighting the persistence of difficulty that accompanies continuous innovation and designing user-centric products and services, and finally developing and applying comprehensive methods for protecting sensitive information as they adapt to the constant evolution of the digital environment.
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