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Abstract - The rapid expansion of Internet of Things (IoT) networks has significantly increased exposure to cyber threats, necessitating intelligent and adaptive intrusion detection mechanisms. Traditional intrusion detection systems (IDS) often analyze individual network flows independently, limiting their ability to capture temporal attack behavior. To address this limitation, this paper proposes a behavior-driven temporal intrusion detection framework based on a hybrid CNN–BiLSTM–Attention architecture. The proposed system groups consecutive network flows into short temporal sequences, enabling the model to learn behavioral evolution over time rather than relying on isolated traffic snapshots. Convolutional Neural Networks (CNN) are employed for spatial feature extraction, Bidirectional Long Short-Term Memory (BiLSTM) networks capture forward and backward temporal dependencies, and an attention mechanism dynamically emphasizes informative time steps within each sequence. The framework performs multi-class classification of IoT network traffic into benign and attack categories, including DDoS, brute force, and browser hijacking. Experimental evaluation demonstrates a test accuracy of 98.24%, with strong precision and recall across all attack classes. The results confirm that incorporating temporal sequence modeling and attention-based weighting significantly enhances intrusion detection performance in IoT environments. The proposed approach provides a robust and scalable solution for behavior-aware network security.
Keywords: IoT Security, Temporal Intrusion Detection, Hybrid Deep Learning, CNN–BiLSTM–Attention, Behavioral Modeling, Multi-Class Classification, Network Traffic Analysis.
I. INTRODUCTION 
Internet of Things (IoT) networks have become fundamental to modern digital infrastructure, connecting smart homes, industrial systems, healthcare devices, and urban environments. However, the rapid deployment of heterogeneous IoT devices has significantly increased network attack surfaces. IoT devices often operate with limited computational resources and weak built-in security mechanisms, making them vulnerable to cyber threats such as Distributed Denial of Service (DDoS), brute-force attacks, and browser hijacking.
Traditional intrusion detection systems (IDS) typically rely on rule-based detection or classical machine learning classifiers that analyze individual network flows independently. While such approaches can achieve acceptable performance under controlled conditions, they fail to capture the behavioral evolution of attacks over time. Many network intrusions are not isolated anomalies; rather, they manifest as temporal patterns emerging across sequences of flows.
Recent deep learning-based IDS frameworks have improved feature learning capabilities. Convolutional Neural Networks (CNNs) effectively extract spatial feature interactions, while Long Short-Term Memory (LSTM) networks model sequential dependencies. However, most existing approaches either treat flows independently or rely on single-model architectures, limiting their ability to integrate spatial, temporal, and importance-aware learning simultaneously.
To address these limitations, this work proposes a behavior-driven temporal intrusion detection framework that models short-term flow sequences instead of isolated traffic snapshots. 
The proposed system integrates:
· CNN layers for spatial feature extraction,
· Bidirectional LSTM (BiLSTM) layers for forward and backward temporal dependency modeling,
· An attention mechanism for adaptive time-step weighting.
By grouping consecutive flows into fixed-length temporal windows, the system captures behavioral transitions associated with evolving attack patterns. This design enables improved discrimination between benign fluctuations and malicious activity.
The main contributions of this paper are:
1. A temporal flow-sequence construction mechanism tailored for IoT traffic analysis.
2. A hybrid CNN–BiLSTM–Attention architecture for integrated spatial-temporal modeling.
3. Attention-based dynamic emphasis on informative time steps.
4. Comprehensive experimental validation demonstrating 98.24% multi-class classification accuracy.
The proposed approach enhances behavioral awareness in intrusion detection, providing improved stability and robustness for IoT network security.
II. RELATED WORK
Intrusion Detection Systems (IDS) have evolved significantly from traditional rule-based approaches to advanced deep learning frameworks. Early IDS models relied on signature-based detection and statistical anomaly detection techniques. While these systems were effective against known threats, they struggled to detect novel or evolving attacks due to their dependence on predefined rules. With the advancement of machine learning, classical algorithms such as Support Vector Machines (SVM), Decision Trees, k-Nearest Neighbors (kNN), and Random Forests were widely adopted for network intrusion detection. These methods improved detection accuracy by learning patterns from labeled datasets. However, most traditional machine learning-based IDS frameworks treat network flows independently, ignoring temporal dependencies between traffic events. As a result, their ability to detect stealthy or gradually evolving attacks remains limited.
Recent research has shifted toward deep learning-based IDS frameworks. Convolutional Neural Networks (CNN) have been employed to capture spatial correlations among network features. CNN-based approaches demonstrate strong automated feature extraction capabilities but typically lack temporal modeling. On the other hand, Recurrent Neural Networks (RNN) and Long Short-Term Memory (LSTM) networks are widely used to model sequential dependencies in network traffic. LSTM-based IDS frameworks can capture temporal relationships but may struggle to extract complex feature interactions effectively.
To address these limitations, hybrid deep learning models combining CNN and LSTM architectures have been proposed. Such models aim to leverage CNN for spatial learning and LSTM for temporal modeling. While these hybrid architectures improve detection performance compared to single-model approaches, many existing works still classify traffic at the single-flow level rather than constructing structured temporal windows of flows. This limits their ability to model short-term behavioral transitions that characterize many IoT-related attacks.
More recently, attention mechanisms have been integrated into deep learning architectures to enhance model interpretability and improve focus on informative features or time steps. Attention-based IDS models assign dynamic weights to input sequences, enabling improved detection of rare or subtle attack behaviors. However, relatively few studies combine CNN, Bidirectional LSTM (BiLSTM), and attention mechanisms within a behavior-driven temporal flow framework tailored specifically for IoT traffic analysis.
In contrast to existing approaches, the proposed framework constructs fixed-length temporal sequences of consecutive flows and applies a hybrid CNN–BiLSTM–Attention architecture for behavior-aware intrusion detection. This design allows simultaneous spatial feature learning, bidirectional temporal dependency modeling, and adaptive importance weighting, resulting in improved robustness for IoT network environments.
III. PROPOSED METHODOLOGY
A. System Architecture Overview
The proposed intrusion detection framework is designed to model IoT network traffic behavior using temporal flow sequences. Unlike conventional IDS approaches that classify individual flows independently, the proposed system constructs short-term temporal windows of consecutive flows to capture behavioral evolution.
The overall pipeline consists of:
1. Flow-level feature extraction
2. Feature preprocessing and scaling
3. Temporal sequence construction
4. Hybrid CNN–BiLSTM–Attention modeling
5. Multi-class classification

This structure enables joint spatial and temporal learning for robust intrusion detection.
B. Flow-Level Feature Representation
Network traffic is first transformed into structured flow-level records. Each flow is represented by 39 numerical features capturing protocol behavior, statistical characteristics, and packet-level properties.
These features include:
· Header length
· Protocol type
· Time-to-Live (TTL)
· TCP flag counters (SYN, ACK, FIN, RST, etc.)
· Packet statistics (minimum, maximum, average, standard deviation)
· Inter-arrival time (IAT)
· Total flow size
· Variance and aggregated statistics

This representation enables detection without inspecting packet payloads, making the system applicable to encrypted IoT environments.
Let:
represent a single flow feature vector at time step .

C. Temporal Sequence Construction
This design allows the model to observe short-term behavioral transitions that characterize evolving attacks such as DDoS bursts or gradual brute-force attempts. Temporal grouping enhances context awareness and reduces sensitivity to isolated anomalies. Instead of treating each flow independently, consecutive flows are grouped into fixed-length temporal windows.
A sequence window of size is constructed as:

Each training sample therefore has shape:

D. Hybrid CNN–BiLSTM–Attention Architecture
The proposed deep learning model integrates three complementary components.
1. Convolutional Neural Network (CNN)
The CNN layer performs spatial feature extraction within each temporal window. It learns local correlations between features across the 39-dimensional input space. 
Given input sequence , 1D convolution is applied along the feature dimension to extract higher-level representations.
The CNN captures:
· Interactions between protocol flags
· Relationships between packet statistics
· Feature co-occurrence patterns

This stage produces a refined feature map for sequential processing.
2. Bidirectional Long Short-Term Memory (BiLSTM)
Following convolution, the feature maps are passed to a Bidirectional LSTM layer. Unlike standard LSTM, BiLSTM processes the sequence in both forward and backward directions:

This enables the model to learn:
· Forward behavioral transitions
· Backward contextual dependencies

Bidirectional modeling improves temporal understanding within the fixed window and enhances classification robustness.
3. Attention Mechanism
Not all time steps within a sequence contribute equally to attack detection. The attention mechanism assigns learnable importance weights to each hidden state.


Attention weights are computed as:

where represents the relevance score of time step .
The final context vector is:

This allows the model to focus more strongly on informative flow instances and suppress irrelevant noise.
E. Classification Layer
The attention-derived context vector is passed through fully connected layers followed by a Softmax activation function:

The model outputs probabilities across four classes:
· Benign
· Browser Hijacking
· Brute Force
· DDoS

The final predicted label is obtained via: 

F. Training Configuration
The model is trained using:
· Categorical Cross-Entropy Loss
· Adam Optimizer
· Learning rate scheduling
· Early stopping to prevent overfitting

The dataset is split into 80% training and 20% testing subsets. Evaluation metrics include:
· Accuracy
· Precision
· Recall
· F1-score
· Confusion matrix
· ROC curve
· Precision-Recall curve

IV EXPERIMENTAL SETUP
A. Dataset Description
The experimental evaluation is conducted using a labeled IoT network traffic dataset consisting of 23,436 flow records. Each flow is represented by 39 numerical features capturing protocol behavior, statistical characteristics, and traffic dynamics.

After preprocessing and temporal grouping with window size , the dataset produces 18,720 temporal sequences. Each sequence has shape:

The dataset is split into:
· 80% training data (14,960 sequences)
· 20% testing data (3,760 sequences)

Stratified splitting is applied to preserve class distribution across the four categories:
· Benign
· Browser Hijacking
· Brute Force
· DDoS

B. Preprocessing
Feature scaling is performed using StandardScaler to normalize input features. This ensures stable gradient propagation during training. Temporal sequences are constructed by sliding window grouping of consecutive flows without overlap-based label distortion. No payload inspection is used, making the framework compatible with encrypted IoT traffic.
C. Implementation Environment
The model is implemented using:
· Python
· TensorFlow/Keras deep learning framework
· NumPy and Pandas for preprocessing
· Scikit-learn for evaluation metrics
· Matplotlib and Seaborn for visualization

All experiments are conducted on a CPU-based system without GPU acceleration.
D. Model Configuration
The proposed CNN–BiLSTM–Attention architecture includes:
· 1D Convolution layer with 64 filters
· Batch Normalization
· MaxPooling layer
· Bidirectional LSTM with 128 hidden units
· Attention layer
· Fully connected dense layer (128 neurons)
· Dropout regularization
· Softmax output layer (4 classes)
Total trainable parameters: 238,724.
E. Training Strategy
The model is trained using:
· Optimizer: Adam
· Initial learning rate: 0.001
· Loss function: Categorical Cross-Entropy
· Batch size: 128
· Maximum epochs: 30

Learning rate scheduling is applied using ReduceLROnPlateau to adjust the learning rate dynamically when validation performance stabilizes. Early stopping is employed to prevent overfitting and retain optimal model weights.
F. Evaluation Metrics
Model performance is evaluated using:
· Accuracy
· Precision
· Recall
· F1-score
· Confusion matrix
· Receiver Operating Characteristic (ROC) curve
· Precision-Recall curves
Final test accuracy achieved:


V RESULTS AND PERFORMANCE EVALUATION
This section presents a comprehensive evaluation of the proposed Behavior-Driven Temporal CNN–BiLSTM–Attention intrusion detection framework. The performance analysis includes training behavior, multi-class classification metrics, confusion matrix interpretation, and threshold-independent evaluation using ROC and Precision–Recall curves.
A. Training Performance Analysis
To assess learning stability and convergence behavior, training accuracy and training loss curves were analyzed.
Training Accuracy:
[image: ]
Fig. 1 Training Accuracy
Illustrates the training and validation accuracy across epochs. The model demonstrates rapid convergence within the initial epochs, achieving high validation accuracy without significant oscillations. The small gap between training and validation accuracy indicates strong generalization capability and minimal overfitting.
Training Loss:
[image: ]
Fig. 2 Training Loss
It presents the training and validation loss curves. The steady decrease in loss values confirms stable gradient optimization. The absence of divergence between training and validation loss suggests effective regularization and learning rate adaptation.
These results confirm that the hybrid CNN–BiLSTM–Attention architecture learns discriminative behavioral patterns efficiently even under CPU-based training conditions.
B. Multi-Class Classification Performance
The proposed model was evaluated on a held-out test set containing 3,760 temporal flow sequences.
The model achieved an overall test accuracy of:

Table I. Class-wise performance metrics are summarized
	Class
	Precision
	Recall
	F1-Score

	Benign
	0.96
	0.99
	0.97

	Browser Hijacking
	0.97
	0.96
	0.96

	Brute Force
	1.00
	0.98
	0.99

	DDoS
	1.00
	1.00
	1.00


The macro-average F1-score exceeds 0.98, indicating balanced classification performance across all classes.
Notably:
· DDoS detection achieved perfect precision and recall.
· Brute force detection exhibited near-perfect performance.
· Browser hijacking detection showed slightly lower recall, likely due to partial behavioral similarity with benign traffic.
· Benign traffic classification maintained high recall, demonstrating strong discrimination capability.

C. Confusion Matrix Analysis
[image: ]
Fig. 3 presents the confusion matrix for multi-class classification.
The matrix reveals minimal misclassification across attack categories. False positives and false negatives are limited, confirming the robustness of temporal modeling.
Key observations include:
1. DDoS flows are perfectly separated from other classes.
2. Brute force attacks exhibit negligible misclassification.
3. Misclassification between benign and browser hijacking remains minimal and does not significantly affect overall performance.
The confusion matrix confirms that temporal sequence modeling effectively reduces classification ambiguity caused by isolated anomalies.
D. Receiver Operating Characteristic (ROC) Analysis
[image: ]
Fig. 4 illustrates the multi-class ROC curves.
The Area Under the Curve (AUC) approaches 1.0 for DDoS and brute force classes, demonstrating strong class separability. High AUC values indicate that the model maintains excellent discrimination capability across varying threshold settings.
ROC analysis confirms that the model is not overfitted to a specific decision threshold and generalizes well across classification boundaries.
E. Precision–Recall Curve Analysis
[image: ]
Fig. 5 shows the Precision–Recall curves for each class.
High precision values are maintained across recall levels, particularly for DDoS and brute force categories. This indicates that the model effectively balances sensitivity and specificity.
Precision–Recall evaluation is especially important in intrusion detection scenarios where false positives can significantly degrade system usability. The results demonstrate that the proposed approach maintains strong detection capability without excessive false alarms.
F. Impact of Temporal and Attention-Based Modeling
The high classification performance can be attributed to the integrated spatial-temporal learning mechanism.
Unlike traditional single-flow classifiers:

The proposed framework evaluates short-term behavioral windows:

This design enables:
· Detection of gradual attack escalation
· Identification of burst-based malicious behavior
· Suppression of isolated benign anomalies
Furthermore, the attention mechanism assigns higher weights to critical time steps within each sequence, allowing the model to focus on informative behavioral transitions.
The combination of CNN for spatial feature interaction, BiLSTM for temporal dependency modeling, and attention-based importance weighting significantly enhances detection robustness in IoT traffic environments.
VI DISCUSSION AND PRACTICAL IMPILCATOONS
A. Significance of Temporal Behavior Modeling
The experimental results demonstrate that incorporating temporal sequence modeling significantly enhances intrusion detection performance in IoT network environments. Unlike conventional flow-based classifiers that operate on isolated samples, the proposed framework captures short-term behavioral transitions through fixed-length temporal windows.
Many IoT-related attacks, such as DDoS and brute-force attempts, exhibit evolving traffic patterns rather than abrupt isolated anomalies. By analyzing sequences of flows instead of individual snapshots, the proposed model effectively distinguishes between benign fluctuations and malicious behavioral escalation. The observed high recall for attack categories indicates that the model successfully learns discriminative temporal patterns, reducing missed detections. Furthermore, the limited false positive rate confirms that contextual sequence modeling mitigates misclassification caused by transient anomalies.
B. Role of Hybrid CNN–BiLSTM–Attention Architecture
The hybrid design contributes directly to the strong detection performance:
· CNN layers extract meaningful spatial relationships among network features.
· BiLSTM layers capture bidirectional temporal dependencies within the sequence window.
· The attention mechanism dynamically emphasizes informative time steps.

This integration allows the system to combine local feature interaction learning with global sequence behavior understanding. The attention mechanism further enhances interpretability by assigning importance weights to relevant flow segments, improving robustness against noise. The synergy between these components explains the strong multi-class classification results achieved without excessive architectural complexity.
C. Deployment Considerations in IoT Environments
The proposed system was trained and evaluated using CPU-only resources, demonstrating feasibility for deployment in resource-constrained environments such as:
· IoT gateways
· Edge security appliances
· Enterprise routers
· Network monitoring nodes

With approximately 238k trainable parameters, the model maintains moderate computational complexity. This makes real-time or near-real-time inference feasible when integrated with flow-based monitoring tools.
Additionally, since the model relies on flow-level statistical features rather than packet payload inspection, it remains compatible with encrypted traffic scenarios, which are increasingly common in modern IoT ecosystems.
D. Practical Advantages Over Traditional IDS
Compared to rule-based or classical ML-based IDS approaches, the proposed system offers:
1. Automated feature learning without manual threshold tuning
2. Reduced reliance on static detection rules
3. Behavioral awareness through sequence modeling
4. Lower sensitivity to isolated noise events

These properties improve operational stability in dynamic IoT environments, where traffic patterns can vary significantly.

VII CONCLUSION
The increasing adoption of Internet of Things (IoT) devices has significantly expanded network exposure to sophisticated cyber threats. Traditional intrusion detection systems that rely on rule-based logic or independent flow classification struggle to capture evolving attack behavior that unfolds over time. Addressing this limitation, this paper proposed a behavior-driven temporal intrusion detection framework based on a hybrid CNN–BiLSTM–Attention architecture.
The core contribution of this work lies in modeling short-term behavioral sequences of network flows rather than treating flows as isolated instances. By grouping consecutive flows into fixed-length temporal windows, the proposed system captures contextual traffic evolution that characterizes modern IoT attacks. The integration of Convolutional Neural Networks enables effective spatial feature interaction learning, while Bidirectional Long Short-Term Memory networks model forward and backward temporal dependencies within each sequence. The attention mechanism further enhances performance by dynamically emphasizing informative time steps, allowing the model to focus on critical behavioral transitions.
Experimental evaluation on structured IoT traffic demonstrated strong multi-class classification performance, achieving 98.24% overall accuracy. High precision and recall values across benign, browser hijacking, brute force, and DDoS categories confirm the robustness of the temporal modeling approach. The confusion matrix, ROC curves, and precision–recall analysis further validate the discriminative capability of the hybrid architecture. Importantly, the model maintains moderate computational complexity and was successfully trained and evaluated using CPU-based resources, indicating feasibility for deployment in edge or gateway-level IoT security systems.
The results highlight the importance of behavioral awareness in modern intrusion detection. Unlike single-flow classifiers that may misinterpret isolated anomalies, the proposed framework leverages contextual temporal information to reduce false alarms and improve detection reliability. Furthermore, the reliance on flow-level statistical features rather than packet payload inspection ensures compatibility with encrypted traffic environments.
Despite strong performance, opportunities remain for extending this research. Future work may explore adaptive window sizes, transformer-based architectures, semi-supervised anomaly detection for zero-day scenarios, and cross-dataset validation to further enhance generalization capability.
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